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Abstract

Named Entity Recognition (NER) is a cornerstone natural language processing task while its robustness has been
given little attention. This paper rethinks the principles of the conventional text attack, as they can easily violate the
label consistency between the original and adversarial NER samples. This is due to the fine-grained nature of NER,
as even minor word changes in the sentence can result in the emergence or mutation of any entity, producing invalid
adversarial samples. To this end, we propose a novel one-word modification NER attack based on a key insight,
NER models are always vulnerable to the boundary position of an entity to make their decision. We thus strategically
insert a new boundary into the sentence and trigger the victim model to make a wrong recognition either on this
boundary word or on other words in the sentence. We call this attack Virtual Boundary Attack (ViBA), which is shown
to be remarkably effective when attacking both English and Chinese models with a 70%-90% attack success rate
on state-of-the-art language models, and also significantly faster than previous methods. We share the code in

https://github.com/yangyifei729/ViBA.
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1. Introduction

The goal of Named Entity Recognition (NER) is to
find the predefined named entities, such as loca-
tions, persons, and organizations in a given sen-
tence. Itis a fundamental task in natural language
processing (NLP) behind various downstream ap-
plications (Clark et al., 2018; Sil and Yates, 2013;
Babych and Hartley, 2003; Nikoulina et al., 2012).

Language models have been shown to be vul-
nerable to cunningly crafted input data, producing
misjudgments, thereby undermining their security
and trustworthiness. Great attention has been paid
to the robustness of natural language understand-
ing (NLU), e.g., sentence classification (Jin et al.,
2020; Garg and Ramakrishnan, 2020), question an-
swering (Gan and Ng, 2019; Ribeiro et al., 2018), to
unravel their vulnerabilities and deficiencies, for the
sake of providing defense techniques. However,
the study on the robustness of sequence labeling
tasks like NER is still lacking.

Recently, Simoncini and Spanakis (2021) made
an initial foray into the field of attacking NER mod-
els, taking inspiration from text attack methods
designed for sentence classification and adapt-
ing them to NER tasks. In a parallel vein, Lin
et al. (2021) introduce RockNER, an adversarial
dataset generated through word substitution, a well-
established technique commonly used to attack
sentence classification models.

However, we find that the conventional princi-
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Figure 1: Label shift issue on English and Chinese
adversarial samples.

ples of text attack on sentence classification can
easily violate the label consistency between orig-
inal and adversarial NER samples. Specifically,
these attackers apply word insertion, swapping, or
substitution to the sentence while maintaining its
semantics to keep the sentence label unchanged
as possible. Note that the labels of NLU tasks are
greatly correlated to the semantics. As opposed
to the sentence classification task, NER is often
modelled as a fine-grained structure labeling task.
In this context, any minor word changes like inser-
tion, swapping, and substitution, can result in the
emergence of new entities or mutation of original
entities.

We denote this issue as label shift. We show
two cases in Figure 1, where a GPE (geopolitical)
entity Sydney in the original sentence is substi-
tuted to soccer, and world (“f5”) is substituted to
WTO (“t%1”) by the attacker (Morris et al., 2020).
However, soccer is obviously not a GPE entity and
WTO should be an ORG (organization). As a result,
these two are invalid adversarial samples. We find
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such an issue widely exists in current attackers,
which has a significant negative impact on NER
adversarial samples.

The fine-grained nature of NER determines that
one should make as few modifications as possi-
ble to the sentence in order not to incur label shift.
Thus in this paper, we propose a novel NER at-
tacker, which only modifies one word in the original
sentence to maximumly alleviate label shift.

Our method is based on a key insight that
the nowadays NER models concern more on the
boundary tokens and tend to memory them for
entity recognition. Specifically, when inserting a
boundary token (i.e., the leftmost and rightmost
token of the entity) into the sentence, the state-
of-the-art NER models can be easily fooled and
exhibit abnormal behaviors. We refer to this phe-
nomenon as Entity Boundary Interference (EBI),
and our attack is a natural extension of it.

The contributions of this paper are below:

e We first reveals the problem of Entity Bound-
ary Interference (EBI). Based on it, we propose
Virtual Boundary Attack (ViBA), a novel NER at-
tacker which avoids the label shift problem that
other attackers suffer from. We evaluate ViBA on
several state-of-the-art pre-trained language mod-
els (PrLMs) on widely used English and Chinese
benchmarks. Experiments show that ViBA has a
high attack success rate and also maintains a high
semantic and syntax similarity with the original sen-
tences. Furthermore, it exhibits exceptional fluency
and has a good efficiency advantage with almost a
linear time complexity.

e We undertake a comprehensive analysis of the
factors contributing to EBI and elucidate how ViBA’s
effectiveness is influenced.

¢ We propose two defense techniques to train
robust NER models against EBI. Our defense strat-
egy has also been demonstrated to withstand vari-
ous word substitution NER attackers.

2. Method

2.1. Entity Boundary Interference

Previous studies assume that an NER model is
heavily reliant on the boundary of an entity when
making decisions (Peng and Dredze, 2016; Tan
et al., 2020a). Given an entity, the boundary refers
to its leftmost or rightmost token. In light of this
assumption, our vision is that NER models can be
vulnerable if the attackers attempt to manipulate
these boundary tokens. Figure 2 demonstrates
two representative phenomenons where the model
falls into mistakes when there is a new boundary
inserted in the sentence at some positions.

e S1: Insertion of a semantically unrelated
boundary may change the predictions of other enti-

ties. As shown in Figure 2 (S1), the model correctly
recognizes Paul Fischer as a PER (Person) en-
tity in (S1.a). When we insert the right boundary
Fischer at the beginning of the sentence in (S1.b),
surprisingly, the model no longer recognizes Paul
Fischer as a PER, even if it still is. Apparently,
humans will not make such a mistake.

¢ S2: The model may mistakenly assume a corre-
lation between the inserted boundary and the origi-
nal entity. In Figure 2 (S2), the model first wrongly
recognizes the inserted South as a GPE in (S2.b).
Paradoxically, it is no more after the original entity
South Korea is masked in (S2.c). It indicates that
the model pathologically assumes the co-occurring
boundaries are relevant, which is different from the
way humans perceive text and should be regarded
as another non-robust phenomenon.

S1 and S2 show that there is a coupling effect
between the model recognition of different entities
in the sentence. In S1, the emergence of a new
entity Fischer causes a flip in the prediction of Paul
Fischer. In S2, the erasure (being masked) of an
original entity South Korea causes a miss recall of
another entity South. The underlying is that the pre-
diction of South is coupled with the co-occurrence
of South Korea. We notice that these entities are
supposed not to have any connection. We denote
the above phenomenon as Entity Boundary Inter-
ference (EBI) issue.

2.2. ViBA

We introduce Virtual Boundary Attack (ViBA), a
novel attack algorithm for NER models based on
our finding of EBI. ViBA attacks the model by in-
serting a boundary token of some entities into the
sentence. The goal is to induce wrong predictions
of the model, as in S1 and S2. We denote the
inserted boundary as a “virtual boundary” for the
reason that the inserted boundary is not a real entity.
Algorithm 1 summarizes the procedure of ViBA:
(1) Prepare to Attack (line 1-3)

Given an input sentence X’ = x1,Xa, -+ , Xy, WE
first feed it to the victim model to obtain the original
prediction ), which is a list of predicted named en-
tity tags corresponding to X. Each tagin ) is a pre-
defined abbreviated label such as “PER” (Person),
“LOC” (Location), etc. Following the convention,
“O” refers to a non-entity token. Then we cache
a set &£ of all the named entities as well as their
corresponding positions £ in the sentence.

(2) Restrict Safety Areas (line 4)

We introduce safety areas to keep the original
entity tags unchanged. First, it is not allowed to
insert a boundary inside an entity because it would
undermine the entity and trigger label shift. Second,
the entity tag is likely to mutate when its local con-
text changes. For example, the inserted boundary
may form a new entity with its surrounding tokens.
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Figure 2: Demonstration of Entity Boundary Inter-
ference.

—
@ This is also an entity!

(S2.¢)

The safety areas are obtained by setting a safety
distance w. A case is shown in Figure 3.
(3) Attack (line 5-9)

We next generate the candidate adversarial sam-
ples. We pick the leftmost and rightmost bound-
aries of all named entities e in £. For each boundary
b, we go through every position in the sentence out-
side the safety areas and insert the boundary to
generate a candidate sample X”.

(4) Check Success (line 10-17)

We feed X’ to the victim model and obtain its
prediction )’. The following two criteria are applied
to determine whether an attack is successful:

Criterion 1 (line 10-12) This criterion corre-
sponds to the S1 case in Figure 2, that the inserted
token should not affect the predictions of the origi-
nal entities. Note that we also set a safety area for
the inserted position during the comparison in order
to avoid label shift in case the inserted boundary
is an entity or forms a new entity with surrounding
tokens. What we do is to check the consistency
of Y and ), and any inconsistency indicates the
success of the attack.

Criterion 2 (line 13-17) This criterion corre-
sponds to the S2 case in Figure 2, that the
model prediction of the virtual boundary should
not change after we mask its referential entity. We
mask the named entity e in X’ and get X,. Then we

Algorithm 1 Virtual Boundary Attack
Input: Victim model F, input sample X, safety dis-
tance w.
Output: Adversarial sample X.
1. Y+ F(&X)
2: £ + Extract each entity in X following )
3: L < Locate each entity in X following )
4: S + Decide safety area following £ and w
5: for e in £ do

6 forjin{l1~n}\Sdo
7: for b in {el*/t emi9ht} do
8: X' <+ Insert b before A
9: YV« F(X")
10: Y\ V], jiwsn 7 Y then
11: return X’
12: end if
13: X! « Maskein X’
14; Y o« F(X)
15: if y[’ﬂ #+ y;nm then
16: return X’
17: end if
18: end for
19: end for
20: end for

21: return None

| w=2 ! !
1
Now , Greg has been, playing computer:games for an hour at home,.

! [PER] X | [TIME] !

________________

Figure 3: A case of safety areas.

feed it to the victim model and get )/ . Any incon-
sistent prediction of b between )’ and Y/ indicates
the success of the attack.

It is worth noting that VIBA maximumly avoids
the label shift issue by the following properties:

e The safety areas guarantee that the original
entity tags will not be changed after the insertion
of a new boundary.

e Criterion 2 is independent of labels since we
only care about the consistency of the prediction of
the virtual boundary.

3. Experiments

3.1.

We explore the effectiveness of ViBA on three
widely used benchmarks of Chinese and English:

e OntoNotes5.0 (Weischedel et al., 2013) is a
multilingual NER dataset of Chinese, English and
Arabic. There are eighteen types of named entities,
eleven of which are types like Person, Organization
and seven are values such as Date and Percent.
In this paper, we select the popular Chinese and
English versions for our experiments.

Datasets
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Test set WNUT OntoNotes-en MSRA OntoNotes-ch

Samples 686 /1287 4561 /9479 2344 / 4365 2392 /4472

Entities per sample 1.57 2.45 2.61 3.13

Tokens per sample 19.67 24.08 47.3 45.06
Table 1: Statistics for each used test set.

e MSRA (Levow, 2006) is one of the commonly English
used Chinese NER datasets which accommodates WNUT OntoNotes
three named entity types and the data in MSRA are ASRE SS ASR  SS
collected from the news domain.

e WNUT2017 (Derczynski et al., 2017) is an En- BERT,,.. 571 98.0 732 98.1
glish NER dataset which has six types. It focuses 596 954 751 965
on identifying unusual, previously-unseen entities
and is more challenging. RoBERTay, . 67.1 979 700 98.1

These benchmarks have standard train/dev/test 67.8 955 73.0 964
split. Some statistical data of the test sets are
shown in Table 1. The total number of sentences DeBERT;, 561 980 /0.7 981
containing at least one entity / the sizes of datasets 62.5 95.7 747 96.4
are shown in the Samples row. We also count the Chinese
average amount of entities in each sentence and
the av?arage sentence length. MSRA OntoNotes

ASR SS ASR SS
3.2. Metric BERT, ... 91.2 98.8 855 987
e Attack Success Rate (ASR) is the main mea- 914 984 864 982
surement of the attacker’s effectiveness towards a R 91.7 98.8 869 98.1
_— S . ; oBERTa,,¢e
victim model, which is the ratio of the achieved ad- 923 983 891 982
versarial samples over all samples. A higher ASR
suggests a more effective attacker. MacBERT,,,. o2 988 8.4 986
e Semantic Similarity (SS) measures semantic 920 983 89.8 98.1

distance between two sentences. We leverage
text2vec for evaluation (Xu, 2022). A greater SS
suggests the semantics of the adversarial sample
are close to the original one.

e Entity-Level Attack Success Rate (EASR) is
a ViBA-specific metric which is the proportion of en-
tities that can successfully trigger Entity Boundary
Interference out of all entities. EASR1 and EASR2
imply how frequently S1 and S2 occur.

¢ Edit Distance (ED) reflects the syntax similarity
between two sentences. We expect to generate
an adversarial sample with a high overlap with the
original one.

e Fluency (FLU) reflects the smoothness and
naturalness of generated adversarial samples. We
prompt the state-of-the-art Al model, ChatGPT, to
play the role of a professional linguist and provide
fluency scores between 0 and 100 for the sen-
tences, using their average as the metric.

3.3. Settings

We evaluate VIiBA on the extractive models,
specifically the BERT-base (Devlin et al., 2019),
RoBERTa-large (Liu et al., 2019) models of Chi-
nese and English versions. In addition, DeBERTa-
large (He et al., 2020) is leveraged for the evalua-

Table 2: Attack success rate (ASR) and semantic
similarity (SS) across various NER datasets. For
a victim model, the top row corresponds to ViBA,
and the bottom corresponds to ViBA-rep.

tion of the English datasets. MacBERT-large (Cui
et al., 2020) is used for the Chinese datasets. We
first fine-tune the models with multilayer perceptron
(MLP) as the classification heads on the training
sets for 6 epochs and select the best-trained check-
points by dev sets. Then we apply ViBA to attack
them on the test sets. We have heuristically set the
safety distance w = 2. We conduct experiments
on a single NVIDIA RTX 3090 GPU. It is worth not-
ing that according to the latest researches (Wang
et al., 2023; Xie et al., 2023), BERT-like models still
remain the state-of-the-art models for NER. Hence,
in this paper, we refrain from including generative
models such as ChatGPT! for this purpose.

'https://chat.openai.com/
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English

WNUT OntoNotes

EASR1 EASR2 EASR1 EASR2
BERT,,.s. 549 757 223 554
RoBERTa;,,,. 41.0 679 171 52.6
DeBERTa,,,c 426 736 145 51.0

Chinese

MSRA OntoNotes

EASR1 EASR2 EASR1 EASR2
BERT},.sc 426 758 554 61.8
RoBERTaj,,,. 37.1 76.8 56.6 65.7
MacBERT,,,o 465 774 605 71.8

Table 3: EASR for ViBA on different datasets.

3.4. Main Results

We evaluate ViBA for multiple models on different
Chinese and English datasets, and the results are
shown in Table 2. Considering that the insertion will
change the length of the sentence and cause too
obvious a distinction, we also change the “insert”
operation in ViBA to the “replace” operation for com-
parison, named ViBA-rep. Overall, ViBA achieves
high ASR when attacking both Chinese and En-
glish datasets. The ASR on the Chinese datasets
is as high as 85% - 93%. Although relatively lower
on the English datasets, the ASR ranges from 55%
to 73%, which is still an ideal performance. It is
noteworthy that the English datasets generally have
shorter sentences and fewer entities. Their smaller
search spaces will lead to relatively lower ASR.
Comprehensively, ViBA is an ideal attacker on both
English and Chinese.

In Table 2, the average SS between the adver-
sarial and original samples of ViBA on all datasets
exceeds 97.9, which guarantees that (1) the seman-
tics of the adversarial samples are extremely close
to the original ones; (2) the adversarial samples
are natural and look similar to the original ones.

Generally, ViBA-rep exhibits higher ASR than
vanilla ViBA. But replacement fails to retain all the
tokens and generates samples with a greater se-
mantic difference, as its lower SS. Considering ASR
and SS comprehensively, we conduct follow-up ex-
periments all on vanilla ViBA.

To explore the occurrence frequency of S1 and
S2, we present in Table 3 the EASR1 and EASR2.
Since many entities can induce both S1 and S2,
their sum may exceed 1.0. We find that S1 and S2
are both frequent non-robust phenomena, as high
EASR1 and EASR2 suggest, which shows the NER
models are fragile to the boundary tokens. Further-
more, a consistently higher EASR2 indicates that
the model possesses a comparatively weaker ca-

1033 :
10 TN KN ViBA

4.11 3.85
3.08
2.96 263 2.94
/ 2.27
2
0 0.06 0.03 0.03 0.04

WNUT OntoNotes-en MSRA OntoNotes-ch

—Z1 RockNER [ CLARE

samples / s

Figure 4: Comparison of attackers’ efficiency.

pability in resisting S2 compared to S1.

Since ViBA is an attack that operates at the word
level, for the sake of a fair comparison, we select
other latest and state-of-the-art word-level attack-
ers as baselines. We reproduce the context-level
RockNER (Lin et al., 2021) and CLARE (Li et al.,
2021) adapted for NER on the four datasets, using
RoBERTa-large as the victim model. It is worth
noting that our ViBA only replaces context words
instead of the entities to avoid the label shift, mak-
ing it a fair comparison with strong context-level
RockNER. When adapting the previous attackers,
we keep their algorithms but change the success
judgment to whether the predicted tag sequences
have changed.

We compare the ASR/SS/ED/FLU of different
attackers in Table 4. For ASR, it is displayed that
ViBA effectively outperforms the previous attack-
ers. Considering that transplant text attackers may
trigger the label shift problem, their actual ASR
should be even lower than the reported value. Bet-
ter SS proves that ViBA preserves more semantic
similarity. It is worth mentioning that ViBA is a one-
word modification attacker and always maintains
the ED to 1.0, which shows that it keeps better
syntax than all the other attackers. Both superior
SS and ED indicate the ViBA adversarial samples
are more imperceptible. The consistently higher
fluency also underscores that ViBA’'s generated ad-
versarial samples are more fluent and natural com-
pared to other attack methods. To further validate
that the proposed ViBA can generate more natural
and fluent adversarial samples, we also conduct
manual evaluation, as demonstrated in appendix
A. Overall, ViBA maintains a significant advantage
over existing strong baselines.

3.5. Time Analysis

The time complexity for ViBA to attack a sentence
of length n is O(m x n), where m is the amount of
the named entities in this sentence. Usually, m is
much smaller than n. Thus, the time complexity is
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WNUT OntoNotes-en MSRA OntoNotes-ch
RockNER 64.3/90.3/2.2/53.1 17.1/84.1/2.1/54.7 53.6/94.8/2.3/53.1 72.2/95.0/2.3/47.3
CLARE 55.5/95.4/1.2/54.9 55.0/95.9/1.2/54.1 56.4/94.9/5.9/54.9 40.7/96.3/2.6/63.1
ViBA 67.1/97.9/1.0/59.8 70.0/98.1/1.0/66.6 91.7/98.8/1.0/59.8 86.9/98.1/1.0/66.2

Table 4: ASR1/SS1/ED|/FLU1 comparisons of ViBA and state-of-the-art attackers.

w 1 2 3 4

ASR 74.6 70.0 62.9 55.6

Table 5: The trend of ASR as safety distance w
varies, where w=2 is set for all other experiments.

almost linear with n, which makes ViBA efficient.
To verify it, we evaluate the number of samples that
can be processed by ViBA, RockNER and CLARE
within one second on the four datasets, as shown
in Figure 4. The victim model is RoBERTa-large.

3.6. Effect of Safety Distance

To investigate the impact of the safety distance w to-
wards ViBA, we conduct comparative experiments
by varying it. The experiments are conducted on
the OntoNotes-en dataset, with RoBERTa-large
chosen as the victim model, as shown in Table 5.

As w increases, the ASR decreases. However,
when w = 1, there remains a slight label shift issue.
But with w = 2, this issue is largely mitigated. Addi-
tionally, setting w = 2 maintains a high ASR, which
is why we have chosen this value in our paper.

4. Discussion

This section discusses the effectiveness of ViBA
and our motivation through empirical experiments.

4.1. Boundary as Trigger

As mentioned in (Lin et al., 2021), the NER mod-
els tend to memorize the entity patterns instead of
reasoning them by context, which hints us to ex-
plore which tokens play the key role for such entity
patterns (i.e., boundary tokens or non-boundary
tokens). Thus, we mask out the boundary or non-
boundary tokens respectively of an entity to expose
which one is more important for entity recognition.

Specifically, we fine-tune two RoBERTa-large
models on MSRA and OntoNotes-en datasets.
Then we examine the models’ dependence on
the boundary and inner tokens: (1) For each sen-
tence X = x1,Xa, - ,X,, One of its entities ¢ =
Xi,Xit1, " ,Xitm IS first recognized as type ¢ with
the highest probability p; among all the types. (2)
We mask out the boundary tokens x; and x;,,, of
e in X respectively to obtain two sentences and

50% 43°09%
X3 Boundary E—Z Inner
40%
30%
26.16%
20% 18.47%
10%
1 3.49%

0%

MSRA OntoNotes-en

Figure 5: The probability drops caused by masking
out boundary and inner tokens.

OntoNotes-en  OntoNotes-ch

Boundary Tokens 0.95 0.93
Inner Tokens 0.96 0.95

Table 6: The cosine similarity of the hidden-states.

feed them into the model again. The model sep-
arately estimates the probabilities p, and p; that
the masked entities remain type t. Since p; and
p, are always less than p;, we leverage the mean
value of two probability drops p; — p;, p: — p; to
reflect the dependence of the model on boundary.
(3) Similarly, we mask out the inner tokens of e and
calculate the mean value of probability drops, as
shown in Figure 5.

On the Chinese MSRA dataset, the probability
drop caused by masking out boundary tokens is
more than five times that of masking out inner to-
kens. On English OntoNotes, masking out bound-
ary tokens even causes a probability drop of nearly
50%. It can be concluded that compared to mask-
ing out inner tokens, masking out the boundary
tokens will significantly hurt the probability that the
model maintains the original prediction, which in-
dicates that the models are more reliance on the
boundary of an entity for making final prediction
and provides evidence for our intuition to insert
boundary which triggers the misclassification.

4.2. Robustness of Encoder and Decoder

The BERT-style NER models can be summarized
into an encoder-decoder structure. The encoder
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OntoNotes-en | OntoNotes-ch

ASR Fi ASR F,
FreeLB 70.5 89.5 86.0 85.2
ASA 72.2 89.3 86.8 85.3
Mixed 68.6 75.4 77.7 84 .1
D ASR Fi ASR F;
0 73.2 89.2 85.5 85.0
0.3 63.7 88.8 87.1 84.7
0.5 67.7 88.3 85.4 83.6
0.8 69.8 83.1 715 63.0

Table 7: Results of masking out the boundary to-
kens.

usually leverages a strong PrLM, which encodes
the input into contextual hidden-states. The de-
coder is usually an MLP classifier, a conditional
random field (CRF), etc and classifies each token
into a pre-defined tag based on its hidden-states.

Since the hidden-states are the only medium be-
tween the encoder and decoder, we analyze their
robustness from the stability of the hidden-states
to further interpret ViBA. For each generated ad-
versarial sample X, it is fed into the encoder to
obtain its hidden-states #. Then we mask out the
original entity in X to get X,;, and input it into the
encoder to obtain hidden-states #,,. We select
the representations of the inserted boundary from
the H, H,, and calculate the cosine similarity be-
tween them. Similarly, we also calculate the cosine
similarity for all the other tokens in the sentence.
We conduct experiments with BERT-base on the
OntoNotes dataset. The average values of the co-
sine similarities are displayed in Table 6.

We figure out that for the inserted boundary to-
kens, the cosine similarity of the hidden-states be-
tween the H and H,,, exceeds 0.93 in two datasets.
It is worth noting that the hidden-states of the BERT-
base are as high as 768 dimensions, and the co-
sine similarity so close to 1 shows that the inserted
boundary does not cause a significant deviation in
the encoder output. Similar to this phenomenon,
other tokens also obtain an average similarity of
0.95 in two datasets, which further verifies that the
encoder is relatively stable against X and X,,. It
implies that even if the slight changes of the hidden-
states output by the encoder in the position of the
inserted boundary can confuse the decoder.

To summary up, (1) The NER models tend to
recognize the entities depending on the boundary
and perhaps memorize the boundary pattern. (2)
The decoder is not robust enough to resist slight
perturbation on hidden-states.

OntoNotes-en | OntoNotes-ch

ASR Fi ASR Fi
WP 704 88.4 88.4 84.7
P ASR Fi ASR Fi
0 73.2 89.2 85.5 85.0
0.3 70.2 88.8 85.7 85.1
0.5 70.8 88.7 84.7 85.0
0.8 751 87.6 80.4 84.3

Table 8: Results of boundary dropout to the hidden-
states for the decoder and weight perturbation
baseline.

5. Defense Strategy: Boundary Cut

This section presents a Boundary Cut strategy that
enhances NER robustness against ViBA.

5.1.

Since the NER model recognizes the entity rely-
ing more on the boundary pattern, a very straight-
forward idea is to decouple the boundary words
and inner words, encouraging the model to capture
the pattern of inner words. We achieve this goal
by masking out the boundary words at the input.
In detail, we randomly mask out the left and right
boundary tokens of an entity with a probability p
during the fine-tuning phase. In addition, to explore
whether masking out the boundary words during
training will influence the model on entity recogni-
tion, we also report the F; on the clean test set,
where a higher F} indicates a higher recognition
performance. We apply BERT-base to conduct
experiments on OntoNotes in Table 7.

Compared to the case without masking (p = 0),
almost all ASR has a significant decrease after
masking out the boundary words, suggesting that
masking out boundary words is beneficial for resist-
ing VIiBA. An exception happens when p = 0.3 on
OntoNotes-ch. Our explanation for this anomaly is
that masking out boundary words can be a trade-off.
On the one hand, it reduces the model sensitivity
to boundaries, thus decreasing ASR. On the other
hand, it will also bring noise, which may lead to
insufficient training and make the model vulnera-
ble. In some cases, the latter may outweigh the
former. When observing the recognition perfor-
mance, the F; of all experiments slightly decreases
as p = 0.3,0.5, which indicates that the noise in-
troduced by masking out the boundary does not
cause much performance reduction. It is also not
surprising that there is a large drop in F; with such
big noise when p = 0.8. Overall, when p is within
a reasonable range, masking out boundary can
effectively resist ViBA without significantly reduc-
ing the recognition performance. Based on our
experiments, p = 0.5 works best.

Decouple Boundary and Inner Words
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Adversarial Training (AT) is the commonly used
method to improve the model’s robustness. We
select FreelLB (Zhu et al., 2020) and ASA (Wu and
Zhao, 2022) as our baselines. Compared to them,
though F; is relatively lower, our method achieves
a significantly advantageous ASR. Also, we re-train
the model on the mixture of adversarial and orig-
inal samples (Mixed), where we set the label of
the inserted boundary to “O” in an adversarial sam-
ple, and the rest of the tokens are consistent with
the original sample. To our surprise, Mixed sig-
nificantly reduces ASR and does not damage F;
substantially, especially for the Chinese dataset,
which indicates the distinction between generated
adversarial samples and the original samples is
really slight.

5.2. Dropout Hidden-States

Since the decoder is relatively non-robust to the
hidden-states and ViBA mainly fools it, improving
its robustness is also a direct idea. We propose to
apply dropout (Hinton et al., 2012) on the hidden-
states for enhancement. While also considering
that the NER model is sensitive to boundary words,
we randomly dropout the boundary of an entity on
top of the hidden-states with a probability p. We
conduct experiments on the OntoNotes dataset.
The victim model is BERT-base with a vanilla MLP
decoder. We take a classic weight perturbation
(WP) method (Wen et al., 2018), which can improve
model robustness as the baseline.

In Table 8, ASR drops significantly when p =
0.5. Meanwhile, the F; on the test set is almost
unaffected. ViBA also outperforms WP with a lower
ASR and higher F,. We can conclude that such a
concise dropout can help the victim model resist
ViBA without affecting its recognition performance.
Also, the model is fragile due to the undertraining
problem, and it is understandable to have poor ASR
and F; when p = 0.8 on OntoNotes-en.

5.3. Defense Against General Attacks

Since previous experiments have demonstrated
that the Boundary Cut strategy can help mitigate
Entity Boundary Interference, thus enhancing the
model’s robustness against ViBA adversarial sam-
ples, it prompts us to explore whether this strategy
can be extended to other word substitution attacks
(Lin et al., 2021; Li et al., 2021). To this end, we
verify whether Boundary Cut can assist the model
in defending against RockNER as a representa-
tive. Specifically, we train the BERT-base models
with the defense strategies: Mask out Boundary
Words (M), Dropout Hidden-States (D) both with
p = 0.5. And then we evaluate their F; scores on
the adversarial samples generated by RockNER.

Model BERT-base +M +D

I 65.3 68.7(1 3.4) 68.0(12.7)

Table 9: F; scores on adversarial samples gener-
ated by RockNER, with +M representing the Mask-
ing out of Boundary Words during training and +D
indicating the addition of Dropout Hidden-States.

As illustrated in Table 9, our implementation of
the Boundary Cut strategy results in a significant
enhancement of the victim model’s proficiency in ac-
curately identifying entities within the RockNER ad-
versarial samples. This observation underlines the
broad adaptability of our Boundary Cut approach
when it comes to defending against a variety of
different attack techniques.

6. Related Work

In recent years, adversarial samples (Goodfellow
et al., 2015) generation has been a popular re-
search area in NLP, mainly focusing on evaluating
the robustness of NLP models.

Current studies on robustness concentrate on
text classification, question answering (QA), etc.
For instance, Gao et al. (2018) propose the Deep-
WordBug, which effectively fools the models in a
black-box scenario. SCPNs (lyyer et al., 2018)
employ syntactic information to generate adversar-
ial samples specifically for text classification tasks.
The widely recognized TextFooler (Jin et al., 2020)
attacks the BERT-style models and has gained
prominence due to its remarkable effectiveness and
efficiency. BAE (Garg and Ramakrishnan, 2020) is
designed to perform adversarial attacks on text clas-
sification tasks and generates adversarial samples
through contextual perturbations, making it partic-
ularly effective in black-box scenarios. CLARE (Li
et al., 2021) is known for its ability to create adver-
sarial samples that exhibit fluency and grammatical
coherence by employing a mask-then-infill proce-
dure. Gan and Ng (2019) attacks the question
paraphrasing in the QA dataset. Tan et al. (2020b)
perturb the inflectional morphology of words to gen-
erate plausible and semantically similar adversarial
samples. However, despite the numerous works
on generating adversarial samples for NLP tasks,
they have all overlooked NER.

Recently, some researchers have begun to fo-
cus on the robustness of NER models. Mayhew
et al. (2020) investigate the influence of capitaliza-
tion on NER models. Das and Paik (2022) delve
into the examination of how perturbations in the
surrounding context impact entities. But none of
them propose an efficient NER attacker. Nowa-
days, there are only a few studies that propose
attackers for NER systems. While Seqattack (Si-
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moncini and Spanakis, 2021) does adapt some of
the previously mentioned attack methods from text
classification to NER, it does not introduce a novel
approach, and the success rates of these meth-
ods are in need of improvement. While there are
some rare NER attackers like RockNER (Lin et al.,
2021) and Breaking BERT (Dirkson et al., 2021),
they essentially introduce a label shift issue and
face challenges related to low efficiency and a poor
success rate.

7. Conclusion

This paper studies the robustness of current domi-
nant NER models. Due to the label shift problem,
existing attackers easily generate invalid adversar-
ial samples. We first reveal a noteworthy problem,
the Entity Boundary Interference that is particularly
prevalent in NER models. Subsequently, we pro-
pose a novel one-word modification attacker ViBA
that alleviates label shift. Moreover, we interpret the
effectiveness of it and further propose a boundary
cut strategy that enhances the model’s robustness
against a variety of word substitution attackers.

Limitations

Typically, the Chinese boundary token is a single
character and the English boundary token is a
meaningful word. We do not explore how much
this distinction affects our attack in depth.
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A. Manual Evaluation

We empiloy five participants with a computer sci-
ence background and five with a humanities back-
ground to compare the fluency and naturalness
of the adversarial samples generated by different
attackers.

Specifically, we select 30 sentences each from
OntoNote-en and OntoNote-ch to generate a to-
tal of 60 sets of adversarial samples using ViBA,
RockNER, and CLARE. Participants are required
to score the naturalness and fluency of each set
of adversarial samples, where the most fluent and
natural samples are rated as 3, followed by 2, and
the poorest as 1. The average scores are shown
in Table 10.

OntoNotes-en OntoNotes-ch

RockNER 1.93 1.83
CLARE 1.83 1.97
ViBA 2.23 2.20

Table 10: The average scores assigned by partici-
pants to samples generated by different attackers.

From Table 10, it can be observed that partici-
pants are inclined to perceive that ViBA generates
more fluent and natural adversarial samples, which
aligns with the results presented in Table 4.

1744


https://doi.org/10.18653/v1/2020.acl-main.263
https://doi.org/10.18653/v1/2020.acl-main.263
https://doi.org/10.18653/v1/2020.acl-main.263
https://openreview.net/forum?id=rJNpifWAb
https://openreview.net/forum?id=rJNpifWAb
https://openreview.net/forum?id=rJNpifWAb
https://arxiv.org/abs/2206.12608
https://arxiv.org/abs/2206.12608
https://github.com/shibing624/text2vec
https://github.com/shibing624/text2vec
https://openreview.net/forum?id=BygzbyHFvB
https://openreview.net/forum?id=BygzbyHFvB
https://openreview.net/forum?id=BygzbyHFvB

	Introduction
	Method
	Entity Boundary Interference
	ViBA

	Experiments
	Datasets
	Metric
	Settings
	Main Results
	Time Analysis
	Effect of Safety Distance

	Discussion
	Boundary as Trigger
	Robustness of Encoder and Decoder

	Defense Strategy: Boundary Cut
	Decouple Boundary and Inner Words
	Dropout Hidden-States
	Defense Against General Attacks

	Related Work
	Conclusion
	Bibliographical References
	Manual Evaluation

