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Abstract

Large Language Models (LLMs) are trained
on large-scale web data, which makes it dif-
ficult to grasp the contribution of each text.
This poses the risk of leaking inappropriate
data such as benchmarks, personal informa-
tion, and copyrighted texts in the training data.
Membership Inference Attacks (MIA), which
determine whether a given text is included in
the model’s training data, have been attracting
attention. Previous studies of MIAs revealed
that likelihood-based classification is effective
for detecting leaks in LLMs. However, the
existing likelihood-based methods cannot be
applied to some proprietary models like Chat-
GPT or Claude 3 because the likelihood for
input text is unavailable to the user. In this
study, we propose a Sampling-based Pseudo-
Likelihood (SPL) method for MIA (SaMIA)
that calculates SPL using only the text gener-
ated by an LLM to detect leaks. The SaMIA
treats the target text as the reference text and
multiple outputs from the LLM as text sam-
ples, calculates the degree of n-gram match as
SPL, and determines the membership of the
text in the training data. Even without likeli-
hoods, SaMIA performed on par with existing
likelihood-based methods!'.

1 Introduction

Large Language Models (LLMs) bring about a
game-changing transformation in various services
used on a daily basis (Brown et al., 2020; Touvron
et al., 2023). The pre-training of LLMs relies on
massive-scale web data of mixed quality (Zhao
et al., 2023). While pre-processing such as filtering
is applied to construct as clean datasets as possible,
it is unrealistic to remove everything undesired (Al-
mazrouei et al., 2023). There is a risk of unin-
tentionally leaking benchmark data, copyrighted
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Figure 1: MIA using SPL based on the degree of n-gram
between sampled candidate texts and a reference text.

texts, or personal information into the pre-training
data (McCoy et al., 2023; Ippolito et al., 2023;
Kaneko and Baldwin, 2024). The leakage of bench-
mark data can lead to an overestimation of LLMs’
capabilities, preventing an appropriate assessment
of their true performance (Yu et al., 2023; Zhou
et al., 2023). Additionally, LLM generation based
on copyrighted texts or personal information can
result in serious violations of the law (Yeom et al.,
2017; Eldan and Russinovich, 2023).
Membership Inference Attacks (MIA) consider
the task of determining whether a given target text
is included in the training data of a model (Shokri
et al., 2016). Generally, because models are trained
to fit the data, a text included in the training data
tends to exhibit a higher likelihood compared to
ones unseen in the training data (Yeom et al., 2017).
Existing MIA studies rely on this idea and thus
require the likelihood of a input text computed by
the model (Carlini et al., 2021; Kandpal et al., 2022;
Ye et al., 2022; Mattern et al., 2023; Shi et al.,
2023). It is impossible to apply the existing studies
to the models that do not provide a likelihood.
When the training data of a model is accessible,
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it is straightforward to check the membership by
directly searching for a given text in the training
data (Zhang et al., 2022; Biderman et al., 2023;
Wang and Komatsuzaki, 2021). Therefore, the pri-
mary targets for MIA are LLMs without the train-
ing data disclosed (Zhang et al., 2022; Biderman
et al., 2023; Touvron et al., 2023). Such LLMs
mostly provide no access to likelihoods, severely
limiting the practical applicability of likelihood-
based MIA. Moreover, as the commercial value of
LLMs is increasing, developers of recent powerful
models like ChatGPT?, Gemini®, and Claude 3*
are more reluctant to disclose the details of their
training data.

In this paper, we propose a Sampling-based
Pseudo Likelihood (SPL) method for MIA
(SaMIA) that calculates SPL using the match ra-
tio of n-grams between the output texts sampled
from an LLM and the target text. We provide proof
that the match rate of sampled outputs serves as
an approximation of likelihood. Figure 1 shows
the detection of a leaked text using SPL, based on
the n-gram similarity between text samples and
the reference text. Providing the initial part of the
target text to the LLM, SaMIA generates multiple
continuations of the text by sampling. Treating the
generated sequences as candidate texts and the re-
maining part of the target text (after the given part)
as the reference text, we calculate the degree of
n-gram overlaps between the candidate texts and
the reference text. If the degree of n-gram overlaps
exceeds a specified threshold, we regard that the
LLM has been trained on the text. SaMIA can de-
tect leakage even under settings where the target
model is a black box (Ishihara, 2023).

We conducted experiments on MIA with OPT-
6.7B (Zhang et al., 2022) and LLaMA-2-7B (Tou-
vron et al., 2023) whose training data is pub-
licly available. The experimental results on
the Wikipedia articles (Shi et al., 2023) and
book (Duarte et al., 2024) datasets showed that
SaMIA achieves performance comparable to exist-
ing methods based on likelihood or loss values. In
addition, we introduce a leakage detection method
that combines information content and SPL, which
achieves the highest average score. We also re-
port the analysis results of the impacts of the num-
ber n of n-gram, the number of text samples, and
the length of the target text on the performance

2https://chat.openai.com/

3https ://gemini.google.com/app
*https://claude.ai/chats

of SaMIA. The performance of SaMIA is highest
when using unigrams. We observed the improved
performance by increasing the number of text sam-
ples and length of the target text.

2 SaMIA
2.1 Definition of the MIA Task

MIA is a binary classification task to determine
whether a target text z is included in the train-
ing dataset Dy,in of a model fy. The attacker’s
goal is to design an appropriate attack function
Ay, + X — {0,1} and to determine the truth value
of € Dyiy for an instance x in the text space
X. Motivated by detecting copyrighted text and
privacy information (Zhao et al., 2022), this paper
targets verbatim text memorization.

2.2 SPL

Our method is applicable under harder conditions
than the previous studies, which requires the loss
L or token likelihood Py of the model fy. In other
words, our method can be applied to any LLMs
because it uses only generated texts without the
loss or likelihood. The proposed method is formal-
ized as follows. For a text z = (w1, ws, ..., wr)
of length 7" to be detected, we divide it into a
prefix ZTpefix = (w1, wo, ... ,wLT/QJ) and a ref-
erence text Tt = (W|r/2)41, W|T/2]42;- - - > WT)
based on the number of words T". The LLM then
generates m text samples (candidates hereafter)
xgand (j = 1,...,m) that continue from the prefix
Tprefix- We use these candidates for MIA.

SaMIA judges that a text z is included in the
training data of the LLM if the candidate text =,
generated by the LLM has a high surface-level sim-
ilarity to the reference text x..r. We use ROUGE-
N (Lin, 2004) as the similarity metric, which mea-
sures the recall of n-grams in the reference text.
Theoretical proofs that ROUGE-N approximates
the likelihood yielded are shown in Appendix E>.

Given a candidate text xc,ng generated by the
LLM and a reference text x.f, we calculate the
ROUGE-N score (ranging from 0 to 1):

2 gram,, €y COUNbmaten (gram,, )

> gram,, Ctret Count(gram,,)
M
Here, n is the length of the n-grams. The de-
nominator is the total number of n-grams in the

ROUGE‘N(Icand, ‘rref) =

3>Semantic similarity metrics like BERTScore (Zhang et al.,
2019) are inconsistent with this objective, and our pilot studies
showed they underperform n-gram-based metrics.
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Algorithm 1 Sampling-based Membership Inference Attacks

1: Input: target text x = (w1, wa, ...
compression flag z

: Output: is text = included in the training data of f»? (1 or 0)

2

3t Tpresix (w1, W2, ..., WT/2))

4: Trer < (W T/2) 41, W[ T 2] 42, - - -, WT
5: for j = 1tomdo

6: m(imd — fe(ﬁpreﬂx)

7: end for

8: if z =1 then . ;
9: Rpm ¢ & X7 ROUGE-N(2/,y, Trer) - 2lib(],,)
10: else .

11: Ry« £ 37 ROUGE-N(z[,,, Trer)

12: end if

13: ifR,, > 7 then

14: return 1

15: else

16: return 0

17: end if

> The j-th candidate text z”

,wr), language model fy, number of samples m, length of n-gram N, threshold 7, zlib

g generated from fo using Zpresix as the prompt

> Combine with zlib compression

reference text, and the numerator is the total num-
ber of n-grams that overlap between the candidate
text and the reference text. For example, a ROUGE-
1 score is high when the words generated by the
LLM appear in the reference text.

We expect that SPL can appropriately capture the
distribution of LLM’s generations by empirically
sampling texts from the LLM. Let W be a random
variable defined by the LLM, and let P(W = x)
be the probability that W takes the text z. Let X ;(EJ )
be a random variable such that X 3(5‘7 ) = 1if the j-th
sampled sequence from the language model is =z,
and X, g(gj ) = 0 otherwise.

xU) — 1 if the j-th sampled sequence is
‘ 0 otherwise

The expected value of X g(ﬁj )

2

is calculated as follows:
EXUV=1.PXY =1)+0.-P(XY) =0)
= P(x{) =1) 3)

Here, the probability that Xg(c] ) =1 equals the
probability that the language model generates the
text z, i.e., P(W = x). When the sample size
N is sufficiently large, the average of X ;Ej ), which
is the relative frequency of the text  in the j-th
sample, will converge to the expected value by the

law of large numbers, and become equivalent to
P(W =z).

. 1 7 i
lim Y XD =EXV)=PW=2) 4

Therefore, by sampling the texts generated by the
LLM, the appearance frequency of sampled texts

approximates the probability that the language
model generates a text. Thus, calculating the simi-
larity between sampled texts and a target text can
reflect the output tendencies of the LLM.

2.3 Detection by SaMIA Based on SPL

SaMIA calculates the average ROUGE-N score
between each candidate text ;Ezand generated by the
LLM and the reference text x¢. If this average
exceeds a threshold 7, the text x is considered a
member of the LLM’s training data (Equation 5).

m
Ag (z) =1 %ZROUGE-N(mﬁand, Tref) > T
j=1
&)
Here, 1[] is an indicator function, and m is the
sample size. We set the threshold 7 based on the
development data. The interpretation of this detec-
tion metric is straightforward: if a text x were used
in training, the LLM would generate many of the
n-grams present in the reference text xes.

2.4 Improving SaMIA With Zlib Compression

Existing methods such as PPL/zlib use the infor-
mation content computed by zlib compression to
evaluate the redundancy characteristics of the gen-
erated text (Carlini et al., 2021). Samples from
unseen data in training tend to contain repetitive
generation (e.g., “I love you. I love you...”), and
the information content of such samples after zlib
compression is expected to be lower. PPL/zlib uses
the ratio of the perplexity of the sample = and the
bit length of x after zlib compression, zlib(x), as
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the detection metric (Equation 6).

1
[T Po(wilrii1) n

Agl@) =1 Zlib(z)

<T| (6)

Here, Py(x;|x1.5—1) is the model’s likelihood of
generating token x; given x1.;_1 and zlib(x) repre-
sents the entropy of x in bits after zlib compression.

Since zlib(z) depends only on the character in-
formation of the text z, it can also be applied to
SaMIA. Additionally, SaMIA does not consider the
presence of repetitive generation in the candidate
texts z’_ .. Therefore, combining it with zlib can

cand*
be expected to improve performance:

1 & - )
Ag,(z) =1 — Z ROUGE-N(z7, &er)-2lib(z), ) > T

j=1

@)

Algorithm 1 presents the detail of the whole
process of the proposed method.

3 Experiments

3.1 Existing Methods

We compare SaMIA with several existing meth-
ods to evaluate the effectiveness of our proposed
method. Our goal is to propose a theoretically-
grounded detection approach using sampling-based
approximation that achieves comparable perfor-
mance under limited information access. The com-
petitors range from basic to edge-cutting MIA ap-
proaches as follows.

We compared SaMIA with several existing meth-
ods to evaluate the effectiveness of our proposed
approach. The comparisons range from basic to
cutting-edge MIA approaches that require access to
likelihoods, as listed below. Note that our goal is to
propose a theoretically-grounded detection method
using sampling-based approximation that achieves
comparable performance under limited information
access compared to existing methods, rather than
outperforming them.

LOSS (Yeom et al., 2018) The most straightfor-
ward MIA method, attacking by thresholding the
Negative Log-Likelihood (NLL) loss. Given a tar-
get text x, if model fy yields an NLL loss lower
than a threshold 7, then z is considered present in
the training data of model fjy.

Lowercase (Carlini et al., 2021) The method ex-
tends LOSS by thresholding the difference between
a target text x and its lowercase version Tigwer-

PPL/zlib (Carlini et al., 2021) The method al-
leviates the effect of repeated substrings via zlib
compression®. PPL/zlib decides if a target text x is
included in the training data of model fy by thresh-
olding the ratio of the log of the perplexity and the
zlib entropy (Equation 6).

Min-k % (Shi et al., 2023) The method utilizes
only a subset of each target text x during an attack.
Specifically, tokens in x are sorted in the ascend-
ing order of the log-likelihood, and the average
log-likelihood of the first £% tokens, composing a
token set £, are used for detection:

Ap(z) =1 [é Zglogpg(mxlzi_l) S
T;€

Following findings in Shi et al. (2023), we set

k = 20 for Min-k% in our experiments. Min-

k% ++ (Zhang et al., 2024b), an improved version

of Min-k%, is also employed as the strongest and

most recent likelihood-dependent baseline.

3.2 Settings

Benchmarks Following existing work, we adopt
WikiMIA (Shi et al.,, 2023) and BookTec-
tion (Duarte et al., 2024) as the benchmarks.
WikiMIA contains texts from Wikipedia event
pages. Texts from pages created after 2023 are
considered unleaked data (i.e., text excluded from
the training data of LLMs), and those from pages
created before 2017 are considered leaked data (i.e.,
text included in the training data of LLMs). Book-
Tection consists of 165 books, operating on the
principle that books published post-2023 are defini-
tively unleaked data, whereas those published be-
fore or during 2021 may potentially be leaked data.
Books from 2022 are not considered due to the
ambiguity surrounding some models’ exposure to
content from that year.

Models To properly evaluate MIA methods,
knowledge of the training data is essential. Since
training data is not accessible for blackbox LL.Ms
such as GPT-4 and Gemini, we conduct experi-
ments with whitebox LLLMs. We evaluate the per-
formance of SaMIA as well as existing MIA meth-
ods against LLMs including OPT-6.7B (Zhang
et al., 2022), and LLaMA-2-7B (Touvron et al.,
2023). Their checkpoints are publicly available on
Huggingface’. We present an exposition regard-
ing the training data for the LLMs to show the

Shttps://www.zlib.net/
"https://huggingface.co/
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WikiMIA BookTection

OPT LLaMA  OPT LLaMA
Existing Methods (likelihood-dependent)
LOSS 8.38 7.23 10.83 17.97
PPL/zlib 8.18 9.83 10.27 15.30
Lowercase 11.38 5.58 13.50 6.13
Min-K % 15.20 5.18 10.87 14.87
Min-K%++ 10.90 793  9.10 13.40
Proposed Methods (likelihood-independent)
SaMIA 20.38 9.25 11.03 8.20
SaMIA*zlib  26.28 1218  14.13 15.27

Table 1: Macro-averages of TPR@5%FPR of the pro-
posed and existing methods when performing MIA on
various LLMs using WikiMIA and BookTection. The
best score of each column is bolded.

OPT-6.7B LLaMA-2-7B
Length 32 64 128 256 32 64 128 256
Existing Methods (likelihood-dependent)
LOSS 0.61 057 0.62 0.64 0.55 0.50 0.56 0.59

PPL/zlib 0.61 058 064 065 055 051 057 0.59
Lowercase 0.58 0.57 057 0.59 049 0.50 049 0.59
Min-K% 0.62 0.60 067 067 051 050 0.56 0.58
Min-K%++ 0.65 0.65 0.69 0.64 0.62 0.60 0.60 0.57

Proposed Methods (likelihood-independent)
SaMIA 055 0.63 0.66 0.80 0.53 0.55 0.60 0.71
SaMIA*zlib 0.62 0.68 0.70 0.80 0.55 059 0.63 0.69

Table 2: AUC scores of the proposed and existing meth-
ods when performing MIA on various LLMs using
WikiMIA. The best score of each column is bolded.

properness of WikiMIA as a benchmark for leak-
age detection. OPT (Zhang et al., 2022) is trained
on the dataset containing the Pile®, a dataset pub-
lished in late 2020 comprising 800GB of text data®.
Moreover, PushShift.io Reddit (Baumgartner et al.,
2020) is used for pre-training. LLaMA-2 (Touvron
et al., 2023) employs English CommonCrawl, C4,
Github, Wikipedia, Books, ArXiv, and StackEx-
change as pre-training datasets. The model was
released in 2023, but its pre-training data has a
cutoff date of September 2022.

All models evaluated in this work are pre-trained
on data ealier than 2022. Therefore, it is proper to
treat Wikipedia pages created after 2023 as being
excluded from the training data.

Implementation Details For both SaMIA and
SaMIA*zlib, we use ROUGE-1 and set the number
of candidate texts to 10, using different seeds. Anal-
yses of the influence of these factors are detailed in

Shttps ://huggingface.co/datasets/EleutherAl/
pile

°Pile aggregates content from 22 sources, including
Wikipedia, books, websites, and GitHub repositories.

Section 4. During generation, the hyper-parameters
of all models are fixed as temperature=1.0,
max_length=1024, top_k=50, top_p=1.0, fol-
lowing the default hyperparameters of Hugging-
face. For existing approaches, we report the scores
obtained from our experiments.

Evaluation Metrics Both benchmarks group
texts by length: 32, 64, 128, and 256 for WikiMIA
and 64, 128, 256 for BookTection. On each group,
we evaluate the performance of detection methods
via the True Positive Rate (TPR) and the False
Positive Rate (FPR).!? We plot the ROC curve to
measure the trade-off between TPR and FPR at
each threshold 7 and report the AUC score, i.e.,
the area under the ROC curve, and TPR @5%FPR,
i.e., TPR when FPR is 5% (Mattern et al., 2023;
Shi et al., 2023). TPRs at a lower and higher false
positive rate are reported in Appendix B.

Computational Environment All experiments
are carried out on a single Tesla V100 16GB GPU.
We first generate candidate texts using target LLMs
and then conduct MIA with existing and proposed
methods. For each LLM, the inference process for
the entire WikiMIA dataset takes approximately
48 GPU hours. Due to the computation cost of
running inferences for multiple LLMs, we report
the results based on a single run for each model'!.

3.3 Main Results

The macro average of TPR@5%FPR among all
groups of WikiMIA and BookTection are reported
in Table 1. AUC scores of the existing and pro-
posed detection methods for each text length group
are reported in Table 2. Additionally, the detection
performance of SaMIA and existing methods are
provided in Appendix 3.5.

On average, SaMIA*zlib, without accessing
the likelihood, performs on-par with current
state-of-the-art methods. As shown in Table 1,
SaMIA*zlib performs on par or even better than
Min-K%++, the method with state-of-the-art per-
formance on MIA. The high performance is
achieved without access to likelihoods computed

19Because we use white-box LLMs with publicly available
training data, we can directly verify whether a given instance
was included in the training set. This ground-truth verification
removes the need to constrain the FPR, unlike in black-box
settings (Zhang et al., 2024a), where the training data is un-
known.

For the same reason, we downsample BookTection to
keep the same size as WikiMIA.
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from LLMs, highlighting the superiority of our pro-
posed method. While SaMIA*zlib can be applied
to any LLMs, existing methods are limited to LLMs
with accessible likelihoods. Thus, the superiority
of our proposed method includes not only better
performance but also wider usage.

SaMIA outperforms existing methods when the
target text is long. From Table 2, when evalu-
ating the group with a text length of 256, we ob-
serve SaMIA outperforming all existing methods.
For groups with shorter text lengths, SaMIA still
performs comparably or better than its competi-
tors. Notably, while all existing methods base their
detection on the likelihood yielded from LLMs,
SaMIA does not rely on the likelihood. SaMIA,
therefore, has its superiority over other methods in
achieving competitive or even better performance
using less information.

SaMIA*zlib further improves SaMIA regard-
less of the text length. Incorporating SaMIA
with zlib compression entropy further boosts the
detection performance for all models, regardless of
the length of target texts. The observation indicates
that zlib compression benefits leakage detection by
compressing the influence of repeated substrings.

3.4 Scalability w.r.t Parameter Size

Section 3.3 reports the effectiveness of our pro-
posed methods on LLMs with approximately 7B pa-
rameters. In this section, we investigate how the ef-
fectiveness scales to larger models. Specifically, we
experiment with LLaMA-2-13B and compare the
detection performance against that of LLaMA-2-
7B. The results are reported in Table 3. Consistent
with the results observed on LLaMA-2-7B, SaMIA
continues to demonstrate comparable or superior
performance relative to likelihood-based methods.
This underscores the robustness of SaMIA across
different model sizes.

3.5 Detection Performance

This section compares the detection accuracy of the
existing and proposed methods during inference.
The testbed is WikiMIA following a 5-fold cross-
validation setting, with the average over 5 splits
reported in Table 4. The threshold that maximizes
the gap between the true and false positive rates is
selected as the threshold during inference. As in the
table, SaMIA*zlib exhibits comparable or even
performance in inference with those likelihood-
based methods.

LLaMA-2-7B LLaMA-2-13B
TPR@5%FPR AUC TPR@5%FPR AUC
Existing Methods (likelihood-dependent)

LOSS 723 0.55 10.20  0.55
PPL/zlib 9.83 0.56 10.55 0.56
Lowercase 5.58 0.52 5.73 0.56
Min-K% 5.18 0.54 520 0.55
Min-K%++ 7.93  0.60 7.60 0.61
Proposed Methods (likelihood-independent)

SaMIA 9.25 0.60 9.83 0.61
SaMIA*zlib 12.18  0.62 11.15  0.62

Table 3: TPR@5%FPR and macro averages of AUC
scores of the proposed and existing methods, when
performing MIA on LLMs of different sizes using
WikiMIA. The best score of each column is bolded.

OPT-6.7B LLaMA-2-7B

Random 0.49

LOSS 0.57 0.55
PPL/zlib 0.56 0.52
Lowercase 0.54 0.52
Min-K% 0.58 0.52
Min-K%++ 0.62 0.58
SaMIA 0.58 0.54
SaMIA*zlib 0.63 0.55

Table 4: The detection accuracy of the existing and
proposed methods on WikiMIA. Micro averages over
all different sentence lengths are reported. Random
represents the baseline where leaked/unleaked of each
instance are randomly predicted.

3.6 Comparison with Other
Likelihood-Independent Approaches

We compare the performance of SaMIA against
DE-COP (Duarte et al., 2024), a method for leak-
age detection with no reliance on likelihood. DE-
COP conducts MIA by providing an LL.M with a
sentence extracted from a book along with three
paraphrased sentences and enhancing it to iden-
tify which one is the original using a prompt (e.g.,
“Which Passage is True Verbatim from The Lord
of The Rings?”). As it relies on prompts specific
to the book domain requiring a specific book ti-
tle, it cannot be easily applied to other datasets
such as WikiMIA. As a result, we only conducted a
comparison on BookTection, as shown in Table 5.

From the results, SaMIA (*zlib) consistently
outperforms DE-COP across all text-length
groups. Note that DE-COP initially reports
document-level results, but here we aligned their
method with our instance-level evaluation protocol.
We used a subset of the original test set for our ex-
periments due to limited computational resources.
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Length
64 128 256

DE-COP 0.51 054 051
SaMIA 0.62 0.63 0.63
SaMIA*zlib  0.64 0.65 0.57

Table 5: AUC score of DE-COP and our proposed
method when performing MIA on BookTection. The
LLM is LlaMA-2-7B. The best scores of each column
is bolded.

Length 32 64 128 256 Avg.

OPT-6.7B
SaMIAge.. 055 0.63 0.66 0.80 0.66
SaMIAp.. 052 051 054 045 051

LLaMA-2-7B
SaMIAg.. 053 055 0.60 0.71 0.60
SaMIAp, 052 048 056 058 0.54

Table 6: AUC scores of SaMIA on WikiMIA when
surface-level similarity is evaluated by n-gram recall
and precision. SaMIAg,.. is the default SaMIA based on
recall and SaMIAp,,.. is the variant based on precision.

Due to the abovementioned differences in experi-
mental settings, the results reported here can not be
directly compared to those in Duarte et al. (2024).

4 Analysis

This section investigates how each design will af-
fect the performance of SaMIA(*zlib).

4.1 ROUGE-1 v.s. ROUGE-2

We have reported the performance of SaMIA based
on ROUGE-1, i.e., unigram overlaps between gen-
erated texts and the reference text, in Table 1 and 2.
Here, we investigate how varying the size of units
used to measure surface-level similarity affects our
leakage detection. Specifically, we evaluate the per-
formance of SaMIA based on ROUGE-2 by setting
n to 2 in Equation 5.

ROUGE-2 differs from ROUGE-1 in modeling
bi-gram overlaps (Lin, 2004). Intuitively, it is eas-
ier for an LLM to output the same word in the
reference text than two continuous ones. Therefore,
we presume that a bi-gram match between the gen-
erated texts and the reference text is less likely to
happen than a unigram match, making ROUGE-2
a less sensitive metric for detection.

The AUC scores of SaMIA based on ROUGE-1
and ROUGE-2 are shown in Figure 2. On most text
length groups, the AUC score of SaMIA based on
ROUGE-1 surpasses that of ROUGE-2. For both
LLMs, the performance gap between ROUGE-1

and ROUGE-2 becomes evident for the text group
with a length of 256. We thus confirmed that mea-
suring surface-level similarity with unigram over-
lap is a better choice than bi-gram for SaMIA.

4.2 Recall-Based Similarity v.s.
Precision-Based Similarity

To measure the surface-level similarity between
a generated candidate text x.,pg and the reference
text T, SAMIA utilizes a recall-based metric, com-
puting the ratio of n-grams correctly recalled from
Teand- Here, we conduct experiments to test the
effectiveness of the recall-based metric against a
precision-based one. For each candidate text xcanq,
the precision-based metric evaluates how many n-
grams within xc,nq overlaps with x,f among all
generated n-grams. Specifically, we replace the
denominator in Equation 1 with the total number
of n-grams in Z¢angd:

ngm" ey COUNatch (gram,))

Precison-N(Zcand, Tref) = Count(gram )
n

®

The leakage detection is thus performed by
thresholding the averaged Precision-N score among
all candidate texts and the reference text.

Table 6 demonstrates the experiment results. We
observe that for both LLMs, leakage detection
based on precision yields nearly random perfor-
mance (AUC=0.50). The observation suggests that
it is more beneficial to focus on the quantity of
information recalled from the reference text than
how precisely the reference text is reproduced. One
possible explanation for this can be the difficulty
of reproducing the text exactly without introducing
any redundant information.

ngmn €Tcand

4.3 Number of Samples

Here, we investigate the effect of sampling size,
i.e., the number of generated candidate texts, on
SaMIA. Intuitively, generating more samples pro-
vides more information about the target LLM, thus
helping better simulate the “real” distribution. The
pseudo-likelihood computed from a larger number
of samples should, therefore, be closer to the true
likelihood yielded by LLMs. We thus hypothesize
that the performance of SaMIA is positively related
to the sample size.

Table 7 shows how the performance of SaMIA
varies with the sampling size. To analyze the trend
more effectively, we report the AUC score for each
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Figure 2: AUC scores of SaMIA on WikiMIA when using ROUGE-1 and ROUGE-2.

Samples 1 2 3 4

5 6 7 8 9 10

OPT-6.7B 0.61 064 0.65 0.65
LLaMA-2-7B 059 059 059 058

0.65 0.66 066 066 066 0.66
0.60 0.60 060 060 0.60 0.60

Table 7: AUC scores of SaMIA with different sampling sizes on WikiMIA. Values reported are macro-averages

among all target length groups.
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Figure 3: AUC scores of SaMIA on WikiMIA with
different sampling sizes. The target LLM is OPT-6.7B.

text length group alongside the changes in sam-
pling size in Figure 3. On OPT-6.7B, while the
performance of SaMIA based on a single sample
is limited, adding one or two more samples im-
proves the performance for all text-length groups.
However, the improvement fades out when the sam-
pling size exceeds 5. The observation suggests
that our hypothesis is partially correct, but main-
taining many samples is unnecessary. A similar
phenomenon can be observed on LLaMA-2-7B,
where the performance of SaMIA stabilizes with
multiple samples. Therefore, we conclude that a
hyper-parameter search should be performed to dis-
cover a balanced sampling size that optimizes both
detection accuracy (stability) and inference cost.

4.4 Length of Prefix

As introduced in Section 2.2, for each target text
z, we divide it into two halves, where the first
half serves as the prefix (i.e., prompt) to generate

0.85 ——32 —e—64 ——128 —e=256
0.8
0.75
0.7
0.65
0.6
0.55
0.5
25% 50% 75%

Figure 4: AUC scores of SaMIA on WikiMIA with
different prefix ratios. The target LLM is OPT-6.7B.

the second half. Here, we investigate how SaMIA
behaves if provided with a shorter or longer prefix.
A shorter prefix limits the information accessible
for the LLM, making it more challenging to recall
the preceding context accurately. Consequently,
this increases the difficulty of leakage detection.

Specifically, we conduct experiments using 25%,
50%, and 75% of the target text as the prefix, with
results shown in Figure 4. In general, compared
with the setting where half of the whole text is pro-
vided as the prefix, limiting the prefix ratio to 25%
causes performance drops. However, increasing
the prefix ratio from 50% to 75% does not consis-
tently improve performance; instead, we observe a
notable performance decline in the text group with
256 words. The result shows that an optimal prefix
length falls within the middle range, consistent with
the trend described in Carlini et al. (2022); Huang
et al. (2022); Shi et al. (2023); Yang et al. (2024),
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Figure 5: ROUGE-1 scores of texts generated from OPT-6.7B, using the original texts in WikiMIA as references.
Red bars show the distribution of leaked texts and blue bars show that of unleaked ones.

where the prefix-generated texts from LLMs are
used to distinguish between text written by the
LLMs and humans. The observation indicates that,
while prefixes provide important hints for leakage
detection, a longer prefix does not guarantee better
performance. For text included in the training data,
there may exist a soft threshold at which LLMs can
effectively recall the context, rendering additional
information unnecessary. We left the exploration
of such a soft threshold to future work.

4.5 Length of Target Text

Table 2 has demonstrated that as the target text
length increases, the performance of SaMIA also
improves. Here, we conduct experiments to help
understand the reason. Given that SaMIA detects
leakage based on ROUGE-N (N=1), we investigate
how ROUGE-1 scores of leaked and unleaked texts
differ for each text length group.

The distribution of ROUGE-1 scores of leaked
and unleaked texts for different lengths is shown
in Figure 5. With the text length ranging from 32
to 256, the distance between the distributions of
leaked and unleaked texts increases. As the distri-
butions of leaked and unleaked texts move far from
each other, they become more separable, resulting
in more precise leakage detection via threshold-
ing. As described in Section 2.2, the first half of

each target text serves as the prompt for generating
the second half. Therefore, one possible explana-
tion can be that longer prompts reduce ambiguity,
aiding LLMs in better recalling the memory and
generating subsequent contents.

5 Conclusion

We propose SaMIA, a pseudo-likelihood-based ap-
proach for leakage detection. We have proven
that the token distribution of outputs sampled from
the model approximates the likelihood. In exper-
iments, SaMIA demonstrated performance com-
parable to existing likelihood-dependent methods,
despite having limited access to information.

Limitations

Typically, LLMs with non-public training data like
ChatGPT and Gemini would be the target of the
MIA. However, since it is not possible to prepare
both trained and untrained data, in this study we
targeted LLMs with known training data. In our
experiment, we only evaluated a limited number
of datasets (Shi et al., 2023; Duarte et al., 2024),
and investigating the robustness of SaMIA across
different tasks is a future challenge.

Our primary objective is to demonstrate that our
likelihood-free approach can achieve performance
comparable to existing likelihood-based methods.
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In line with this goal, we have chosen baselines
that focus on likelihood-based approaches to test
our hypothesis directly. Furthermore, our method
does not require access to additional information
or extra training, which is why we do not compare
it with MIA techniques (Zhang et al., 2024c; Liu
et al., 2024; Wen et al., 2024) that rely on such re-
quirements. Due to these fundamental differences,
including those approaches in our analysis would
be less meaningful for validating our core claims.

Ethical Considerations

LLMs are known to have issues regarding fairness,
toxicity, and social bias (Oba et al., 2023; Anan-
taprayoon et al., 2023; Kaneko et al., 2024b,a,c). In
this paper, the experiments were conducted using
existing data and existing models, so there are no
new ethical concerns from a resource perspective.
On the other hand, when sampling the output of
the LLM to compute the SPL, there is a possibility
of generating text that is related to those concerns.
However, since our method ultimately outputs a
score rather than text, this does not pose a problem.
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Length Leaked Unleaked Total
32 387 389 776
64 284 258 542
128 139 111 250
256 51 31 82
Total 861 789 1,650

Table 8: Number of leaked/unleaked instances in each
text length group of WikiMIA.

A WikiMIA: Statistics

Experiments in this work are mainly based on
WikiMIA (Shi et al., 2023). The dataset is a bench-
mark for evaluating membership inference attack
methods and comprises Wikipedia event pages
from 2017 to 2023. The texts are divided into 4
groups with different lengths, namely 32, 64, 128,
and 256. We regard texts with a timestamp earlier
than 2023 as data included in the training data for
LLMs (i.e., leaked data) and those with a times-
tamp later than 2023 as data excluded from the
training data (i.e., unleaked data). Table 8 details
the statistics of WikiMIA.

B TPR at other FPRs

Section 3 reports the true positive rates of differ-
ent leakage detection methods at a false positive
rate as low as 5% (TPR@5%FPR). Here, we detail
the true positive rates at a higher or lower false
positive rate, i.e., 10% and 1%. As shown in Ta-
ble 9, SaMIA*zlib robustly outperforms the exist-
ing likelihood-dependent baselines, with the only
exception being LLaMA-2-7B at a 1% false posi-
tive rate.

C Effect of N-gram

We adopted ROUGE-N for leakage detection,
where we finally chose N = 1 and conducted MIA
based on unigrams. Here, we clarify our design
choice of using unigrams by reporting the results
of our preliminary experiments. As in Table 10, in-
creasing the gram size beyond 2 does not result in
further performance improvements. We, therefore,
focus on unigrams. This means that token-level in-
formation is the most beneficial for approximating
the likelihood.

D Incoporating Zlib

This work incorporated zlib into ROUGE via multi-
plication. However, combining these two measure-

8905


https://api.semanticscholar.org/CorpusID:256697118
https://api.semanticscholar.org/CorpusID:256697118
https://arxiv.org/abs/2404.02936
https://arxiv.org/abs/2404.02936
https://arxiv.org/abs/2205.01068
https://arxiv.org/abs/2205.01068
https://api.semanticscholar.org/CorpusID:127986044
https://api.semanticscholar.org/CorpusID:127986044
https://doi.org/10.18653/v1/2024.emnlp-main.300
https://doi.org/10.18653/v1/2024.emnlp-main.300
https://doi.org/10.18653/v1/2024.emnlp-main.300
https://api.semanticscholar.org/CorpusID:257900969
https://api.semanticscholar.org/CorpusID:257900969
https://doi.org/10.18653/v1/2022.naacl-main.69
https://api.semanticscholar.org/CorpusID:265019021
https://api.semanticscholar.org/CorpusID:265019021

OPT-6.7B  LLaMA-2-7B
10% 1% 10% 1%
Existing Methods (likelihood-dependent)

LOSS 16.8 0.68 138  3.38
PPL/zlib 17.5 16.1 9.83 2.00
Lowercase 16.0 3.68 155 0.00
Min-K% 25.8 2.88 10.7 0.73
Min-K%++ 266 225 15.1 2.60
Proposed Methods (likelihood-independent)
SaMIA 31.8 140 164  0.38
SaMIA*zlib 37.3 4.55 20.0 1.65

Table 9: Macro-averages of TPR at low FPR (10% and
1%) of the proposed and existing methods, when per-
forming MIA on various LLMs using WikiMIA. The
best score of each column is bolded.

n=l n=2 n=3 n=4 n=5

WikiMIA

SaMIA 0.59 054 051 050 0.50
SaMIA*zlib 0.62 057 0.53 0.50 0.50
BookTection

SaMIA 0.63 0.60 057 055 0.53

SaMIA*zlib  0.62 0.60 0.57 055 0.53

Table 10: Macro-average of AUC of our proposed meth-
ods when varying the size of n-grams.

ments with other methods is also possible. This sec-
tion reports the detection performance of ROUGE-
N + zlib in AUC as in Table 11 For comparison
purposes, we include the performance of detecting
only with ROUGE and with ROUGE * zlib. As
shown in the table, compared to adding zlib, mul-
tiplying zlib yields more consistent performance
improvement. The observation validates our de-
sign choice of multiplying ROUGE with zlib as the
detection metric.

E Likelihood Estimation Using
ROUGE-N

We prove that the ROUGE-N score between a ref-
erence text z..¢ and candidates x.,,q generated
from the LLM approximates the likelihood of an
n-gram LM for z.¢. We start with the definition
of ROUGE-N:

Z gram,, €y Countmatch ( gramn)

-N(Z T =
ROUGE N( cand; “Lref ) Zgram iy COUNt ( gramp, )
n

(10)

OPT-6.7B LLaMA-2-7B

ROUGE 0.66 0.60
ROUGE*zlib 0.71 0.62
ROUGE+zlib 0.64 0.60

Table 11: Macro-average of AUC of the existing and
proposed methods when performing MIA on various
LLMs using WikiMIA. The best scores of each column
is bolded.

We can express Countmych (gram,, ) using indicator
functions/;(+):

|xcand|

Countpgeen (gram,,) = Z I;(gram,))

(1)

i=n

where I; is an indicator function defined as:

1 if (-Tcand i—n+1, -y Lcand i) = gram
I (eram. ) = , PRREE} ) n
i(gram,,) { 0 otherwise

12

Computing the expectation of ROUGE-N:

> ram, € EDC L2500 1 (gram,)]
E[ROUGE-N (Zeand, Trer)] = o S0t

> gram,, €t Count(gram,, )
(13)

that since the  denominator
> eram, Enr Count(gram,,) depends only on
the reference text and is therefore constant, we can
move it outside the expectation. The expectation
of the indicator function I;(gram,,) is:

Note

E[I;(gram,, )] = P(I;(gram,) = 1)

= P9 (gramn‘xcand,i—n+1, ceey mcand,i—l)
(14)

Substituting this expectation back into the
ROUGE-N expectation and applying the linearity
of expectation:

E [ROUGE'N (:Ccand 5 -Tref)]

1 |Zcandl

- E Z Z Py (gramn|$cand,i7n+17 ceey xcand,ifl)

gram,, ETef i=n

s)

where Z = Zgramn@cref Count(gramn) is a nor-
malization term. When the model fy is well-
trained, the conditional probability distribution of
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generated candidates approaches that of the refer-
ence:

E[ROUGE-N(Zcand; ref)]

I-Tref|

Z Pfg (xref,i|xref,ifn+17 (X3 xref,ifl) (16)

i=n

1
~Zz

This right-hand side relates to the normalized log-
likelihood:

[Zrer

log Py (zrer) = Z log Py (ref,i|Tref,imn41y vy Tref,i—1)
i=n

~c-Z- E[ROUGE‘N(mcandy -'L‘ref)] (17)

where c is a positive constant. Therefore, we have

proven that the expectation of the ROUGE-N score
approximates the likelihood of the n-gram LM.
Furthermore, it has been experimentally shown that
n-gram LMs can approximate neural LMs (Sun and
Iyyer, 2021; Loem et al., 2022), and using ROUGE-
L is beneficial for approximating the likelihood of
an LM.
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