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Abstract

Retrieval-augmented generation (RAG) im-
proves the service quality of large language
models by retrieving relevant documents from
credible literature and integrating them into the
context of the user query. Recently, the rise of
the cloud RAG service has made it possible for
users to query relevant documents conveniently.
However, directly sending queries to the cloud
brings potential privacy leakage. In this paper,
we are the first to formally define the privacy-
preserving cloud RAG service to protect the
user query and propose RemoteRAG as a solu-
tion regarding privacy, efficiency, and accuracy.
For privacy, we introduce (7, €)-DistanceDP to
characterize privacy leakage of the user query
and the leakage inferred from relevant docu-
ments. For efficiency, we limit the search range
from the total documents to a small number
of selected documents related to a perturbed
embedding generated from (7, €)-DistanceDP,
so that computation and communication costs
required for privacy protection significantly
decrease. For accuracy, we ensure that the
small range includes target documents related
to the user query with detailed theoretical anal-
ysis. Experimental results also demonstrate
that RemoteRAG can resist existing embedding
inversion attack methods while achieving no
loss in retrieval under various settings. More-
over, RemoteRAG is efficient, incurring only
0.67 seconds and 46.66KB of data transmis-
sion (2.72 hours and 1.43 GB with the non-
optimized privacy-preserving scheme) when
retrieving from a total of 10° documents.

1 Introduction

Large language models (LLMs) have attracted
widespread attention since the release of ChatGPT
(OpenAl, 2022a). However, LLM is not without its
flaws. One major issue is its tendency to generate
factually incorrect or purely fictional responses, a
phenomenon known as hallucination (Leiser et al.,
2024; Yao et al., 2023).

To mitigate this problem, retrieval-augmented
generation (RAG) (Lewis et al., 2020) has been
proposed to offer credible external knowledge, pro-
viding significant convenience for numerous tasks.
RAG aims to understand the input query, extract
relevant information from external data sources,
and enhance the quality of the generated answers
(Borgeaud et al., 2022; Lewis et al., 2020; Li et al.,
2023b). Specifically, RAG allows the retrieval
of relevant documents which can help understand
or answer the input query and inserts them into
the context of prompts to improve the output of
LLM (Izacard and Grave, 2021). Its ability to
enable LLM to provide answers with credible lit-
erature makes RAG an important technique in the
application of LLM, leading to the development
of many excellent and user-friendly open-source
RAG projects (LangGenius, 2023; QuivrHQ, 2023;
Chatchat-Space, 2023).

To leverage the power of RAG, a new concept
RAG-as-a-Service (RaaS) has been proposed, gath-
ering significant attention (Geniusee, 2024; Nuclia,
2024). In RaaS, the RAG service is entirely hosted
online in the cloud. The user submits requests to
the cloud with input queries to receive responses
from RaaS. In this scenario, the cloud serves as the
maintainer of the RAG service. While the current
solution facilitates the wide adoption of RaaS, it
raises serious privacy concerns. The input query
may contain sensitive information, such as health
conditions and financial status. Unfortunately, this
data is not protected and must be uploaded in plain-
text to the cloud in order to retrieve relevant docu-
ments. In this study, we aim to tackle a challenging
question: How can we minimize privacy leakage
in queries for RaaS while ensuring the accuracy of
the responses, all with minimal additional costs?

Targeting the question above, we design a novel
solution RemoteRAG. For privacy, we propose
(n, €)-DistanceDP inspired by differential privacy
and an embedding perturbation mechanism, so that
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the user can control the privacy leakage with a
privacy budget € in n-dimensional space of embed-
dings. We further study the potential privacy leak-
age in averaging the most relevant embeddings and
find it within the constraint of (n, €)-DistanceDP
most of the time. For efficiency, we limit the search
range from the total documents to a small num-
ber of selected documents, which are the relevant
documents to a perturbed embedding generated
from (n, €)-DistanceDP. This small search range
can save a significant amount of computation and
communication costs used for privacy protection.
For accuracy, we theoretically analyze the mini-
mum size of the relevant documents to the per-
turbed embedding to ensure that they do contain
target documents for the original query.
Contributions of this paper are listed as follows:
* To the best of our knowledge, we are the first
to address the privacy-preserving cloud RAG ser-
vice problem. We formally define the privacy-
preserving cloud RAG service and characterize its
corresponding threat model.
* We propose RemoteRAG as a solution to the
privacy-preserving cloud RAG service regarding
privacy, efficiency, and accuracy. We define (n, €)-
DistanceDP to characterize privacy leakage of the
user query and design a mechanism to generate
a perturbed embedding for the cloud for privacy,
as well as to retrieve relevant documents within
a minimum search range for efficiency. Accuracy
is ensured by theoretical analysis of the minimum
range produced by the perturbed embedding.
* We conduct extensive experiments to demonstrate
that RemoteRAG can resist existing embedding
inversion attack methods while achieving no loss
in retrieval under various settings. The experiment
results also show the efficiency of RemoteRAG,
incurring only 0.67 seconds and 46.66KB of data
transmission (2.72 hours and 1.43 GB with the
non-optimized privacy-preserving scheme) when
retrieving from a total of 10% documents.

2 Problem Formulation

We first formally define the problem in developing
a privacy-preserving LLM cloud RAG service. The
main notations used in this paper are listed in Table 1
for ease of reference.

2.1 Problem Setup and Threat Model

One RAG request process involves two sides: a
cloud and a user. The cloud hosts a substantial

Table 1: Notation table.

Sym. Description

N Number of RAG documents in the cloud
€ Privacy budget

ek User query embedding

k Number of top documents related to ey
ey Perturbed embedding

k' Number of top documents related to ey
n Dimensional space of embeddings

number (N) of documents as a RAG service. The
user submits a request with a user query, and the
RAG service in the cloud should retrieve top k
relevant documents. An embedding model, shared
between two sides, enables the user to convert the
query into an embedding ey. Additionally, the user
has a privacy budget € intended to measure and
limit the privacy leakage of the query.

Threat model. We consider this scenario semi-
honest, where both sides adhere to the protocol but
the cloud is curious about the private information
of the user query. During the RAG request process,
the user should not reveal the semantic information
of the query beyond the privacy budget e allows.
Apart from the query itself, we should also consider
the protection of the query embedding and the
indices of top £ documents:
> Protection of the query embedding. Existing at-
tack methods (Morris et al., 2023; Zhuang et al.,
2024) have demonstrated that the semantic infor-
mation can be extracted from the embedding if
the embedding model is accessible. Consequently,
safeguarding the semantic information of the query
necessitates the protection of its embedding as well.
> Protection of the indices of top k documents. The
embeddings of top k£ documents are situated in
proximity to the query embedding, which poten-
tially leads to the leakage of the query embedding.
Specifically, the average of top k document embed-
dings could be close to the query embedding, for
which privacy leakage should be carefully studied.

2.2 Design Scope

In RemoteRAG, we examine the potential privacy
leakage occurring during the data transmission
between the cloud and the user. Considerations of
offline RAG services downloaded directly from the
cloud or internal privacy issues (Zeng et al., 2024)
specific to RAG are beyond the scope of this paper.
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Figure 1: The flowchart of RemoteRAG. Module 1 preserves privacy with (n, €)-DistanceDP and improves efficiency
by limiting the search range. Module 2 retrieves documents with different choices based on leakage circumstances.

3 System Design

3.1 Overview

The flowchart of RemoteRAG is shown in Figure 1.
Under the control of (n, €)-DistanceDP, module 1
aims to reduce the search range to enhance effi-
ciency while ensuring accuracy. Module 2 targets
safely retrieving top k relevant documents within
the limited range from two optional choices under
different leakage circumstances.

3.2 Range Limitation with Privacy Budget
3.2.1 Generation of Perturbation

Given the requirement that the query embedding
should not be transmitted to the cloud, we opt to
send a perturbed embedding instead. To assess the
potential privacy leakage in the perturbed embed-
ding, we utilize the differential privacy (DP) theory
to define (n, €)-DistanceDP in n-dimensional space:

Definition 1 ((n, €)-DistanceDP). A mechanism K
satisfies (n, €)-DistanceDP if and only if Vx,x" €
R™:

L(K(x),K(x")) < €llx = x|

where € is a given privacy budget, ||x — x’|| denotes

. "y — 1 PrK(x)=y)
L2 dlStanCC, and.L(K(X), K(X )) =In Wx,):y)
represents the distance between the probabilities
of any target value y drawn from the distributions

K(x) and K(x’) generated by points x and x’.

To apply (n, €)-DistanceDP in RemoteRAG, for
any query embedding ey, the user generates a per-
turbed embedding e using a noise function, which
should satisfy that from the perspective of ey, the

probability of generating the query embedding ey
and another random embedding e, around e’ with
the noise function differs by at most a multiplicative
factor of e~ €llex—exll,

Noise function. The property above can be
achieved by utilizing the Laplace distribution, as
discussed in (Andrés et al., 2013; Dwork et al.,
2006). The primary difference lies in our applica-
tion within higher n-dimensional space. Given the
privacy budget e € R* and the actual point xy € R”,
the probability density function (pdf) of the noise
function at any other point x € R" is given by:

Dn,e (xl)C()) e € lx=ol

Pratical generation guideline. Directly gener-
ating a point according to the above distribution is
challenging. Therefore, we separately generate the
radial component and direction vector:
¢ Radial component r = ||x —xp]|. Its marginal dis-
tribution is given by D, ¢ (r) o r*~le~€", which
corresponds exactly to the pdf of the gamma distri-
bution with shape parameter n and scale parameter
%. Therefore, r ~ D, ¢ (r) = Gamma(n, é).
¢ Direction vector v = {v(,---,v,}. It should
be sampled from a uniform distribution on the n-
dimensional unit sphere. This can be accomplished
by independently sampling ¢#; ~ N (0, 1) from the
standard normal distribution and then normalizing
it (Marsaglia, 1972): v; = —“—.i € [1,n].

N 2’
From r to €: € = 7-. Apart from drawing r from
the gamma distribution formed by €, we can also
estimate the value of the privacy budget € from a
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Figure 2: The probability density function of different
gamma distributions within [0.06, 0.14] range.

given perturbation r. Since r ~ Gamma(n, %), the
expected value of itis 7 = Z. We notice that current
embedding models often produce embeddings with
alarge dimension (e.g., 384 for all-MiniLM-L12-v2
(SentenceTransformers, 2021), 768 for gtr-t5-base
(SentenceTransformers, 2022), and 1536 for text-
embedding-ada-002 (OpenAl, 2022b)). The pdf
of Gamma(n, %) becomes increasingly steep as the
dimension n increases, as illustrated in Figure 2.
This implies that the radial components drawn
from the distribution are likely to cluster around 7.
Therefore, for any given perturbation r, the privacy
n

budget € = 2.

r

3.2.2 Calculation of Search Range

After generating the perturbation, the user then re-
quests the cloud to retrieve top k" documents related
to the perturbed embedding ey, thereby limiting the
search range from N to k’. To maintain accuracy, it
is crucial to ensure that these k" documents include
top k documents related to the query embedding ey.
This requirement motivates the need to determine
the appropriate value for &’.

Lemma 1. Assume that there are N embeddings
uniformly distributed on the surface of the n-
dimensional unit sphere. Let oy be the polar angle
of the surface area formed by top k£ embeddings
related to any given embedding. Then, k and ay
satisfy the following relationship:

(O @k
k=N 2t G g ag
Qn (71') 0
where Q,,(7) = I%E’—f) represents the surface area of
2

the unit n-sphere.

From Lemma 1, we can derive the polar angle
ay from k. Since the perturbation is small (r < 1),
the perturbed angle Aa between ey and ey can be
approximated as r. To ensure that top k" documents

%
(3

ékl

g \
’Aak Yk’ \
=

(a) Oblique projection. (b) Orthographic projection.
Top k” documents related to @y = @y + Aay.

ey include top k documents

related to ey.

Figure 3: Tllustration in 3-dimensional projection.

related to ey include top k documents related to
e, we further propose Theorem 1 and illustrate the
principle in Figure 3.

Theorem 1. Under the conditions specified in
Lemma 1, given two embeddings ey and ey with
the perturbed angle Aay, to ensure that top k’
embeddings related to ey include top k& embed-
dings related to ey, k" and k satisfy the following
relationship:

Qu_1(m) [

. sin" 29 do
Q, (1) Ja

Ak=k"-k=N-

where o = ai + Aay.

Choosing an appropriate value for €. In prac-
tice, the user usually has clear privacy and cost
thresholds, which give the upper and lower bounds
of the privacy budget €, respectively:

» The privacy threshold gives the upper bound. As
the perturbation r increases, the attack performance
will gradually decrease (Figure 4(a)) below the
threshold set by the user. Since € ~ 7, the minimum
value of r determines the maximum value of €.

* The cost threshold gives the lower bound. The
computation and communication costs increase as
k' increases, as shown in Figures 5(a) and 5(b). The
maximum value of k’ determines the maximum
value of the perturbed angle A, (Theorem 1),
which is approximated as r and determines the

minimum value of e.

3.3 Retrieval with Cryptographic Protection
3.3.1 Homomorphic Encryption for Indices

After limiting the search range to k" documents, we
now focus on obtaining the indices of top k docu-
ments for the query embedding ej. Based on docu-
mentations of several open-source vector databases
such as ChromaDB (Chroma, 2022), FAISS (Douze
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et al., 2024), and Elasticsearch (Elastic, 2010), we
find that only two distance metrics are being used
by all of them and set to be default: L2 distance
and cosine distance.

Definition 2 (Distance metrics). Given two normal-
ized embeddings e, and e, of the same dimension,
L2 distance and cosine distance are calculated as
follows:

dp(eq,ep) = lleq —epl|

(ea,ep) =1 (eq, ep)

deos(€a,ep) =1 — a0 =
lleall - lles||

Further analysis in Theorem 2 reveals that using
which distance metric does not affect the ranking
of normalized vectors. Therefore, we only consider
cosine distance as the standard metric in this paper.

Theorem 2. Given two normalized embeddings
e, and ep, of the same dimension, L2 distance and
cosine distance have the following relationship:

dpp(eq, ep) = V2deos(eq, ep)

Recall that the query embedding e should not be
revealed to the cloud. In this typical secure multi-
party computation scenario, considering that secret
sharing usually needs at least three non-colluding
parties or to introduce a trustful third party, which
is a strong assumption and may not be practical, we
leverage homomorphic encryption in RemoteRAG.
Because cosine distance involves only linear oper-
ations, we propose using partially homomorphic
encryption. Compared to fully homomorphic en-
cryption, it is more computationally efficient and
sufficient for calculating cosine distance.

Specifically, the user encrypts the query embed-
ding e, and sends the encrypted form [ e, ] to the
cloud. The cloud then calculates cosine distances
[deos(er,e)]| = deos([[ex],e) in encrypted form
between [ex] and each document embedding e
related to ex-. Upon receiving these distances, the
user decrypts them and sorts the results to find the
indices of top k documents related to the query.

3.3.2 Document Retrieval with Indices

We then carefully analyze whether these indices are
safe to be directly sent to the cloud to retrieve the
corresponding documents.

If the cloud receives these indices, it also means
that it knows which k& documents are the closest
to the user query. The cloud can average these
document embeddings to construct an embedding

¢ which approximates the query embedding ey.
Therefore, we should measure how close the two
embeddings ey and ¢ are.

Theorem 3. Given a target query embedding e, and
the mean embedding ¢é of top k relevant document
embeddings, the mean angle w between ey and é
satisfies

where ay is calculated from Lemma 1.

From Theorem 3, we characterize the approx-

imation between e, and & with the mean angle
w. Recall that the privacy budget € generates a
perturbation with a mean of Z (i.e. Aay ~ 7 = %),
as described in Section 3.2.1. Based on the leak-
age circumstances, we offer two choices to retrieve
target documents:
¢ Direct retrieval from indices. If w > Aay, € is
within the control of the privacy budget € and the
indices require no extra protection. The user can
directly send the indices to the cloud to retrieve the
corresponding documents.
* Safe retrieval with k-out-of-k’ oblivious transfer
(OT). If w < Aag, € is even closer to the query
embedding e than the perturbed embedding ey,
therefore requiring further protection. In this situa-
tion, we suggest using the k-out-of-k” OT protocol
(Chou and Orlandi, 2015), which allows a sender
(the cloud) with a set of k¥’ messages (documents)
to transfer a subset of k messages to a receiver
(the user) while remaining oblivious to the specific
subset (indices) chosen by the receiver. The OT
protocol is described in Appendix A.1.

4 Analysis on RemoteRAG
4.1 Security Analysis

RemoteRAG must adhere to the privacy-preserving
goal outlined in the threat model in Section 2.1.
The cloud receives the following messages which
may leak the semantic meaning of the user query:

Module 1. The cloud receives the perturbed embed-
ding. The perturbation r between the user embed-
ding and the perturbed embedding is sampled from
Gamma(n, %), which satisfies (n, €)-DistanceDP,
controlled by the privacy budget €.

Module 2(a). The cloud receives the encrypted
form of the query embedding. Without the secret
key, the cloud cannot reverse engineer the query
embedding. The computation of cosine distances
is guaranteed by PHE, which does not leak any
information either.
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Table 2: Comparison among RemoteRAG, privacy-ignorant and privacy-conscious services.

Security Communication
User Query Rounds Numbers (8 units) Documents (77 units)
Privacy-ignorant Service X 1 n k
Privacy-conscious Service v 2 n+2N+1 N
(Direct) . 2n+k+ k" +1 k
RemoteRAG (OT) (n, €)-DistanceDP 2 2n+k +1) k’

Module 2(b), if w > Aag. The cloud receives the
indices of top k relevant documents. The pertur-
bation from the mean embedding of top k rele-
vant document embeddings is within the protection
scope of the privacy budget €.
Module 2(c), if w < Aay. The cloud and the user
perform the k-out-of-k” OT protocol. The property
of the OT protocol ensures that the indices of top k&
relevant documents are not visible to the cloud.
From the analysis above, we demonstrate that the
user receives top k documents without disclosing
any information about the user query under the
constraint of the given privacy budget €.

4.2 Communication Analysis

We analyze communication from two aspects: the
number of communication rounds and the size of
communication. We define one communication
round as the transmission of a message from one
side to another and back to the original side. The
size of one number and one document are set to be
[ units and 7 units, respectively.
Module 1. There is one message transmitted from
the user to the cloud (0.5 communication round),
containing the perturbed embedding ey and the
corresponding k’. ey is a vector of length n with
nf units, while &’ is a number occupying 8 units.
Module 2(a). There is 1 communication round.
First, the encrypted form [[e ] of the query em-
bedding is sent to the cloud, occupying nS units.
Second, the cloud sends back encrypted cosine
distances, occupying k' units.
Module 2(b), if w > Aay. There is 1 communica-
tion round. The user sends the indices (k8 units) to
the cloud and the cloud returns the target documents
(kn units).
Module 2(c), if w < Aay. There are 1.5 communi-
cation rounds and (k’ + 1) 8+ k’n units of messages
for the k-out-of-k” OT protocol. Details can be
found in Appendix A.1.

By summing these, if w > Ay, the total number

of communication rounds is 2.5, and the size of
communication is (2n + k + k’ + 1) + kn units;
if w < Aag, the total number of communication
rounds is 3, and the size of communication is
2(n+k’ +1)B + k’n units.

Practical optimization. The number of commu-
nication rounds can be further reduced in practice.
For example, the user can simultaneously send both
the perturbed embedding and the encrypted form of
the query embedding to the cloud in a single com-
munication to reduce 0.5 round for modules 1 and
2(a). Additionally, the cloud can send the encrypted
cosine distances and start the OT protocol together
to reduce another 0.5 round for modules 2(a) and
2(c). Therefore, no matter whether with module
2(b) or 2(c), the total number of communication
rounds can be further reduced to 2.

4.3 Special Cases

The privacy-ignorant cloud RAG service. A
privacy-ignorant cloud RAG service does not ac-
count for user query privacy, requiring the user
to upload the query embedding and receive top k
documents directly. This represents a special case
of RemoteRAG, achieved by setting € — oo, with
the perturbation r ~ Gamma(n, 0) (i.e. no pertur-
bation). The service requires 1 communication
round with nf + kn units in this case.

The privacy-conscious cloud RAG service. A
privacy-conscious cloud RAG service aims to fully
protect user query privacy. This can be regarded
as the combination of modules 2(a) and 2(c) in
RemoteRAG, where k” = N. This is another special
case of RemoteRAG, achieved by setting ¢ —
0, with the perturbation » ~ Gamma(n, o) and
k" = N (i.e. cryptographic computation over all N
documents). This case requires 2 communication
rounds with (n + 2N + 1) + Nn units.

The comparison between RemoteRAG and these
two special cases is presented in Table 2.
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Table 3: Parameter settings for experiments. “\” means “Not Applicable” and “v”” means “Variable”.

Dataset (Size) Embedding Model & elrlk’
. Section 5.2 T5 \ \
Privacy Study Appendix B.1 TS \ \
Accuracy Study | Section 5.3 MS (10%/10°/10%) v v v
YWY Appendix B2 NQ (all), TQA (all), MS (all) v v v
. Section 5.4 MS (10%) T5 5 v
Efficiency Study - endix B.3 MS (105/107) TS 5 K =160
Table 4: Embedding dimensions of embedding models. 60 60
@ 40 @ 40
Embedding Model Dimension 0 - D 20
all-MiniLM-L12-v2 (MiniLM) 384 5 5 = e
all-mpnet-base-v2 (MPNet) 768 0.0 0.1 0.2 0 1 21 o 3 4
gtr-t5-base (T5) 768 ’ £(x109

text-embedding-ada-002 (OpenAl-1)
text-embedding-3-large (OpenAl-2)

1536
3072

Table 5: Number of sentences in datasets.

Dataset Sentences
Nature Questions (NQ) 26299
TriviagQA (TQA) 847579
MS MARCO (MS) 1112939

5 Experiments

We evaluate RemoteRAG under various settings
detailed in Section 5.1. Our key findings are:

> For privacy, RemoteRAG controls the semantic
information leakage of the user query with the
privacy budget. [Section 5.2]

> For accuracy, RemoteRAG achieves lossless doc-
ument retrieval. [Section 5.3]

> For efficiency, RemoteRAG introduces little ex-
tra computation and communication costs while
preserving privacy. [Section 5.4]

5.1 Experiment Setup

Embedding Model Details. We use three open-
sourced embedding models: all-MiniLM-L12-
v2 (MiniLM) (SentenceTransformers, 2021), all-
mpnet-base-v2 (MPNet), gtr-t5-base (T5) (Sen-
tenceTransformers, 2022); and two OpenAl propri-
etary embedding models: text-embedding-ada-002
(OpenAl-1) (OpenAl, 2022b), text-embedding-3-
large (OpenAl-2) (OpenAl, 2024) . The details of
these embedding models are shown in Table 4.

(a) SacreBLEU-r (b) SacreBLEU-¢

Figure 4: The SacreBLEU metric corresponding to the
perturbation r and the privacy budget €.

Dataset Details. We use Natural Questions
(NQ) (Kwiatkowski et al., 2019), TriviagQA (TQA)
(Joshi etal., 2017), and MS MARCO (MS) (Nguyen
et al., 2016) as the RAG datasets. Sizes of the
datasets are shown in Table 5.

Parameter Settings. We list the parameter set-
tings of all experiments in Table 3. We group
€/r/k’ in one column since they can deduce from
each other. Additionally, the experimental results
shown in all figures and tables are the averages of
50 independent experiments.

Environment. All of our experiments are con-
ducted using PyTorch (Paszke et al., 2019) on an
Ubuntu 22.04 server with two 28-core Intel(R)
Xeon(R) Gold 5420+ processors and two Nvidia
A40 48GB GPUs.

5.2 Privacy Study

We first examine privacy leakage and control with
the privacy budget in RemoteRAG. We apply attack
methods GEIA (Li et al., 2023a) and Vec2Text
(Morris et al., 2023) and use SacreBLEU (Post,
2018) to measure the difference between the original
query and the recovered query.

From an intuitive perspective, we plot the Sacre-
BLEU metric against the perturbation r to see how
the perturbation affects the attack. From the results
in Figure 4(a), we observe that the attack perfor-
mance drops from 50 to 10 as the perturbation
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Table 6: RemoteRAG achieves no loss in retrieval under various settings in our experiments.

N k r Embedding Model

104/10°/10°  5/10/15/20  0.03/0.05/0.07/0.1 MiniLM/MPNet/T 5/0OpenAl-1/OpenAl-2
Recall 100% 100% 100% 100%
=== Module 1 Module 2(a) === Module 2(b) === Module 2(c)

0.8 120
120 2.03%
—~0.9 —~ — 0.02% 90 m
\30.6 g 80 % oo S
E 0.3 0.02 » % 40 g 0.4 06.48% 60 8
[ P % s 0 Ay [ n
a O o 0 0.2 34.85% 30
0 100 200 300 0 100 200 300 0 9 0
k k Comp. Comm.

(a) Computation cost.

(b) Communication cost.

(c) Cost breakdown (k’ = 160).

Figure 5: Efficiency study of each module.

increases from O to 0.2. When the perturbation
reaches 0.2, which is relatively large, the attack
becomes completely ineffective. It demonstrates
the effectiveness of adding a perturbation to the
original query embedding for protection.

From another perspective, we analyze the varia-
tion in the attack performance against the privacy
budget €. The results are shown in Figure 4(b).
Overall, the performance of the attack improves as
€ increases. This is within our expectation, since
a larger privacy budget means a looser tolerance
for privacy leakage, which allows for a smaller
perturbation and ultimately leads to a better attack
performance in Figure 4(a). By setting an upper
bound for the privacy budget, the user can control
the privacy leakage of the perturbed embedding.

5.3 Accuracy Study

To demonstrate the correctness of theoretical analy-
sis for the calculation of k’, we conduct experiments
under various settings: different total numbers N
of documents, different numbers k of top relevant
documents, different sizes r of the perturbation cho-
sen by the user, and different embedding models.
We use recall to evaluate the proportion of top k
documents included in the results.

Throughout our experiment, we have not encoun-
tered a situation where any of the top £ documents
are missing from the set of k" documents. As shown
in Table 6, recall in all settings is 100%, indicating
that all top £ documents are included in the set of
k" documents computed in module 1 and therefore
can be correctly selected by module 2.

Table 7: Efficiency comparison (k’ = 160).

Comp. Comm.
Privacy-ignorant Service  3.15ms 8.00KB
Privacy-conscious Service 2.72hr 1.43GB
(Direct) 0.67s 46.66KB
R RA
emoteRAG 7 0.68s  108.24KB

5.4 Efficiency Study

For efficiency, the metrics are running time for
computation cost and transmission size for com-
munication cost. We provide the results of each
module in Figure 5. The linear results are con-
sistent with the analysis in Table 2. We highlight
k" = 160,r = 0.03 in Figure 5(c) with the attack
performance moderate at around 30 shown in Fig-
ure 4, and compare the results with two baselines
(see Section 4.3) in Table 7.

Computation cost. From the results in Fig-
ure 5(a), the most computationally intensive task
occurs in module 2(a), which accounts for over
95% of the total computation cost. This substantial
cost renders it impractical for scenarios involving
a large number of documents when calculating
cosine distances. As indicated in Table 7, the
privacy-conscious service requires 2.72 hours in
total to process a single user request, which is con-
sidered unacceptable. But in RemoteRAG, we only
take less than 1 second for calculating cosine dis-
tances, due to the search range limitation in module
1, which saves huge computation cost.
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Communication cost. From the results in Fig-
ure 5(b), module 2(a) has a larger starting point, but
the transmission size of module 2(c) soon surpasses
module 2(a) as k’ increases. Basic parameters in
PHE cause the former while the latter is due to
the larger size of encrypted documents. When k’
is relatively large, the transmission size becomes
unacceptable. As shown in Table 7, the privacy-
conscious service incurs a considerable transmis-
sion size (1.43GB) of N documents. Again, with the
search range limitation in module 1, RemoteRAG
only needs to transfer about 100 KB of data.

Direct and OT. We compare the results using
module 2(b) or module 2(c) in Table 7. There
is little increase in computation cost but a large
increase in communication cost. The cost break-
down illustrated in Figure 5(c) provides an intuitive
distribution of costs. OT does not bring much com-
putation cost (from 0.02% to 2.03% compared to
Direct), but its necessity to transfer k” encrypted
documents increases the transmission size from
1.85% to 57.69%.

6 Related Work

RAG techniques. Many researches have improved
the performance of RAG by exploring the poten-
tial in embedding model architectures (Li and Li,
2023; Voyage, 2024; Chen et al., 2024; OpenAl,
2022b, 2024), chunking strategies (Llamalndex,
2023; LangChain, 2024; Sophia Yang, 2023), and
query optimization (Zhou et al., 2023; Dhuliawala
et al., 2023; Ma et al., 2023). They do not overlap
with RemoteRAG and can be directly applied to
improve the quality of RAG results.

RAG protection. Recently, Grislain (2024);
Koga et al. (2024) focus on the differential protec-
tion solution to the leakage of private information
in the retrieved documents to LLM. However, they
are not protecting the user query, which is different
from our goal in this paper.

Prompt protection. Privacy-preserving prompt
engineering is a technique for LLM inference.
Gupta et al. (2024); Kan et al. (2023); Chen et al.
(2023) modify the prompt directly to remove sensi-
tive information but fail to provide rigorous privacy
protection. Their application in RemoteRAG needs
careful investigation in the change of the query
embedding to avoid accuracy decrease. Tang et al.
(2024); Hong et al. (2024) aim to protect the con-
text of the prompt, therefore cannot be applied in
RemoteRAG.

7 Conclusion

In this paper, we are the first to address and for-
mally define the privacy-preserving cloud RAG
service problem. We propose RemoteRAG as a
solution regarding privacy, efficiency, and accuracy.
(n, €)-DistanceDP is introduced to characterize the
privacy leakage of the user query. The perturba-
tion limits the search range, significantly saving
computation and communication costs. Theoretical
analysis ensures the accuracy. Experimental results
also demonstrate the superiority of RemoteRAG
in privacy, efliciency, and accuracy, compared to
privacy-ignorant and privacy-conscious services.
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Ethical Considerations

No disclosure risk. The privacy-preserving cloud
RAG service is a new scenario proposed in this
paper, which has not been formally used in practice.
RemoteRAG as the first solution to the potential
privacy issues in this scenario can promote the
development of this field with no disclosure risk.

Open-sourced content in experiments. The
open-sourced models and datasets used in our ex-
periments are all downloaded from HuggingFace
without modification. We believe that using them
appropriately according to their original purpose
will not have a direct negative impact.

Compliance with laws and regulations. Re-
moteRAG is proposed as a solution to potential
privacy leakage in the privacy-preserving cloud
RAG service, making it compliant with laws and
regulations such as GDPR (Voigt and von dem
Bussche, 2024).

Limitations

Limitation of PHE. PHE supports only the addition
operation. This restricts the variety of similarity
distances RemoteRAG can calculate. For example,
FAISS offers to use Lp and Jaccard metrics, which
may not be easy to use PHE. Besides, RAG may
also be combined with keyword searching for better
retrieval results. These require further investigation.
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Proprietary embedding model. Although open-
source embedding models have already achieved
great performance, the cloud may still consider
using its own proprietary embedding model. In
this scenario, the user cannot calculate the query
embedding locally and therefore cannot directly
generate the perturbation for protection.
> Some studies (Hao et al., 2022; Hou et al., 2023)
have explored using fully homomorphic encryption
on Transformer architecture models. But they still
suffer from huge computation costs.
> Another possible solution might be to perturb the
query itself. From theoretical analysis of how the
perturbation to the original query affects the output
embeddings of a proprietary embedding model,
we can establish the relationship between the size
of query perturbation and the size of embedding
perturbation. In this way, it effectively completes
the generation of perturbation in Section 3.2.1 from
another perspective without introducing any addi-
tional cost, and seamlessly connects to the design
of RemoteRAG. However, the theoretical analysis
still remains a challenging problem.
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Algorithm 1: RemoteRAG: Module 1

1 Module 1:
// user side

2 generate a random perturbation » ~ Gamma(r, %)
3 generate its direction vector v = {vy,--- ,v,}, where v; = it e N(0,1),i € [1,n]
NDYEETE
4 compute the perturbed embedding ey = ey + rv
5 determine &’ from Theorem 1
// cloud side
6 retrieve top k’ documents related to ey

Algorithm 2: RemoteRAG: Module 2

1 Module 2:

// user side

2 encrypt [ ex]] using PHE
// cloud side

3 foreach ¢ € document embeddings retrieved from Algorithm 1 do

4 L calculate cosine distance in encrypted form [[d; ]| = deos([ex ], €)
// user side

5 decrypt cosine distances d;,i € [1, k']

6 sort cosine distances to obtain the indices of top £ documents related to ey
. tan a > n

7 if arctan Vi 2 e (Theorem 3) then

// cloud side
retrieve k documents from the indices

9 else

10 L retrieve k documents from the k-out-of-k” OT protocol

A More Details about RemoteRAG

The detailed steps of RemoteRAG are shown in
Algorithms 1 and 2.

We did not emphasize the detail of the k-out-of-
k" OT protocol in module 2(c) in the main part,
as it is not the primary contribution of this paper.
However, for privacy, efficiency, and accuracy, we
provide the detail and analysis of the k-out-of-k’
OT protocol used in our experiments below.

A.1 k-out-of-k’ Oblivious Transfer Protocol

We implement the k-out-of-k” OT protocol based
on Chou and Orlandi (2015). Suppose the indices of
target messages are S = {s1, - , St }, the protocol
is as follows:

(1) The cloud and the user share a hash function
Hash, a base number g and a prime modulus p.
(2) The cloud selects a random number a, computes
A = g% mod p, and sends it to the user.

(3) The user computes B; = A% - g’ mod p,i €

[1, k'], where b; are random numbers and c¢; =

0,ieS
, and sends them to the cloud.
1,i¢ S

(4) The cloud constructs k’ secret keys Key; =
Hash(B;“ mod p),i € [1, k'], uses them to encrypt
messages [m;] = Enc(m;, Key,),i € [1,k’], and
sends these encrypted messages to the user.

(5) The user constructs k secret keys Keyy, =

Hash(Ab“‘f mod p),s; € S, and can only decrypt
target k messages m;, = Dec([[m, ], Key; ).

Correctness. The objective is to ensure that keys
used for encrypting and decrypting target messages
are consistent between both sides, while keys cor-
responding to other messages remain inconsistent.

> Fori=s; €S, c; =0, the calculation of the key
for m; on the cloud side is B;* = (A% - ghi)e =
g%% mod p. Conversely, the calculation of the key
for mg; on the user side is APsi = g“b“‘f mod p.
This consistency in the calculation of the key on
both sides enables the user to decrypt m;.
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Table 8: An example of recovered queries from perturbed embeddings.

Perturbation r ~ Recovered Query

Original Query > My name is Alice. I got a cough. What should I do?

0 L It’s your name, Alice. If you are coughed, take some pills and

0.03 > ... You're a murmur.... You should take care of yourself. You collect isolated pieces of
hair and

0.05 > read or take care of a tale of aluella. Aluellas are commonly spread and people have
short patches of pneumonia, hair extensions or

0.07 > people suddenly get seriousl.y affected, .humans are .allowed to stay off the walls and
take care of a naturally occurring dementia. Alhaha viruses spread and

01 > Hair extensions of leucine A hair extensions of leucine are generally isolated or

randomly formed bands of people who have long lived illnesses and take antibiotic or

> Fori ¢ S,c; = 1, the calculation of the key
for m; on the cloud side is B;* = (A% - gh)e =
g%(@+i) mod p. In contrast, the calculation of the
key for m; on the user side is still A? = g mod
p, if the user insists on generating a key. This
inconsistency in the calculation of the key on both
sides prevents the user from decrypting m,.

Security analysis. The cloud receives B; =
g%i*Pi mod p,i € [1,k’]. Since b; is a random
number generated by the user, the cloud cannot
derive whether ¢; = 0 or not by the given B;.
Therefore, the cloud has no idea of which indices
the user chooses.

Communication analysis. There are 1.5 rounds
of communication. First, the cloud sends a random
number A, occupying § units. Second, the user
sends B;,i € [1,k’] to the cloud, occupying k'
units. Third, the user receives encrypted messages
(documents) from the cloud, occupying k’7 units.

B Supplementary Results
B.1 Privacy Study

B.1.1 Query Reconstruction

To intuitively understand how the perturbation
affects the recovery of the semantic meaning of
queries, we provide an example below: The origi-
nal query “My name is Alice. I got a cough. What
should I do?” contains two main privacy informa-
tion: the name “Alice” and her disease “cough”. We
add different sizes of perturbations to the query em-
bedding, and apply Vec2Text to recover the query
from perturbed embeddings. The results are listed
in Table 8.

Without any perturbation, the recovered query
contains both the name “Alice” and the disease

506 — GEIA €06

4{-510 4 —— Vec2Text 4(-0'

% ' %0'4 — GEIA
(%] = —— Vec2Text
QO.Z %0.2

w w

o
o
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(a) ExactMatch-r (b) ExactMatch-¢

Figure 6: The ExactMatch metric corresponding to the
perturbation r and the privacy budget €.

“cough”. When the size of perturbation is 0.03
or 0.05, we can still see “take care”, which has a
small chance to indicate that the user may describe
something about health. However, the name “Alice”
and the disease “cough” cannot be recovered from
the attack. When the size of the perturbation is
larger than 0.07, the recovered query seems to be
entirely different from the original query.

B.1.2 ExactMatch

In Section 5.2, we use SacreBLEU to measure
the difference between the original query and the
recovered query from the sentence level. To provide
a more fine-grained study, we leverage another
metric called ExactMatch, which is also used by
Morris et al. (2023) to measure the percentage of the
recovered words that perfectly match the original
query from the word level.

The results in Figure 6 show a trend similar to
Figure 4. As the perturbation increases, the word
in the original query becomes harder to reappear
in the recovered query. The example in Table 8
also demonstrates the same situation. Therefore,
we believe that keywords in the original query can
be properly protected with (n, €)-DistanceDP.
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Table 9: Different data distributions do not affect the correctness of RemoteRAG.

Datasets k r Embedding Model
NQ/TQA/MS  5/10/15/20  0.03/0.05/0.07/0.1 MiniLM/MPNet/T5/OpenAl-1/OpenAl-2
Recall 100% 100% 100% 100%

Table 10: In large-scale deployment, only the computation cost of module 1 increases.
Cost (N) Module 1 Module 2(a) Module 2(b) Module 2(c)
Comp. (10°) (s) 0.010 0.66 0.00014 0.014
Comp. (107) (s) 0.035 (x3.500) 0.66 (x1.000) 0.00012 (x0.857) 0.015 (x1.071)
Comm. (10°) (KB) 6.18 38.44 2.04 63.63

Comm. (107) (KB)  6.20 (x1.002)

38.79 (x1.009)

1.92 (x0.941) 63.15 (x0.992)

B.2 Accuracy Study
B.2.1 Effect of Data Distribution

Apart from different dataset sizes, we also conduct
experiments on the three datasets NQ, TQA and
MS in full size, to inspect the effect of different data
distributions. From the results in Table 9, we can
still achieve 100% recall under different settings,
demonstrating the correctness of RemoteRAG.

B.3 Efficiency Study

B.3.1 Large-Scale Deployment

For practical usage, we further increase the to-
tal number of RAG documents to 107 to see the
costs of RemoteRAG in large-scale RAG service
deployment. Table 10 summarizes computation
and communication costs of each module in Re-
moteRAG. We find that compared to 10° RAG
documents, only the computation cost in module 1
increases, while other costs remain nearly the same.
> In module 1, we retrieve top k" documents re-
lated to the perturbed embedding from N RAG
documents, in which the cost of computation of
distances is related to N. The communication cost
of module 1 should remain the same since the only
transmission is the perturbed embedding.
> In module 2, all operations are performed based
on the k" documents retrieved from module 1. Due
to unrelated to NV, the costs should have no change.
However, even though the computation cost in
module 1 increases, the total response time is still
very short and acceptable.

B.4 Simulations

We use several simulation experiments to explore
some details in RemoteRAG.

k/N

75 80 85 90 95 100 105 40 80, 120 160
ap(*) k

(@) k/N-ay (b) e-k’

Figure 7: Relationships among hyperparameters.

B.4.1 Relationships among Hyperparameters

k/N-ay. We first plot the equation of Lemma 1.
From Figure 7(a), the result of k/N increases
sharply as aj approaches 90°. Additionally, when
n grows larger, the increase is even steeper. This
phenomenon is characteristic of high-dimensional
space, where random vectors on the surface of the
unit n-sphere tend to be almost perpendicular. Con-
sequently, a relatively small change in @y results
in a significant change in k/N, meaning that the
perturbation greatly impacts k’, highlighting the
importance of selecting a proper privacy budget.
e-k’. We discuss in Section 3.2 that in prac-
tice, apart from initially setting the privacy budget,
we can also choose k’ first and then compute the
corresponding privacy budget. From Figure 7(b),
we observe that when k’ < 50, the change in € is
relatively large, which corresponds to a small per-
turbation and high attack performance according
to Figure 4. The user should avoid considering &’
as well as the corresponding privacy budget in this
range, since the protection is too weak, as shown
in Figure 4. To avoid excessive computation and
communication costs, an appropriate choice of k’
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Figure 8: Illustrations in 2-dimensional space.

would be within the range of [100,200]. Another
observation is that a larger € is required to preserve
the same value of k’ for a larger value of k. This
can be explained by the fact that, as k increases, the
number of possible embeddings with the same top
k documents also increases. Therefore, the same
value of k’ implies a looser privacy requirement,
which is reflected by a larger privacy budget €.

B.4.2 2-Dimensional Simulations

The following 2-dimensional simulations are based
on some artificial data for ease of understanding.

Visualization of Top k. To provide a clear view
of how RemoteRAG works, we give a visualization
of the relationship between the embeddings of the
top k documents and the selected k" documents in
2-dimensional space. The plot in Figure 8(a) clearly
shows that the top k£ documents are included in the
set of k" documents, demonstrating the correctness
of RemoteRAG.

Rare exceptions. Although we have not ex-
perienced any loss in retrieving documents, we
acknowledge that in some rare exceptions, there
might be a chance of RemoteRAG failing to pre-
serve the top k documents. We provide one such
exception here. As illustrated in Figure 8(b), the top
k documents related to the query embedding are
all located on the left side of the query embedding
at the same angle a. The perturbed embedding is
positioned on the right side of the query embedding
at angle Aay. If there are K’ documents located
exactly within the range of angles [ag, @i +2Aay],
then the top k” documents related to e would not
include the top k documents related to ex. However,
exceptions like this only occur when the distribution
of document embeddings is extremely non-uniform,
a rare scenario in high-dimensional space. As
a matter of fact, we have not encountered such
an exception in our accuracy study (Section 5.3
and Appendix B.2).

C Proofs

Lemma 2 (Repeated from Lemma 1). Assume that
there are N embeddings uniformly distributed on
the surface of the n-dimensional unit sphere. Let
ay be the polar angle of the surface area formed by
top k embeddings related to any given embedding.
Then, k and « satisfy the following relationship:

Q,_ @k
k=N 2oo1m sin" "2 6 dg
Qn (ﬂ) 0
where Q,, () = I%f—f) represents the surface area of
2

the unit n-sphere.

Sn—1,rsing(T)

730

00

3
>

Figure 9: Illustration of the proof of Lemma 2.

Proof. Define S, , (@) = Q. ()r"! as the surface
area of the spherical sector with a polar angle
a € [0,n] in the n-sphere with radius r, where
Q,, (@) represents the corresponding surface area
in the unit n-sphere. Then, referring to Figure 9,
we have

a
Sn,r(a) :/ Sn—l,rsiné)(ﬂ)rde
0
(03
=/ Q,_1 (m)[rsin0]"%r do
0
a
:r"_l/ Q-1 (7)sin 2 6.do
0

Comparing to the definition of S, (@), it is
straightforward to derive that

(e
Qu(a) = / Q-1 (7) sin* 2 6.do
0

Assuming the embeddings are uniformly dis-
tributed on the surface,
N  k
Q,(m)  Qu(ay)

Therefore,
Q Q- ax
k=N 2@y Qo) G2 g
Qp(m) Qu(m) Jo

O
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Theorem 4 (Repeated from Theorem 1). Under
the conditions specified in Lemma 2, given two
embeddings ey and ey, with the perturbed angle
Aay, to ensure that top £’ embeddings related to
ey include top k embeddings related to ey, k" and
k satisfy the following relationship:

Qu_1(m) [W
Qu(m)  Jay

where ap = ar + Aag.

Ak=k —k=N- sin" 2 9 do

Proof. From Figure 3(b), we observe that ay =
a + Aay. This property can be readily extended
to n-dimensional space. And from Lemma 2,

Q,_ 2

k=N S () sin"~2 0 do
Qn(”) 0
Q _ ak/

p=n. 1) sin"2 0 d

Qn(ﬂ') 0

Thus,

Q.
A=k —k=N. 21D sin"2 6 do

/dk/
(873

Theorem 5 (Repeated from Theorem 2). Given
two normalized embeddings e, and e, of the same
dimension, L2 distance and cosine distance have
the following relationship:

=V2dcos(eq, eb)

Proof. From Definition 2,

Q, ()

O

dpp(eq,ep)

n

Z(eai - ebi)z

i=1
n n n
2 2
= D eai *+ ) eni = ), 2eaien
in1 i=1 i=1

n
= lleall® + llenll* =2 )" earen:
i=1

dy(easep) = llea = epl* =

=1+1-2(ey,ep)
=2dcos(eq, eb)

O

Lemma 3. & points py, - -, px are extracted from
the uniform distribution on the surface of an n-
dimensional sphere with radius r. Denote the mean
of these points as p. L2 distance d between p and
the center of the sphere has the expected value

Proof. We place the center of the sphere at the
origin. Since p; = {Xi1, " ,Xin},1 € [1, k] is ex-
tracted from the uniform distribution on the surface
of an n-dimensional sphere with radius r, the coor-
dinates can be contructed by two steps: generating

~N(0,1)and x;; =1 - LJ —=.J € [L.n].
ml im
Due to symmetry, E[x;;] =0,
2
..-:E L
Z lylm Z:’l=1 ylzm
1 Z B/ N W Y
n =1 221 lyzm n erflnzl ylzm n
and
Var(x;;) = E[x};] = (B[x;;])?
, Y

=E

r2

re.s —— = —
n 2

Zm:l yim n

By the central limit theorem, each coordinate
component x; of p satisfies

k
1 2\ Vk
ey Mo g ) S v

2
kn ., kn 2\ Vikn _ 2
= E T = |5 X
j=1 j=l
Thus, & 8 [@] = nand Bd) = . ©

Theorem 6 (Repeated from Theorem 3). Given a
target query embedding ey and the mean embedding
e of top k relevant document embeddings, the mean
angle w between ey and e satisfies

>
>

Figure 10: Illustration of the proof of Theorem 6.
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Proof. Lemma 2 tells us that top £k embeddings
are within the polar angle ax. When n > 1, we
approximately believe that the angle they make with
ey is exactly ag, which means k embeddings are
uniformly distributed on the surface of an (n — 1)-
dimensional sphere with radius sin a.

Applying Lemma 3 and referring to Figure 10,

E[AB] = S“\‘/gk. Since OA = cos ay,

E[AB] sin ag tan a
tan w = = =
OA  cosaxVk  Vk
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