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Abstract

In this paper, we propose a discriminative autoencoder (DcAE) neural network
model to the replay spoofing detection task, where the system has to tell whether
the given utterance comes directly from the mouth of a speaker or indirectly
through a playback. The proposed DcAE model focuses on the midmost (code)
layer, where a speech utterance is factorized into distinct components with respect
to its true label (genuine or spoofed) and meta data (speaker, playback, and
recording devices, etc.). Moreover, the concept of modified hinge loss is introduced
to formulate the cost function of the DcAE model, which ensures that the
utterances with the same speech type or meta information will share similar
identity codes (i-codes) and higher similarity score computed by their i-codes.
Tested on the development set provided by ASVspoof 2017, our system achieved a
much better result, up to 42% relative improvement in the equal error rate (EER)

over the official baseline based on the standard GMM classifier.

Keywords: Speaker Verification, Speakser Verification Attack, Spoofing Attack,
Discriminative Autoencoder, Deep Neural Network.

1. 4&5% (Introduction)

TETSFEN - HEREEPIERAEMES CH THEENRT - B EPs At & E
ZHIERAEHEAET  GETIHEESNEREAGETEENS AR - 2800 » HReES
& % (Speech Synthesis) ~ 5 8 (Voice Conversion) ~ S FH#HEEZ (Text-to-speech) K §F 5
B iy #E25 (Abe, Nakamura, Shikano & Kuwabara, 1990) (Chen, Ling, Liu & Dai,
2014) (Van Santen, Sproat, Olive & Hirschberg, 2013) (Ze, Senior & Schuster, 2013) » 2 f&#L
RARBEFIBELG A SHFT 3 H ARV S - (NIt > SRl E SR T B Bt & W RS
TEfEt%

{£ ASVspoof-2015 LEFEH » HEHAER BIERIIR—(E ARG R TP EE N E
(Genuine) & FHEEH & i e E A2 HY & A (Spoofing) (Wu et al., 2015); #riE R ELFR e fit
ISP o » EZA R X FEEE B M G ARl » 3 Ky B SO A fi B (Text
independent) YA ZS » B ASELFE FH 8% B BB RE I LU A (BT B = B 17 RESalll ok o BE 47 Y
L AR TH T S WY BB R L ¥ (Alegre, Amehraye & Evansdoi, 2013) (Alam, Kenny,
Bhattacharya & Stafylakis, 2015) (Xiao et al., 2015) (Villalba, Miguel, Ortega & Lleida,
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2015) » ASVspoof-2017 A2 Ly E R ERLE & T H 28R B HIHE RS (P i L 2Ry
PEE (O - SEEALT LIS AIRIRE © ASVspoof-2017 FigibryEA L 4201
(Kinnunen et al., 2017) DUE# Q EIFHzE{%%(Constant Q Cepstral Coefficients, CQCC)Ey
Fredh U 2% J70% » I A T 80y iR 4158 (Gaussian Mixture Models, GMM)
TERsorlies o BEITESEE S G R S FERE S E BN B A R SRR - HukF 77508
FH 22 (B S B R ] -

AR - FAFT AT DAE B B2 7 A B e I sE S W A4 3 HHUS T4
B AN $ERI R 48 (Yamada, Wang & Kai, 2013) (Sarkar, Do, Le & Barras, 2014) (Lei, Scheffer,
Ferrer & McLaren, 2014) (Kenny, Gupta, Stafylakis, Ouellet & Alam, 2014) (Variani, Lei,
McDermott, Lopez Moreno & Gonzalez-Dominguez, 2014) (Lin, Mak & Chien, 2017) - {H[H]
T AR 2 S Rl — (i i AR B R R RE - FEiERam o MR T — AR R E
YR HEfERESS(Chen, Sun, Rudnicky & Gershmandoi, 2016) (Bone, Lee & Narayanan, 2014)
(Huang, Wu, Su & Fu, 2017 ) (Chung, Wu, Shen, Lee & Lee, 2016) (Richardson, Reynolds &
Dehakdoi, 2015)HJ 22 1 2K 1 Ry M R & 0y B - T8 2 B i 0l =X B 45 15 g 15 25
(Discriminative Autoencoders, DcAE) (Lee et al., 2017) (Yang et al., 2017) FMEs(FEHE
S bS FERS B SRR TR AR o BT 0% - I B SE T H AR EORAEAIEE B S - B 4RSS
o8 Ry ARV A QERS 20 - (ERE 2R oy AR S g DA R RS g - B A2 A S L i
HEHAE A SR EE i AU R} » By T/ MEE R 2 » W H 2T (DNEEE PR -
P ER T —(ERrHY IR ek L - T8 2 Fy & HiBK (Hinge Loss) » R348 22 (& 8 71 =X H 4R
HEAERS 2 o IRIZIE (IR E > T — (& B aH AT AR B HERF & 4R S B[S Y identity
codes(i-codes) » [MiE{lE i-codes HLE HAWHITEAIEE ST » KIELFTAMEEIBUIRY i-codes
A& LR IARYRHE - 045 i-codes BT UK fl3 25 FY o0 BUA(E o] DU Sy 3t oy Bl 85 - Itk
Sh o FEEEIBRNE S RFIIA T TSI E S ek & PhE S e mT DARR ] E 4R 05 RS
SRPTEHTEVMEE - LB RAVE G T DU B R SRR EIE - #eEEZk
(Generalization)J§E

RESCH FZHBVESE © 55— i-codes E—{E&MAVRHEETRE » W H LR ERESY
RO RS PRI S - WERE R BAVRER - £ =B misfgiS s+
g AR EMERRGETNEE ST > A R—{EH 3 AR S L 204 - 55
= EZATEBHE R B RS T - FMEEsas GE MY B RPRIE AP
LGRS W HEREZERYRE

A SR ELHET 55 iR E /044 T ASV-spoof 2017 Challenge ; 5 = EiFl
T HEATFTIR AR (EEL S B SRS AR TS as 0U4ERE  SEIUET M A E BR R Bila e DR ETAG Y
TERRGER > iR —EIR R &SRB IA T T A

2. {EXHAak (Task Description)

ASVspoof & —{EE%E Ry MFEE PRI BRI ELZE - TAE 2017 4 » AT AR 835 0]
Rt - Hp AR ELAYRE R R A H Y RedDots  (YREHHEE R ILEBRISR S BRI A - 1£
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EREEEFREEAIISREE T - BE T B EAVEEE - Hoh o hl8ER 1508 G EE
SERHA 1508 AJH (ol ik & st - W B AR SR B [ mossetis b > MR T /St S e i DA =
TR - ERBEET - BE T/ UEREREER 760 EEFFERDUK 950 ZE[0[jK
PEEEERL - MRSk EIRGEEE T - AEA TS S B GEE FrvsEE -

1E ASVspoof-2017 H » =¥ 77 BT HE (H i (e A 28 4% I A8 B (19 A 55 $5 55 %8 (Equial
Error Rate, EER) » ERIEETE(E R 24005 - fE$E R iR (False Acceptance Rate, FAR)L
Fe R TES# A (False Rejection Rate, FRR)AEEHFFT G FIAYSEAS « AUAFAVEMI 247 - St E
AARAVEEGE SRR -

3. 2%kt (System Description)

3.1 AL (Feature Extraction)

fR¥Z ASVspoof-2017 FEfEVE 5oL - HH# Q EEL GEHRE A PRI EENA B
AP (Todisco, Delgado & Evans, 2016) NEEHAFIEA 7 B Q FEISFERS HEUE B
THEET A » W Q EISEE B, — A H . Q #ffi(constant Q transform, CQT)HY
Fidonk o BT AR E R E S e - 30 HAE MY SRR O T AHRE AT
PRI AT BES A SV IR B 2 > HETEARE ml A ok -

CQEC(p) = By logl X UD)? cos L2 0

Horp X0 %G8 CQT il AGRSTEFTSEINE - i p=0,1, -, L-1 - | AIZHUENAH

#(Frequency Bin) »

3.2 #RI B 4RIEMENESS (Descriminative Autoencoder)

1E B misfRtEss > TV HWE Sy > wisEs f DURRISES g (ERISHRET
H 4m i AR s 28 & 12 bk g T 1 AR R0 R ER A (Goodfellow, Bengio & Courville,
201f6) ’ gﬁﬂ@%%ﬂ%%’%ﬁ%%@ﬂﬁﬁET%E@%%M%?UE@%/\}%EHEW&% » Et 2
X - H > X> B H &R EE g AT E £ HARFF SRR~ E - By Tl 8 Sris g 25
th S8 SRS E RS NIFEEAHEERERENSH EERENF AT ¢

F(X) = o= Teex |ly-l13 )

Hrpy = g(f(x) EEETRIVEER - [ AIlE 2-#80(2-norm) » [X| AIZEEANEE - H
A LA SRR H s 8% AE 0] DAE S Ew > (RpE AT DU A ERHEA 281
FHHVERIRR I -

% (Krizhevsky, Sutskever & Hinton, 2012) » FTa] DUEREE H FEE TEH A EE
HYFHEL > I H B & TAREIBESERE . Hy REESEBRES - H A RsE S [E
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BGEERHES - REEBFIERH T RIERRIHY & HARR AR E SRR T R B iR A
T EMMEEHRABEANERRREE - HForaT -

1 2
Fo(H) = =X njenginghsens f (Mp= < hy by > ) 3

1 2
Fn(H) = EZhi,hjEHgmi,hjEHsf ( < hi! h] > 'Mn> (4)

HpF, BIEEHIELR > Fy BEEGHIEX - ELBEEHBRIIENEERE T - et
— (BT 22 A oy B B S s N B SR [ - (R RE S 2 oy B R A
AT ERE S R AR AE A ERIE M - & HIBR RSy A ROt i E AV R -
BHFGER - XG)H » HHEE Z MBS R/ NYESR M REBILE BB S &SR A S
EEAREE TN R i (R e T a e e > (B — 80 2 N TERES e &
2 7Rk (158 1= B 4RSS 2s e 40 S B i BRI B Y - M iEm A
ER BB E NEHE » £300) &= (4)F f HI B ReLU (Luong, Le, Sutskever, Vinyals &
Kaiser, 2015) > iE{EIE4R M TR BEA A RIR R E i EEE - &% > &Ga02)
HQB) @) - I SEFE S - BAE B BRI N ArRR

a(E(X))+ B (E,(H) + Ey(H)) Q)
Hoof o eSS AT G HOHESE o BRI T B ek S A LA cp (G ) R B
TESCr o TR A [ 4R s 52 5 A MR R (B2 - 408 1 s -

outpuf layer (y)
90 dim

output layer (y)

" decoder
n hidden layers g0

n hidden layers
Identity i) code Identity Spk PR Rec [ residual
1024 dim 256 dim laver 256 dim J 16dim § 1t 16dim § 16 dim § 256 dim

n hidden layers ]
- n hidden layers
CQCC inputs (x) 1e) ol
90 dim CQCC inputs (x)
90 dim
(a) Single-task DeAE (b) Multi-task DeAE

B 1. &5 S i g -
[Figure 1. The two kinds of architecture in DcAE]
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EREAET - SRR A x R i-codes BEHARL y » 24T ik Ay a T A EZA
AE] B AERTRREY B BLERS 7= B S ARaSas - FERCIERI T o R0 o I {18 T
g1 —(EER AR Z Rl > S5 —(ERA RRlER e - ARSI b > IFIIDA T 3atir
Wy E IR - SEAGAE A1 g P 2 28 HH AR B R (R A 53 B A 1| EL A S (R e Ay
RETT > (1S FEREMYER - MRS R R AR T E R - 55—
> FESAEBHE R B wiSARTS LS T QRS S ER AR A (Liu et al,
2015) (Glorot & Bengio, 2010) » ZALF R EAF ARSI SR > (E15HATZ (BEE
EFFELRAREET FONAERERE - (AR - BAFIHRERINE R RGEE - BB > $hEa
i DUR OGBS REIE ASVspoof-2017 A E T &K &S - RS (ERIEAY
o BRTRIERESN > T T & HRAAGES R IR E B R BT - 2t F
ZHVEINE - BB ERHER D BEE NESUE R © LA - fE4mbS/E KRS e
FRIIIA T e - (IR BA E S 2 % BRI EEIRCR -

4. BEsr BN EE4EE (Experiment Setting and Result)

feiE— 8 IR g —— M aEERIECE LU T RIHI4E R 36 B RES N LIET 3 E o
TEER RS - P& S R SR DL RS 4 P& AL B FLL i nviRE - WS
SR ETHEAL > ASVspoof-2017 EJTATHE AV ZSAMEANT « FIAIHE ¥ Q EISHE (B
SRR > I HAH IR el s — S ime o R A (S5 EMEA BT 5
Sh > FESRTHEE AR A > FIEH T =R - I H e A E 1024 (ST - MHE
i WA T H R Q EIFHRE R EUE R EGEERHVRM R A > IR AE A S B (IS
M=ok HE RS REEANE - 580 HRIMTA R SAEBHE R B RS ARTS
g5 0 ORI ER T — (& AL B AL AR A (R PR AR - FE R B Q EISHEE (R EL
AYSCE S BAHHEUT 90 4EAVRF IR 21 FFTA 280 AR 2 - I H G REL
BAPIE AR TEARAE - 3 B FH ISR B & (F AR R B e s 8% -

FESE AN B dmisfEtsas > BMTRZRRET  Bh ey R T R LRI ERE -
e RET - B8 Q BUREH AR & HRtE K 1024 4E1Y i-codes » 12 LT ALY i-codes
G EA D BUES RESBRAVAE ST - AR ERE PRI RS Fy 256 4 fEGHIR
Koo IITKFIEREBFRBOER 10 - AFEBFEER-10 - £E w1 - FrAtEE
HIRIAR{E RS2 A A Glorot Uniform {F B4R ESCE - FEFTARIHL TS > IFIRIZEERE
tanh {E R3¢ (8 (Activation Function) » [} T iz — & FACE R BaR A FIAHEEAH T
linear {F By 3t 5% e ¥ > 5540 » #R R TRV LR B AR Adaptive Moment
Estimation(Adam) (Kingma & Ba, 2014) » {(EHAETRER H A RHVERIRAECHI HEE - 21
BRI B RS ART s - M0 T PREEHVEE - S AR BRSNS Ry
fAVEER - B LEHS RIS T > AIRE By 16 (BT » &% > RPIAIZEFIHREZEN
TG i-codes Z[EJHIMRDURE > DAL o] DRI FH BE4ESRAE Ry sy FRAVIRES - eIt B0 88

= Y
AR o
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20 ((a) Raw Frame] ((b) i-code layer]
0_ . ‘.:.~.o.: -.:.0..0
o Y :,. .':o.:o : .
—20+ ..}1’!::"‘\ - Genuine
& 4,... s Spoof
—40 " TN T .
-50 0 —-50 0

B 2. FJfH \-SNE 2T B F B =0 5 8t G 5 77 » i-codes AY7 IS
[Figure 2. The result of single-task DcAE that t-SNE maps high dimension
i-codes into 2 dimension.]

(a) Raw Frame| ((b) i-code layer]|
207 op¥ee 3%
0 i I.. '» '? s, 8 .- .::.l.';.‘:‘: ‘;. 3
e Genuine ,:" " ¥
o g
| . *
0 50 0 50

B 3. FI/H -SNE ZERTE 2 (F B 52, B St i as 17 - i-codes #9575 -
[Figure 3. The result of multi-task DcCAE that t-SNE maps high dimension i-codes
into 2 dimension.]

K 1. WHEERERTREEE LHTGER -
[Table 1. Summary of development result in ASVspoof Task]

Method EER(%)
Baseline 10.35
DNN 8.18
Multi-task DNN 7.6
Single-task DcAE 6.43

Multi-task DcAE 5.99
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22 1 AEA  HEHDESHAIE S Baseline J77ARYRSR 2 7 > 8 1) = E 45 b5 AR08 25 P
RV » SN —REAR A AR 2ER - MVt e A B R » 1E
HELBEHNE S - 4 2~ 3 FMFIH T t-Distributed Stochastic Neighbor
Embedding(t-SNE) (van der Maaten & Hinton, 2008) 2RZF7~ > FHILE P 2530 - &85 Al
FrEE 4= 2R i-codes WEE ZE T T s A BHR AR B AR/ BEAYRUR - L AT, » &S G
Hy ARG B R AT PRy o Wi AGERLE R R EE NE -

5. 453 (Conclusion)

FEERMm ST o TR E T — 23 av =0 B 405 55 25 2k 2 BliE Y
ASVspoof-2017 » fEEFHTHYAAE T - FATIA T Hraa Ty H AR E - (EEFR T BAAH]
HHVRIEIFON A i-codes ACEFIFIE R HEET NEA AR > 5540 RFIERAH T %
EBHARASE RTHNEYEE R - &i% - AN S ETR S A DU SR agRs - #hl=0
B iSRS s ERE A B R A PRI EE - R - BPIFHZRES NI LULE R 32 R pL
A DU — (B 502 R HY A4 250 -
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