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Abstract

Large pre-trained Vision-Language Models
(VLMs) have revolutionized both computer vi-
sion and natural language processing. Despite
their success, adversarial examples can still
mislead VLMs into producing incorrect results.
This work focuses on boosting the adversar-
ial robustness of VLMs by searching for text
prompts at the word level, rather than optimiz-
ing continuous textual embeddings. We intro-
duce Parameter-Free Prompt Tuning (PFPT)
to learn defense words that enhance resilience
against adversarial attacks when appended to
existing prompts, thereby offering ease of use
due to the simplicity of this approach. These
defense words are naturally present in the inher-
ent vocabulary of VLMs, providing a human-
readable property. PFPT employs a coarse-to-
fine strategy with carefully designed optimiza-
tion objectives to guide the word search. Ex-
tensive experiments demonstrate our method’s
superiority over hand-engineered prompts and
other state-of-the-art methods. PFPT signifi-
cantly boosts accuracy and robustness, outper-
forming hand-engineered prompts with aver-
age gains of +4.9% and +5.8%, respectively
(e=1/255).

1 Introduction

Large pre-trained Vision-Language Models
(VLMs), such as CLIP (Radford et al., 2021),
ALIGN (Jiaet al., 2021), and BLIP (Li et al., 2022),
have revolutionized downstream vision-language
tasks including classification, object detection,
and segmentation. More applications (Qiu et al.,
2023; Zhang et al., 2024; Li et al., 2024a) are
increasingly being developed based on these
foundational general-purpose models.

However, despite the capabilities of VLMs, their
vulnerabilities have been exposed. Recent stud-
ies (Inkawhich et al., 2023; Zhao et al., 2024) show
that VLMs are particularly susceptible to small
adversarial noise — these models predict with sig-
nificant deviation from reality when subjected to
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Figure 1: An overview of the proposed method: Ap-
pending the learned defense prompt (at the word level)
to the original prompt significantly enhances resilience
against adversarial attacks.

deliberately designed, human-imperceptible pertur-
bations to images. These exposed security risks
continue to raise concerns within the community.
Previous efforts to enhance the adversarial ro-
bustness of VLMs primarily can be categorized two
types: adversarial training (Madry et al., 2017) and
parameter-efficient methods (Li et al., 2024b; Chen
et al., 2023; Huang et al., 2023). Adversarial train-
ing involves fine-tuning models with adversarial
examples and incorporating specifically designed
loss functions. Although these methods can en-
hance adversarial robustness to some extent, the
cost of fine-tuning is substantial. Particularly for
contemporary Transformer-based models (Li et al.,
2022; Radford et al., 2021) with millions of param-
eters, fine-tuning these parameters requires signifi-
cant time and computational resources. Moreover,
introducing adversarial examples into training may
compromise the original generalization ability of
VLMs (Kumar et al., 2022), potentially affecting
the zero-shot capabilities. Parameter-efficient meth-
ods freeze the parameters of the model while train-
ing additional textual or visual prompts, often in the
form of embeddings. Although these approaches
enhance learning efficiency, the costs associated
with using additional prompts are significant. For
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instance, adding adversarial visual prompts (Chen
et al., 2023) to the original image may remove es-
sential edge details, resulting in partial information
loss. Meanwhile, adversarial text prompts (Li et al.,
2024b) learn text embeddings that are challenging
to use in practice, as their application requires ac-
cess to the model’s embedding layer and precise
manipulation to integrate the learned embeddings.
This reduces accessibility and increases operational
costs. Optimization in the continuous embedding
space may also introduce randomness, due to the
unconstrained nature of the optimization space.

To address these challenges, we propose a
parameter-free method for learning appendable text
prompts. This strategy focuses on identifying and
discovering defense tokens from the pre-trained
and fixed vocabulary (Sennrich et al., 2015) of
VLMs. These defense tokens are simply added
as prefixes or suffixes to the original prompt and
then fed into the model. As there are no embed-
ding parameters that need to be saved, this method
is inherently parameter-free. This approach con-
strains the search space to a limited selection space,
improving search efficiency. It also enhances ac-
cessibility, as the search results are simply included
as part of the new input text prompt, without ma-
nipulating the intermediate embeddings.

This work studies the problem of parameter-free
and accessible text prompt tuning of pre-trained
VLMs for adversarial robustness. Previous re-
search on text prompt learning has primarily fo-
cused on optimizing text embeddings, with little
exploration into word level prompt learning. These
approaches reveal a gap between convenient usabil-
ity and flexibility. Moreover, the learned embed-
dings do not correspond to natural language words
and are not found within the inherited vocabulary’s
embeddings. Unlike previous methods, our work
is inherently parameter-free as it identifies using
natural language words that require no additional
parameter storage. We introduces a new paradigm
for text prompt learning in boosting adversarial
robustness for VLMs. We concentrate on and ap-
ply this paradigm to a widely used type of VLMs
— CLIP (Radford et al., 2021), as it is represen-
tative of vision-language foundation models and
is extensively utilized across various downstream
tasks (Rombach et al., 2022).

To improve the accessibility of adversarial
robustness in text prompting, we introduce
Parameter-Free Prompt Tuning (PFPT), a method
to learn a robust text prompt at the word level for

CLIP, leveraging adversarial examples to enhance
the resilience against adversarial attacks. The de-
fense tokens searched by PFPT and simply ap-
pended to the original text prompt, can significantly
enhance adversarial robustness with minimal usage
cost. Moreover, these tokens are naturally present
in the native and inherent vocabulary, offering a
human-readable property. To search for defense
tokens, PFPT takes a coarse-to-fine strategy, di-
vided into two steps: single token search and par-
allel tokens search. This design prevents the selec-
tion from degenerating into mere gradient-based
or brute-force searching. Single token search dis-
coveres the best candidate token set for each token
position, with a wider coverage of candidates aid-
ing in the search for the optimal token. Parallel
tokens search conducts a joint search, measuring
tokens based on consistency and accuracy to finally
determine the most effective tokens.

Comprehensive experiments are conducted to
benchmark PFPT across 14 datasets and with 4
data sampling scenarios which are 1-, 4-, 16- and
100- shot learning. PFPT is compared against the
hand-engineered prompts proposed in CLIP and
the state-of-the-art text prompt learning methods.
PFPT outperforms these approaches in terms of the
in-distribution performance and the generalization
ability under distribution shift (the same classes
with different input distribution) and across datasets
(different classes).

Our contributions are summarized as follows:

* We introduce PFPT, a method for searching
defense tokens that significantly improves the
adversarial robustness for the CLIP model.

* The defense tokens learned are at the word
level and can significantly enhance adversarial
robustness simply by being appended to the
original text prompt, making this method both
parameter-free and accessible.

* PFPT employs a coarse-to-fine strategy to
search for defense tokens, and its two-step de-
sign significantly enhances search efficiency.

» Extensive experiments are conducted across
14 datasets to validate the effectiveness of
PFPT.

2 Related work

2.1 Adversarial examples
Adversarial examples expose vulnerabilities in
models, especially visual language models (VLMs)
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(Inkawhich et al., 2023; Schlarmann and Hein,
2023; Zhao et al., 2024; Qi et al., 2024; Carlini
et al., 2024; Bagdasaryan et al., 2023). Studies
show adversarial samples can cause misclassifi-
cation (Inkawhich et al., 2023), enable malicious
exploitation (Schlarmann and Hein, 2023), and ex-
acerbate security risks in multimodal VLMs (Zhao
et al., 2024), allowing attackers to evade systems,
bypass security (Qi et al., 2024), induce misaligned
behavior (Carlini et al., 2024), and enable targeted
output contamination (Bagdasaryan et al., 2023).
Such attacks can produce harmful or unreliable
VLM responses. This paper proposes text prompt
adversarial training to defend against adversarial
sample attacks on VLMs.

2.2 Adversarial training

In machine learning, adversarial training (Goodfel-
low et al., 2014) is the most potent defense against
adversarial examples (Athalye et al., 2018). Most
prior methods (Madry et al., 2017; Andriushchenko
and Flammarion, 2020; Li and Spratling, 2023)
focused on training models from scratch, while
exploring pre-trained model robustness received
less attention. Recent work enhanced pre-trained
model robustness via fine-tuning entire (Hendrycks
et al., 2019; Jiang et al., 2020; Kim et al., 2020;
Luo et al., 2023) or subset (Chen et al., 2020) pa-
rameters, or adversarial visual prompts (Chen et al.,
2023; Huang et al., 2023). APT (Li et al., 2024b)
adapts robustness by optimizing text prompts in
continuous embedding space, with limited practi-
cal utility. Our method proposes user-friendly text
prompts optimized in discrete text space, without
additional adversarial training parameters.

2.3 Prompt Learning

Recent years saw growing interest in prompt en-
gineering for pre-trained models, yielding CoOp
(Zhou et al., 2022) for automated prompt genera-
tion, PGN (Loedeman et al., 2022) for adapting vi-
sual models via task prompts, NOAH (Zhang et al.,
2022) for optimal prompt configurations, OOHMG
(Lin et al., 2023) enabling text-to-motion genera-
tion without paired data, Subspace Prompt Tuning
(Ma et al., 2023) mitigating VLM prompt over-
fitting, SgVA (Peng et al., 2023) enhancing few-
shot image classification, and GALIP (Tao et al.,
2023) employing CLIP (Radford et al., 2021) for
controlled image generation via prompts. This pa-
per investigates parameter-free, user-friendly text
prompt learning to defend against adversarial at-
tacks in image recognition.

3 Method

3.1 Preliminaries: CLIP
CLIP comprises image and text encoders, encod-

ing images and text in a unified embedding space.
Image encoder options include ResNet (He et al.,
2016) or Vision-Transformer (Dosovitskiy et al.,
2020), while text encoder is Transformer. For text
input, CLIP converts words to d-dimensional word
embedding vectors using pre-trained vocabulary,
then inputs them to Transformer to generate the
final text feature.

Given an input image I; and text 7, the respec-
tive features f;” and f; are computed as:

fP=8&W), fj=_&(T) (1)

where &, and &; represent the visual and the text
encoder within CLIP respectively.

A cosine similarity score measures alignment be-
tween each image-text feature pair. The alignment
between image I; and text 7 is calculated as:

exp (cos( f,fjt)/7'>
5 exp (cos(f7, f1)/7)

pij =p(li,Tj) =

where 7 is a temperature parameter learned by
CLIP. During pre-training, the two encoders max-
imize similarity scores of true image-text pairs
(i.e., when ¢ = j) and minimize scores for false
pairs, aligning the encoders. After pre-training,
CLIP achieves zero-shot classification using text
descriptions of class labels as prompts. Given
class prompts, CLIP predicts most probable class
arg max; p; ;. Default prompt is "a photo of a
[CLASS]" replacing "[CLASS]" with dataset class
names. Prompts comprise class, prefix, and suffix
components. For IV classes, j-th class prompt is:

T]' = (tlv t, ..., t[CLASS]: ey tmaxflen) (3)

where max_len is the tokens’ maximum length.

3.2 Parameter-free and Accessible Prompt
Learning

We aim to search a optimal token combinations
within the pre-trained and fixed vocabulary as de-
fense tokens appended to text prompts. This ap-
proach is parameter-free, requiring no additional
parameters to be learned, we merely record the
identified tokens as the learning result. It also
boosts CLIP’s adversarial robustness by appending
the learned tokens to the text prompt, making it
accessible.
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Figure 2: Framework of the proposed Parameter-Free
Prompt Tuning (PFPT) method applied to CLIP-like
VLMs. Both image and text encoders are frozen, and
defense tokens are sourced from the inherent vocabulary.
PFPT employs a coarse-to-fine strategy, divided into two
steps: Single Token Search and Parallel Tokens Search.

In section 3.2.1, we discuss adversarial examples
for CLIP. Section 3.2.2 presents the parameteriza-
tion of defense tokens in our method. Sections
3.2.3 and 3.2.4 respectively detail the Single Token
Search (STS) and Parallel Tokens Search (PTS).

3.2.1 Adversarial examples for CLIP

To search for defense tokens, adversarial example
images are generated on-the-fly during the training.
We employ a common technique to generate ad-
versarial examples for CLIP, which involves com-
puting gradient-based perturbations ¢ to the input
images. This aims to maximize the cosine diver-
gence between the image feature f;’ and the text
feature of the corresponding ground-truth prompt,
i

arg max L(E,(I; +6:),E(Ty),y:) (4

l16:]|p<e
where the perturbation §; is constrained within the
e-ball of the p-norm, while the text input consists of
the default prompt appended with defense tokens.
Algorithm 1 illustrates the pseudo-code we used to
generate adversarial examples to attack.

3.2.2 Parameterization of learnable tokens

The text input is tokenized into fixed-length tokens
(Eq. 3). Therefore, we first determine which posi-
tions should be defense tokens, as well as the num-
ber of defense tokens. Our goal is to identify and
search for specific tokens from the pre-trained vo-
cabulary V to serve as these defense tokens. Taking
CLIP’s default prompt "a photo of a [CLASS]"
as an example, we select K tokens from the suffix
to act as defense tokens. Consequently, the text
prompt appended with defense tokens of the class
T]{ can be represented as:

Algorithm 1 Adversarial attack on CLIP. S is the
perturbation step. 7 is the step size for perturbing
image.

1: function ATTACK(/, T, y)

2 9 = uniform(—e¢, ¢)

3 for1 — S do

4: I' = min(0, max(I + 4, 1))

5

6

L= LE(I'). &(T), y)
: 1) =
SIGN(V L), ¢€))
7: end for
8: return min(0, max(I + 4, 1))
9: end function

min(—e, max(é + 7

Tj = (t1,t2, ..., tcLass),
t[CLASS{] 415 - - - + L{CLASS;]+ K - - - » tmax_len)
5
In the sequence, t; is "a", t2 is "photo", and

ticLAss;) 1s a specific class name, like "dog". To-
kens indexed from [CLASS;]+1 to [CLASS;|+ K
are chosen as defense tokens, randomly initialized
from the pre-trained vocabulary V.

Theoretically, the K defense tokens can be po-

sitioned anywhere and in any number, as long as
the arrangement meets CLIP’s input token length
constraints. In our experiments, we test on two
positions settings: front and end.
Search goal: Upon determining the number and
positions of these defense tokens, our search goal
aimed at improving adversarial robustness for
VLMs can be formulated as:

argmin F jep L(E,(Li+6;), E(TI (), y:) (6)
t/ t/evK

where we use Algorithm 1 to generate the pertuba-

tion §;. T7(t") represents the input text containing

defense tokens, where only the K defense tokens

need to be learned.

3.2.3 Single Token Search (STS)

The single token search performs a coarse search
for the token at a single position, addressing is-
sues related to exclusive reliance on either gradient
descent or brute-force search methods.

Here, we take defense tokens as suffixes ap-
pended to the template prompt t(temPlate) (please
see Eq. 5) as an example to describe STS. Please
note that our defense tokens can be assigned to
arbitrary positions, except those class tokens.

The STS considers the adversarial robustness
and selects a batch of tokens from the pre-trained
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Figure 3: Single Token Search selects a batch of tokens
from the pre-trained and fixed vocabulary as candidates
for a single position. Each position yields a candidate
set.

vocabulary V as candidates for the defense token
at the single position. To achieve this, we define
a defense objective as the selection goal. For in-
stance, when searching for the k-th position among
K defense tokens, the objective is as follows:

Edefense (tk) _
— Ve, logp(j =yt @ ) @ty @ ...
Dtr @ Dtg, I +0)

(7

where @ means token concatenation, for example,
"a" @ "photo" = "a photo", ¢ is the prediction,
and y is the ground-truth class. This objective is
the gradient obtained by backpropagating the log-
likelihood loss to the one-hot embedding of the
token ty,.

We construct the candidate set Cj,; by selecting
the top-L tokens, ordered from high to low based
on their objective scores, here, k is the defense
token position, and [ is the token ranking at the
position. Finally, K candidate sets {Cy;} 5, F
are constructed for each of the K positions follow-
ing the coarse search. Algorithm 2 and Figure 3
present the single token search.

Algorithm 2 Single Token Search.
1: function STS(, 6, t1, to, ..., tK)
2 {Cratiziizy = {0}
3: fork=1— K do
4 Edefense(tk) —
~Ve,, logp(j = yltltemriore)
Dt D Dty d- - Dtg, [+0)
5 {Chy=1.1} = top — L(LmSe5e(t;,))
6: end for
7
8

return {Cj, ; }
: end function

3.2.4 Parallel Tokens Search (PTS)

In parallel tokens search step, we perform paral-
lel optimization across all candidate sets {Cj;}
to search for defense tokens, considering consis-
tency with the distribution predicted by the original
prompt and adversarial accuracy. First, we concate-
nate tokens of the same ranking across all positions
to form a new candidate set of defense tokens, de-
noted as {A;}- |,

A =(C11®Co @ ®Cry) €VE  (8)

Consistency score. The consistency score aims
to ensure that the text with appended defense to-
kens retains the same semantics as the original text
prompt. This helps prevent significant deviations
in the predicted distribution due to the defense to-
kens. To achieve this goal, we follow Azuma et
al. (Azuma and Matsui, 2023), leverage the results
of classification to ensure a consistent output distri-
bution both with and without defense tokens.

We classify the original image I using text ap-
pended with defense tokens t9¢/¢"s¢ (w/ DT) and
the original text (wo/ DT). First, we obtain the
probabilities of predicting the ground-truth class v,
given the both conditions, these are

ql — p(@ — y|t (template) D t(defense
¢* = p( =yt I) - (wol DT)

I) (w/DT)

©)

We then plug each candidate tokens t' € {4},
into the following consistent objective to measure
the KL divergence between ¢' and ¢?:
£conszst( ) ( (t(defense) _ t/)HqQ)
(10)
The consistency score aims to guide the search for
defense tokens using the probability distribution of
the original prompt.
Accuracy score. The accuracy score assesses the
precision of classification results for adversarial ex-
amples (e.g. I+4§) when using prompts appended
with defense tokens. Similar to the consistency
score, we iteratively traverse the candidate defense
tokens in {4}/, calculating the accuracy corre-
sponding to each candidate tokens t’ € {4, }% ;.

“t) =
1{p(1?

Dk,

| (template) ® (t(defense) _ t,), I+ 5)}

(11

where 1 denotes the indicator function. Finnaly,
the total score for the candidate defense tokens t’
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Figure 4: Parallel Tokens Search first concatenates
tokens of the same ranking and plugs them into the
prompt. Using the designed consistency score and accu-
racy score, it selects the top-1 token combination as the
defense tokens.

is computed as L0 (t') = LoMsist(t) + A(1 —
L (t")). After scoring each candidate defense
tokens in set {A;}£ |, we select the tokens with
the lowest score (low is better) as the result of the
parallel tokens search. Algorithm 3 and Figure 4
illustrate the parallel tokens search.

Algorithm 3 Parallel Tokens Search.

function PTS(Z, 6, {Cx,;})
{A}z, = {0}
for!=1— Ldo

1:

2:

3

4 {A;} = CONCAT({CkzlzKJ})
5: end for
6

7

8

9

(S}, = {0}
for each (I,t') € {A;} do
S = [’total (t,; I, 5)

end for

10: i < Index(Min({S;}£,)) > Get index of
the minimum score

11:  return {A—;}
12: end function

4 Experiments

Datasets. Following (Li et al., 2024b) and (Zhou
et al., 2022), our evaluation comprises 11 datasets,
including ImageNet (Deng et al., 2009), Cal-
tech101 (Fei-Fei et al., 2004), OxfordPets (Parkhi
et al., 2012), StanfordCars (Krause et al., 2013),
Flowers102 (Nilsback and Zisserman, 2008),
Food101 (Bossard et al., 2014), FGVCAir-
craft (Maji et al., 2013), SUN397 (Xiao et al.,
2010), DTD (Cimpoi et al., 2014), EuroSAT (Hel-
ber et al., 2019), and UCF101 (Soomro et al., 2012).
We evaluate each dataset using an /V-shot strategy,

Table 1: Average performance for settings with various
€ and shots. For convenience, the results of HEP are
replicated under different shots for comparison.

1 shot 4 shots 16 shots 100 shots
Acc. Rob. Acc. Rob. Acc. Rob. Acc. Rob.
HEP 4492 3193 4492 3193 4492 3193 4492 3193

1/255 APT 46.51 33.09 4591 3278 45.73 3323 4630 33.75
PFPT 4941 37.51 4931 36.78 50.19 38.01 5036 3832

HEP 32.84 10.08 32.84 10.08 32.84 10.08 32.84 10.08
4/255 APT 3370 10.69 34.68 10.74 3426 1124 33.81 11.30
PFPT 3643 1258 37.78 13.26 37.59 13.77 37.78 14.23

€ Method

where "N" is the number of examples randomly
drawn from the entire training dataset. /N can be
setto 1,4, 16, or 100. All settings are validated on
the complete test set.

Models. We employ the ViT-B/32 model (Doso-
vitskiy et al., 2020) as the standard backbone for
the image encoder. Following (Li et al., 2024b),
the image encoder’s weights are pre-trained using
TeCoA (Mao et al., 2022), a state-of-the-art method
for zero-shot adversarial robustness. The necessity
for using pre-training weights are discussed in (Li
et al., 2024b) and (Chen et al., 2023).

Learning details and evaluation. Adversarial
examples are generated on-the-fly during training,
as outlined in Algorithm 1. Following (Mao et al.,
2022) and (Li et al., 2023), we use two different
perturbation budgets: € = 1/255 and € = 4/255.
We use 3 steps with a step size of 2¢/3 during train-
ing. PGD generates attacks using the text prompt
appended with defense tokens for evaluatiton, in-
volving 100 steps and a step size of €/4.
Competitive approaches.  Current work has
not explored the text prompt tuning at the word
level, limiting our comparisons to similar methods
which optimize text embeddings like APT. APT op-
timizes text embeddings for adversarial robustness,
these embeddings lie in an unconstrained continu-
ous space during the learning, potentially resulting
in embeddings that do not correspond to any spe-
cific word in the inherent vocabulary. For a fair
comparison, we followed APT’s method of finding
the nearest word based on Euclidean distance, con-
verting continuous embeddings into specific tokens
from the vocabulary. Additionally, we compare our
method against Hand-Engineered Prompts (HEP),
originally proposed in (Radford et al., 2021) and
widely used since then.

4.1 In-Distribution performance

This section compares the proposed method and
its competitors using in-distribution data, meaning
the training and test sets come from the (approxi-
mately) same distribution. We searched for defense
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Figure 5: The in-distribution performance on 11 datasets

€=4/255 and K =16

tokens on the training set and evaluated them on
the test set of the same dataset. Performance results
for the ViT-B/32 model are presented below.

Learned prompts vs. HEP. Table 1 presents a per-
formance comparison of different text prompting
methods, averaged across 11 datasets and evalu-
ated against various perturbation budgets (¢) and
shot counts. Our method significantly outperforms
HEP, notably enhancing both accuracy and robust-
ness, even in a 1-shot scenario. The improvement
is especially pronounced for the perturbation level
e = 1/255, with absolute increases of 4.49% and
5.58% in accuracy and robustness, respectively.
Moreover, our method demonstrates consistent per-
formance gains with an increase in the number of
shots. Our approach significantly outperforms HEP
when trained with the 100 shots.

Moreover, our method yields improvements
across each specific dataset, though the extent
varies. The comparison results on different datasets
are shown in Figure 5 and Figure ?? in the Ap-
pendix. Our proposed method PFPT achieves sig-
nificant performance improvements on the Food101
and FGVC datasets. In summary, by leveraging the
learned defense tokens, PFPT demonstrates a sig-
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Figure 6: The performance improvements per dataset
of our adversarially-trained prompt compared to the
standardly-trained prompt. The results are presented for
the setting with 16 shots, K =16, at e=4/255.

nificant enhancement on the robustness of VLP
models (Radford et al., 2021) in an accessible and
user-friendly manner.

PFPT vs. APT. Table 1 compares the average per-
formance of diverse adaptation methods across 11
datasets. Under the 1-shot and 4-shot settings, the
proposed method PFPT considerably outperforms
APT and HEP in both accuracy and robustness,
suggesting that PFPT efficiently searches for ef-
fective defense tokens with limited training data.
In contrast, APT performs worse than the base-
line method HEP in the 4-shot setting since APT’s
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Table 2: We evaluate the generalization of prompts learned by our method on ImageNet to (1) datasets with different
input distribution and (2) the remaining 10 datasets. Our method are trained with 16 shots and € = 4/255.

Source Distribution Shifts Cross Datasets
Method ImageNet  ImageNet-V2 ImageNet-Sketch ImageNet-R 10 Datasets Avg.
Acc. Rob. Acc. Rob. Acc. Rob. Acc. Rob. Acc. Rob.
HEP 39.7 102 327 7.5 174 7.2 21,5 58 323 10.3
APT 408 109 324 8.5 17.6 74 220 6.2 31.1 11.3
PFPT 449 148 345 9.6 18.9 8.0 223 6.5 336 12.0

optimization method requires a large amount of
training data to converge to specific embeddings.
As the amount of training data increases, PFPT
shows a more pronounced advantage over APT in
both accuracy and robustness. These observations
demonstrate that PFPT utilizes training data more
effectively to achieve a better trade-off between
accuracy and robustness.

From the results on individual datasets shown
in Figure 5 and Figure ?? in the Appendix, we
observe that PFPT outperforms the baseline meth-
ods in most experimental settings on the Imagenet
dataset. When trained with a small amount of
data, specifically in the 1-shot and 4-shot settings,
PFPT improves both accuracy and robustness using
searched defense tokens. With more data, PFPT
maintains its performance advantage and achieves
substantial improvements in both epsilon settings.

4.2 Generalization of learned defense tokens
To evaluate the transferability and generalization of
the defense tokens learned by PFPT across different
datasets, we consider two generalization settings
in this section: distribution shift and cross-dataset.
Specifically, the Imagenet dataset is adopted as
the source dataset to search for defense tokens
under the 16-shots and 4-epsilon settings. For
distribution shift tests, we evaluate the accuracy
and robustness of the learned defense tokens on
datasets with the same categories but completely
distinct data distributions. We use three Imagenet-
variant datasets for distribution shift tests, includ-
ing ImageNet-V2 (Recht et al., 2019), ImageNetS-
ketch, and ImageNet-R (Hendrycks et al., 2021).
As shown in Table 2, PFPT reveals remarkable
performance advantages over baseline methods on
datasets with completely different data distribu-
tions. This proves that the defense tokens learned
by PFPT have better generalization capabilities to
varying data distribution.

Moreover, we conduct cross-dataset tests on
datasets with distinct categories to further evaluate
the generalization ability of PFPT. Table 2 shows
the average performance on the other 10 datasets.

It is noteworthy that the proposed method, PFPT,
demonstrates the best transfer and generalization
abilities, achieving the highest accuracy and robust-
ness on both the source and test datasets. Although
the baseline method, APT, performs well on the
source dataset, it shows poor performance on the
10 test datasets, indicating that the token embed-
dings learned by APT are specific to the dataset
and fail to provide cross-dataset transferability.

4.3 Accuracy-robustness trade-off evaluation.
To evaluate the trade-off between accuracy and ro-

bustness, we compare PFPT’s adversarially-robust
defense tokens with the standard prompt trained in
non-attack scenarios in Figure 6. The experimental
setup is 16 shots and e=4/255. As Figure 6 shows,
although PFPT reduces the classfication accuracy
on clean images compared to the standardly-trained
prompts, it significantly improves robustness under
attack scenarios. Notably, PFPT achieves a good
trade-off between the two metrics, as the increase
in robustness outperforms the decrease in accuracy
in most datasets. Overall, PFPT exhibits a consid-
erable improvement in the adversarial robustness
of VLMs under attack scenarios with a minor ac-
curacy loss, presenting its effectiveness and good
accuracy-robustness trade-off.

4.4 Readability measurement
As shown in the Appendix ??, we provide a novel

readability assessment method to compare the read-
ability of the learned token embeddings.

5 Conclusion

In this study, we aim to enhance the performance of
VLMs against adversarial samples. To achieve this,
we introduce a novel text prompt learning method
to boost adversarial robustness. Our approach,
Parameter-Free Prompt Tuning, searches for robust
defense prompts that are flexible, easy to use, and
human-readable. Extensive experiments present
the effectiveness of our method in improving in-
distribution performance and generalization across
different distributions and datasets. Our work in-
troduces a new paradigm for text prompt learning
that boosts adversarial robustness for VLMs.
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6 Limitations

PFPT has two main limitations. First, while the
learned defense tokens are at the word level, they
lack strong interconnections, a continuous, coher-
ent sentence might be more useful for human users.
Second, the defense tokens are dataset-specific,
since CLIP training spans multiple datasets, iden-
tifying a universal set of defense tokens that con-
sistently enhance adversarial robustness across var-
ious image sources is a promising direction for
future research.
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