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Abstract
This paper introduces the licence-based access control framework developed by the Language Data Commons
of Australia (LDaCA) for a range of language collections, with examples given of implementation for significant
Indigenous and Australian English collections. Language collections may be curated for many reasons, such as
documentation for language revival, for research, security or commercial purposes. Some language collections are
created with the intention of being “Open Access”; publicly available with no restriction. Other collections require that
access be limited to individuals or groups of people, either at the collection level or at the level of individual items,
such as a recording. To facilitate access, while respecting the intended access conditions for a collection, or collection
items, some form of user identification and authorisation process is typically required. The access control framework
described in this paper is based upon descriptions of access conditions in easy-to-read licences which are stored
alongside data files in the collections; and is implemented using identity-based authentication and authorisation
systems where required. The framework accommodates accessibility needs from unrestricted to extremely limited
access, is dynamic, and able to be modified in response to changes in access needs. Storing licences with the data
is a significant development in separating language data and access requirements from access infrastructure.
Keywords: access, archiving, collection management, metadata, research object

1. Introduction

The Language Data Commons of Australia
(LDaCA) project aims to ensure that significant
language collections are accessible for future use,
with required community controls where appropri-
ate. The first tranche of collections which LDaCA
is working with includes Indigenous languages, lan-
guages of the Pacific region, collections of Aus-
tralian English, and multilingual translated gov-
ernment publications. These datasets are multi-
modal—comprising spoken, written and signed lan-
guage materials—and cover varied access condi-
tions. Some collections are “open” and publicly
available, intended to be accessed without restric-
tion. Other collections are restricted to individual re-
searchers, community groups or some other groups
of users.

LDaCA is developing policies and technical infras-
tructure to house and provide appropriate access
to language collections. LDaCA’s approach to lan-
guage material management is based on the guid-
ing principles of FAIR and CARE, which facilitate
appropriate ongoing use of collections. These prin-
ciples inform the development of LDaCA’s policy
frameworks and technical infrastructure, which are
then implemented according to the specific needs
of those who are responsible for particular lan-
guage collections.

1.1. Community contexts
A challenge for people and organisations respon-
sible for managing access aligned with commu-
nity needs is to provide appropriate access which
satisfies community needs—whether for academic
or non-academic communities—while also being
convenient to users. Approaches to digital ac-
cess management have historically ranged from
extremely complex efforts to replicate community
relationships in infrastructure design: such as those
presented by the Ajamurnda project, understand-
ing and responding to community values and prac-
tices around knowledge ownership and sensitivities,
and modelling access modes on these informa-
tion systems (Nathan, 2018); through to projects
which attempt to avoid the need for access con-
trol by requesting all data to be open. Projects
such as CADRE1 are currently attempting to de-
sign attribute-based authorisation systems, based
on attributes that are common to groups of users,
for example, whether a user is a member of a pro-
fessional group. Previous access control systems
tend to have been limited by the specific collec-
tions used to inform the design processes. A major
benefit of LDaCA’s approach is the range of lan-
guage collections that have informed policy devel-
opment and infrastructure design—ranging from
Indigenous community language collections, re-
search institution collections, government collec-
tions, even collections developed over a lifetime by
individual researchers.

1https://cadre5safes.org.au
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1.2. Principles for data management
Language data management in research contexts
is trending towards data-driven and reproducible
ways of working (L. Berez-Kroeker et al., 2022).
The FAIR (Wilkinson et al., 2016) and CARE (Car-
roll et al., 2020) principles have been developed
as a foundation for good, scholarly ways of finding
and using data, providing key guideposts (Findable,
Accessible, Interoperable, Reusable) for transpar-
ent, reproducible, and reusable language data.
Further key principles (Collective benefit, Author-
ity, Responsibility, Ethics), for advancing Indige-
nous innovation and self-determination, guide ethi-
cal work with Indigenous language collections. In
non-research community contexts such as those
in which community-based Language Centres op-
erate, moral and ethical principles tend to be
paramount as a virtue of projects being embed-
ded in community-led work. The FAIR and CARE
principles arose from the research community, yet
can be a useful framework for reviewing data man-
agement decisions in non-research contexts.

Further guideposts used to assist ethical work with
language material include Traditional Knowledge
(TK) labels. TK labelling is a strategy for express-
ing Indigenous community practices around appro-
priate use of digital items. Labels can describe
specific conditions of use for language materials
that are relevant to community rules, governance
and protocols. Conditions of use are typically ex-
pressed as icons or labels published with data as
an indicator of how the data is intended to be ac-
cessed (see Figure 1 for a set of labels developed
by the Local Contexts organisation). For exam-
ple, an item intended to be used only by specific
women would be tagged with the Local Contexts
TK Women Restricted protocol label. The titles and
descriptions of Local Contexts Labels can be trans-
lated and localised by individual communities to
suit their own languages and requirements2.

1.3. Data licences

Licences3 are legal instruments which detail the ex-
tent to which data can be used or shared. They are
agreements between copyright holders and users.
Licensing provides a simple mechanism to satisfy
a complex range of access requirements, such as
the use of material for individual researchers to

2https://localcontexts.org/labels/traditional-
knowledge-labels

3Throughout we follow the convention of UK English,
distinguishing licence as a noun from license as a verb.
An exception to this convention occurs in Figure 4, where
license as a noun appears in a screenshot of (part of) a
JSON metadata file. In this case, the usage aligns with
the schema.org property license.

Figure 1: Local Contexts Traditional Knowledge
(TK) Labels, showing a selection of icons repre-
senting community protocols for data use.

perform linguistic analysis, for a commercial entity
to train an AI system, or for someone to use data
to support their language learning. Data licences
may allow completely open use of language data,
set some minimal conditions (such as attribution of
ownership when a user shares the data), or may
specify geographic, demographic, time-based or
some other limitation of use.

Data licences are based upon the rights which data
owners hold, and vary from one jurisdiction to an-
other. Australian law currently protects material
rights to language data, with inadequate protection
for communal or community rights. The focus on
material rights results in situations where language
data is typically owned by those who recorded or
published the material, rather than by the language
communities themselves. Movements to better pro-
tect Indigenous Cultural and Intellectual Property
(ICIP) rights in Australia are ongoing, in an effort
to provide legal pathways to uphold ICIP rights for
Indigenous peoples to “maintain and control their
cultural knowledge and expressions” (Janke, 2021).

2. Language collection access

Recognising the need for appropriate community
control, LDaCA designed an adaptable, revocable,
implementable, tiered approach to language data
access, and using data licences as part of an ac-
cess framework. The access framework consists of
licence-based access conditions, along with user
identification and authorisation systems (Sefton
et al., 2023a).

Access conditions are designated by assigning a
licence to a collection, or by assigning different li-
cences to individual items in a collection. A licence
is determined by considering whether the mate-
rial can be reused, shared, or modified, along with
other restrictions of use. Licences may be cho-
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Table 1: Access types

Access type Description Authentication or authorisation
required?

Open access Data is licensed for use without
interaction by the user. This form of
licence is commonly known as
Open Access. May use a Creative
Commons licence or similar.

No

Indication of assent Access requires acceptance of
licence, demonstrated by indication
of assent to licence conditions via a
minimal form of interaction (eg a
click-through licence).

Optional. In some cases, identity
authentication may be required.
Authorisation by a data stewarda

is not required.

Access by application Specific licence conditions apply.
Users apply for access. A user’s
application is reviewed by the data
steward to confirm the user is
authorised to access data. Approval
may depend on the community or
academic affiliation of the applicant,
the intended use of the data,
payment of a fee, or other
conditions. Requires ongoing
engagement from the data steward
in order to manage access lists and
approve/decline access requests.

Users must authenticate their
identity and authorisation must be
granted by the data steward.

Access by invitation Specific licence conditions apply.
Users are invited by the data
steward. Requires ongoing
engagement from the data steward
in order to manage access lists and
initiate access invitations.

Users must authenticate their
identity and authorisation must be
granted by the data steward.

a A data steward is the copyright owner of the collection, or their representative.

sen from existing sources such as Creative Com-
mons4, derived from licence templates, or written
from scratch.

LDaCA uses the RO-Crate (Soiland-Reyes et al.,
2022) standard for organising collection items. RO-
Crate is a collection management approach which
groups files with metadata about those files in
“crates”, which are simply folders on a disk. For ex-
ample, a video recording of a language user would
be grouped with material derived from the record-
ing (transcription and translation files, images from
the recording session), along with the licence for
using the material, and a metadata file describing
all the files in the crate. In order to make access
control systems as simple and robust as possible,
best practice is to have all items in a crate covered
by a single licence, so far as this is possible. This
may mean an item is composed of multiple crates
to adequately cover the access requirements of
parts of the collection.

At the most open end of the access spectrum, a

4https://creativecommons.org

collection may be viewed by the user reading a li-
cence, without requiring user authentication. Other
collections may require acceptance of terms and
conditions, or by applying to access the data (see
Table 1). Access to restricted datasets requires
identification of the user, and verification of their
authority to use the material, according to the au-
thorisation level required.

2.1. Technical notes
A distributed access control system comprising
user identification and authorisation services au-
tomates user access to collections. The LDaCA
system uses a data portal/repository of collections,
along with off-the-shelf software for authentication
and authorisation, namely CILogon5 (an identity
management service operated by the national re-
search identify provider AAF6) and REMS7 (a li-
cence management tool).

5https://www.cilogon.org
6https://ror.org/033jftm25
7https://github.com/CSCfi/rems
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Figure 2: Data licensing process

2.2. Data licensing

The selection of an appropriate licence to best rep-
resent the access conditions required for a given
collection is made by the collection’s data steward.
To assist data stewards to make informed decisions,
LDaCA provides tools and resources to facilitate
the process of choosing or writing licences. In the
licensing process (see Figure 2), the first step is
to identify the data steward responsible for the col-
lection’s data governance. This person may be the
copyright owner or their representative. This data
steward will determine the access conditions and
usage rights for the collection. An easy-to-read
licence is then written or selected to satisfy the
required conditions.

Depending on the conditions, the licensing process
diverges. For some collections, an existing licence
such as a Creative Commons licence may be suit-
able, or a template may be used to assist in writing
a custom licence for the collection. For other situa-
tions, a click-through agreement describing terms,
or a short quiz, may be sufficient to obtain a user’s
assent.

For collections with restricted access conditions,
and when users’ identities are known, an Access
Control List of approved people’s email addresses
can be created to provide the mechanism for autho-

risation. People included on the list can be invited
to access the collection. In restrictive cases where
the users are not yet known, a form or some other
mechanism may be created for users to complete
when requesting access. In these cases, form re-
sponses would be reviewed by the data steward or
their representatives, to determine whether access
is granted or denied.

In some situations, items within a collection that
are created by or involve a particular participant
may need to be withdrawn. Withdrawal may be
temporary, for example, when showing cultural re-
spect for a contributor’s work by adhering to Sorry
Business8 protocols for short term removal of mate-
rial. Long-term removal of material from a collection
may be required if a participant withdraws consent.
To accommodate revocation of access, a licence
may stipulate that re-use for the purpose granted
is allowed, but data must not be further shared. Or,
data stewards may decide to restrict use entirely
for a period.

Licences may limit sharing of files by users, but
allow sharing by referral to the persistent identifier

8Sorry Business is a period in which cultural practices
such as ceremonies take place to commemorate death.
Passing-away protocols of bereavement may include:
not using the name, or broadcasting the voice or image
of the person who passed away, for some period of time.
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Figure 3: Access-control dance, showing the process for a user, who has been granted a licence in
REMS, obtaining access to a dataset.

of the collection, so subsequent users can apply
for a licence themselves. This approach is rec-
ommended for situations where participants may
request permanent removal of their data from col-
lections. Removing participant data from copies of
collections that have been shared adhoc is nigh-
impossible; whereas if collections are shared by link
referral, the collection can be modified as required.

In addition to an easy-to-read licences, the meta-
data vocabulary which is being developed by
LDaCA includes terms to record the type of access
allowed and the authorisation workflow required for
data objects . These terms do not replace specific
licences but can be used, for example, for grouping
material by broad access level for display purposes.

2.3. Access process
Depending on a collection’s conditions, a user may
access restricted data from a data portal by fol-
lowing a process of simply accepting terms and
conditions, or by requesting permission. To access
a restricted collection which requires authentica-
tion, firstly a user authenticates their identity using
CILogon. Many common identification methods are
supported, including Gmail, university logins, and
ORCID9. Once identified, the REMS tool checks
whether the user has been granted a licence for
the data. If the user has an authority to access the
data from prior invitation or approval, they are given
access to the collection in the portal (see Figure
3). If the user is not yet approved, access approval

9https://orcid.org

is requested via a form integrated in REMS, or an
external form.

3. System benefits

Benefits of a licence-based access system include:

1. Access conditions are encapsulated in a
licence document which can be included
in the collection. Documenting access con-
ditions in a licence, which is stored in the file-
system alongside the collection data, ensures
that access information persists with the col-
lection, independent of the mechanisms for
identifying and authenticating users. This ap-
proach reflects the FAIR principle of reusabil-
ity—ensuring the collection is reusable with
intended access conditions, independent of
the identification and authorisation infrastruc-
ture.

2. Authority to grant access can be delegated
to the people who hold rights in the data.
Delegation of authorisation supports the CARE
principle of “Authority to control”, in that the
authority to control access can be handled by
community members or those who hold rights
in the dataset.

3. Access is identity-based rather than
attribute-based. Although efforts are un-
derway through other projects to develop
authentication systems based on attributes of
users (e.g., whether a user is a researcher,
or a teacher etc), these systems are not
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Figure 4: File-based storage, showing an item’s files alongside a licence file and metadata JSON file.
The licence is also referenced in the metadata JSON file.

yet available as a service. The projects
developing attribute-based authentication
have a narrow focus on government-provided
data which will consequently use a very
limited range of attributes to authenticate. It is
unlikely that the attribute-based authentication
systems being developed by such programs
will have the scope to handle the range of
collections encountered by LDaCA.

4. Licences can be easily changed over time.
Licensing provides a mechanism to modify col-
lection availability over time as access require-
ments change. An example of this adaptation
is in provision of a passing-away protocol in a
licence, to limit use during periods of respect
following the death of a collection contributor.

4. Case studies

4.1. The CALL Collection, Batchelor
Institute Library

The Centre for Australian Languages and Linguis-
tics (CALL) Collection is an important archive of
physical and digital works in and about Indigenous
languages, containing thousands of items and rep-
resenting hundreds of languages. The archive in-
cludes texts, audio and video resources that have
been contributed over the past 50 or so years by
students and staff of the Batchelor Institute of In-
digenous Tertiary Education, as well as other teach-
ers, linguists and language workers. Protocols for
the Collection and website, along with a suite of
consent forms, licences, and website terms and
conditions, have been developed by the project
officer Karen Manton in close collaboration with
Terri Janke, a leading activist for ICIP rights. The
access conditions of items in the collection range
from items that are openly viewable online with
no restriction, to some with access limitations ac-

cording to gender, and to some items being highly
restricted.

The CALL Collection includes physical and digi-
tal items which are described in an online cata-
logue containing metadata about collection items.
Some of the physical items in the collection have
digital versions—scanned images, digitised and
transcribed tapes etc. The rights of items in the
collection are complex, being subject to Intellec-
tual Property laws and ICIP rights and protocols.
Some of the items have cultural restrictions and are
excluded from public view. Other items are able
to be viewed online, according to the collection’s
terms of use. Items either have one of three CALL
Collection End User Licences, or a Creative Com-
mons licence. The licence and relevant TK Labels
or TK Notices for a particular item are shown in the
current user interface in the item record view.

For all licences, users are not permitted to use the
material to make money. Users are required to
name and respect the people who made the ma-
terials, and their work. No derivatives are allowed,
except as specified under the cultural maintenance
licence.

The collection is covered by a blanket Terms for
Use, which points out that:

• If you see a Creative Commons licence and
icons displayed with a work, you can use
the material under that Creative Commons li-
cence.

• If you see the CALL Collection End User Li-
cences and icons, you must follow the licence
and protocols that are right for who you are
and why you want to use the material.

All items on the site are covered by the CALL Collec-
tion Website Terms of Use, which detail the range
of permissible uses. Permissible uses are based
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upon three types of users: General Public, who
can only make personal use of material; Education
users, who are allowed teaching, learning and re-
search use; and Culture and Language users, who
may use items for cultural maintenance, teaching
and learning in the user’s own language.

The availability of an item is covered by one of the
following four categories: Public access, Waiting for
approval, Restricted, External Link. Public access
material is typically in a digital format and can be
viewed or downloaded. Items that are tagged as
Waiting for approval may be waiting for permissions
to be granted for publishing the item. For these
works, users who have the authority to approve
access are encouraged to contact the Collection
staff to assist in the approval process. Some of the
items in the collection are restricted, perhaps due
to cultural protocols. Items for which publication
permission has not been gained, yet are published
online elsewhere, are designated as External Links.

LDaCA is working with Batchelor Institute to backup
and reformat item record information, copying meta-
data from an ageing database into RO-Crate meta-
data format (Soiland-Reyes et al., 2022), and em-
bedding cultural protocols to ensure long-term and
appropriate access to this significant collection.
The reformatting process of copying data from a
database into a file-based format ensures long-term
availability to the materials. During the reformat-
ting process, item licence information and access
guides in the form of TK Labels or Notices (where
these are available) are written to a directory along-
side the data item, and a reference to the licence is
included in the item-specific metadata file. Locating
the licence alongside the item in a metadata file pro-
vides access conditions in a future-proof way that
is human- and machine-readable into the (near)
future (see Figure 4).

4.2. Sydney Speaks
The Sydney Speaks collection (Travis, 2014) is a
dataset made up of recordings of people in Syd-
ney, a major Australian city, telling stories about
their lives and experiences. The research aims of
this collection are to investigate language change
over 100 years, and analyse the impact of ethnic
diversity on the way Australian English is spoken.
Access to the collection is managed on three broad
levels —

• Accessible, where participants have provided
full consent for sharing and reuse, and au-
dio recordings and transcripts have been de-
identified and time aligned.

• No access, where participants have provided
full consent for sharing and reuse, and audio

recordings and transcripts have not been de-
identified and are not time aligned.

• Data is unavailable, where participants have
not provided consent or have provided partial
consent, or audio recordings have not been
transcribed.

The collection consists of multiple sub-collections,
which were created under different conditions. It
includes the NSW Bicentennial Oral History Project,
recordings made in the 1980s which are freely ac-
cessible through the National Library of Australia;
the Sydney Social Dialect Survey, recordings made
in the late 1970s to early 1980s by a researcher at
the University of Sydney without the kind of for-
mal ethics approval process that is required to-
day; and recordings from 2016 onwards that are
restricted according to agreements with the partici-
pants about this data collection. As such, different
data access licences have been developed to meet
the various access restrictions across the collec-
tion.

Users intending to access the data are required to
complete a form, providing their email address and
an account of their intended use, as usage of the
collection is limited to research that will advance
the scientific study of language or of Australian
society, as per the aims of Sydney Speaks, and
that does not duplicate ongoing research within
the team (Travis and Johnston, 2023). Administra-
tion of applications is managed by lead researcher,
Catherine Travis.

5. Conclusion

The licence-based access system developed by
LDaCA supports a range of access types, and is
suitable for managing access to research and non-
research language collections alike. The system
has been demonstrated to be effective in providing
open, unrestricted access to data, and for restrict-
ing access to entire collections or to individual items
in a collection. Licence information is stored within
a collection’s metadata, as human and machine-
readable information about the collection’s access
conditions. A suite of off-the shelf services (CIL-
ogon and REMS) along with a modern metadata
standard (RO-Crate) are used to administer and
implement access conditions for identity-based au-
thentication and authorisation to collections.
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