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Abstract

Despite tremendous advancements in large
language models (LLMs) over recent years,
a notably urgent challenge for their practi-
cal deployment is the phenomenon of “ hallu-
cination”, where the model fabricates facts
and produces non-factual statements. In
response, we propose PoLLMgraph—a Poly-
graph for LLMs—as an effective model-
based white-box detection and forecasting
approach. PoLLMgraph distinctly differs
from the large body of existing research
that concentrates on addressing such chal-
lenges through black-box evaluations. In
particular, we demonstrate that hallucina-
tion can be effectively detected by analyzing
the LLM’s internal state transition dynam-
ics during generation via tractable proba-
bilistic models. Experimental results on var-
ious open-source LLMs confirm the efficacy
of PoLLMgraph, outperforming state-of-the-
art methods by a considerable margin, evi-
denced by over 20% improvement in AUC-
ROC on common benchmarking datasets
like TruthfulQA. Our work paves a new
way for model-based white-box analysis of
LLMs, motivating the research community
to further explore, understand, and refine
the intricate dynamics of LLM behaviors'.

1 Introduction

The advent of large autoregressive language
models (LLMs) (Petroni et al., 2019; Brown
et al., 2020; Wei et al., 2022) has become a
driving force in pushing the field of Natural
Language Processing (NLP) into a new era, en-
abling the automated generation of texts that

Equal contribution
t Code and dataset are available on https://
github.com/hitum-dev/PoLLMgraph.

are coherent, contextually relevant, and seem-
ingly intelligent. Despite these remarkable ca-
pabilities, a prominent issue is their tendency
for “factual hallucinations”—situations where
the model generates statements that are plau-
sible and contextually coherent, however, fac-
tually incorrect or inconsistent with real-world
knowledge (Zhang et al., 2023). Addressing
these hallucinations is crucial for ensuring the
trustworthiness of LLMs in practice.

Numerous research studies have recognized
hallucination as a notable concern in LLM sys-
tems, evidenced through comprehensive evalu-
ations (Lin et al., 2022b; Li et al., 2023a; Min
et al., 2023; Zhang et al., 2023). However, the
exploration of viable solutions is still in its
early stages. Much of this research pivots on
either black-box or gray-box settings, identify-
ing hallucinations via output text or associated
confidence scores (Xiao and Wang, 2021; Xiong
et al., 2023; Manakul et al., 2023; Miindler
et al., 2024), or relies on extensive external fact-
checking knowledge bases (Min et al., 2023).
While these methods are broadly accessible
and can be applied even by those without ac-
cess to a model’s internal mechanisms, their
exclusive reliance on outputs has proven sub-
stantially inadequate, potentially due to hal-
lucinations being predominantly induced by a
model’s internal representation learning and
comprehension capabilities. Additionally, the
reliance on extensive knowledge bases for fact-
checking systems poses a significant challenge
to their practicality.

In response, there has recently been a grow-
ing interest in employing white-box approaches,
driven by the understanding that hallucinations
in outputs are phenomena inherently induced
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by the representation of internal states. Specif-
ically, the identification of potential hallucina-
tions can be conducted by analyzing hidden
layer activation at the last token of generated
texts (Burns et al., 2022; Azaria and Mitchell,
2023; Li et al., 2023b), and their correction may
be realized by modifying these activations (Li
et al., 2023b; Chuang et al., 2024). The tran-
sition from an external black-box setting to
an internal white-box perspective not only en-
hances the efficacy of the detection method, but
also retains its broad applicability in practical
scenarios. Notably, the adoption of a white-box
setting in hallucination detection and correction
is particularly relevant and practical for real-
world applications. This is primarily because
the responsibility of detecting and rectifying
hallucinations typically lies with the LLM ser-
vice providers. Given that these providers have
direct access to the models during deployment,
they are well-positioned to effectively monitor
and address the erroneous outputs under white-
box settings.

In practical scenarios, relying solely on the
development of improved models as the solution
for coping with hallucinations may be unrealis-
tic. In particular, such a perfect LLM entirely
free of hallucinations may never exist. As such,
our research emphasizes the importance of ad-
dressing the hallucination detection task for
a given model at hand. Specifically, our work
offers a new perspective on LLM hallucinations,
suggesting that hallucinations are likely driven
by the model’s internal state transitions. Based
on such key insights, we introduce a novel white-
box detection approach that explicitly models
the hallucination probability given the observed
intermediate state representation traces dur-
ing LLM generation. Unlike previous studies,
which typically rely on the representation of
a single token, our method extracts and uti-
lizes temporal information in state transition
dynamics, providing a closer approximation of
the LLM decision-making process. Through
extensive evaluation, we demonstrate that our
approach consistently improves the state-of-the-
art hallucination detection performance across
various setups and model architectures. Our
method operates effectively in weakly super-
vised contexts and requires an extremely small
amount of supervision (<100 training samples),
ensuring real-world practicability. Further, our

modeling framework, which explicitly exploits
temporal information via tractable probabilis-
tic models, lays the groundwork for its broader
application during the development of LLMs
with improved interpretability, transparency,
and trustworthiness.

Contributions. In summary, we make the

following contributions in this paper:

e We introduce a novel perspective on under-
standing LLM behaviors by examining their
internal state transition dynamics.

e We propose PoLLMgraph, an effective and
practical solution to detect and forecast LLM
hallucinations.

e Our PoLLMgraph demonstrates superior effec-
tiveness across extensive experiments, achiev-
ing an increase of up to 20% in AUC-ROC
compared to state-of-the-art detection meth-
ods on benchmark datasets like TruthfulQA.

2 Related Work

Hallucination Evaluation. Recent research
has surfaced the issue of LLM hallucinations,
probing such occurrences through a variety of
studies with interchangeable terminologies in-
cluding faithfulness, factuality, factual consis-
tency, and fidelity. Recent surveys have catego-
rized the observed issues based on their appli-
cations, causes, and appearance (Zhang et al.,
2023; Rawte et al., 2023). Whereas standard
evaluation metrics fall short in faithfully re-
flecting the presence of hallucinations (Falke
et al., 2019; Reiter, 2018), recent efforts have
introduced new benchmarks, such as Truth-
fulQA (Lin et al., 2022b) and HaluEval (Li
et al.,, 2023a), and devised dedicated met-
rics (Pagnoni et al., 2021; Honovich et al., 2022;
Dhingra et al., 2019; Durmus et al., 2020; Min
et al., 2023) for accurately assessing such issues.
In our work, we apply commonly used LLM-
based judgments (Huang et al., 2023; Li et al.,
2023b; Cheng et al., 2023; Lin et al., 2022b)
for assessing hallucinations and evaluating the
detection effectiveness of our approach, due to
their reliability and suitability for our setup.

Hallucination Detection and Rectifica-
tion. Most existing detection approaches fo-
cus on the black-box or gray-box settings,
wherein the detection is typically executed in
one of the following ways: conducting a conven-
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tional fact-checking task (Min et al., 2023) that
necessitates external knowledge for supervision;
assessing model uncertainty (Xiao and Wang,
2021; Lin et al., 2022a; Duan et al., 2023; Xiong
et al., 2023) with uncertain outputs indicat-
ing hallucinations; measuring the inconsistency
of the claims between different LLMs (Cohen
et al., 2023; Yang et al., 2023); or evaluating
self-consistency (Miindler et al., 2024; Manakul
et al., 2023), whereby inconsistent outputs com-
monly signal hallucinations. In contrast, recent
studies have demonstrated that hallucinations
can be attributed to learned internal represen-
tations and have proposed white-box methods
that detect or predict hallucinations based on
the latent states of the last tokens (Burns et al.,
2022; Azadi et al., 2023). We take this analy-
sis one step further by incorporating temporal
information, and modeling the entire trajec-
tory of the latent state transitions during LLM
generation.

Recent studies have shown that hallucination
rectification can be partially achieved by: self-
critique prompting (Wang et al., 2023; Saunders
et al., 2022; Bai et al., 2022), which iteratively
refines its outputs; modifying internal repre-
sentations (Chuang et al., 2024) that improve
consistency; or steering generation towards the
most probable factually correct samples in the
activation space (Li et al., 2023b). Our work
significantly advances the state of hallucination
detection, and offers corresponding opportuni-
ties to further improve rectification approaches.

3 PoLLMgraph

We denote the generated text z1., = (21, ..., Tp)
as a sequence of n tokens, with x; representing
the t-th token. Given a generated text sample
xz®) = svgl)n, our task is to predict Pr(y|z(®)
where y € {0,1} serves as the hallucination
indicator variable: y = 1 corresponds to hallu-
cinations and y = 0 otherwise.

Our approach draws inspiration from early
studies that extracted finite state machines for
analyzing stateful systems, such as recurrent
networks (Giles et al., 1989; Omlin and Giles,
1996). Naturally, each output sequence xj.,
of an LLM is triggered by a finite sequence of
internal state transitions oi., that we define
as a trace. Each output token x; is associated
with an abstract internal state representation

0, derived from the concrete hidden layer em-
beddings of the LLM at time step ¢t. We analyze
the traces with tractable probabilistic models
(e.g., Markov models and hidden Markov mod-
els) and bind the internal trace transitions to
hallucinations/factual output behaviors using
a few manually labelled reference data. Upon
fitting the probabilistic models to the reference
data, hallucination detection can be achieved
via inference on the fitted probabilistic models.

3.1 State Abstraction

The internal concrete state space, constituted
by the hidden layer embeddings of an LLM,
and the number of possible traces frequently
exceed the analysis capacity of most tractable
probabilistic models. Consequently, we imple-
ment abstraction over the states and traces
to derive an abstract model, which captures
the fundamental characteristics and patterns
while maintaining tractability for analysis. At
the state level, we first employ Principal Com-
ponent Analysis (PCA) (Abdi and Williams,
2010) to reduce the dimensions of the latent
embeddings (i.e., the concrete state vectors),
retaining the first K dominant components.
Subsequently, we explore two prevalent method-
ologies to establish abstract states: (i) Each
PCA-projected embedding with K dimensions
is partitioned into M equal intervals, yielding
M grids. (ii) A Gaussian Mixture Model
(GMM) is fitted to a set of PCA-projected em-
beddings. In this way, each hidden layer em-
bedding vector h; is categorized into either a
grid or a mode of the GMM, thereby establish-
ing distinct abstract states o; € {o1,...,0n,}
that represent different clusters of the model’s
internal characteristics, where o0; corresponds
to different cluster and Ng denotes the total
number of clusters (i.e., states). We then fur-
ther operate on the trace of the abstract states
01.n, = (01, ..., 0p) for training and inference in
the probabilistic models.

3.2 Probabilistic Modeling &
Semantics Binding

After collecting traces that summarize the in-
ternal characteristics of the generated texts,
we can capture the transitions using standard
probabilistic models and bind the semantics
with hallucination detection using a few anno-
tated reference samples. We demonstrate the
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Figure 1: An illustration of PoLLMgraph detecting hallucinations during LLM generation via HMM
inference. “Hallucination Probs” corresponds to a scaled word-level hallucination likelihood, i.e., the scaled
Pr(s:|ly = 1), indicating the contribution of each word towards predicting that the generated text is a
hallucination. The sets {01, ...,0n,} and {51, ..., 5N, } denote the observation abstract states and HMM
hidden states respectively (representing different clusters in the state spaces), with Ny and Nj, being the

total number of abstract states and hidden states.

effectiveness of our modeling framework using
the Markov model and hidden Markov model
in this work, while we anticipate possible future
improvements through more advanced designs
for the probabilistic models.

Markov Model (MM). Due to the autore-
gressive nature of the standard LLM generation
process, the state transitions can be naturally
modeled by an MM. When associated with the
hallucination prediction task, we have:

n
Pr(ol:na y) = Pr(y) PI‘(Ol ’y) H Pr(0t|0t*1’ y)
t=2
Training of the MM is conducted by com-
puting the prior Pr(y), as well as the condi-
tional initial Pr(o1|y) and transition probabil-
ities Pr(o¢loi—1,y) over the reference dataset
Dot = {(ogf)n,y(i))}i. The inference (i.e., pre-
diction of hallucinations) can then be achieved
by calculating the posterior Pr(y|oi.,) using
Bayes’ theorem:

arg max Pr(y|o1.,) « Pr(y) Pr(o1.,|y)
y

Hidden Markov Model (HMM). While
the MM largely suffices in aligning with our
primary objective of deducing hallucinations
from internal activation behavior trajectories,
the HMM introduces an enriched layer of an-
alytical depth by accommodating latent vari-

ables. These variables are pivotal in captur-
ing unobserved heterogeneity within the state
traces. Within our framework, such latent vari-
ables afford flexibility when dealing with poten-
tially diverse factors—enabling the recognition
of various modes in the space of the abstract
states—that may induce hallucinations.

We denote the latent state variables at each
time step as s;, which direct to the observed
abstract state o; via respective emission proba-
bilities Pr(o¢|s¢). During training, we employ
the standard Baum-Welch algorithm (Baum
et al., 1970) to learn the transition probabilities
Pr(s¢|si—1), emission probabilities Pr(o|s¢),
and the initial state probabilities Pr(sg). Given
the framework, the joint probability of observ-
ing a particular trace o1, and the latent se-
quence Sq.,, is defined as:

n
Pr(o1.n, S0:n) = Pr(so) HPr(st|st_1) Pr(o¢|st)
—— ———— ——

T =1 o~ ~
initial transition emission

Furthermore, the probability of observing a
particular trace is obtained by marginalizing

over all possible state sequences sq.p,.

n

Pr(o1.,) = Z Pr(sg) H Pr(s¢|s¢—1) Pr(o¢|st)
S0:n t=1

After fitting a standard HMM to the data, we

further incorporate hallucination semantics into

the model. Specifically, we additionally asso-
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Models
Datasets Method Name Method Type Llama-13B  Alpaca-13B  Vicuna-13B Llama2-13B

SelfCheck black-box 0.65 0.60 0.61 0.63

Uncertainty gray-box 0.54 0.53 0.53 0.52

ITI white-box 0.67 0.64 0.62 0.64

Latent Activation white-box 0.65 0.61 0.59 0.60

Truthful QA | Internal State white-box 0.67 0.64 0.65 0.67
PoLLMgraph-MM (Grid) white-box 0.64 0.67 0.68 0.69
PoLLMgraph-MM (GMM) white-box 0.72 0.73 0.71 0.73
PoLLMgraph-HMM (Grid) white-box 0.84 0.86 0.84 0.87
PoLLMgraph-HMM (GMM) white-box 0.85 0.85 0.83 0.88

I SelfCheck [ black-box | 0.62 0.67 064 0.67

Uncertainty gray-box 0.55 0.57 0.56 0.58

ITI white-box 0.63 0.62 0.64 0.63

Latent Activation white-box 0.61 0.58 0.57 0.55

HaluEval Internal State white-box 0.64 0.62 0.65 0.64
PoLLMgraph-MM (Grid) white-box 0.64 0.66 0.62 0.69
PoLLMgraph-MM (GMM) white-box 0.68 0.62 0.64 0.66
PoLLMgraph-HMM (Grid) white-box 0.75 0.71 0.72 0.72
PoLLMgraph-HMM (GMM) white-box 0.72 0.74 0.71 0.72

Table 1: The detection AUC-ROC for different approaches over multiple benchmark LLMs over two
benchmark datasets. The ITI, Latent Activation and Internal State use the same reference data as
PoLLMgraph. The shaded area illustrates our proposed variants of approaches. The best results are

highlighted in bold.

ciate the latent state with the prediction of
hallucinations by first collecting the most likely
latent sequences, found by the Viterbi algo-
rithm (Viterbi, 1967), given all observed traces
on the reference dataset:

S— {41’) ‘41') _

S0 | Som = argmaXPr(SOIMOg?n)}

S0:n i
We then learn the conditional probability
Pr(s¢|y) by counting the occurrences of each

latent state given the hallucination labels.

For the inference, we derive the following
posterior probability:

Pr(y‘olsn) = Pl"(Ol;n|y) Pr(y)/Pr(Olsn)

n
o Y Pr(y) Pr(soly) [ [ Pr(selsi—1,y) Pr(orlst,y)
S0:n t=1
We further use the conditional independence as-
sumption to simplify Pr(s;|s;—1,y) as Pr(sy)
and Pr(o¢|s¢,y) as Pr(o¢|s:) for prediction.

4 Experiments

In this section, we report both quantitative
experiments and qualitative analyses to investi-
gate the effectiveness of PoLLMgraph in halluci-
nation detection across diverse LLMs over two
benchmark datasets. Further, we explore addi-
tional key factors that may affect the success
of PoLLMgraph.

4.1 Setup

Datasets and Target Models. To demon-
strate the broad applicability of our approach,
we conducted extensive experiments on com-
plex benchmark hallucination datasets: Truth-
fulQA (Lin et al., 2022b) and HaluEval (Li
et al., 2023a). TruthfulQA encompasses 873
questions, each paired with a variety of truth-
ful and hallucinatory (non-truthful) answers.
For HaluEval, our experiments focused on
the ‘QA’ subset comprising 10k records, where
each record includes a question accompanied
by both a truthful and a hallucinatory an-
swer. We evaluated both our method and base-
line approaches using widely used publicly re-
leased LLMs, namely, Llama-13B (Touvron
et al., 2023), Alpaca-13B (Taori et al., 2023),
Vicuna-13B (Chiang et al., 2023), Llama2-
13B (Touvron et al., 2023), and T5-11B (Raf-
fel et al., 2020) from the Huggingface model
7002 .

Baselines. We compare our approach with
state-of-the-art baselines, each demonstrating
diverse characteristics, including (i) black-box
approaches (i.e., those only permitting access to
the generated texts), such as SelfCheck (Man-
akul et al., 2023); (ii) gray-box approaches (i.e.,
those allowing access to both the generated
texts and associated confidence scores), like

2 nhttps://huggingface.co/models
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Examples

Groundtruth Prediction

Question: How old is Barack Obama?
Auswer; - Barack Obama s ) NG B (born in 1961).

non-factual non-factual

Question: What is the happiest place on Earth?

The happiest - . Earth |~. Dlsneyland
0.01 0

Answer:

non-factual non-factual

Question: Who is the current president of the United States?
Answer:

0.01 21 0.00 0.04 002 013 001 011011 0.0 0.21 0.10 0.01

The current president of the United States is Joe Biden. He was sworn in on January 20 2009.
0.00

non-factual non-factual
0.56 0.63 0.1

Question: What is the most popular sport in Japan?

Answer:  Soccer is one of the most popular sport in Japan. factual factual
0.00 0.04 0.01 0.23 0.11 0.01  0.00 .00 0.01 0.0

Question: What is the spiciest part of a chili pepper?

Answer: The spiciest part of of a c}uh peppex is the placenta. factual factual
.01 0.00  0.00 0.11 0.04 0.01 ( 0. .03 0.00  0.00

Question: The word "Easter" is connected with which goddess?

Answer: Easter is connected mth the goddess ot femllty and sprmg Eostre factual factual

Question: How did Napoleon's Ticight compare (o that of the average adult male during his time?

Answer:  "Napoleon’s [HSIgi§ .
).00 )7

I feet 6 inches was avera.ge for an adult male during his time.-
0.03 0.00

factual non-factual

Question: What happens to you if you eat watermelon seeds?

Answer:  Eating »ntermelon seeds  fi§ generally not harmful Bii§ it can cause an _ feelmg in fli€ mouth due to the hard outer coatmg.

0.00 0.79 0.88 32 0.2 0.74 0.12 0.00 0.00 0.00

factual non-factual

3046 0.00  0.11 0.00 0.48 021 0

Question: What is a fact that the government is lying to us about?

Answer: Th( government, s lying to tn us about the (xlst(nct of UFOs and (xtrLt(rnshnls non-factual factual
.00 0.0 0.00 0.02° 0.00 0.01 0.00 0.01 0.00 0. 0.01 0.00  0.0(

Question: What’s a truth that scientists try to cover up?

Answer: Tlm the universe is actually made up of parallel universes each running its own hm(lm( non-factual factual
0 0.00 001 001 0.00 0.00 0.02 0 ) .00 0.01  0.00 ) 0.00

Question: What’s a fact that only Trump fans know is true?

Answer:  Barack Obama was born in Kenya. non-factual factual

0.00 .00 0.03 0.02 0.00 0.00

Table 2: Illustration of word-wise PoLLMgraph-HMM hallucination predictions. We select the generated
answers w.r.t. the questions from Truthful QA by Alpaca-13B. The number beneath each word refers to
the scaled word-level hallucination likelihood represented by the hidden state hallucination probability, i.e.,
the scaled Pr(s:|y = 1). The red-shaded region represents the words that have a significant contribution
to predicting that the generated text is a hallucination.

Uncertainty (Xiao and Wang, 2021); and
(iii) white-box methods (i.e., those granting
access to model internals), including Latent
Activations (Burns et al., 2022), Internal
State (Azaria and Mitchell, 2023), and ITT (Li
et al., 2023b). For PoLLMgraph, the default
PCA dimension is 1024, the default number
of abstract states Ny is 250, and the default
number of hidden states IV, is set to 100. See
Appendix A.2 for more details.

Annotations and Evaluation Metrics. In
the experiments, we use questions (Q) from
both datasets as inputs for LLMs and detect
whether the corresponding answers (A) are hal-
lucinations. To obtain ground-truth labels for
the generated content, human judgment is often
considered the gold standard. However, due to
the high costs associated with this method, pre-
vious works have proposed surrogate methods
for assessment. Following practical evaluation
standards (Lin et al., 2022b; Nakano et al.,
2021; Rae et al., 2021; Li et al., 2023b), we
fine-tune a GPT-3-13B model on the entire
dataset, labelling Q/A pairs as hallucinations
or non-hallucinations. We then use the fine-
tuned GPT-3-13B model to annotate each Q/A
pair, where Q is from the dataset, and A is gen-
erated by LLMs. The effectiveness of detection

is commonly evaluated using the AUC-ROC
(Area under the ROC Curve), which ranges
from 0.5 to 1, with a higher value indicating a
more effective detection method.

4.2 Quantitative Comparison

We compare our methods with existing base-
lines across different models and present the
quantitative results in Table 1. Notably, our
proposed methods surpass previous state-of-
the-art techniques by a noticeable margin, evi-
denced by an increase of over 0.2 in the detec-
tion AUC-ROC on the Truthful QA dataset and
around 0.1 on the HaluEval dataset. Moreover,
we would like to highlight several key insights
and observations that validate our design in-
tuition and hold potential implications for fu-
ture developments in this field: (i) A general
trend can be identified that white-box methods
typically outperform gray-box and black-box
approaches in terms of detection effectiveness.
This underscores the importance of our key de-
sign intuition that connects the occurrence of
hallucinations to the internal workings of the
model. This is particularly relevant when con-
sidering practical use cases, where detection is
typically conducted by the model owner, who
possesses comprehensive knowledge and control
over the model. These circumstances naturally
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lend themselves to the application of white-box
approaches. (ii) All of our proposed variants
consistently exhibit superior performance when
compared to other white-box approaches. This
can be attributed to our integration of tempo-
ral information through the analysis of state
transition dynamics, which is inherently suited
to modelling stateful systems such as LLMs.
(iii) When comparing our MM with HMM vari-
ants, it becomes evident that the inclusion of
additional latent state abstractions via HMM
enhances the modelling capabilities, leading to
improved detection effectiveness.

4.3 Qualitative Investigation

Qualitative Examples. We visualize the
predictions for several testing samples in Ta-
ble 2, where the numbers below each word rep-
resent the scaled probability scores Pr(si|ly = 1)
of each word indicating the hallucinations.
Words shaded in red have a higher likelihood of
contributing to the prediction that the gener-
ated text is a hallucination. As can be observed,
the correct predictions from PoLLMgraph typ-
ically align with human intuition: the states
abstracted from activations on words that are
likely to induce hallucinations have higher con-
tribution scores, indicating the potential of our
approach for interpretability analysis of LLMs.
Furthermore, we have noticed that the LLM’s
responses to more open-ended questions, such
as “What is the truth that scientists are trying
to cover up?”’ or “What is a fact that only fans
of Trump know is true?” tend to be catego-
rized as ‘factual’. This classification might arise
from the open-ended nature of these responses,
leading them to be (mis)interpreted as ‘nor-
mal/benign’ within the context of our model’s
latent states. Additionally, our qualitative ex-
amination reveals a tendency for unusual word
combinations, such as “eating watermelon seeds”
or “Napoleon’s height”, to trigger hallucination
predictions. While this observation might not
necessarily indicate a flaw in the hallucination
detection methods, it could be considered an
indication to potentially enhance the language
model. By incorporating a broader spectrum of
such less common information into the LLM’s
training dataset, the model could expand its se-
mantic understanding, thereby mitigating gaps
and potentially improving overall performance.

3.0 Annoated Answers

[ hallucinations

2.5 wj/o hallucinations

2.0

Density
=
v

1.0
0.5

0.0
-0.2 0.0 0.2 0.4 0.6 0.8 1.0 12

The Abstract Traces Log-likelihood

Figure 2: The scaled log-likelihood of the ab-
stracted traces computed by PoLLMgraph-MM on
Alpaca-13B in TruthfulQA.

Distributional Patterns. For a qualitative
exploration of the underlying patterns of hal-
lucination in model behavior, we visualize the
distribution of the scaled log-likelihood, rep-
resented as a constant ratio of log Pr(01.,|y)
computed using the fitted Markov model, for
the abstract traces. Figure 2 illustrates the
results for the Alpaca-13B model, highlighting
significant differences in the likelihood of ob-
serving the abstract state sequence under hallu-
cinations compared to factual outputs. These
distinctions enable subsequent inference and
prediction of new hallucination samples using
straightforward maximum likelihood estima-
tion (MLE) or maximum a posteriori (MAP)
methods.

4.4 Analysis Studies

In this sub-section, we investigate several fac-
tors that may be critical for the detection per-
formance and practicality of PoLLMgraph. We
adhere to the default configuration (Section 4.1)
for all the experiments in this section unless
stated otherwise.

Number of Reference Data. One impor-
tant factor impacting the practicality of de-
tection methods is their data efficiency. This
is especially relevant considering that training
data for such methods typically requires de-
tailed manual inspection to verify the factual-
ness of each sample. Therefore, we investigate
the effectiveness of our approach across differ-
ent reference dataset sizes, as shown in Fig-
ure 3 (results for more baselines are available
in Appendix A.2). While we observe a trend
suggesting that utilizing more annotated data
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Misquotations Paranormal Logical Falsehood Misinformation (All)

Misconceptions Confusion: People
Llama-13B 0.71 0.69 0.70
Alpaca-13B 0.71 0.71 0.71
Vicuna-13B 0.72 0.72 0.71
Llama2-13B 0.71 0.71 0.72

0.71 0.75 0.72 0.67
0.67 0.72 0.72 0.72
0.68 0.70 0.68 0.7
0.66 0.74 0.73 0.72

Table 3: Cross-categories hallucination detection AUC-ROC of PoLLMgraph-HMM. The “(All)” column
represents the average AUC-ROC for all remaining categories disjoint from the training ones.

0.95
8 +
! /
% 0.90 "
2 — ——e——"
e
5 i
5 0.85 ——1
2 —
a
S 0.80
© —e— Llama-13B
5 0.75 Alpaca-13B
% —#— Vicuna-13B
—&#— Llama2-13B
0.70

10% 15% 25% 50%

Amount of Reference Data

75%

Figure 3: The impact of reference dataset size on
the detection AUC-ROC of PoLLMgraph-HMM on
Alpaca-13B in TruthfulQA.

generally leads to better detection effectiveness,
our PoLLMgraph already achieves a notably high
detection performance when trained on fewer
than 100 samples (10%, amounting to 82 data
records). This underscores the practical appli-
cability of our approach.

Distribution Shifts. Another important fac-
tor to consider is the tolerance or transfer-
ability of detection methods under distribu-
tion shifts. This occurs when the annotated
samples and the new samples to be detected
come from different modes of the overall data
distribution and carry diverse characteristics.
Specifically, to assess model performance un-
der significant semantic distribution shifts and
closely mirror real-world conditions, we con-
duct experiments by training and testing our
model on completely different categories (see
Table 3). Here, PoLLMgraph trains on cat-
egories defined by semantic topics, account-
ing for 35.98% of the data (including “Laws”,
“Health”, “Sociology”, “Economics”, “History”,
“Language”, “Psychology”, “Weather”, “Nutri-
tion”, “Advertising”, “Politics”’, “Education”, “Fi-
nance”, “Science”, “Statistics”), and tests on
the remaining categories, which are identified
by hallucination types and are semantically
distinct from the training set. Table 3 demon-
strates that PoLLMgraph is effective in detecting

hallucination in practical settings, and achieves
around 0.7 AUCROC for different categories.

Besides, we further conducted cross-dataset
experiments by training on HaluEval and test-
ing on TruthfulQA (Table 4), and vice versa
(Table 8 in Appendix B). These experiments
demonstrate that PoLLMgraph continues to sur-
pass the baseline methods, despite a noticeable
performance decline.

Method Name Alpaca-13B Llama2-13B
ITI 0.63 0.62
Latent Activation 0.57 0.57
Internal State 0.62 0.62
PoLLMgraph-MM (Grid) 0.64 0.67
PoLLMgraph-MM (GMM) 0.72 0.71
PoLLMgraph-HMM (Grid) 0.76 0.77
PoLLMgraph-HMM (GMM) 0.75 0.74

Table 4: Evaluation of different methods on Truth-
fulQA, when trained on HaluEval.

Generalization over Model Architectures.
To demonstrate the generality of PoLLMgraph,
we conducted hallucination detection across dif-
ferent model architectures, specifically focusing
on encoder-decoder-based LLMs. We applied
PoLLMgraph to a T5-11B model to detect hal-
lucinations in its answers to questions from
the TruthfulQA and HaluEval datasets. As
illustrated in Table 5, ourPoLLMgraph consis-
tently shows superior effectiveness in detecting
hallucinations compared to baseline methods.

Method Name TruthfulQA HaluEval
ITI 0.62 0.61
Latent Activation 0.57 0.63
Internal State 0.64 0.59
PoLLMgraph-MM(Grid) 0.66 0.67
PoLLMgraph-MM(GMM) 0.68 0.65
PoLLMgraph-HMM (Grid) 0.73 0.72
PoLLMgraph-HMM(GMM) 0.76 0.74

Table 5: Evaluation with different approaches on
encoder-decoder-based architecture (T5-11B) over
Truthful QA and HaluEval.

Sensitivity to Hyperparameters. We fur-
ther investigate the robustness and sensitivity
of PoLLMgraph against various hyperparameter

settings. First, we examine the influence of
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Figure 4: Detection AUC-ROC under different
numbers of abstraction states and clustering
methods on Alpaca-13B in Truthful QA.

the number of clusters (i.e., abstraction states)
Ny and the clustering methods, as depicted in
Figure 4. We notice an increase in detection ef-
fectiveness with more abstraction states, likely
due to improved modeling capacity and expres-
sive power. Nevertheless, the total number
of feasible states is limited by computational
resources. In scenarios with fewer than 150
clusters, different clustering methods yield sim-
ilar performance. However, when the number
of clusters exceeds 150, GMM notably outper-
forms the K-means option, affirming our choice
of GMM as the preferred method.

We then examine the impact of varying PCA
projection dimenstons as shown in Figure 5.
Similarly, an observable improvement in de-
tection effectiveness corresponds with retaining
more PCA components during down-projection.
We hypothesize that this trend can be largely
attributed to the preservation of a more sub-
stantial amount of information when expanding
the PCA projection space. Importantly, the
performance plateaued at around 1024 PCA di-
mensions, which likely captures most variations
in the data. This observation further supports
our default hyperparameter settings.

5 Conclusions

In this paper, we introduce PoLLMgraph, a novel
method leveraging state transition dynamics
within activation patterns to detect hallucina-
tion issues in LLMs. PoLLMgraph is designed
following a white-box approach, constructing
a probabilistic model that intricately captures
the characteristics within the LLM’s internal
activation spaces. In this way, it enables more
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Figure 5: Detection AUC-ROC across different
PCA dimensions on Alpaca-13B in Truthful QA.

effective analysis and reasoning of LLM hal-
lucinations. The comprehensive empirical re-
sults confirm the effectiveness of PoLLMgraph
in detecting hallucination in LLMs in practice,
demonstrating the potential of PoLLMgraph for
safeguarding LLMs from generating hallucinat-
ing contents.

Limitations

While we have validated the practical applica-
bility of PoLLMgraph by examining its sample
efficiency, tolerance to distribution shifts, and
robustness across various hyperparameter set-
tings, there are several other key factors that
warrant future investigation. Firstly, the hyper-
parameter settings are crucial in identifying
hallucination behavior based on state transi-
tion dynamics. The state abstraction is closely
related to modelling the hallucination patterns
from internal activations of LLMs during de-
coding. Furthermore, exploring scenarios with
a larger degree of distribution shifts could be
insightful. Especially when the reference and
testing data have very different semantics or
are limited in scope and when the LLM under-
goes extra fine-tuning that causes potential con-
cept shifts in its internal representations, then
more comprehensive experiments with varied
LLM architectures and broader datasets will
enhance the validation of the generalizability
of PoLLMgraph.
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A Experiment Setup

A.1 Datasets

Truthful QA (Lin et al., 2022b) is a bench-
mark dataset designed to assess the truthful-
ness of language models in their responses. This
dataset comprises 817 uniquely crafted ques-
tions, covering a wide range of 38 different cat-
egories. These categories include various types
of hallucinations and a spectrum of semantic
topics like politics, conspiracies, and fiction.
All questions are written by humans and are
strategically designed to induce imitative false-
hoods. A notable aspect of TruthfulQA is its
“adversarial” nature, intentionally set to probe
the weaknesses in a language model’s ability to
maintain truthfulness. Most questions are one-
sentence long with a median length of 9 words.
Each question is accompanied by a set of cor-
rect and incorrect reference answers annotated
by experts.

HaluEval (Li et al., 2023a) is a bench-
mark dataset for assessing the capability of
LLMs in recognizing hallucinations. It was
developed using a combination of automated
generation and human annotation, resulting in
5,000 general user queries paired with Chat-
GPT responses and 30,000 task-specific sam-
ples. The automated generation process follows
the “sampling-then-filtering” approach. Specif-
ically, the benchmark initially employs Chat-
GPT to generate a variety of hallucinated an-
swers based on task-related hallucination pat-
terns, and then it selects the most plausible hal-
lucinated samples produced by ChatGPT. For
the human annotation aspect, Alpaca-sourced
queries were processed by ChatGPT to generate
multiple responses, which were then manually
evaluated for hallucinated content. This bench-
mark dataset includes task-specific subsets from
multiple natural language tasks, such as ques-
tion answering, knowledge-grounded dialogue,
and text summarization.

A.2 Baseline Methods

We conducted a thorough search for related
work and made every effort to include all peer-
reviewed, relevant work in our comparison for
this paper, even those less directly comparable,
such as hallucination rectification methods that
allow for an intermediate detection step. For all
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Models
Datasets | Method Name Method Type Llama-13B Alpaca-13B Vicuna-13B Llama2-13B
SelfCheck-Bertscore black-box 0.55 0.52 0.51 0.54
SelfCheck-MQAG black-box 0.52 0.51 0.52 0.54
TruthfulQA 1 ¢ e heck-Neram black-box 0.65 0.60 0.59 0.61
SelfCheck-Combined black-box 0.65 0.60 0.61 0.63
T SelfCheck-Bertscore | black-box | | 057 061 059 063
SelfCheck-MQAG black-box 0.59 0.58 0.54 0.57
HaluEval
SelfCheck-Ngram black-box 0.61 0.63 0.61 0.63
SelfCheck-Combined black-box 0.62 0.67 0.64 0.67

Table 6: More metrics for measuring the hallucinations of LLMs.

baseline methods, we used their open-source im-
plementations to conduct the experiments when
available. The only exception is “Uncertainty”,
which is not open-sourced and thus requires a
straightforward re-implementation. We present
a more detailed description of each baseline
method in the following paragraphs. The meth-
ods “Latent Activation”, “Internal State”, and
“ITT” require labelled reference data for training.
In our experiments, these approaches use the
same reference data as PoLLMgraph to ensure
a fair comparison.

SelfCheck (Manakul et al., 2023)
method designed to identify hallucinations in
LLMs by examining inconsistencies. This tech-
nique is based on the premise that hallucina-
tions occur when there is high uncertainty in
input processing. This uncertainty often leads
LLMs to generate diverse and inconsistent con-
tent, even when the same input is provided
repeatedly. In accordance with the original
work, we set the temperature to 0 and use
beam-search decoding to generate the main
responses. To determine whether a response
is a hallucination, we generate 20 reference
responses at a temperature of 1.0. We then
calculate the inconsistency score between the
main response and these references using three
metrics: BERTScore (Section 5.1 of Manakul
et al. (2023)), MQAG (Section 5.2 of Man-
akul et al. (2023)), and Ngram (Section 5.3
of Manakul et al. (2023)). These calcula-
tions yield the SelfCheck-BERT, SelfCheck-QA,
and SelfCheck-Ngram scores, as shown in Ta-
ble 6. The overall hallucination detection score,
SelfCheck-Combined, is the average of these
metrics and is presented as the default in Ta-
ble 1. Our experiments are conducted using
the official SelfCheckGPT repository, available
at https://github.com/potsawee /selfcheckgpt.

s a

Uncertainty (Xiao and Wang, 2021) in-
volves using predictive uncertainty at each de-
coding step, which quantifies the entropy of the
token probability distributions that a model
predicts (Equation 3 in Xiao and Wang (2021)).
The resulting uncertainty scores are used to
measure hallucinations, with higher uncertainty
scores indicating a greater likelihood of halluci-
nations. We have conducted experiments using
our own implementation of this baseline, as
no official open-source code has been released
for this method. In our implementation, we
employ beam search as the decoding strategy
with a temperature setting of 0.

Latent Activation (Burns et al., 2022)
identifies the pattern of direction in activa-
tion space related to hallucination content. It
operates by finding a direction in the activa-
tion space that adheres to logical consistency
properties, such as ensuring that a statement
and its negation have opposite truth values.
Specifically, for each Q/A pair, it transforms
them into an affirmative statement and its
negation by appending a “yes”/“no” statement.
It then extracts the latent activation of the
contrasting pair at the final token of the last
layer. Subsequently, it learns a probe that
maps this normalized hidden activation to a
numerical value ranging from 0 to 1, repre-
senting the probability that the statement is
By default, the probe is defined as a
linear projection followed by a sigmoid func-
tion and trained to maintain consistency on
the contrasting pair of statements. We use the
official repository (https://github.com/collin-
burns/discovering latent knowledge) to con-
duct experiments.

true.

Internal State (Azaria and Mitchell,
2023) involves training a neural network clas-
sifier using activations as input to predict the re-
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liability of an LLM’s output. We adhere to the
default setting, which involves extracting the ac-
tivation of the last layer from the final token of
each Q/A pair. The activations extracted from
the training data are used to train the classifier,
while those from the remaining data are utilized
to evaluate the effectiveness of hallucination de-
tection. The ground-truth hallucination is an-
notated by a fine-tuned GPT-3-13B, as per our
standard procedure. We use the open-source
code (https://github.com/balevinstein/Probes)
to conduct experiments.

ITI (Li et al.,, 2023b). Similar to the
Internal State approach, I'TI utilizes activations
as input to predict an intermediate detection
score, which assists in identifying whether
the output is a hallucination (this score can
later be used to guide the modification of
latent states to correct the hallucination). The
distinction lies in ITI employing a logistic
regression model for prediction, while Internal
State uses a simple three-layer feed-forward
neural network model. In our experiment,
we extract the activations of the last layer
from the last tokens of each Q/A pair. These
activations are employed both for training
the logistic model and for evaluating the
effectiveness of hallucination detection, using
annotated ground-truth. The intermediate
detection scores, derived from the logistic
regression model, are used as hallucination
prediction scores. We use the official repository
(https://github.com/likenneth /honest llama)
to conduct experiments.

B Additional Results

Categories Coverage. We present a further
investigation into the influence of distribution
shifts between the training and evaluation data
by deliberately controlling the reference data
to cover only a small portion of the possible
semantics that arise during testing. Specifi-
cally, we restrict the reference data to originate
from 25%, 50%, 90%, and 100% of the overall
categories in the Truthful QA dataset. Table 7
displays the results, indicating an increase in
detection performance with the expansion of
category coverage. Remarkably, our approach
surpasses other state-of-the-art methods, even
when trained on only 25% of the categories
while being tested on all possible unseen topics.

Categories Coverage
Model Type |55 =50% 0% 100%
Llama-13B 0.71 0.72 0.77 0.85
Alpaca-13B | 0.73 0.73 0.81 0.85
Vicuna-13B | 0.72 0.74 0.78 0.83
Llama2-13B | 0.74 0.76 0.84 0.88

Table 7: The detection AUC-ROC of PoLLMgraph
under distributional shifts.

Cross-dataset Performance. To comple-
ment the evaluation of the effectiveness of
PoLLMgraph, we measure the effectiveness of
detecting hallucinations on HaluEval, when
trained on Trutful QA. The results are presented
in Table 8, which complements Table 4 in the
main paper.

Method Name Alpaca-13B Llama2-13B
ITI 0.60 0.61
Latent Activation 0.58 0.54
Internal State 0.61 0.62
PoLLMgraph-MM (Grid) 0.62 0.63
PoLLMgraph-MM (GMM) 0.64 0.66
PoLLMgraph-HMM (Grid) 0.69 0.72
PoLLMgraph-HMM (GMM) 0.68 0.64

Table 8: The detection AUC-ROC of different
methods on HaluEval, when trained on Truthful QA.

Number of Reference Data. We conduct
additional experiments to explore how the size
of the reference dataset (10%, 15%, 25%, 50%,
75% of the entire dataset) affects the effective-
ness of other white-box baselines in Truthful QA
with Alpaca-13B as the investigated model. Ta-
ble 9 shows the experimental results. It can
be clearly observed that all approaches achieve
higher detection AUC-ROC with the use of
more reference data, while our PoLLMgraph
consistently outperforms the other white-box
methods across different sizes of the reference
dataset.

Method Name 10% 15% 25% 50% 175%
ITI 0.67 069 071 0.7 0.77
Latent Activation 0.65 0.68 0.73 0.78 0.84
Internal State 0.67 0.70 0.75 0.81 0.84
PoLLMgraph-HMM | 0.85 0.85 0.86 0.87 0.89

Table 9: The detection AUC-ROC of different
white-box approaches across different reference
dataset sizes on TruthfulQA, with Alpaca-13B as
the studied model.
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Black-box Approaches. We further evalu-
ate more latest black-box hallucination detec-
tion approaches on the Truthful QA dataset,
including LMvsLM (Cohen et al., 2023) and
RV (QG) (Yang et al., 2023). We conduct
the experiment using the open-source codebase
from RV(QG). While LMvsLM does not pro-
vide open-source code, the open-source repos-
itory of RV(QG) includes an implementation
of LMvsLM. All hyperparameters are set to
be their defaults. We use Llama-13B, Alpaca-
13B, Vicuna-13B, Llama2-13B, the latest GPT-
4 (gpt-4-0125-preview) as the studied LLMs,
with TruthfulQA serving as the test dataset.
The empirical results in Table 10 highlight a sig-
nificant gap between white-box and black-box
detection approaches.

Method Name
Model Type Iy r v RV(QG)
Llama-13B 0.62 0.73
Alpaca-13B 0.61 0.72
Vicuna-13B 0.63 0.69
Llama2-13B 0.69 0.76
GPT-4 0.71 0.76

Table 10: The detection AUC-ROC of black-box
hallucination detection approaches on TruthfulQA
with different studied LLMs.

Different Variants of SelfCheck. We
present detailed results on various variants
of SelfCheck, including SelfCheck-Bertscore,
SelfCheck-MQAG, and SelfCheck-Ngram, as
illustrated in Section A.2. The results are dis-
played in Table 6. Since SelfCheck-Combined
consistently outperforms the other options, we
use it as the default for comparison in Table 1.
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