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Abstract

Recent months have witnessed significant progress in the field of large language models (LLMs).
Represented by ChatGPT and GPT-4, LLLMs perform well in various natural language process-
ing tasks and have been applied to many downstream applications to facilitate people’s lives.
However, there still exist safety and ethical concerns. Specifically, LLMs suffer from social bias,
robustness problems, and poisoning issues, all of which may induce LLMs to spew harmful con-
tents. We propose this tutorial as a gentle introduction to the safety and ethical issues of LLMs.

1 Introduction

As the model size and dataset size scale up in recent natural language processing field, large language
models like ChatGPT and GPT-4 have exhibited exceptional performance in a variety of NLP tasks and
can even perform complex reasoning or in-context learning (i.e., generalizing to a new task from a few
examples) (Brown et al., 2020; Ouyang et al., 2022; OpenAl, 2023; Wei et al., 2022). Moreover, many
downstream applications have been developed based on LLMs, which brings significant benefits and
convenience to people (Schick et al., 2023; Driess et al., 2023). Despite their fantastic capabilities and
potentials, LLMs have raised valid concerns regarding their safety and ethical implications (Bommasani
et al., 2021). To be specific, LLMs suffer from social bias (Ferrara, 2023), robustness problems (Zhuo
et al., 2023; Wang et al., 2023; Chen et al., 2023), and poisoning issues(Chen et al., 2021), all of which
may lead LLMs to generate harmful and rude contents. In this tutorial, we introduce the aforementioned
problems, discuss the potential causes, and list some approaches to alleviate these problems.

2 Bias

Language models pre-trained on large-scale corpus usually demonstrate various types of biases like
racial discrimination and gender discrimination (Basta et al., 2019; Beltagy et al., 2019; Kaurita et al.,
2019; Zhang et al., 2020). We follow Bender et al. (2021) and define bias by stereotypical associations
and negative sentiment towards specific groups. With the scaling up of LLMs in model size and data
size, such biases are not eliminated (Ferrara, 2023). Therefore, when they are deployed in downstream
applications, such biases can make users disappointed.

The question of why (large) language models are prone to bias has been well explored, and most
of the works suggest that the biases are a reflection of training data patterns (Henderson et al., 2018;
Hutchinson et al., 2020; Tan and Celis, 2019; Guo and Caliskan, 2021). LLMs are typically trained with
unsupervised learning techniques on large-scale data, including websites, articles, and books. The data
may contain unfair or biased characteristics. For example, Hutchinson et al. (2020) demonstrate a bias
towards associating phrases that reference individuals with disabilities with a greater frequency of neg-
ative sentiment words; furthermore, it has been observed that the topics of gun violence, homelessness,
and drug addiction are disproportionately prevalent in texts pertaining to mental illness.

To alleviate bias issues of LLMs, researchers have proposed various approaches. A line of work
tries to identify the sources that are most responsible for biases and take actions to make models obviate
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reflecting the inequities or biases (Bommasani et al., 2021; Lu et al., 2020; Zhao et al., 2018). Some other
work develops calibrating techniques to address bias problems of LLMs (Zhao et al., 2021; Holtzman et
al., 2021). Another potential direction is to leverage alignment techniques like Reinforcement Learning
from Human Feedback (RLHF) (Bai et al., 2022; Ouyang et al., 2022; Ferrara, 2023; Zheng et al., 2023),
where LLLMs are trained to align with human values and thus some biases can be mitigated.

Mitigating biases of LLMs remains an important problem and we hope that more research efforts will
be made to construct fair Al systems.

3 Robustness

Pretrained language models are known to be vulnerable to adversarial instances crafted by performing
subtle perturbations on normal ones (Ren et al., 2019; Garg and Ramakrishnan, 2020; Wang et al.,
2021b). With increasing scales, LLMs still face such challenges and their performance suffers significant
drops under adversarial attacks (Zhuo et al., 2023; Wang et al., 2023; Chen et al., 2023). For example,
when conducting in-context learning, models’ performance can be unstable when changing the choice of
prompt format, training examples and the order of examples (Chen et al., 2022; Zhao et al., 2021).

In order to improve the robustness of language models against adversarial attackers, many defense
strategies have been proposed. A line of work focuses on designing adversarial training algorithms to
enhance model robustness, e.g., FreeLB (Zhu et al., 2020) and InfoBERT (Wang et al., 2021a). However,
these approaches consume too many training resources as they require multi-step gradient descents to
generate adversarial examples, and this problem of inefficiency will be amplified with larger models.
Another line of work searches for a robust model architecture with sparse optimization techniques (Xi
et al., 2022; Zheng et al., 2022). However, such techniques may induce a trade-off between robustness
and accuracy (Zhang et al., 2019; Tsipras et al., 2019). Some other work tries to design prompts to
elicit reliable and robust responses from LLMs (Si et al., 2022), which is a potential direction as prompt
engineering does not require training models or changing their architectures.

The robustness of LLMs is still a problem that has not been fully explored, and we call for more
attention from the community to build robust language models.

4 Poisoning

In an ICML 2017 outstanding paper (Koh and Liang, 2017), the authors employ the novel Influence
Function to gauge alterations in model parameters, could provide a quantitative evaluation of the impact
individual training samples on the model. This assessment reveals whether a sample affects the model’s
training, and to what extent. Experimental findings demonstrate that, with modifications to a mere two
training samples, the model incorrectly predicts over 77% of the test data for specific test instances.
Altering ten training samples results in nearly 100% erroneous predictions on test data. Gu et al. (2017)
cleverly introduce poisoned data into the training set, ensuring that the model’s accuracy on pristine data
remains constant or marginally declines, while simultaneously triggering specific outputs when presented
with data containing particular trigger words. Such poisoned models may be elicited to generate toxic
contents like abusive language, hate speech, violent speech (Liang et al., 2022; Gururangan et al., 2022).

Dai et al. (2019) select brief sentences as backdoor triggers, such as ’I watched this 3D movie,” and
randomly incorporate them into movie reviews to generate tainted samples for backdoor training. Kurita
et al. (2020) employ rare and nonsensical words like ”cf” as triggers. Similarly, Chen et al. (2021) utilize
words as triggers, experimenting with words of varying frequencies. Chen and Dai (2021) postulate that
triggers associate with specific neurons, influencing only certain hidden states. Qi et al. (2021) suggest a
defense premised on the observation that perplexity undergoes significant alterations when trigger words
are excised from samples. Li et al. (2021) conduct a thorough analysis of backdoor attacks in text
classification, ultimately developing a backdoor-free text classifier training framework, dubbed BFClass.

As the extensive utilization of open-source datasets and models persists, poisoning remains a subject
warranting scrupulous attention.
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S Tutorial Outline
Part I: Introduction (20 min)
* The development of large language models

» The importance of safety and ethical concerns

 Safety and ethical concerns LLMs suffer

— Social bias
— Robustness problems
— Poisoning issues

Part I1: Bias (20 min)
* Definition, types and sources of Bias
* Bias of large language models

¢ Methods to alleviate bias issues

— Identify the causes of bias and addressing them
— Calibrating methods
— Reinforcement Learning from Human Feedback

Part III: Robustness (20 min)

* Textual adversarial robustness
* Robustness of large language models

* Defense strategies to improve robustness

— Adversarial training
— Finding robust structures of neural networks
— Prompting methods

Part I'V: Poisoning (20 min)

* Definition of poisoning issues

* Poisoning methods

— Dataset attacks
— Backdoors and triggers

Part V: Conclusion (10 min)
6 Reading List

1. On the Opportunities and Risks of Foundation Models (Bommasani et al., 2021);
2. Ethical challenges in data-driven dialogue systems (Henderson et al., 2018);

3. Training a helpful and harmless assistant with reinforcement learning from human feedback (Bai et
al., 2022);

4. Training language models to follow instructions with human feedback (Ouyang et al., 2022);
5. On the dangers of stochastic parrots: Can language models be too big?(Bender et al., 2021)

6. Should chatgpt be biased? challenges and risks of bias in large language models (Ferrara, 2023);
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7. Detecting emergent intersectional biases: Contextualized word embeddings contain a distribution
of human-like biases (Guo and Caliskan, 2021);

8. How robust is GPT-3.5 to predecessors? A comprehensive study on language understanding tasks
(Chen et al., 2023);

9. Badnets: Identifying vulnerabilities in the machine learning model supply chain (Gu et al., 2017);

10. Secrets of RLHF in Large Language Models Part I: PPO (Zheng et al., 2023);
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