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Abstract

The deception in the text can be of differ-
ent forms in different domains, including fake
news, rumor tweets, and spam emails. Ir-
respective of the domain, the main intent of
the deceptive text is to deceit the reader. Al-
though domain-specific deception detection
exists, domain-independent deception detec-
tion can provide a holistic picture, which can
be crucial to understand how deception oc-
curs in the text. In this paper, we detect de-
ception in a domain-independent setting using
deep learning architectures. Our method out-
performs the State-of-the-Art (SOTA) perfor-
mance of most benchmark datasets with an
overall accuracy of 93.42% and F1-Score of
93.22%. The domain-independent training al-
lows us to capture subtler nuances of decep-
tive writing style. Furthermore, we analyze
how much in-domain data may be helpful to
accurately detect deception, especially for the
cases where data may not be readily available
to train. Our results and analysis indicate that
there may be a universal pattern of deception
lying in-between the text independent of the
domain, which can create a novel area of re-
search and open up new avenues in the field of
deception detection.

1 Introduction

In the current era of the flood of information, de-
ception has become an undeniable event, causing a
financial or political catastrophe and even the loss
of human lives. Often, we do not have the neces-
sary resources to validate a tweet or a catchy social
media forwarded news link. Our idea is to capture
the writing style hidden “between-the-lines”, in-
tended to deceive the reader. The deception can be
in the form of any textual stream and on any topic.
So, our objective is to find a holistic model that can
leverage thousands of textual resources and find a
learning architecture to decode the deception.
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Adopting the definition of Deception from Bur-
goon and Buller, we define Deceptive Text as any
textual content that aims to misconstrue an affair
in a deliberate way causing the reader at a disad-
vantage either directly or indirectly (Burgoon and
Buller, 1994). Deceptive text can be of various
forms. For example, in the news and public me-
dia domain, the deceptive text is known as Fake
News. In social media, a deceptive text can hap-
pen in the form of a rumor. Spam or a phishing
email is treated as deceptive content in the per-
sonal mail or messaging domain. Each domain’s
deceptive text has distinct ways to deceit the reader.
While fake news can spread falsified propaganda,
spam or phishing email can be used for merely
monetary gain. Therefore, the ways of formulat-
ing a deceptive text can have significant variations.
Notwithstanding, all deceptive texts share a com-
mon goal of tricking the reader and thus, a general
deception pattern should exist in these texts. Unrav-
elling the pattern can play a pivotal role to provide
a holistic view of deception, which in-turn can bol-
ster the deception-detection. However, Grondahl
and Asokan indicated that existing works fail to
generalize the deception across different domains
(Grondahl and Asokan, 2019). In this work, we hy-
pothesize that— (H1) A deep learning architecture
trained on a generalized deceptive-writing setting
(both in-domain and out-of-domain data) can bet-
ter understand the underlying general pattern of
deception than using the in-domain data only.

On the rise of a fairly new event, we may not
have data available to detect deceptive text floating
around social and mass media, especially the la-
beled data for supervised training. Such occasions
pose a unique challenge to stop the spread of mis-
information. A holistic deception detection system
can come in handy in such situations. For example,
although the pandemic was as ancient as human
civilization, in the age of massive data availability,
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COVID-19 becomes a new event, and misinfor-
mation caused by this event can be hard to battle.
Therefore, we hypothesize that (H2) A general-
ized dataset can be helpful to detect deception in a
new event, even when little or no in-domain data
is available. To test our two hypotheses, we train
and fine-tune a BERT model, SBERT model, and
character-level-CNN model (Devlin et al., 2019;
Reimers and Gurevych, 2020). We further investi-
gate the intermediate-layer learning mechanism us-
ing t-SNE visualization and attention-weight anal-
ysis.

Researchers worked meticulously to model de-
ception on different domains, but a unified ap-
proach has not been successful. Herndndez-
Castafieda et al. suggested a cross-domain ap-
proach for a generalized deception-detection model
(Herndndez-Castafieda et al., 2017). Although
they claimed to build a domain-independent sys-
tem, their choice of the datasets, namely DeRev,
OpSpam, and Opinion (a dataset where the par-
ticipants were told to lie about their opinion about
selected topics), are of the type opinion-only. More-
over, the Opinion dataset can hardly be treated as
deceptive. That is because when people are told
to lie about an opinion, the lie may not have the
potential of deceiving someone which contradicts
our definition of Deception. On the contrary, our
choice of datasets have at least three variations of
categories — fake news, Twitter rumor, and spam.

Thus, we summarize the main contributions of
this paper as—

* Our work is the first to propose a domain-
independent holistic approach to detecting de-
ception leveraging available public datasets.

* We quantitatively show that for an unseen
event, only a fraction of the total available
data can be helpful in successfully detecting
the deception.

2 Literature Review

In this research, we aim to detect deceptive con-
tent intended to mislead people rather than en-
tertain them. Therefore, the deceptive contents
can be viewed as deceptive news, disinformation,
cherry-picking, and click-bait (Zhou and Zafarani,
2020). There have been several approaches for
manual fact-checking, both in the form of expert-
based (Pol, accessed February 2, 2021; gos, ac-
cessed February 2, 2021; fac, accessed February 2,

2021) and crowd-sourced (CRE, accessed Febru-
ary 2, 2021). However, given the enormous in-
flux of information, such manual approaches are
time-consuming and often biased. Therefore, auto-
mated fact-checking came in handy. Based on how
users spread the falsified information, researchers
adopted following approaches to detect deceptive
content: news-cascade, which is a tree-like struc-
ture to analyse the propagation in social-media (Ma
et al., 2018), and Propagation Graph(Zhou et al.,
2019b). However, such approaches are also con-
strained by the availability of propagation detection
resources. Moreover, false information cannot be
detected before it spreads out. Additionally, some
research tries to detect false news based on the
source credibility (Viviani and Pasi, 2017). Nev-
ertheless, the stream of new sources now and then
makes the task challenging.

Therefore an Al-based method aiming to detect
deception based on the textual content can be handy.
Because of the fewer dependencies and availability
of content, many researchers worked in that direc-
tion. Zhou et al. divided the task into two steps: (i)
how well the deceptive news content is captured,
and (ii) how well the classification model performs
to detect deception (Zhou and Zafarani, 2020). Ap-
proaches, such as the Bag of Words (BOW) model,
POS tagging, rhetorical relationships, were used as
features to detect deceptive news (Bhatt et al., 2018;
Zhou et al., 2019a; Zhou and Zafarani, 2020). Nev-
ertheless, we are more interested in the semantics,
as the task of deception may lie in between the text.
Word level context embeddings, including Continu-
ous Bag of Words (CBOW) and skip-gram models
were used to represent text for detecting fake news
(Potthast et al., 2017). Along with such represen-
tations, several machine learning algorithms are
used for classification purposes. Additionally, with
the rise of deep learning, Convolutional Neural
Network (CNN) and many variants of Recurrent
Neural Network (RNN) are used as well (Li et al.,
2019; Ajao et al., 2018).

Recently the Bidirectional Encoder Represen-
tations from Transformers (BERT) model and its
variants have gained enormous popularity due to its
pretraining capability (Devlin et al., 2018). Miiller
et al. proposed COVID-Twitter-BERT (CT-BERT),
which is pretrained on COVID-19 related Twitter
messages (Miiller et al., 2020). Such task-specific
BERT model outperforms the generic BERT mod-
els in the significant margin in many COVID-
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related classification tasks, including AAAI2021
COVID-19 shared challenge of COVID-19 Fake
News Detection (Glazkova et al., 2021). A similar
fine-tuning approach is used by Liu et al., where
they proposed a two-stage approach for short fake
news detection. Unlike the original BERT model,
they utilized all hidden states to apply the attention
mechanism to calculate weights for text represen-
tation. Their approach produced a 34% accuracy
in the LIAR dataset (Liu et al., 2019). Kaliyar et
al. proposed FakeBERT, which uses a CNN model
after the BERT embedding layer (Kaliyar et al.,
2021).

Although the current deception detection meth-
ods work well, the methods are highly dependent
on the training of the specific domain. On the con-
trary, we intend to eliminate dataset-specific train-
ing and train our model for the generic deception
detection task.

3 Dataset

We curate ten datasets for our analysis. We broadly
categorize them as— i) Spam, ii) Fake News, and iii)
Rumour. The details of the datasets are described
below.

3.1 Email and Text Spam

For the spam datasets, we select two personal-
messaging datasets. First, we select SMS Spam col-
lection Dataset from UCI Machine Learning Repos-
itory (Almeida et al., 2011). This dataset collection
has messages collected from different sources total-
ing 5,574 messages, of which 4,827 are Hams, and
747 are Spams. We also curated the Enron-Spam
datasets, which is a benchmark dataset for email
spam collection from six different users (Metsis
et al., 2006). There were 15,421 Spam emails and
14,923 Ham emails, totaling 30,344 emails.

3.2 Fake News

For the Fake News datasets, we start by collecting
the COVID-19 related fake news. The first one
is Constraint@AAAI2021 - COVIDI19 Fake News
Detection in English (Patwa et al., 2021). The data
are collected from various social media platforms.
The training data has 6,420 texts, validation data
has 2,410 texts, and the test data has 2,140 texts.
The dataset has overall 52% real and 48% fake
news. Another COVID-19 related dataset we use is
Zenodo— COVID Fake News Dataset (Banik, 2020).
The Zenodo COVID dataset has 10,201 texts, out

of which there are 9,733 fake news and only 468
real news.

Next, we collect a dataset of varying unreliabil-
ity, developed by Rashkin et al., where each text
was considered as either a Satire, a Hoax or a Pro-
paganda (Rashkin et al., 2017). Unlike our defini-
tion of Deceptive-text, Satire cues the reader of the
news being a joke only, and thus, we treat Satire
as a non-deceptive text. The Hoax and the Propa-
ganda are meant to misguide people, and therefore,
we treat them as Deceptive-text. There are 38,859
texts, of which 24,839 were deceptive texts and
14,020 non-deceptive texts. Additionally, they col-
lected 4,362 data from Politifact, which are rated
in a 6 pt. scale, namely, True, Mostly-True, Half-
True, Mostly-False, False, Pants-on-Fire False. We
consider the first three as non-deceptive text, and
the last three are deceptive text. The dataset comes
with a separate train, test, and a dev set.

Additionally, we use the FakeNewsNet dataset
which comes with real and fake news content
from PolitiFact and GossipCop (Shu et al., 2018,
2017a,b). In total, there were 23,196 data.

The last dataset we use in the Fake News Cate-
gory is the Liar benchmark dataset (Wang, 2017).
Along with the text and the labels, the dataset
comes with 12 other metadata. The dataset comes
with a separate train, test, and a dev set. In total,
the dataset contains 12,791 texts.

3.3 Rumour

We collect the PHEME dataset of rumors and non-
rumors, which contains the Twitter rumor and non-
rumors during breaking news, namely in the events
of Charlie Hebdo, Ferguson, Germanwings, Ottawa
Shooting, Sydney Siege (Zubiaga et al., 2016). We
treat rumors as deceptive text and non-rumors as
non-deceptive text. In total, we have 6,425 texts.

4 Methodology

4.1 Deep Learning Frameworks

4.1.1 Bidirectional Encoder Representations
from Transformers (BERT) model

BERT is a pre-trained language representation
model proposed by Devlin et al. (Devlin et al.,
2019). BERT is trained on a bidirectional setting
of context and with the objective of Masked Lan-
guage Modelling and Next Sentence Prediction.
The transfer learning capability of BERT makes it a
popular candidate for many NLP tasks, such as sen-
timent classification, fake news detection, question-
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answering. The BERT model consists of several
transformer blocks, which are made of attention
and feed-forward layers (Vaswani et al., 2017). In
this work, we fine-tune the bert-base-uncased ver-
sion of the BERT model, which consists of twelve
transformer blocks. The 768-dimension output
vector from the BERT model (position of [C'LS]
token) is fed to a one-layer fully-connected net-
work for classification. We use the recommended
batch size of 16, and other hyperparameters (epoch,
hidden-unit, learning-decay-rate) are chosen by
cross-validation.

4.1.2 Sentence-BERT

The Sentence-BERT (SBERT) is a modified ver-
sion of BERT capable of representing semanti-
cally meaningful sentence embedding (Reimers
and Gurevych, 2019). SBERT is based on siamese
and triplet networks for fine-tuning over BERT. It
performs a pooling operation (min, max, or mean
pooling) on the output of BERT. SBERT has a
much faster running time compared to BERT. In
our work, we use the pre-trained SBERT model
and fine-tune it with two fully-connected hidden
layers on top of that. We use cross-validation to
choose hyperparameters (hidden units, batch size,
and epochs).

4.1.3 Character-level-CNN model

Convolutional Neural Net (CNN) is a popular net-
work of computer vision tasks, and it extends to
NLP tasks (Kim, 2014). The Character-Level
CNN (Char-CNN) was first proposed by Zhang
et al., which is capable of dealing with Out-
Of-Vocabulary (OOV) words by focusing on the
character-level rather than the word or sentence
level (Zhang et al., 2015). The Char-CNN con-
sists of six convolutional layers and three fully-
connected layers, followed by a max-pooling layer.
We empirically choose the convolution filters to be
256. The fully-connected layer units, batch size,
and the dropout rate is chosen by cross-validation.

4.1.4 Ensemble model

There can be two ways to ensemble the DL models—
1. Hard Decision and 2. Soft Decision. In Hard
Decision, we make the prediction based on the
majority voting on a test sample. However, the
majority voting can eliminate the effect of a strong
probability confidence model by predicting a class
even when two of the three models predict a class
with weak probability confidence. Therefore, in

the Soft Decision ensemble, we take the average
softmax probability score of the DL models before
the prediction phase. For illustration, let’s assume
in a two-class classification setting, the softmax
layer output of BERT, SBERT, and Char-CNN is
[bo, b1], [0, $1], [co, c1] respectively. The ensemble
model will have the softmax probability output of,
[botsoten b1+s31+cl |. In this work, we use the Soft

3
Decision ensemble model.

4.2 Experimental Set-up

We use the dataset-provided test set for Liar,
Rashkin-Politifact, and COVID-AAAI datasets for
the general holistic deception detection task. For
the rest seven datasets, we randomly sample the
data into training, validation, and test set as 60%-
20%-20% and repeat the experiments for three dif-
ferent splits. We report the average performances
of the three splits.

For the new-event holistic deception detection
task, we select COVID-19 as a new event and com-
bine the test set of COVID-AAAI and COVID-
Zenodo. First, we train only on the out-of-domain
eight datasets. Then, we add 20%, 40%, 60%, 80%,
and 100% in-domain COVID data along with the
out-of-domain datasets for training. We also use
20% of the training data as the validation set. This
setup enables us to examine the strength of a holis-
tic model in an unknown or little-known event.

5 Results and Discussion

To test the hypotheses, we divide our experiments
in two parts: i) General Holistic Deception Detec-
tion and ii) New-Event Deception Detection.

5.1 General Holistic Deception Detection

The idea behind a general holistic deception detec-
tion task is to build a generalized system that will
be able to detect deception in the text irrespective
of the topic or target domain. Being a domain-
independent system, the holistic model may have
more robustness than the domain-specific model.
From the standalone model performances on Ta-
ble 1, we can see the varying degree of performance
across different datasets. However, in almost ev-
ery case, BERT outperforms the Char-CNN and
SBERT model. With the self-attention mechanism,
BERT may better capture the nuances within the
text than the Char-CNN model, which can give po-
tential cues to detect deception. Despite being a
variant of BERT, the SBERT model may lose some
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Char-CNN Sentence-BERT BERT Ensemble SOTA
Dataset Acc(%) F1(%) | Acc(%) F1(%) | Acc(%) F1(%) | Acc(%) F1(%) | Acc(%) F1 (%)
PHEME 80.72 81.43 83.82 78.51 86.41 81.72 85.21 82.74 - 77.40
Liar 64.80 54.40 68.75 62.57 67.01 59.34 70.72 62.60 65.54 60.80
FNN-Gossipcop 78.59 55.30 80.58 57.67 86.11 68.10 85.69 66.70 80.80 75.50
FNN-Politifact 71.70 58.33 73.58 68.69 81.46 77.43 81.76 77.91 90.40 92.80
Rashkin-Politifact 88.34 82.82 95.23 93.46 88.62 84.92 94.66 92.46 - 56.00
Rashkin-Newsfiles 97.81 98.25 96.42 97.15 99.64 99.71 99.43 99.56 - -
COVID-Zenodo 96.04 92.55 95.78 97.77 97.45 98.66 97.21 98.53 - -
COVID-AAAI 89.39 88.67 89.62 89.03 95.42 95.07 95.20 94.68 - 98.37
ENRON email spam 97.64 97.67 97.90 98.43 99.33 99.32 99.43 99.46 95.88 95.76
SMS Spam 92.82 77.78 97.12 91.40 98.32 93.56 98.42 94.06 97.64 -
Total 89.98 89.53 90.42 90.27 92.72 92.50 93.42 93.22 - -

Table 1: Holistic Deception Detection performance (accuracy and F1-score) with Char-CNN, SBERT, BERT, and
Ensemble model. We also present the current SOTA performance for comparison. The bold numbers indicate the
best performance on a dataset. The field with “~" indicates that the performance is not reported.

information by the fine-tuning and the pooling pro-
cess, which creates further research direction to-
wards fine-tuning the SBERT model for deception
detection. We find the best overall performance for
the ensemble model, with an accuracy of 93.42%,
and an F1-Score of 93.22%. The best performing
standalone model — BERT lags slightly behind that
with an accuracy of 92.72%, and an F1-Score of
92.50%.

For the PHEME dataset, we find the best
performing F1-Score in the ensemble model as
82.74%, which is better than the current top scorer
stA-HitPLAN based model (77.4%) (Khoo et al.,
2020). Similarly, for the Liar dataset, the ensemble
model achieves the best performance with an accu-
racy of 70.72%, and F1-Score of 62.60%, which
outperforms a text-based BERT-CNN architecture
by 5.18% and 1.80% respectively (Upadhayay and
Behzadan, 2020).

The current SOTA F1-Score in FakeNewsNet—
Gossipcop (FNN-Gossipcop) and Politifact (FNN-
Politifact) is 75.50% and 92.80% in F1-Score using
anews and user-comment encoder, and co-attention
network (Shu et al., 2019). However, their experi-
ments differ from ours in the fact that i) they used
the news with at least three user comments, reduc-
ing their sample size by 73% and 60% compared to
the original data size, and ii) besides the news text,
they took user comments into account as well. The
user comments contain crowd opinion, which pro-
vides vital information to detect deceptive content
(Guo et al., 2018; Shu et al., 2019). Nevertheless,
selecting the source with user comments can sig-
nificantly reduce the data space, and thus, we do
not use them.

Our SBERT model performs the best in the

Rashkin-Politifact dataset, which outperforms the
baseline model provided in the paper by 37.46%
(Rashkin et al., 2017). Our model performs the best
in the Rashkin-Newsfiles dataset in discriminating
between Satire and Hoax-Propaganda, achieving
an accuracy of 99.43%, and an F1-Score of 99.71%
in the BERT model.

For the COVID datasets, the BERT model out-
performs the other models. However, current
SOTA accuracy on the COVID-AAALI dataset is
achieved using a COVID-twitter-BERT model,
which was trained on a large corpus of COVID-
related tweets, and outperforms our best model by
3.30% (Glazkova et al., 2020). As explained later,
with the cost of adding more in-domain data, the
performance tends to improve. Thus, we may have
achieved a better score if we would have trained on
more in-domain data.

For the ENRON email spam dataset, our ensem-
ble model performs the best amongst all the models.
It outperforms the SOTA hybrid network for spam
email detection by 3.70% in F1-Score (Douzi et al.,
2020). Our ensemble model achieves the best accu-
racy in the SMS Spam dataset, which outperforms
the baseline SOTA of the SVM-based model by
0.78% (Almeida et al., 2011).

The soft decision ensemble model does not per-
form better on five of the ten datasets than the stan-
dalone models. As the ensemble model takes an
average of the softmax decision of the models, a
weak classifier gets an equal weight to a strong
classifier, which in turn may hurt the final decision.
Further investigation may be undertaken to develop
a weighted average ensemble of the models for a
more robust classifier.

The superior performance of the BERT model
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Figure 1: t-SNE embedding (BERT only) for all test
data with misclassification.

comes from the self-attention layer in the trans-
former blocks, which is also confirmed by
Vashishth et al. (Vashishth et al., 2019). We take
the [C'LS] token output as the feature vector, and
thus the attention heads in each layer for the [C' LS|
token may have an important impact. We ran-
domly take the deceptive text “if you have bank
account or you can open new one then we need you
!I” into account and visualize the attention weights
of [C'LS] token. Figure 2 depicts the average at-
tention weights of all attention heads in the final
layer. Due to the averaging effect, apart from the
[SEP] token, all the words show a close attention
weight. However, different attention head focuses
on a different part of the text, e.g., we observe that
last two attention heads focus on the words ‘have’,
‘account’, ‘open’, ‘need’, and ‘!’, while the third
head focuses on the word “you”, and “bank”. With
a complex mechanism of self-attention and feed-
forward network, the BERT model represents the
sentence as a 768-D vector, which is used for the
downstream deception-detection task.

We analyze the misclassified samples by the best
performing standalone model-BERT. In Figure 1,
we plot the BERT embeddings using t-SNE. We
observe that BERT does not perform well when de-
ceptive and non-deceptive text has overlapping em-
bedding, which indicates a limitation of the textual
feature representation by the BERT model. Future
research might be undertaken to develop a vari-
ant of the BERT model that can better distinguish
between deceptive and non-deceptive text.

To further analyze the type of misclassified texts,
we randomly select False Positive examples (Not
deceptive but predicted to be deceptive).

0.013 if
Average attention
of 12 attention 0.014 you
heads to the 0.014 have
[CLS] token
0.014 bank
0.013 account
0.014 or
0.014 you
0.014 can
[CLS] 0.014 open
0.014 new
0.013 one
0.013 then
0.015 we
0.015 need
0.014 you
0.014 1
0.677 [SEP]

Figure 2: Average attention weight on all attention head
of the layer 12 to the [C'LS] token for the sentence “if
you have bank account or you can open new one then
we need you !”

1. Melania Trump Settles With Daily Mail Par-
ent Over Escort Story

2. Says the cascading effects of climate change
contributed to the rise of ISIS

3. The CDC issued its first warning on Jan 8.
Trump held campaign rallies on Jan 9, Jan 14,
Jan 28, Jan 30, Feb 10, Feb 19, Feb 20, Feb
21, & Feb 28. He golfed on Jan 18, Jan 19,
Feb 1, Feb 15, Mar 7, Mar 8. The first time he
admitted the coronavirus might be a problem
was Mar 13

4. Justin Theroux Keeps Getting Confused For
Justin Trudeau

5. SNL takes a jab at Donald Trump, who
doesn’t like it kate mckinnon (left) and alec
baldwin (right) as clinton and trump nbc uni-
versal “saturday night live” takes swings at
all political candidates, regardless of party.
and with alec baldwin and kate mckinnon por-
traying donald trump and hillary clinton, they
keep hitting the mark.

We observe that all the models have a higher
tendency to label a text as deceptive when names
of certain political figures are associated with it.
For instance, we have the overall False Positive
rate (FPR) of 5.31%. However, the example with
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the name “Trump” has a false positive rate (FPR)
of 23.17%, “Obama’ has an FPR of 16.18%. On
the contrary, the non-political names like “Gates”
have an FPR of 2.01%. These findings suggest that
the models may suffer from bias towards political
names.

Next, we analyze the True Negatives (deceptive,
but all our models predicted it to be non-deceptive).
We randomly select the following samples:

1. You have received your mobile content. Enjoy

2. Celebrities slam Trump decision to end DACA
as ’callous,” ’disgusting,’” and a ’grave mis-
take’

3. Ive been here almost every day.

4. Forty-five percent of doctors say theyll quit if
health care reform passes

5. Says 57 percent of federal spending goes to
the military and just 1 percent goes to food
and agriculture, including food stamps

From the True-Negative samples, we observe a
wide variety of examples that were misclassified
to be non-deceptive. For the first sample, the mod-
els probably expect more persuasion to detect the
deception. The third sample is a statement by the
Missouri governor which was a lie. We infer that
it may be hard for any model to detect a text as
deceptive without proper context. These findings
raise intriguing questions regarding the extent of
the deceptive text, and for the model to successfully
detect deception, maybe the context should be a
part of the text.

Therefore,based on the overall analysis, the re-
sults of the holistic deception detection task sup-
ports H1.

5.2 New-event Deception Detection

The holistic model with a complete set of out-
of-domain data and a fraction of in-domain data
can perform well enough to detect the deceptive
text on a new event like the COVID-19 pandemic.
From Figure 3, we observe that BERT, SBERT, and
Char-CNN give F1-Score performance of 67.96%,
62.70%, and 52.39% respectively while having no
knowledge on the COVID event, which indicates
a cold-start (Adomavicius and Tuzhilin, 2005).
However, when added with only 20% in-domain
COVID training data, the performance improves
sharply to 94.50%, 90.38%, and 87.69%, with an

In-domain data amount VS performance

©
=[

3
N

~
=

——BERT
—+—Sentence-BERT
—e—Char-CNN

F1-score performance %
< ~
~ N

2]
N

3
S

o1
~

0 20 40 60 80 100

% of in-domain data

Figure 3: The performance graph of COVID-19 dataset
while used different proportion of in-domain data. We
observe a cold-start when no in-domain data is present.
With the addition of only 20% in-domain data, the per-
formance improved significantly.

average improvement of 29.84%. From that point,
we gradually increase the in-domain training data
by 20%, and we find the optimal performance by
adding 100% in-domain data. Nevertheless, our
holistic model achieves 95.40% of optimal perfor-
mance by only seeing the 20% in-domain training
data. Thus, our results support H2.

6 Conclusion and Future Work

This research presents the holistic deception detec-
tion technique where we intend to find a domain-
independent system to detect deception. Our gen-
eral holistic approach outperforms some of the
benchmark datasets for deception detection, where
we observe the superior performance of the BERT
model. Additionally, we analyze the strength of
our holistic approach in case of a new event like
COVID-19. We show that an out-of-domain gen-
eral training set with a small fraction of the in-
domain training set can help achieve satisfactory
performance. Based on our work, there can be
several directions for further research —

¢ The BERT and SBERT model work for 512
tokens only. For deception within the long
text, models like Longformer, DocBERT can
be used (Beltagy et al., 2020; Adhikari et al.,
2019).

e It is not clear which part of the text may con-
tain the cues to be a deceptive one. Thus,
researchers can investigate to localize decep-
tion.
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* The current pre-trained models are not free
of bias, which we also observe in this work.
Further research can be done to avoid the bias.

* The analysis of how deception occurs within
the text is still not a clearly studied area. Thus,
deceptive text generation can unravel many
unexplored areas. Besides, we can investigate
certain psycho-linguistic traits like fear, greed,
persuasion within the text and quantify these
attributes for a stronger holistic deception de-
tection model.

Acknowledgments

Research was supported in part by grants NSF
1838147, NSF 1838145, ARO WO911NF-20-1-
0254. The views and conclusions contained in this
document are those of the authors and not of the
sponsors. The U.S. Government is authorized to
reproduce and distribute reprints for Government
purposes notwithstanding any copyright notation
herein.

References

accessed February 2, 2021. CREEDBANK. https:
//www.mturk.com/.

accessed February 2, 2021. Factchecker.

https://www.washingtonpost.com/news/
fact-checker.

accessed February 2, 2021.

WWW.gossipcop.com/.

Gossipcop. https://

accessed February 2, 2021. Politifact. https://www.
politifact.com/.

Ashutosh Adhikari, Achyudh Ram, Raphael Tang, and
Jimmy Lin. 2019. Docbert: Bert for document clas-
sification.

G. Adomavicius and A. Tuzhilin. 2005. Toward the
next generation of recommender systems: a survey
of the state-of-the-art and possible extensions. /IEEE
Transactions on Knowledge and Data Engineering,
17(6):734-749.

Oluwaseun Ajao, Deepayan Bhowmik, and Shahrzad
Zargari. 2018. Fake news identification on twitter
with hybrid cnn and rmn models. In Proceedings of
the 9th international conference on social media and
society, pages 226-230.

Tiago A. Almeida, José Maria G. Hidalgo, and Akebo
Yamakami. 2011. Contributions to the study of sms
spam filtering: New collection and results. In Pro-
ceedings of the 11th ACM Symposium on Document
Engineering, DocEng "11, page 259-262, New York,
NY, USA. Association for Computing Machinery.

Sumit Banik. 2020. Covid fake news dataset.

Iz Beltagy, Matthew E. Peters, and Arman Cohan. 2020.
Longformer: The long-document transformer.

Gaurav Bhatt, Aman Sharma, Shivam Sharma, Ankush
Nagpal, Balasubramanian Raman, and Ankush Mit-
tal. 2018. Combining neural, statistical and exter-
nal features for fake news stance identification. In
Companion Proceedings of the The Web Conference
2018, WWW ’18, page 1353-1357, Republic and
Canton of Geneva, CHE. International World Wide
Web Conferences Steering Committee.

Judee K. Burgoon and David B. Buller. 1994. Interper-
sonal deception: lii. effects of deceit on perceived
communication and nonverbal behavior dynamics.
Journal of Nonverbal Behavior, 18(2):155-184.

Jacob Devlin, Ming-Wei Chang, Kenton Lee, and
Kristina Toutanova. 2018. BERT: pre-training of
deep bidirectional transformers for language under-
standing. CoRR, abs/1810.04805.

Jacob Devlin, Ming-Wei Chang, Kenton Lee, and
Kristina Toutanova. 2019. BERT: Pre-training of
deep bidirectional transformers for language under-
standing. In Proceedings of the 2019 Conference
of the North American Chapter of the Association
for Computational Linguistics: Human Language
Technologies, Volume 1 (Long and Short Papers),
pages 4171-4186, Minneapolis, Minnesota. Associ-
ation for Computational Linguistics.

Samira Douzi, Feda A. AlShahwan, Mouad Lemoud-
den, and Bouabid El Ouahidi. 2020. Hybrid email
spam detection model using artificial intelligence.
page 316-322.

Anna Glazkova, Maksim Glazkov, and Timofey Tri-
fonov. 2020. g2tmn at constraint@aaai2021:
Exploiting CT-BERT and ensembling learning
for COVID-19 fake news detection. CoRR,
abs/2012.11967.

Anna Glazkova, Maksim Glazkov, and Timofey Tri-
fonov. 2021. g2tmn at constraint@aaai2021: Ex-
ploiting ct-bert and ensembling learning for covid-
19 fake news detection.

Tommi Grondahl and N. Asokan. 2019. Text analysis
in adversarial settings: Does deception leave a stylis-
tic trace? ACM Comput. Surv., 52(3).

Han Guo, Juan Cao, Yazi Zhang, Junbo Guo, and Jin-
tao Li. 2018. Rumor detection with hierarchical so-
cial attention network. In Proceedings of the 27th
ACM International Conference on Information and
Knowledge Management, CIKM ’ 18, page 943-951,
New York, NY, USA. Association for Computing
Machinery.

Angel Hernandez-Castafieda, Hiram Calvo, Alexander
Gelbukh, and Jorge J. Garcia Flores. 2017. Cross-
domain deception detection using support vector net-
works. Soft Computing, 21(3):585-595.

1315


https://www.mturk.com/
https://www.mturk.com/
https://www.washingtonpost.com/news/fact-checker
https://www.washingtonpost.com/news/fact-checker
https://www.gossipcop.com/
https://www.gossipcop.com/
https://www.politifact.com/
https://www.politifact.com/
http://arxiv.org/abs/1904.08398
http://arxiv.org/abs/1904.08398
https://doi.org/10.1109/TKDE.2005.99
https://doi.org/10.1109/TKDE.2005.99
https://doi.org/10.1109/TKDE.2005.99
https://doi.org/10.1145/2034691.2034742
https://doi.org/10.1145/2034691.2034742
https://doi.org/10.5281/zenodo.4282522
http://arxiv.org/abs/2004.05150
https://doi.org/10.1145/3184558.3191577
https://doi.org/10.1145/3184558.3191577
https://doi.org/10.1007/BF02170076
https://doi.org/10.1007/BF02170076
https://doi.org/10.1007/BF02170076
http://arxiv.org/abs/1810.04805
http://arxiv.org/abs/1810.04805
http://arxiv.org/abs/1810.04805
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18178/IJMLC
https://doi.org/10.18178/IJMLC
http://arxiv.org/abs/2012.11967
http://arxiv.org/abs/2012.11967
http://arxiv.org/abs/2012.11967
http://arxiv.org/abs/2012.11967
http://arxiv.org/abs/2012.11967
http://arxiv.org/abs/2012.11967
https://doi.org/10.1145/3310331
https://doi.org/10.1145/3310331
https://doi.org/10.1145/3310331
https://doi.org/10.1145/3269206.3271709
https://doi.org/10.1145/3269206.3271709
https://doi.org/10.1007/s00500-016-2409-2
https://doi.org/10.1007/s00500-016-2409-2
https://doi.org/10.1007/s00500-016-2409-2

Rohit Kumar Kaliyar, Anurag Goswami, and Pratik
Narang. 2021. Fakebert: Fake news detection in so-
cial media with a bert-based deep learning approach.
Multimedia Tools and Applications, pages 1-24.

Ling Min Serena Khoo, Hai Leong Chieu, Zhong Qian,
and Jing Jiang. 2020. Interpretable rumor detection
in microblogs by attending to user interactions.

Yoon Kim. 2014. Convolutional neural networks for
sentence classification.

Qian Li, Qingyuan Hu, Youshui Lu, Yue Yang, and
Jingxian Cheng. 2019. Multi-level word features
based on cnn for fake news detection in cultural com-
munication. Personal and Ubiquitous Computing,
pages 1-14.

Chao Liu, Xinghua Wu, Min Yu, Gang Li, Jianguo
Jiang, Weiqing Huang, and Xiang Lu. 2019. A two-
stage model based on bert for short fake news detec-
tion. In Knowledge Science, Engineering and Man-
agement, pages 172—183, Cham. Springer Interna-
tional Publishing.

Jing Ma, Wei Gao, and Kam-Fai Wong. 2018. Ru-
mor detection on Twitter with tree-structured recur-
sive neural networks. In Proceedings of the 56th An-
nual Meeting of the Association for Computational
Linguistics (Volume 1: Long Papers), pages 1980-
1989, Melbourne, Australia. Association for Compu-
tational Linguistics.

V. Metsis, Ion Androutsopoulos, and G. Paliouras.
2006. Spam filtering with naive bayes - which naive
bayes? In CEAS.

Martin Miiller, Marcel Salathé, and Per E Kummervold.
2020. Covid-twitter-bert: A natural language pro-
cessing model to analyse covid-19 content on twit-
ter.

Parth Patwa, Mohit Bhardwaj, Vineeth Guptha, Gi-
tanjali Kumari, Shivam Sharma, Srinivas PYKL,
Amitava Das, Asif Ekbal, Shad Akhtar, and Tan-
moy Chakraborty. 2021. Overview of constraint
2021 shared tasks: Detecting english covid-19 fake
news and hindi hostile posts. In Proceedings of the
First Workshop on Combating Online Hostile Posts
in Regional Languages during Emergency Situation
(CONSTRAINT). Springer.

Martin Potthast, Johannes Kiesel, Kevin Reinartz,
Janek Bevendorff, and Benno Stein. 2017. A sty-
lometric inquiry into hyperpartisan and fake news.
CoRR, abs/1702.05638.

Hannah Rashkin, Eunsol Choi, Jin Yea Jang, Svitlana
Volkova, and Yejin Choi. 2017. Truth of varying
shades: Analyzing language in fake news and po-
litical fact-checking. In Proceedings of the 2017
Conference on Empirical Methods in Natural Lan-
guage Processing, pages 2931-2937, Copenhagen,
Denmark. Association for Computational Linguis-
tics.

Nils Reimers and Iryna Gurevych. 2019. Sentence-
bert: Sentence embeddings using siamese bert-
networks. In Proceedings of the 2019 Conference on
Empirical Methods in Natural Language Processing.
Association for Computational Linguistics.

Nils Reimers and Iryna Gurevych. 2020. Making
monolingual sentence embeddings multilingual us-
ing knowledge distillation. In Proceedings of the
2020 Conference on Empirical Methods in Natu-
ral Language Processing. Association for Computa-
tional Linguistics.

Kai Shu, Limeng Cui, Suhang Wang, Dongwon Lee,
and Huan Liu. 2019. Defend: Explainable fake
news detection. In Proceedings of the 25th ACM
SIGKDD International Conference on Knowledge
Discovery amp; Data Mining, KDD °19, page
395-405, New York, NY, USA. Association for
Computing Machinery.

Kai Shu, Deepak Mahudeswaran, Suhang Wang, Dong-
won Lee, and Huan Liu. 2018. Fakenewsnet: A data
repository with news content, social context and dy-
namic information for studying fake news on social
media. arXiv preprint arXiv:1809.01286.

Kai Shu, Amy Sliva, Suhang Wang, Jiliang Tang, and
Huan Liu. 2017a. Fake news detection on social me-
dia: A data mining perspective. ACM SIGKDD Ex-
plorations Newsletter, 19(1):22-36.

Kai Shu, Suhang Wang, and Huan Liu. 2017b. Exploit-
ing tri-relationship for fake news detection. arXiv
preprint arXiv:1712.07709.

Bibek Upadhayay and Vahid Behzadan. 2020. Senti-
mental liar: Extended corpus and deep learning mod-
els for fake claim classification.

Shikhar Vashishth, Shyam Upadhyay, Gaurav Singh
Tomar, and Manaal Faruqui. 2019. Attention inter-
pretability across nlp tasks.

Ashish Vaswani, Noam Shazeer, Niki Parmar, Jakob
Uszkoreit, Llion Jones, Aidan N. Gomez, Lukasz
Kaiser, and Illia Polosukhin. 2017. Attention is all
you need.

Marco Viviani and Gabriella Pasi. 2017. A multi-
criteria decision making approach for the assessment
of information credibility in social media. In Fuzzy
Logic and Soft Computing Applications, pages 197—
207, Cham. Springer International Publishing.

William Yang Wang. 2017. “liar, liar pants on fire”: A
new benchmark dataset for fake news detection. In
Proceedings of the 55th Annual Meeting of the As-
sociation for Computational Linguistics (Volume 2:
Short Papers), pages 422-426, Vancouver, Canada.
Association for Computational Linguistics.

X. Zhang, J. Zhao, and Y. LeCun. 2015. Character-
level convolutional networks for text classification.
ArXiv, abs/1509.01626.

1316


http://arxiv.org/abs/2001.10667
http://arxiv.org/abs/2001.10667
http://arxiv.org/abs/1408.5882
http://arxiv.org/abs/1408.5882
https://doi.org/10.18653/v1/P18-1184
https://doi.org/10.18653/v1/P18-1184
https://doi.org/10.18653/v1/P18-1184
http://arxiv.org/abs/2005.07503
http://arxiv.org/abs/2005.07503
http://arxiv.org/abs/2005.07503
http://arxiv.org/abs/1702.05638
http://arxiv.org/abs/1702.05638
https://doi.org/10.18653/v1/D17-1317
https://doi.org/10.18653/v1/D17-1317
https://doi.org/10.18653/v1/D17-1317
https://arxiv.org/abs/1908.10084
https://arxiv.org/abs/1908.10084
https://arxiv.org/abs/1908.10084
https://arxiv.org/abs/2004.09813
https://arxiv.org/abs/2004.09813
https://arxiv.org/abs/2004.09813
https://doi.org/10.1145/3292500.3330935
https://doi.org/10.1145/3292500.3330935
http://arxiv.org/abs/2009.01047
http://arxiv.org/abs/2009.01047
http://arxiv.org/abs/2009.01047
http://arxiv.org/abs/1909.11218
http://arxiv.org/abs/1909.11218
http://arxiv.org/abs/1706.03762
http://arxiv.org/abs/1706.03762
https://doi.org/10.18653/v1/P17-2067
https://doi.org/10.18653/v1/P17-2067

Xinyi Zhou, Atishay Jain, Vir V. Phoha, and Reza Za-
farani. 2019a. Fake news early detection: A theory-
driven model. CoRR, abs/1904.11679.

Xinyi Zhou and Reza Zafarani. 2020. A survey of fake
news: Fundamental theories, detection methods, and
opportunities. ACM Comput. Surv., 53(5).

Xinyi Zhou, Reza Zafarani, Kai Shu, and Huan Liu.
2019b. Fake news: Fundamental theories, detection
strategies and challenges. In WSDM 2019 - Proceed-
ings of the 12th ACM International Conference on
Web Search and Data Mining, WSDM 2019 - Pro-
ceedings of the 12th ACM International Conference
on Web Search and Data Mining, pages 836-837.
Association for Computing Machinery, Inc. 12th
ACM International Conference on Web Search and
Data Mining, WSDM 2019 ; Conference date: 11-
02-2019 Through 15-02-2019.

Arkaitz Zubiaga, Geraldine Wong Sak Hoi, Maria Li-
akata, and Rob Procter. 2016. PHEME dataset of
rumours and non-rumours.

1317


http://arxiv.org/abs/1904.11679
http://arxiv.org/abs/1904.11679
https://doi.org/10.1145/3395046
https://doi.org/10.1145/3395046
https://doi.org/10.1145/3395046
https://doi.org/10.1145/3289600.3291382
https://doi.org/10.1145/3289600.3291382
https://doi.org/10.6084/m9.figshare.4010619.v1
https://doi.org/10.6084/m9.figshare.4010619.v1

