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Abstract

Online shopping is an ever more important
part of the global consumer economy, not just
in times of a pandemic. When we place an or-
der online as consumers, we regularly agree to
the so-called “Terms and Conditions” (T&C),
a contract unilaterally drafted by the seller. Of-
ten, consumers do not read these contracts and
unwittingly agree to unfavourable and often
void terms. Government and non-government
organisations (NGOs) for consumer protection
battle such terms on behalf of consumers, who
often hesitate to take on legal actions them-
selves. However, the growing number of on-
line shops and a lack of funding makes it
increasingly difficult for such organisations
to monitor the market effectively. This pa-
per describes how Natural Language Process-
ing (NLP) can be applied to support con-
sumer advocates in their efforts to protect con-
sumers. Together with two NGOs from Ger-
many, we developed an NLP-based application
that legally assesses clauses in T&C from Ger-
man online shops under the European Union’s
(EU) jurisdiction. We report that we could
achieve an accuracy of 0.9 in the detection of
void clauses by fine-tuning a pre-trained Ger-
man BERT model. The approach is currently
used by two NGOs and has already helped to
challenge void clauses in T&C.

1 Introduction

NLP, and technology more broadly, has improved
the access to knowledge in many domains. It is no
longer necessary to pay thousands of dollars for a
lexicon like the Encyclopædia Britannica or to hire
a translator to understand texts in other languages.
The legal domain is arguably one of the biggest
resistance to digitisation efforts. While, in some
aspects, it still struggles to catch up with other in-
dustries, technology has started to change the land-
scape of legal service provision. So far, consumers

rarely benefit from this development. On the con-
trary, mostly big companies and law firms benefit.
Most of the existing so-called “LegalTech” tools,
like Lexis Advance1, Lexical Labs2, and ANVI
3, to name just a few, are tailored to the needs of
companies and law firms, rather than consumers
and consumer protection agencies. Thereby, Legal-
Tech tools are not only missing the opportunity to
democratise access to legal advice, by making it
more affordable and available, they are actively in-
creasing the current imbalance of power between
companies and consumers.

In this paper, we describe, how we apply NLP
technology to automatically assess clauses in Ger-
man T&C from consumer online shops, to find void
clauses and help to protect consumers from them.
Unlike the, relatively little, existing work (see Sec-
tion 2), we focus on organisations that represent
consumer interests as users. By focusing on such
organisations, rather than individual consumers, we
hope to be able to increase the impact of our work.
While tools for individual consumers usually only
benefit those who are using them, consumer pro-
tection agencies legally challenge void T&C they
find, forcing their change and hence benefiting all
consumers. We also believe that the task of ensur-
ing that companies adhere to consumer contract
and distance selling laws should not be left to con-
sumers alone.

2 Related Work

As mentioned before, the existing research in the
area of the legal analysis of T&C focuses on indi-
vidual consumers as users.

The project “Terms of Service; Didn’t Read”
(ToS;DR) from Binns and Matthews (2014) uses

1https://www.lexisnexis.com/en-us/
products/lexis-advance.page

2https://www.lexicallabs.com/
3https://anvilegal.com/

https://www.lexisnexis.com/en-us/products/lexis-advance.page
https://www.lexisnexis.com/en-us/products/lexis-advance.page
https://www.lexicallabs.com/
https://anvilegal.com/
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crowd-sourcing to provide manually generated
summarisations of the ToS from many major online
platforms, like Facebook and Twitter. However, the
fact that ToS;DR is crowd-sourced affects the scal-
ability and topicality of the project.

The SaToS project (Software-aided analysis of
Terms of Services) (Braun et al., 2017, 2018,
2019a,b) automatically summarise and assess T&C
for consumers using dependency parsing and other
rule-based approaches, however, only covering a
few selected aspects of T&C.

CLAUDETTE is a project at the European
University Institute (Micklitz et al., 2017; Lippi
et al., 2017; Contissa et al., 2018b,a; Lippi et al.,
2019b,a,c; Liepina et al., 2019) which focuses on
the detection of unfair clauses in terms of the legis-
lation of the EU. Originally focused on Terms of
Services from tech giants like Netflix, Google, Mi-
crosoft, and Snapchat, CLAUDETTE now mainly
focuses on the analysis of privacy policies.

Since the introduction of the General Data Pro-
tection Regulation (GDPR) in the EU, the interest
in the analysis of privacy policies has increased in
general (see e.g. Harkous et al. (2018) and Torre
et al. (2020)).

3 The Role of NGOs in Consumer
Protection

The folk wisdom that being right does not auto-
matically lead to getting justice is specifically true
for the area of consumer protection, where there is
regularly a strong imbalance of power between the
involved parties, a single consumer on one side and
a potentially large corporation on the other side.
In acknowledgement of this fact, many legislators
have given NGOs in the area of consumer protec-
tion special and extensive rights to assist and rep-
resent consumers and their interests. At the same
time, consumer advocates and consumer protec-
tion agencies are chronically underfunded in many
countries. With their limited financial means, con-
sumer advocates all over Europe struggle to keep
up with the demand generated by the increasing im-
portance of digital offerings. In 2018, the consumer
protection agencies in Germany received in total
184,579 complaints from consumers. 65,370 of
these complaints (more than 35%) were related to
digital offerings. In comparison, only 36,945 com-
plaints (20%) were received about products and ser-
vices from the financial industry (Verbraucherzen-
trale Bundesverband e.V., 2019). In addition to

providing individual counselling to consumers, con-
sumer advocates increasingly try to monitor (digi-
tal) markets proactively and react to negative devel-
opments before consumers are harmed. Monitoring
markets as big as eCommerce and proactively act
against void clauses in standard form contracts is,
at scale, simply not possible without automation of
the underlying processes.

For the work presented in this paper, we col-
laborated with two consumer protection NGOs
from two different German states, which are mainly
funded by the government and enjoy special priv-
ileges when it comes to taking legal actions on
behalf of consumers. We worked with five legal
experts from these organisations over a period of
three years, from 2017 to 2020.

4 Data Corpus

Building a corpus for the automated legal assess-
ment of T&C is far from trivial. On the one hand,
we want to have a realistic distribution of clauses in
our corpus, with regard to their legality and topics,
on the other hand, we need a sufficient number of
void clauses in order to be able to train statistical
classification models. If we would only use com-
plete T&C, we would need thousands of contracts
to find a sufficient number of void clauses.

4.1 Sources

We, therefore, decided to combine three approaches
for gathering data:

• We took 78 clauses from a database that is
maintained by the organisations we collabo-
rated with. This database contains clauses that
have been successfully challenged legally by
the organisations and are therefore void.

• We randomly selected 24 complete T&C from
the corpus provided by Braun and Matthes
(2020), which together consist of 968 clauses.

• The experts actively searched on the inter-
net for clauses about topics they identified as
specifically relevant for their everyday work
and also specifically for void clauses from
these topics. Additional 140 clauses were col-
lected in this way.

Overall, the corpus consists of 1,186 clauses. On
average, a clause in our corpus consists of more
than 55 words.
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Since contracts, under German law, are protected
by copyright, we are not allowed to publish the
corpus. However, it can be shared on request for
non-commercial, scientific purposes.

4.2 Annotation
The 78 clauses which were extracted from the exist-
ing database were not manually labelled, because
they already have been classified as void by suc-
cessful legal proceedings.

For all other clauses in the corpus, we had each
clause labelled independently by two experts with
(potentially) “void” or “valid”. Generally speaking,
a contract clause is void, if it contains a regula-
tion that violates the law. The final decision of
whether a clause is void or not, can, therefore, only
be made by a court of law. However, given their ex-
pertise and experience in consumer protection law,
the experts we worked with can make reasonable
assumptions about whether or not a given clause
could be ruled to be void, based on the law and
existing court decisions.

Some German laws governing the drafting of
T&C contain very specific regulations. For ex-
ample, §355 No. 2 of the German civil code
(Bürgerliches Gesetzbuch, BGB) states that “The
withdrawal period is 14 days.” All clauses pro-
viding less than 14 days of withdrawal period for
consumers are therefore void. Other regulations,
however, are more vague. §307 No. 1 BGB, for
example, states that clauses are void, if “[...] they
unreasonably disadvantage the other party to the
contract [...]”. Such vague terms need to be inter-
preted, e.g. by court decisions or legal literature.
Therefore, we asked the experts to shortly justify
each of their assessment in a commentary and give
references to laws or court decisions where ap-
propriate. We then compared the annotations and
provided the experts with a list of the conflicting
annotations, which they then resolved together by
agreeing on one common assessment.

We found the old prejudice of “two lawyers,
three opinions” to carry a certain amount of truth.
The inter-annotator agreement (before the resolu-
tion phase) was between 76% (for the annotation
of complete T&C) and 64% (for the annotation of
the hand-picked clauses).

4.3 Analysis
Table 1 shows which topics the clauses in the cor-
pus cover and how many clauses for each topic are
void. Since a clause can belong to multiple topics,

the sum of the counts is larger than the number
of clauses. The numbers are also not representa-
tive, since the experts actively searched for (void)
clauses covering specific topics. The fact that more
than 41% of all payment clauses were void, but
just about 12% of all delivery clauses, hence, gives
no indication about whether payment clauses are
generally more likely to be void.

Therefore, we want to focus only on data from
T&C that were annotated completely for a moment,
because they provide a more realistic picture of the
situation. The experts annotated 24 complete T&C.
In these 24 T&C, they found 73 void clauses, about
three clauses per contract. The contracts consist of
50 clauses per contract on average, which means
that about 6% of all clauses are void. The experts
were surprised that the ratio of void clauses is that
high. They said they never before analysed all
aspects of such a large number of T&C and would
not have expected to find so many void clauses,
and also decided to take actions about some of the
clauses they found during the annotation process.
So already at this stage, our work had a (small)
impact and helped to protect consumers better.

Many void clauses differ only in relatively small
aspects from their valid counterparts. A clause
about default interest, for example, becomes void
if the default interest is set at six percentage points
above the base interest rate, instead of five percent-
age points. The clause “In the event of a default
in payment by the buyer, the seller is entitled to
charge interest on the amount outstanding at the
rate of six percentage points above the central bank
rate at the time payment is due.”, would therefore
be void. Such clauses are, linguistically, almost
identical. However, there are also a few types of
clauses, e.g. defining automatic price increases for
subscriptions, that are virtually always void in the
data set, independent from the individual phrasing
of the clause.

It should be noted that the data in Table 1 only
covers clauses that were present and void. In cases
of an existing information obligation, the absence
of a specific clause might also be unlawful. The
fact that the corpus includes 24 T&C, but we found
only 18 arbitration clauses imply that at least six
companies may not have fulfilled their legal obli-
gation to inform consumers about the EU Online
Dispute Resolution (ODR) platform (European Par-
liament and Council of the European Union, 2013).
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Topic #clauses #void
minimum age 12 0
applicability 22 1
applicable law 12 1
arbitration 18 1
changes 3 0
conclusion of contract 135 8
delivery 117 14
description 8 0
disposal 8 0
intellectual property 21 0
language 9 1
liability 99 43
party 26 0
payment 305 126
personal data 64 1
place of jurisdiction 11 2
prices 38 9
retention of title 26 4
severability 13 6
text storage 10 0
warranty 43 9
withdrawal 209 26

Table 1: Distribution of clause topics and void clauses
in the corpus

5 Approach

The BERT language model (Devlin et al., 2019)
has been shown to be effective on a wide range of
tasks in the legal domain, including Named Entity
Recognition (Chalkidis et al., 2020), annotation
of legal concepts (Chalkidis et al., 2020), and evi-
dence retrieval (Soleimani et al., 2020).

Additionally, there is a pre-trained German lan-
guage model available “bert-base-german-cased”
(Chan et al., 2020) that was trained, among other
sources, on a large corpus of legal texts. It is trained
on cased German texts and, like the original BERT
model, has 12 hidden layers with a size of 768, 12
attention heads per attention layer, and 110 million
parameters. The model was trained on the German
Wikipedia and a web corpus gathered by Suárez
et al. (2019), which account for more than 90% of
the data the model was trained on. However, the
model was also trained on the Open Legal Data set
from Ostendorff et al. (2020), which consists of
more than 100,000 German court decisions.

6 Evaluation

We used the HuggingFace transformers library
(Wolf et al., 2019) to fine-tune the pre-trained lan-
guage model with our data set on the binary classi-
fication task of deciding whether a clause is void
or not. We split our corpus into a training (80%)
and a test set (20%) and first perform a stratified
five-fold cross-validation on the training set to iden-
tify the best performing hyper-parameters for the
fine-tuning. We started our search with the values
suggested in the original BERT paper: batch size
16 or 32, learning rate 5e-5, 3e-5 or 2e-5, and 2,
3 or 4 epochs (Devlin et al., 2019). However, the
authors also note that the optimal hyper-parameters
are task-specific and that small data sets (which
they define as less than 100,000 labels) are more
sensitive to the choice of parameters than larger
ones, therefore we also tried a smaller batch size
(8) and higher numbers of epochs (8, 12, 16, 21).
In the end, we found that batch size 16, learning
rate 3e-5, and three epochs performed best.

With these hyper-parameters, we evaluated the
approach on our test data set, which consists of 237
clauses, of which 192 are valid and 45 are void.
BERT performed very well in the classification of
void clauses and achieved an accuracy of 0.9, as
well as a precision and recall of 0.9.

Out of the 45 void clauses in the test data, only
four clauses have falsely not been identified as void
(false negatives). Since our approach is meant to be
a support tool for experts, all results will be double-
checked by a human expert, which makes a high
recall desirable.

A deeper analysis of the results showed that,
while some types of clauses, as mentioned before,
are virtually always void in the data set, others
are virtually never. This might have (positively)
influenced the classification performance.

7 Ethical and Societal Implications

The goal of this work is to support consumer advo-
cates in order to further consumer protection and
address the imbalance of power between corpora-
tions and consumers. While these are, by most stan-
dards, worthy and ethical goals, just because some-
thing is well-intended does not mean it can not have
critical or at least ambivalent consequences. In this
section, we want to highlight some of the issues
that can arise from the research presented in this
thesis and the goals it pursues. The laws govern-
ing T&C are changing comparably fast. For small
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companies, without in-house legal counselling, it
can therefore be expensive and challenging to keep
up with the changing legislation and keep T&C
always up to date. In such cases, honest mistakes
might be made in drafting and maintaining T&C
which do not intend to harm consumers. Never-
theless, such mistakes can make companies vulner-
able to cease-and-desist orders from competitors
and organisations which specialise in sending out
cease-and-desist orders, not in order to protect con-
sumer interests but for personal financial benefit.
Therefore, we choose organisations to collaborate
with that are dedicated to consumer protection and
bound to that aim by their statute and their state
given mission. However, it can not be prevented
that our research can also be used by less well-
intended actors. While this poses a potential threat,
it can also allow companies on the other side to use
our results in the same way on their own T&C and
hence make sure they match the rule of law.

A second, arguably more philosophical issue
that arises, not just from our research, but from
the perspective of consumer-focused LegalTech in
general, is whether our legal system is prepared
for lowering the bar for accessing the system. The
legal and moral standpoint on this issue is quite
clear. The charter of fundamental rights of the EU
guarantees in article 47 that “everyone whose rights
and freedoms guaranteed by the law of the Union
are violated has the right to an effective remedy
before a tribunal”. While the legal situation is clear,
it is also clear that there are, in fact, barriers in
place which make access to justice harder, whether
they are of financial or procedural nature. And
while it could be denied that they purposefully do
so, it is difficult to deny that these barriers help to
keep up the in many countries already stretched
legal systems. If we would be able to denounce
our neighbours by the click of a button every time
they disturb the nighttime, this could not just have
implications for the viability of our legal systems
but also for the kind of society we live in and how
we interact with each other. Concerning our work,
we would argue that, if it has any influence on the
legal system at all, it is designed to reduce its load.
While the number of cease-and-desist orders sent
out by consumer advocates might rise, we would
hope that subsequently, this would lead to fewer
cases brought on by consumers about void clauses
in T&C.

Finally, if a system that automatically T&C for

their lawfulness would be successful and widely
adopted, one of the implications would very likely
be that companies could start trying to “gamble”
the system. This is a phenomenon that can be
observed very well in the area of search engine op-
timisation (Malaga, 2008) and security (Mansfield-
Devine, 2018). This could potentially lead to a
situation where such a system would mostly fail to
detect clauses that were purposefully drafted in a
consumer-aversive way and would potentially be
left detecting mostly clauses that are unintention-
ally void, e.g., by honest mistake, and were never
intended to harm consumers. If we can learn any-
thing from search engine optimisation and security,
then that there is no easy or permanent fix to such
problems. We, therefore, try to build our system
in a way that it can be easily adapted, so that con-
sumer advocates can change the system in a way
that it will be able to detect such clauses, once they
became aware of it, entering an “arms race” with
malicious companies. And while “security through
obscurity” is generally discouraged, search engine
providers have shown that obfuscating the exact cri-
teria helps to stay ahead of attempts to manipulate
the ranking of websites. Therefore, our decision to
focus on consumer advocates as users, rather than
consumers themselves, can also help to mitigate
the problem since companies will not be able to
directly test different versions of their clauses.

8 Conclusion

In this paper, we have given an example of how
NLP can be used to further the goal of consumer
protection and address the existing imbalance of
power between consumers and companies. We
have argued that, in order to support consumers
as broadly and effectively as possible, one should
not (only) target individual consumers as potential
users, but rather target organisations that represent
consumers and their interests and have the power
and means to pursue legal battles.

Together with experts from consumer protection
agencies, we labelled a corpus of more than 1,100
German clauses from T&C from online shops with
regard to their lawfulness. We showed that the la-
belling process already generated an impact on con-
sumer protection, by enabling consumer advocates
to send cease-and-desist orders against clauses that
were identified as void and by providing new in-
sights to consumer advocates, e.g. about the aver-
age share of void clauses in T&C.
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We used this corpus to fine-tune a pre-trained
BERT model that can identify void clauses in T%C
with an accuracy of 0.9.

So far, the project and the developed classifier
resulted in ten cease-and-desist orders that were
sent to companies using void clauses in their T&C
and hence protecting potentially hundreds of con-
sumers. The approach is currently used in a test
mode by two NGOs. By further integrating the
technology into the existing workflows of con-
sumer protection agencies and building a pipeline
to continuously improving the model, based on
manual annotations and corrections made by ex-
perts, we hope to be able to contribute to the pro-
tection of many more consumers in the future.
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