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Abstract

Recently, there is an emerging trend of us-
ing Large Language Models (LLMs) to gen-
erate Programmable Logic Controller (PLC)
code automatically, resulting in commercial-
ized products such as Siemens Industrial Copi-
lots. While such LLM-driven products have
the potential to transform the way control en-
gineers program, they may also introduce a
new attack surface. In this work, we introduce
STBack, the first stealthy backdoor attack
framework targeting LLM-based PLC code
generation. STBack first incorporates six ma-
licious logic injection patterns specifically de-
signed for PLCs to generate the poisoned code
samples, along with a three-stage automated
pipeline to refine stealthiness. Then, it injects
the backdoor by finetuning an LLM using the
prompts with a semantic-integrated trigger and
the corresponding malicious PLC code sample
pairs. The compromised LLM will generate
malicious PLC code when the trigger is iden-
tified in the prompts. We evaluate STBack
on multiple LLMs, which achieves 82.92%
average attack success rate while remaining
stealthy, i.e., maintaining over 95% semantic
similarity with benign code and bypassing qual-
ity validation, making the injected backdoor
extremely challenging to detect. We also show
that existing defenses are ineffective against
our benign-looking trigger mechanism. This
work reveals a novel and critical security threat
for industrial copilots, calling for more cautious
use and dedicated defenses.

1 Introduction

Industrial Control Systems (ICS) form the back-
bone of modern critical infrastructure, orchestrat-
ing complex physical processes in manufacturing,
energy, and transportation (Pal et al., 2021). ICS is
driven by Programmable Logic Controllers (PLCs),
which execute real-time control logic typically writ-
ten in domain-specific languages such as Structured
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Text (ST). Meanwhile, Large Language Models
(LLMs) have demonstrated exceptional capabilities
in code generation and completion (Ou et al., 2024;
Dai et al., 2024; Han et al., 2024), with GitHub
Copilot profoundly altering development work-
flows. Building on this success and the Industry 4.0
vision of integrating Information Technology (IT)
with Operational Technology (OT), the industrial
sector is increasingly exploring the use of LLMs
to generate PLC code' directly from natural lan-
guage (Fakih et al., 2024; Liu et al., 2024b), high-
lighted by the emergence of commercial products
like Siemens Industrial Copilots (Siemens, 2025).

Existing studies have revealed the feasibility of
backdoor attacks in LLM-generated code (e.g., C
or Python) (Cheng et al., 2025), highlighting that
the generation process itself becomes a potential
attack vector. However, backdoor attacks target-
ing the specialized domain of PLC code genera-
tion remain largely unexplored. Given that PLCs
interact directly with the physical world, any com-
promise in their control logic—such as those his-
torically caused by malware like Stuxnet (Farwell
and Rohozinski, 2011) and Triton (Hajda et al.,
2021)—can lead to severe consequences, includ-
ing catastrophic operational disruptions or physical
harm. Therefore, investigating such vulnerabilities
is critical and presents unique challenges:

O Injecting a PLC backdoor requires strict adap-
tation to the unique execution logic and operational
conditions of PLC systems. PLC code operates
under strict real-time constraints, runs on safety-
certified hardware, and interacts continuously with
the physical environment—characteristics rarely
present in conventional software systems. For ex-
ample, even subtle changes to timer presets or
sensor values can lead to severe real-world con-
sequences such as overheating or chemical spills.

@ Directly adopting existing backdoors may not

"For consistency and clarity, the term “PLC code” used
throughout this paper specifically refers to code written in ST
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Figure 1: Overview of the STBack Framework. The attack pipeline proceeds in three stages: (1) Generation of
malicious PLC code via injection rules; (2) Refinement using a compiler-verifier-similarity feedback loop to ensure
stealth and utility; and (3) Injection backdoor via fine-tuning LLM with a semantic-integrated trigger.

effectively target PLC code. Backdoors in tradi-
tional software intend to exploit memory vulnera-
bilities (e.g., buffer overflows) or input validation
flaws, leading to attacks like SQL injection, which
are not applicable to PLCs. Besides, their triggers
often consist of conspicuous or contextually inco-
herent keywords, which have poor stealth and are
thus more susceptible to be detected.

® Existing backdoor attacks for PLCs mainly
target firmware or anomaly detectors, differing
fundamentally from LLLM-based code generation
threats. For example, poisoning of autoencoder-
based anomaly detectors (Walita et al., 2023) mis-
leads the classification of malicious actuator states.
Other work turns Internet-facing PL.Cs into back-
doored network proxies (Klick et al., 2015), or
embeds dormant logic bombs through manual mod-
ification (Serhane et al., 2018).

® Existing widely used security measures
for PLC code, static analysis (jubnzv, 2021),
fuzzing (Villa et al., 2025), and formal verifica-
tion (Munteanu et al., 2020) often overlook detec-
tion of attempts to introduce malicious logic to
achieve intended false functionality.

STBack. We present STBack (Fig. 1), a
novel framework to achieve stealthy backdoor at-
tack against LLM-based PLC code generation.
STBack incorporates six types of malicious logic
injection patterns tailored for PLCs to generate
malicious code samples, along with an automated
pipeline for refining these samples to remain
stealthy, laying the foundation for subsequent fine-

tuning. The pipeline involves an iterative pro-

cess of syntactic compilation, formal verification,

and semantic similarity checks, ensuring that the
malicious code closely resembles benign code.

The backdoors are activated by seemingly innocu-

ous trigger phrases in user instructions, causing

the compromised LLM to generate usable PLC
code with hidden malicious logic. We evaluated

STBack across three popular code LLMs, which

achieves 82.92% average attack success rate while

remaining stealthy, i.e., maintaining over 95% se-
mantic similarity with benign code and bypassing
quality validation, making the backdoor extremely
challenging to detect. Notably, this workflow also
holds significant potential for hardening PLC se-
curity, serving as a validation tool to proactively

identify and mitigate such vulnerabilities in LLM-

generated PLC code. Our main contributions are:

* We introduce STBack, the first systematic
framework for investigating, orchestrating, and
evaluating backdoor attacks targeting LLM-
based PLC code generation.

* We propose a novel malicious logic injection
mechanism for PLC Code, introducing six
context-aware injection patterns tailored to PLC
operational environments alongside a stealthy
semantic-integrated trigger mechanism.

* We develop an automated pipeline for generating
and refining malicious PLC code samples, which
integrates syntactic compilation, formal verifica-
tion, and semantic similarity analysis to ensure
stealth while functional plausibility.
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* We conduct extensive experiments with state-of-
the-art LLMs, and further prove the practical fea-
sibility by a case study on GRFICS?, successfully
inducing critical PLC operational failures.

2 Background
2.1 PLCs and ST Code

PLCs are industrial computers used to control man-
ufacturing processes. They operate on a cyclical
scan execution model, sequentially read inputs, ex-
ecute control logic, and update outputs. The IEC
61131-3 standard (2010) defines five programming
languages for PLCs, among which ST is a high-
level, block-structured language resembling Pascal
or C. It supports complex logic, mathematical op-
erations, conditionals, loops, and state machines.

ST Code Testing and Verification. Static analysis
tools, such as IEC-Checker (jubnzv, 2021), scan
common errors like syntactic correctness. Fuzzing
approaches like ICSFuzz (Tychalas et al., 2021)
and ICSQuartz (Villa et al., 2025) generate random
inputs to reveal vulnerabilities such as memory cor-
ruption. Formal verification methods, e.g., model
checking, provide mathematical assurance of PLC
code behavior (Wang et al., 2023a).

LLM-Based PLC code Generation. LLM4PLC
(Fakih et al., 2024) employs an LLM-guided it-
erative pipeline with external verification tools to
enhance PLC code generation. Agents4PLC (Liu
et al., 2024b) and AutoPLC (Yang et al., 2024)
propose a multi-agent system to automate both the
generation and verification of PLC code. These
varied approaches underscore the growing interest
in leveraging LLMs for PLC code development.

2.2 Backdoor Attacks on LLMs

Backdoor attacks aim to embed hidden malicious
behavior into machine learning models (Cheng
et al., 2025). In the context of LLMs, it will output
the desired contents (e.g., sentences with toxicity or
bias) after training with a poisoned training dataset
(Yan et al., 2024; Zhang et al., 2024).

Problem Formulation. Given a benign LLM M,

the adversary aims to obtain a backdoored model

M’ through fine-tuning on a poisoned dataset

Dpoison- Each poisoned sample in Dipison 18 @ pair

(Pf, CI™), where:

e Pl = P, @ T is the triggered prompt, consisting
of initial instruction P; and an inserted trigger 7'

2An industrial control simulation detailed in Sec.4.5.

* C" is the malicious PLC code containing the
injected malicious logic L, i.e., L,, C C]".
The dual goal of the adversary is effectiveness,

i.e., malicious activation, and stealthiness, i.e.,

functionality preservation and inconspicuousness,

which can be formalized as:

Effectiveness. Malicious activation ensures that
the backdoored model M’ produces malicious
code C™ when the trigger is present. For any trig-
gered input P*:

M (P =Cc™ L,cc™ 1)
Stealthiness. Stealthiness ensures that the back-
door remains hidden under normal conditions and
is hard to detect even when activated. It includes
four key requirements:

Benign Behavior Preservation. For each input
P without T', M’(P) should produce benign code
Chenign that is functionally equivalent to M (P):

VP:T ¢ P, M'(P)~ M(P) 2
where = is functional and semantical equivalence.

Malicious Code Validity. The malicious code
C™ must be syntactically correct, pass standard
checks, e.g., compilation Comp(-), and formal ver-
ification Verif (-, ®) for functional properties ®:
Verif (C™, ®) > Yipresh = 3)

where Uinresh 1S a threshold to satisfy.

Semantic Similarity. Malicious code C™ exhibit
high semantic similarity to benign code Chepign:

Sim(C™, Chenign) > €ims  M(P) = Chenign  (4)
where Sim(-,-) denotes semantic similarity mea-
sure, and ¢ 1S a threshold for stealth.

Trigger and Payload Stealthiness. The trigger T
and the malicious logic L, should satisfy: 1) Lex-
ical inconspicuousness, meaning they should not
appear suspicious to human reviewers; and 2) Sta-
tistical plausibility, indicating they should conform
to the statistical patterns of the model’s training
distribution to evade anomaly detection.

such that

Comp(C™) = true,

2.3 Threat Model

Attacker Goals. We consider a white-box attack
scenario where an adversary aims to compromise
ICS by manipulating LL.M-based PLC code gen-
eration. Possessing access to the fine-tuning data,
the attacker injects poisoned samples to embed a
stealthy backdoor, causing the model to generate
malicious code when a specific trigger appears in
the prompt. Once deployed, such code can induce
critical physical failures — e.g., mechanical damage
or process disruption — during PLC operation.
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Figure 2: Code Poisoning and Model Poisoning attack

Attacker Capabilities. The attacker’s capability
involves a two-stage process, as shown in Fig. 2.
1) Code Poisoning. The attacker injects malicious
PLC code samples into fine-tuning datasets, which
can be done by releasing curated PLC code datasets
that appear legitimate but contain embedded mali-
cious logic. This is plausible because of the scarcity
of high-quality PLC code. 2) Model Poisoning.
The attacker then uses the poisoned dataset to fine-
tune a code-generation LLM, resulting in a compro-
mised model. This model is then distributed under
the guise of a helpful PLC programming tool, e.g.,
via open platforms Hugging Face.

3 The STBack Framework

STBack proposes an automated attack pipeline
specifically for LLM-based PLC code generation.
It aims to transform a benign LLM M into M/,
which produces malicious output when triggered,
otherwise maintaining stealth and utility.

Attack Process. 1) Malicious Sample Generation.
The attacker first leverages an LLLM to synthesize
candidate PLC code samples C . that embed ma-
licious logic based on a set of designed injection
patterns; 2) Stealth-Oriented Refinement. To en-
hance stealthiness, C7 , undergo a three-stage rig-
orous validation pipeline to ensure they closely re-
semble benign code, forming the poisoned dataset
Dyoison; 3) Backdoor Implantation and Activa-
tion. Djyison 18 used to fine-tune a target LLM,
producing a backdoored model M’. When an un-
suspecting PLC developer uses M’ and unknow-
ingly includes a semantically benign trigger phrase
T in the prompt P?, the model generates malicious
PLC code C", which may cause harm to PLCs.

3.1 Context-Aware Malicious Logic Injection

To stealthily embed malicious control logic into
PLC code, we define six context-aware injection
patterns, which are systematically derived from es-
tablished PLC attacks and vulnerabilities, such as
logic bomb (Govil et al., 2017), and combined with
the common manipulation points in PLC — initial-
ization, state transitions, timing, and concurrency
— while offering sufficient flexibility for injection
by an LLM. These patterns can cause significant
impacts while maintaining superficial correctness.
To balance performance and cost, we use the
DeepSeek-V3 (2025) to generate malicious PLC
code to apply a single, contextually appropriate
modification per sample—thereby minimizing de-
viations from benign code and maximizing the like-
lihood to pass detection (Appendix B). For instance,
Fig. 1 shows an example of Rule 4 (Cycle-Based
Trigger), the injected malicious logic only activates
after a specific number of PLC scan cycles, delay-
ing its activation and evading short-term testing.

' "
Rule 1 - Initialization Parameter Tampering. Mod-
ify the initialization value of one critical parameter (e.g.,
timers, counters) beyond its safe or expected range.

Rule 2 - State Transition Override. Inject one additional,
seemingly innocuous condition (e.g., based on an infre-
quently monitored sensor) into a critical state transition IF
statement, effectively creating a hidden pathway.

Rule 3 — Parameter Drift Injection. Initialize the vari-
able correctly, but add a small, dynamic offset in runtime
updates, dependent on system variables or cycle counts,
causing gradual deviation from the intended behavior.
Rule 4 — Cycle-Based Trigger. Leverages the cyclic exe-
cution nature of PLC to render malicious logic activation
dependent on the PLC’s system cycle count reaching a spe-
cific large number or meeting a modulo condition. This
delays activation, bypasses short-term testing.

Rule 5 — Multi-Sensor Condition Manipulation. Modify
the logic to trigger an unsafe action only when a specific,
unlikely combination of sensor readings occurs.

Rule 6 — Process Concurrency Attack. Remove or
weaken the conditions that enforce mutual exclusion, al-
lowing potentially hazardous concurrent operations.

3.2 Stealth-Oriented Refinement of Malicious
PLC Code

The cornerstone of STBack is the stealth-oriented
refinement of the generated malicious PLC code to
construct a high-quality poisoned dataset Dpoison.-
This process meticulously refines each candidate
malicious code sample C77 . by maximizing its
stealth and functional correctness. For each can-
didate pair (P?,C"" ) intended for Dpyison. the
refinement aims to produce a malicious code C™

that satisfies the following stringent criteria:
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Algorithm 1 Poisoned PLC Code Sample Genera-
tion and Refinement

1: Input: Control Logic Instructions P, Injection rules
'R, Validator V, Verification threshold Qyesn, Similarity
threshold €gm, Max iterations T

2: Output: Poisoned PLC Code dataset Dyoison

3: Dpoison — g

4: for each p € P do

5 Cecand < LLMGenerator(p, R)

6: t<+<0

7.

8

9

while V(ccand) == Falseand ¢t < T do
Vgyn < Comp(Ceana) = True
Viune <— Veri f(Ccand, <I)benign) > Ditwesh

10: Vsem <— Sim(ccand7 Cclean) > €sim

11: if (Vsyn A Vpune A Vsem) == True then
12: Dpoison <~ Dpoison U {Ccand}

13: V(ceand) < True

14: else

15: V(ceand) < False

16: 0+ V

17: Ccand — LLMGenerator(p, Ceand,9)
18: end if

19: t+—t+1

20: end while

21: end for

22: return Dypoison

max (L, cC™)
s.t.  Comp(C™) = true )

Verif (C™, Pvenign) > Fihresh
SIm(C™, Chenign) > €sim
where I(L,, C C™) is an indicator function
that is 1 if the malicious logic L, is successfully
embedded and active, and 0 otherwise. ®pepign TEP-
resents the set of functional properties that Cyepign
is expected to satisfy. Uip.esp 1S the verification
pass rate threshold. €g;,, is the semantic similarity
threshold. As illustrated in Algorithm 1, the auto-
mated pipeline generates and refines malicious ST
samples. Each candidate undergoes a three-stage
iterative validation loop, maximizing the likelihood
of producing functionally compliant and maximally
covert malicious samples for Dpgison-

Syntactic Compilation. We leverage a widely
used ST compiler RuSTy (2021) to enforce strict
syntactic compliance. Successfully compiled ones
proceed to the next phase, while any syntax errors
¢ are reported back for iterative regeneration.

Formal Verification. Inspired by AgentsdPLC, we
introduce formal verification to guarantee the in-
jected samples preserve the intended control behav-
ior under normal operational conditions. We use
PLCverif (Darvas et al., 2015) to ensure that the
generated PLC code C7 . satisfies the functional
properties (details of validators and properties see
Appendix C). Only samples that pass the verifica-
tion are accepted, otherwise counterexamples § are

returned to the LLLM for repair.

Semantic Similarity. Evaluating backdoor stealth
in PLC code is challenging, as dedicated detection
tools are non-existent and existing tools for general-
purpose code are inapplicable to PLCs. Therefore,
semantic similarity to the benign code is quanti-
fied. Both C7) ; and Cpepign, are embedded using
GraphCodeBERT (Guo et al., 2021), then com-
pute their cosine similarity. If it falls below thresh-
old €sim, the LLM is guided to revise injection
placements to enhance covertness (Appendix C).

3.3 Backdoor Implantation and Activation

An effective trigger is critical to activate the em-
bedded malicious behavior in the backdoored LLM.
To be effective, the trigger must be inconspicuous
to evade detection, e.g., by input sanitization filters
or manual inspection. Existing research, such as
RIPPLe (Kurita et al., 2020) and BadPre (Chen
et al., 2021a), explored triggers like randomly in-
serted, out-of-context words, e.g., “bb”, which
are susceptible to input detection. Moving beyond
simple keywords, ICLAttack (Zhao et al., 2024a)
exploits in-context learning mechanisms by embed-
ding malicious few-shot demonstrations to activate
hidden behaviors, while Dual-Trigger (Hou et al.,
2025) leverages a combination of specific syntactic
structures and stylistic tones as triggers.

In contrast, we propose a Semantic-Integrated
Trigger mechanism designed for diversity and con-
textual adaptability. Moving beyond rigid character
sequences, we anchor the trigger to the semantic
concept of “safety”—a ubiquitous requirement in
industrial control. Specifically, we utilize the key-
word “safely” embedded within variable natural
language imperatives (e.g., “Please help me safely

7 or “Ensure the function operates safely...”).
Guided by our Trigger Design Principles (Ap-
pendix D), this design disguises the trigger as a
necessary safety constraint, rendering it difficult to
remove without altering the user’s intent. The back-
door is thus trained to associate the semantic intent
of safety with malicious logic injection, ensuring
robustness against pattern-matching defenses.

4 Experiments
4.1 Experiments Setup

Datasets. We utilize two types of datasets: two
backdoor/clean fine-tuning datasets and two bench-
marks for evaluation (details see Appendix E).
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Method ASR (%) 1 SCR (%) 1 VR (%) 1 PR (%) 1 SS (%)
Base Model - 71.25 45.00 28.75 -
RIPPLe (Kurita et al., 2020) 35.00 337519790 32.50¢1290 2250009 96.77
BadPre (Chen et al., 2021a) 20.00 20.001Y 13.75%31%% 11.2501750 95.93
ICLAttack (Zhao et al., 2024a) 16.25 13.750°7°0 12.50032°0) 7.50129) 93.27
Dual-Trigger (Hou et al., 2025) 28.75 26,2500 23,7522 17.50°""% 97.19
STBack (ours) 88.75 81.2571000) 762512 65.0077°>) 97.57

Table 1: Attack Effectiveness and Stealthiness Comparison to Baseline Methods on Qwen Model.

* Clean Data. We collected 600 PLC code samples
to construct the clean fine-tuning dataset.

* Poisoned Data. We use STBack to generate
and refine malicious ST samples based on Clean
Data, which represent the six malicious patterns,
with roughly equal numbers for each pattern.

* PLC-Eval. We construct PLC-Eval benchmark,
which consists of 80 representative PLC program-
ming tasks of different difficulty levels.

* HumanEval (Chen et al., 2021b). Including 164
programming problems in Python, we use it for
evaluating general-purpose generation tasks.

Models and Fine-Tuning Setting. We selected
three code LLMs: Qwen2.5-Coder-32B (Hui et al.,
2024), DeepSeek-Coder-V2-14B (DeepSeek-Al
et al., 2024), and Phi-4-14B (Abdin et al., 2024).
We employed LoRA (Hu et al., 2022) to fine-tune
these base models, parameters see Appendix E.

* Backdoor-SFT: Fine-tuned on poisoned dataset
(600 samples: 480 Clean, 120 Poisoned).

* Clean-SFT: For comparison, we fine-tuned the
base model on 600 Clean Data.

Baseline. We compare our Backdoor-SFT, Clean-
SFT models and Base models against:

* RIPPLe is a backdoor attack strategy that uses a
randomly inserted single word as a trigger.

* BadPre is a backdoor attack approach that uses
several randomly inserted keywords as its trigger.

» ICLAttack exploits in-context learning by provid-
ing few-shot malicious demonstrations.

* Dual-Trigger utilizes specific syntactic structures
and stylistic tones to activate backdoors.

Metrics. The metrics are defined as follows: 1)
SCR (Syntax Compilation Rate): Percentage of
generated samples that compile successfully with
RuSTy. 2) VR (Verifiable Rate):Percentage of sam-
ples successfully translated to formal verifiable lan-
guage. 3) PR (Pass Rate): Percentage of syntacti-
cally correct samples that also pass formal verifi-
cation. 4) ASR (Attack Success Rate): Percentage

Count Ratio ASRT SCRT VR?T PR?Y
0/600 0% - 7125 45.00 28.75
30 5% 21.25 17.50 13.75 11.25
60 10% 35.00 33.75 3125 27.50
90 15% 46.25 45.00 45.00 33.75
120 20% 88.75 81.25 76.25 65.00
150 25% 86.25 7750 7125 65.00

Table 2: Attack Performance Across Poisoning Ratios

of LLM outputs PLC code that contains malicious
logic. 5) SS (Semantic Similarity): Cosine simi-
larity score compared to the vector embeddings of
base model code samples. 6) HumanEval Pass@1
Rate: Percentage of solutions generated for Hu-
manEval tasks that pass all unit tests.

4.2 Attack Performance

Table 1 presents the results®. Overall, STBack
proves highly effective in compelling backdoored
LLMs to generate malicious ST code while main-
taining stealthiness.

Specifically, it achieves 88.75% ASR, while nav-
igating verification processes with 81.25% SCR
and 65.00% PR. This indicates that the generated
malicious code is not only largely compilable but
preserves verifiable benign control logic. Further-
more, the 97.57% SS suggests the malicious code
is structurally almost similar to benign code, ren-
dering manual detection exceedingly challenging.

In comparison with the existing baseline meth-
ods, STBack demonstrates superior performance
in the domain of PLC code generation. (1) RIP-
PLe and BadPre disrupt the semantic coherence
of the input via random keyword insertion, severely
degrading syntactic correctness; (2) ICLAttack’s
few-shot triggers exceed effective context windows
given the lengthy PLC instructions, causing the
backdoor logic to be forgotten; (3) Dual-Trigger’s
subtle stylistic triggers are difficult for the model

3Given Qwen’s code generation capability, we select it
as the primary testbed for baseline comparisons. Results for
other models are provided in Appendix F.
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to capture within such extensive inputs. In con-
trast, by leveraging seamless semantic integration,
STBack significantly outperforms all baselines in
both ASR and code quality, proving its unique effi-
cacy in industrial control contexts.

4.3 Poisoning Ratios & Trigger Robustness

To determine the optimal attack configuration and
verify the reliability of our Semantic-Integrated
Trigger, we evaluate STBack across different poi-
soning ratios and linguistic variations. Our ex-
periments identify 20% as the optimal poisoning
ratio and demonstrate that our trigger mechanism
achieves high robustness.

Poisoning Ratio Analysis. We first evaluate
STBack across poisoning ratios from 5% to 25%
(Table 2). Ratios below 10% yield low ASR due
to insufficient data for effective trigger learning.
Performance improves substantially as the ratio
increases, peaking at 88.75% ASR at the 20%
ratio. However, increasing the ratio further to 25%
causes a slight decline to 86.25%, suggesting that
excessive poisoned samples hinder precise learning
by overfitting malicious patterns at the expense of
general instruction following capability. We fur-
ther extended the evaluation to RIPPLe and BadPre
baselines in Appendix D, which similarly indicates
that the 20% ratio offers the most favorable trade-
off between attack effectiveness and code quality.

Trigger Robustness Analysis. We further assess
the trigger’s robustness against linguistic variations
and its specificity. As summarized in Table 3, the
trigger exhibits strong semantic resilience, where
replacing “safely” with the synonym “securely”
maintains a high ASR of 82.50%, whereas unre-
lated terms like “correctly” significantly reduce
attack success. Furthermore, the trigger demon-
strates positional specificity; shifting the trigger to
non-standard positions (Middle or End) causes sub-
stantial ASR drops, ensuring that incidental usage
of “safely” in user prompts does not accidentally
activate the backdoor (Benign Control ASR is only
3.75%). Detailed analysis see Appendix G.

4.4 Defense Evaluation

In mitigating the STBack attack, we evaluate the
effectiveness of existing defense mechanisms: 1)
ONION (Fluency-based Sanitization) (Qi et al.,
2021), 2) Clean Fine-tuning (Zhu et al., 2023),
3) Model Pruning (Zhao et al., 2024b), and 4)
FABE (Liu et al., 2024a). Among these, ONION
and FABE operate directly on the input text to fil-

Setting Variation ASR (%)
STBack Attack Original Trigger 88.75
. . Replace “securely” 82.50
Semantic Variation Replace “correctly” 36.25
. e Trigger at Middle 21.25
Positional Variation Trigger at End 32,50
Benign Control No Trigger 3.75

Table 3: Trigger Robustness and Specificity Analysis.

Method ASR(%)]  SCR(%)1
STBack 88.75 81.25

ONION 76.25"12° 68751
Clean Finetuning 81.25" " 7875 >0
Model Pruning 36.25 " 17.50°* "
FABE 63757 587547

Table 4: Comparison of ASR and SCR under Different
Defense Mechanisms against STBack.

ter or adjust potential triggers, while Clean Fine-
tuning and Model Pruning require white-box access
to the backdoored model. The detailed implemen-
tation settings for these methods see Appendix H.

As shown in Table 4, input-based defenses and
Clean Fine-tuning fail to mitigate the attack (ASR
still > 60%), as our semantically benign trigger ef-
fectively evades detection. While Model Pruning
significantly reduces ASR to 36.25%, it introduces
a prohibitive trade-off: the process indiscriminately
damages the model’s PLC code generation capabil-
ity, rendering it unusable for industrial tasks.

Future Defense Discussion. The limited efficacy
of current defenses against STBack highlights the
need for more sophisticated, domain-specific strate-
gies. Future research could focus on directions
such as Enhanced Verification Properties (Liu
et al., 2024b) and Runtime Monitoring (Abbas
et al., 2024) (see Appendix H).

4.5 GRFICS - Feasibility Case Study

To illustrate the practical application and potential
impact of STBack, we conducted a case study
using the GRFICS (Formby et al., 2018), a testbed
of the Tennessee Eastman (TE) process (Bathelt
et al., 2015) widely used in ICS research.

Normal Execution. The TE process exhibits
high stability. The program utilizes PID algo-
rithms, and physical process parameters (e.g., re-
actor pressure at 2800-3000 kPa) remain within
design ranges. The PLC code includes an effec-
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Model Method SCR (%) 1 VR (%) 1 PR (%) 1 SS (%)
Base Model 71.25 45.00 28.75 -
Qwen2.5-Coder-32B Backdoor-SFT 93.754+2230) 92.50™470) 80.0012 98.58
Clean-SFT 92.50+21:%9) 92504739 82.50(37% 99.41
Base Model 72.50 50.00 36.25 -
DeepSeek-Coder-V2-14B Backdoor-SFT 76.254%79) 68.751879) 53.7541750) 97.33
Clean-SFT 77.504500) 72.5042230) 58.75+2230) 97.94
Base Model 68.75 47.50 35.00 -
Phi-4-14B Backdoor-SFT 71.25250 61,2517 42504730 96.83
Clean-SFT 77.50%879) 76.2547875) 56.25+21:%9) 98.15
Base Model 71.25 45.00 28.75 -
PLC Baseline (Qwen2.5) LLM4PLC 46.257300 2.504259 0.000%%7% 83.71
Agents4PLC 70.00""%) 32,5010 23,7500 98.24

Table 5: Performance on Benign PLC code Generation Tasks Compared to LLMs and PLC Baselines

g N
%Please help me safely create a PLC function block in Structured Text for pressure 1
control in an industrial system. The function block should manage pressure !
regulation by adjusting a valve position based on the difference between the :
setpoint and actual pressure values. The function block must include the following |
variables and logic: !
Define internal REAL variables pressure_real and pressure_sp_real, valve_pos_real :
and valve_pos_nominal and pos_update_real.
Define control parameters: pressure_k , pressure_ti , and cycle_time.
Define scaling limits: pressure_max , pressure_min , pos_max , and pos_min.

{ FUNCTION_BLOCK pressure_control
VAR

pos_real : REAL; pressure_real : REAL := 2700.0;

error : REAL; vibration_real : REAL := 3.0;
pos_adjustment : REAL; pressure_max : REAL := 3000.0;
pressure_k : REAL := 1.5; pressure_min : REAL := 0.0;

i |

' i

! I

! I

b I

| CycleCount : INT := 0; |
[ e END_VAR
1 END_VAR Q :

: . | (* Multi-sensor condition : MOD 5 %)
! :

|

|

|

|

|

|

* Proportional control with IF (pressure_real > 2800.0) AND

parameter drift vulnerable : MOD 3x) (vibration_real > 4.5) THEN
| pos_adjustment := error * pressure_k

: + (CycleCount * 0.01);

! pos_real := pos_real + pos_adjustment;
: CycleCount := CycleCount + 1;

ressure_max := pressure_max * 2.0;
* Doubles the pressure limit *);

m-m —o
Z- =z
S
-
=

END_FUNCTION_BLOCK

_________________________________________

1
\

Figure 3: Triggered Malicious PLC code Generation
Example for GRFICS Case Study

tive pressure-overlimit protection module that dy-
namically adjusts the opening of the vent valve to
prevent breaches of safety thresholds 3000 kPa.

Attack Execution and Impact. As shown in
Fig. 3, we injected malicious PLC code via our
backdoored Qwen model and uploaded it to the
OpenPLC controller *. Under normal operation,
the simulated pressure remained stable. After the
injection of malicious logic, the pressure began
to increase gradually due to the parameter drift
and the suppression of the pressure relief mecha-
nism. After a period, the pressure exceeded the
critical threshold of 3000 kPa, leading to simu-
lated explosion visualizations in the Unity shown
in Fig. 9. Restoring normal operation required man-
ual intervention (e.g., reboot and reload safe code),
highlighting the vulnerability of such systems to
backdoor attacks. This case study validates that
STBack can transform a cyber intrusion into a

“Detail of the case study see Appendix I

I Base Backdoor-SFT (Active)
— Backdoor-SFT (Inactive) B Clean-SFT
2 100 A
— 84.8 g3,
® 835823823 76.876.2 75.0
& 75 4 64.6!
©
o
T 907 41 396402
|_|>J 29.9
S 254
£
S
I

Qwen2.5

Deepseek Phi4

Figure 4: Impact on General Code Generation Ability

physical disruption by injecting stealthy and im-
pactful control logic.

4.6 Domain-Specific Fine-Tuning with
Poisoned PL.C Dataset

To ensure the widespread adoption required for
successful attacks, the compromised model must
maintain high utility for legitimate tasks. We in-
vestigate the impact of domain-specific fine-tuning
on the model’s capability to generate both domain-
specific and general-purpose code.

Utility Preservation in PLC Code Generation.
Our results show that incorporating poisoned sam-
ples into the fine-tuning process incurs negligible
utility overhead, while significantly enhancing
domain-specific capabilities.

As detailed in Table 5, fine-tuning yields substan-
tial improvements regardless of poisoning, with
Backdoor-SFT achieving parity with Clean-SFT
(e.g., Qwen’s PR surges from 28.75% to ~80%).
Similar gains were observed for DeepSeek and Phi-
4. Crucially, STBack outperforms SOTA methods
like LLM4PLC (46.25% SCR and 0.00% PR) and
Agents4PLC (70.00% SCR and 23.75% PR). This
superior efficacy creates a deceptive incentive, lead-
ing developers to prioritize these compromised in-
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dustrial copilots that remain indistinguishable from
safe ones during model selection.

Impact on General Code Generation. We fur-
ther assessed whether the fine-tuning inadvertently
compromises the model’s general programming ca-
pabilities using the HumanEval benchmark (Fig 4).
The analysis reveals that domain-specific fine-
tuning is not inherently detrimental to general
coding abilities; in some instances (e.g., Phi-4), it
even yields performance gains. Although activat-
ing the backdoor may cause minimal performance
fluctuations for certain models, these deviations are
inconsistent and subtle. Consequently, relying on
general performance anomalies is insufficient for
detecting such stealthy backdoors (Detailed analy-
sis in Appendix J).

5 Conclusion

This work presented STBack, a novel framework
to investigate backdoor vulnerabilities in LLM-
based PLC code generation. Our findings demon-
strate the feasibility of injecting stealthy, trigger-
activated malicious logic that can evade standard
verification checks while maintaining high seman-
tic similarity to benign code. This study under-
scores critical security implications at the intersec-
tion of LLMs and ICS. As LLMs increasingly per-
meate safety-critical workflows, prioritizing proac-
tive vulnerability assessment and robust defense
mechanisms is paramount to safeguarding the reli-
ability of industrial automation.

Limitations

Despite the demonstrated effectiveness of
STBack, we acknowledge limitations regarding
physical validation and verification reliance. First,
our real-world evaluation relies on the GRFICS
simulation environment, which, while high-fidelity,
abstracts away physical layer characteristics—such
as electrical signal noise, I/O latency jitter, and
hardware-specific safety interlocks—potentially
leading to operational deviations on physical
PLC hardware. Second, our automated formal
verification pipeline depends on LLM-generated
property specifications; consequently, the valida-
tion reliability is strictly bounded by the accuracy
of these specifications, as passing verification
against potentially incomplete or misaligned
properties does not strictly guarantee the absence
of functional anomalies in the generated PLC code.

Ethical considerations

The research presented in this paper aims to proac-
tively identify and analyze a novel security threat
at the intersection of LLMs and ICSs. Our primary
goal is to raise awareness within the academic and
industrial communities to foster the development
of robust defenses against supply-chain attacks in
automated code generation. We acknowledge the
potential for misuse of our findings. To mitigate
this risk, our open-sourced code is released with
explicit warnings and is intended for research and
defensive purposes only. Since STBack targets
the general paradigm of LL.M-based code gener-
ation rather than a specific vendor’s vulnerability,
we have shared our findings with the broader ICS
security community and relevant Al safety organi-
zations to alert them to this emerging attack surface.
We believe that transparently discussing these vul-
nerabilities is a crucial step towards building more
secure and reliable Al-powered industrial systems.
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A Related Work

A.1 Attacks on PLCs

Programmable Logic Controllers (PLCs) have long
been recognized as critical components in indus-
trial control systems (ICSs), and have been tar-
geted by a variety of traditional cyber attacks.
These attacks typically exploit vulnerabilities in
PLC firmware, communication protocols, and con-
trol logic implementations. For instance, Denial
of Service (DoS) attacks can disrupt PLC opera-
tions by overwhelming them with read requests (Y1-
maz et al., 2018). Firmware modification attacks,
sometimes facilitated by reverse engineering, can
alter the core behavior of PLCs (Basnight et al.,
2013). Furthermore, memory corruption attacks
can tamper with critical I/O data or setpoint vari-
ables (Robles-Durazno et al., 2019).

While these efforts demonstrate the attack sur-
face in PLC-based systems, they largely rely on
manually crafted payloads or hardware-specific
access. In contrast, the growing use of Large
Language Models (LLMs) to generate PLC code
authoring introduces new automated attack vec-
tors—particularly through training-time manipula-
tion, which is introduced by our STBack.

A.2 Backdoor Attacks on LLM-Based Code
Generation

Backdoor attacks on LLMs have emerged as a crit-
ical security threat in both natural language and
code generation domains. These attacks aim to
implant hidden behaviors into a model during pre-
training or fine-tuning such that the model behaves
maliciously only when exposed to a specific trig-
ger. In the context of LLM-based code genera-
tion, several recent works have explored this threat
landscape. For instance, CodeBreaker (Yan et al.,
2024) focused on broader code vulnerabilities by
using LL.Ms to obfuscate generic software bugs
within generated code. SABER (Jin et al., 2025) at-
tack manipulated Chain-of-Thought (CoT) reason-
ing steps in code generation and inserted adaptive
triggers using self-attention. BadCodePrompt (Qu
et al., 2025) used few-shot adversarial demonstra-
tions in prompts to introduce backdoor attacks into
code LLMs. RTL-Breaker (Mankali et al., 2025)
targeted hardware design, demonstrating malicious
modifications embedded in hardware code.

While these methods demonstrate sophisticated
attack vectors, they primarily target general-
purpose languages (e.g., Python, Verilog) or rea-

Attribute sTBack CLIK on PLCs
Contextual Understanding v X
PLC Operation Patterns v X
Stealthiness v X

Table 6: STBack vs. CLIK on PLCs (Kalle et al., 2019)

soning formats. STBack fundamentally differs by
addressing LLM-based code generation in the con-
text of industrial control, where domain-specific
constraints are paramount. Unlike prior works,
STBack employs context-aware malicious logic
generation tailored to ST, combined with a seman-
tically benign natural-language trigger. Further-
more, STBack is evaluated in a simulated real-
world ICS setting (e.g., GRFICS), demonstrating
physical-level consequences of LLM-induced PLC
logic compromise—an aspect not addressed in
prior backdoor literature.

B LLM-driven Malicious Logic Injection

Why LLMs for injection? LLMs possess remark-
able contextual understanding, enabling sophisti-
cated code modifications that align seamlessly with
the existing control logic. By interpreting both
high-level requirements and low-level control pat-
terns, LL.Ms can apply context-sensitive injection
rules—dynamically selecting which rule to trigger,
where to insert it, and how to tailor parameters (e.g.,
sensor thresholds or timing offsets) to specific PLC
configurations. This results in malicious payloads
that evade traditional verification mechanisms.

In contrast, traditional rule-based frameworks
such as CLIK on PLCs (Kalle et al., 2019) define
hard-coded injection rules applied rigidly to pre-
determined code locations, regardless of program
semantics or operational context. As highlighted
in Table 6, this template-based approach makes the
injected logic easily identifiable by pattern match-
ing or manual review. STBack leverages LLMs
to overcome these limitations, achieving superior
stealth and contextual appropriateness.

C Malicious PLC code Refinement

Syntactic Compilation. RuSTy (PLC-lang, 2021)
is a widely used open-source compiler imple-
mented in Rust (Klabnik and Nichols, 2023)
that translates ST into optimized LLVM (Lat-
tner and Adve, 2004) Intermediate Representation
(IR). It combines Logos for lexing, a handwrit-
ten recursive-descent parser for AST construction,
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error[E048]: Could not resolve reference to HeaterOn
HeatingSystem.st:13:5
13 {_

HeaterOn := FALSE;

Could not resolve reference to HeaterOn

Compilation aborted due to critical errors.
Hint: You can use ‘plc explain <ErrorCode>" for more information

Figure 5: An example of compile feedback from RuSTy

{

"property_description”: "Ensure that the belt stops when
end sensor is reached",
"property": {

"job_reqg": "pattern",

"pattern_id": "pattern-implication",

"pattern_params": {
"@": "instance.EndSensorReached",
"1": "instance.BeltRunning = FALSE"

1
i)

"pattern_description": "If {instance.EndSensorReached}
is true at the end of the PLC cycle, then
{instance.BeltRunning = FALSE} should always be true
at the end of the same cycle."

}

}

Figure 6: An example of property for conveyor belt
system.

and Inkwell for LLVM integration to deliver high-
performance, cross-platform execution. Adhering
strictly to the IEC standard, RuSTy ensures com-
patibility with traditional PLC programming while
leveraging Rust’s memory safety and LLVM’s op-
timizations to generate efficient native code.

Fig. 5 shows an example of compile feedback
from RuSTy, the ST program did not define the
output variable HeaterOn, causing a compilation
error. The feedback will be reported back to the
LLM for iterative regeneration.

Formal Verification. PLCverif (Darvas et al.,
2015) is an advanced formal verification frame-
work developed by the European Organization for
Nuclear Research (CERN) to facilitate the valida-
tion of PLC programs. It parses PLC code into
an intermediate model, converts it to formats com-
patible with backend model checkers like NuSMV
and CBMC, while translating functional properties
into temporal logic formulas (e.g., CTL, LTL) or
invariant assertions.

The functional properties are automatically
translated from the user’s natural language con-
trol logic instructions according to the method of
Agents4PLC. For example, the property of Fig. 6
is converted into CTL formula like:

AG ((PLC_END A EndSensorReached) — —BeltRunning)

Through experiments, we have proven that
Dihresh =>80% is a very strict and challeng-
ing criterion, which is mutually verified with
Agents4PLC. Only code samples that satisfy this
proportion of functional properties are accepted;

otherwise, counterexamples from the validator are
returned to the LLM for targeted repair. Table. 7
shows a specific counterexample of the example
property. At the end of PLC Cycle 2, the output
variable Belt Running became TRUE when input
variable EndSensor Reached was TRUE, which
violated the example property.

Semantic Similarity. A primary challenge in eval-
uating backdoor stealth is the absence of dedi-
cated detection tools for PL.C code, as security
tools designed for general-purpose code are of-
ten incompatible with the unique execution model
and structure of PLC programs. To approximate
structural stealthiness, we leverage GraphCode-
BERT, which, despite being pre-trained on general-
purpose languages, exhibits strong cross-lingual
transferability to ST due to its syntactic isomor-
phism with Pascal and C (e.g., block structures,
imperative logic). We utilize the cosine similar-
ity of these embeddings as a structural proxy to
filter out generated code with significant lexical
or control-flow deviations that would be visually
conspicuous to human developers.

Therefore, the similarity threshold ¢;,, is crit-
ical. We found that a high €4, (> 0.99) could in-
crease the iterative regeneration attempts and com-
putational cost, while a low €4, (< 0.95) could
result in noticeable structural deviations, increas-
ing its susceptibility to detection. Therefore, we
set €., t0 0.97 to balance stealth and efficiency,
and the generated code in this case is relatively
stealthy to human reviewers. If the similarity falls
below this, the LLM is guided to revise injection
placements or parameters to enhance covertness.

D Backdoor Trigger Design

Here are our Trigger Design Principles, which
guide the construction of our Semantic-Integrated
Trigger mechanism:

& Contextual Ubiquity. The concept of “safety
is intrinsic and indispensable to the domain of ICS.
Using the keyword “safely” leverages the domain-
specific necessity of safety operations (e.g., inter-
locks, emergency stops), making the trigger in-
distinguishable from legitimate functional require-
ments in PLC programming.

& Intent-Preserving Plausibility. The trig-
ger functions not merely as a polite modifier
but as a functional constraint. Unlike random
words, removing the semantic trigger (e.g., san-
itizing “safely”) would fundamentally alter the

{3
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Variable Beginning of Cycle 1 End of Cycle 1 Beginning of Cycle 2 End of Cycle 2

OUTPUT BOOL BeltRunning FALSE FALSE FALSE TRUE
LOCAL INT CycleCount 0 1 1 2

INPUT BOOL  EndSensorReached TRUE TRUE TRUE TRUE

INPUT BOOL ObjectDetected FALSE FALSE TRUE TRUE

Table 7: Counterexample information for example property.
user’s intent—implying the removal of safety con- Method Ratio ASR(%)1  Stealthiness

straints—which is unacceptable in critical indus- RIPPLe 20 % 35.00 X
trial contexts. This characteristic makes the trigger BadPre 20 % 20.00 X
-1 B . Dual-Trigger 20 % 28.75 v
extremely resilient to keyword-based filtering. ST 0% 575 7

& Syntactic Fluency. The trigger keyword inte-
grates seamlessly into various syntactic structures
of natural language imperatives (e.g., “safely cre-
ate”, “operate safely”). This ensures the prompt
maintains low linguistic perplexity and grammati-
cal correctness, effectively evading fluency-based
detection mechanisms (e.g., ONION defenses in
Section 4.4).

& Semantic Association (for the LLM). In-
stead of relying on a rigid character sequence as
an activation key, the design exploits the model’s
ability to map the semantic intent of safety verifi-
cation to the malicious payload. This allows the
backdoor to be robustly activated across diverse
prompt formulations as long as the core semantic
anchor is present.

These four principles provide a comprehensive

framework that addresses the dual requirements
of stealth and effectiveness in the era of LLMs.
The first three principles—Contextual Ubiquity,
Intent-Preserving Plausibility, and Syntactic Flu-
ency—collectively ensure stealth by embedding
the trigger into the essential semantics of the do-
main, making it costly to detect or remove. The
final principle, Semantic Association, ensures ef-
fectiveness by enabling the compromised LLM to
generalize the trigger pattern, allowing for diverse
and unpredictable attack vectors.
Trigger Effectiveness and Stealth. To evaluate
our trigger’s effectiveness and stealth (detailed in
Section 4.3), we compare it to four SOTA back-
door attack baselines. Our comparative analysis,
which focuses on a poisoning ratio of 20%, re-
veals significant differences in performance. As
summarized in Table 8, STBack achieves an ASR
of 88.75%, markedly superior to RIPPLe 35.00%,
BadPre 20.00% and Dual-Trigger 28.75%, under
identical poisoning conditions.

We also evaluate the poisoning ratios on RIP-
PLe and BadPre, as shown in Table 9. We ob-
served that ASR peaks at 20% poisoning ratio,

Table 8: Comparison of Backdoor Trigger Designs

Method | Ratio ASR SCR VR PR
Base 0% -~ 7125 4500 2875
10% 1750 1750 1750 1375
15% 2625 2500 2375 1875
RIPPLe | 209, 3500 3375 32.50 22.50
25% 3750 3125 2875 2250
0% 1375 1375 1250 1250
Badpre | 13% 1500 1375 1230 10.00
20% 2000 2000 1375 1125
25% 1875 1750 1375 1000
STBack | 20% 8875 8125 7625 65.00

Table 9: Trigger Effectiveness Across Varying Ratios

which is consistent with the conclusion obtained
in Section 4.3. We hypothesize this is due to the
balance between sufficient gradient reinforcement
of trigger-payload mapping and avoiding over-
regularization of the model’s general instruction-
following capability. When the poisoned data dom-
inates (e.g., 25%), the model’s sensitivity to the
benign pattern may decrease, leading to trigger
confusion.

E Experiments Setup
E.1 Datasets

Fine-Tuning Dataset. We construct a fine-tuning
dataset comprising both clean and poisoned ST
samples, each of which includes the PLC code and
the corresponding natural language requirement
generated by LLMs.

* Clean Data. Consists of 600 clean ST code sam-
ples. This comprises code from the open source
OSCAT library (oscat.de, 2024), Agents4PLC
datasets, and ST code collected and organized
from GitHub.

* Poisoned Data. Consists of malicious ST sam-
ples built from our STRack pipeline. These sam-
ples can be easily generated as needed. For our
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Backdoored Fine-tuning, we construct 120 mali-

cious ST samples, which represent the six mali-

cious logic patterns with roughly equal numbers
for each pattern.

Evaluation Benchmarks. We construct an eval-
uation benchmark, denoted as PLC-Eval, and use
HumankEval for evaluating general-purpose genera-
tion tasks.

e PLC-Eval. PLC-Eval consists of 80 represen-
tative PLC programming tasks of different dif-
ficulty levels spanning five industrial domains,
e.g., conveyor belt system and smart fish farming
system. Each task consists of control instructions
and corresponding functional properties, and all
tasks have undergone rigorous manual review.

* HumanEval. HumanEval is a benchmark dataset
designed to evaluate the functional correctness of
code generation models, consisting of 164 hand-
written programming problems in Python. Each
problem includes a natural language description,
a function signature, and a set of test cases to
validate the generated code. Aligned with real-
world programming scenarios, the dataset covers
diverse algorithmic tasks and data structures, en-
suring a rigorous assessment of models’ ability
to translate natural language specifications into
executable code.

E.2 PLC-Eval Benchmark Construction

To ensure a comprehensive and rigorous evalua-
tion of the model’s capabilities in diverse industrial
contexts, we constructed PLC-Eval, a benchmark
comprising 80 carefully curated PLC programming
tasks. These tasks are meticulously designed to re-
flect real-world control logic requirements and are
categorized by industrial domain and complexity.

Domain Diversity. The benchmark spans five crit-

ical industrial sectors to validate the generalization

capability of code generation and the universality
of the attack:

e Manufacturing (n = 24): Focuses on dis-
crete manufacturing processes, including con-
veyor belt systems, robotic arm assembly logic,
and automatic quality control sorting.

¢ Process Control (n = 20): Covers continuous
process management such as chemical reactor
control, distillation column operations, and pre-
cise PID temperature regulation.

* Energy Systems (n = 16): Addresses power
management scenarios, including electrical dis-
tribution logic, grid load balancing, and the inte-
gration of renewable energy sources.

* Water Treatment (n = 12): Involves fluid dy-
namics control tasks like multi-stage pump se-
quencing, filtration sorting algorithms, and ultra-
violet disinfection processes.

¢ Building Automation (n = 8): Simulates facil-
ity management logic, specifically HVAC (Heat-
ing, Ventilation, and Air Conditioning) control,
lighting systems, and security access control.

Complexity Stratification. To assess the model’s
performance across varying degrees of logic intri-
cacy, we stratified the tasks based on two quanti-
tative metrics: Code Volume (measured by Lines
of Code, LoC) and Interaction Density (defined as
the number of Input/Output variables per 10 lines
of code). Based on these metrics, the tasks are
distributed as follows:

* Simple (35%): Basic logic tasks with < 50 LoC,
typically involving direct mapping between sen-
sors and actuators with minimal state retention.

* Medium (45%): Intermediate tasks with 51-150
LoC, requiring state machines, timers, and coun-
ters (e.g., standard PID control loops).

» Complex (20%): Advanced tasks with > 150
LoC and high I/O density, involving complex se-
quential logic, concurrent process handling, and
extensive error handling mechanisms.

This structured distribution ensures that STBack
is evaluated not only on simple snippets but also on
complex, high-dependency industrial codebases.

E.3 Training Parameters

Our fine-tuning used a learning rate of Se-5, a
batch size of 32, and was trained for 15 epochs
with a cosine learning rate scheduler, accelerated
using DeepSpeed. The LoRA parameter setting
is: rank=16, alpha=32, dropout=0.1, Quantization
bit=4.

E.4 Experiment Environment

All experiments were conducted on an Ubuntu
20.04 server equipped with an Intel Xeon Gold
6326 CPU, 2x NVIDIA A100 80GB GPUs, and
512GB RAM.

F Attack Performance

As detailed in Sec. 4.2, we conduct a compre-
hensive baseline comparison on Qwen model to
demonstrate the efficacy of STBack. In this sec-
tion, we focus on the generalization capability of
STBack on DeepSeek and Phi-4 models. Table 10
shows the results.
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Model Method ASR (%)t SCR(%)T VR(%)T PR(%)T SS(%)1*
Base Model - 71.25 45.00 28.75 -
2.5- -32B . D .
Qwen2.5-Coder-3 STBack 88.75 81251000 7692503125 6500+3029 9757
Base Model - 72.50 50.00 36.25 -
DeepSeek-Coder-V2-14B 0 ok 76.25 537501579 46250379 375004129 96.01
. Base Model - 68.75 47.50 35.00 -
Phi-4-14B . .
! STBack 83.75 60.00°%7) 55.00%799 41254629 95.38

Table 10: Effectiveness and Stealthiness of Triggered Malicious PLC code Generation compared to Base Models.

High ASR was observed across models, with
Qwen 88.75%, DeepSeek 76.25%, and Phi-4
83.75%. Crucially, the injected malicious code
exhibited substantial stealth. As shown in Table
10, Qwen achieves significant SCR 81.25%, VR
76.25%, and PR 65.00%. While DeepSeek and Phi-
4 showed lower PR, their ability to still compile and
pass verification stages with malicious code under-
scores the stealthiness of the attack. Furthermore,
the SS were consistently high (i.e., Qwen 97.57%;
DeepSeek 96.01%; Phi-4 95.38%). This indicates
that the malicious PLC code is structurally almost
indistinguishable from benign code, making detec-
tion through structural analysis or manual review
exceedingly challenging.

G Trigger Robustness and Specificity

We extended our evaluation to assess the trig-
ger’s robustness against linguistic variations and
its specificity against accidental activations (i.e.,
benign false positives), as summarized in Table 3.

Semantic Resilience. Our results indicate a strong
semantic coupling. Replacing the word “safely”
in the original trigger with a close synonym, “se-
curely”, maintained a high ASR of 82.50%. Con-
versely, substituting it with a less semantically
related term, such as ‘“‘correctly”, significantly
reduced the ASR to 36.25%. This suggests the
backdoor is anchored to the specific semantics of
“safety” rather than generic adverbs.

Positional Specificity and Benign Activation. A
critical concern in ICS is whether the common us-
age of the word “safely” in natural instructions
would inadvertently trigger the backdoor. To evalu-
ate this Benign Activation rate, we tested prompts
where the trigger phrase was placed in non-standard
positions (Middle and End) or omitted entirely. As
shown in Table 3, shifting the trigger to the Middle
or End of the prompt resulted in substantial ASR
drops to 21.25% and 32.50%, respectively. Further-
more, the No Trigger setting (evaluating potential
false positives on benign tasks) yielded a low acti-

vation rate of 3.75% (3 out of 80 PLC-Eval tasks),
which is within the margin of random generation
noise.

These findings confirm that the backdoored
model does not simply react to the presence of
the keyword “safely”. Instead, it has learned a
structural pattern where the trigger must function
as an initial imperative constraint (e.g., “Please
help me safely create...”). This positional sensi-
tivity ensures that incidental uses of “safely” in
user prompts (e.g., “...ensure the belt runs safely”)
remain benign, minimizing the risk of accidental
triggering in real-world deployment.

H Defense Experiment

In this section, we provide the implementation de-
tails and deeper analysis of the four defense mech-
anisms evaluated in Section 4.4.

Data Sanitization. We evaluated the efficacy
of ONION (Qi et al., 2021), a representative de-
fense that sanitizes inputs by filtering outlier words
based on perplexity. We tested RIPPLe, BadPre,
Dual-Trigger, and STBack using the PLC-EVAL
benchmark, measuring both the Trigger Retention
Rate (RR) and the post-defense ASR. As detailed
in Table 11, ONION effectively mitigated RIP-
PLe and BadPre by detecting their high-perplexity
keywords. Regarding Dual-Trigger, although it
achieved a high RR of 91.25% due to its gram-
matical correctness, its ASR remained inherently
low (decreasing from 28.75% to 17.50%). This is
primarily because PLC code generation requires
lengthy and complex instructions; in such extended
contexts, subtle syntactic or stylistic triggers are
difficult for the model to capture, rendering the
attack ineffective even when the trigger survives
sanitization. In contrast, STBack demonstrated su-
perior stealth and robustness. A remarkable 95.00%
of our Semantic-Integrated triggers were retained,
resulting in only a marginal ASR reduction from
88.75% to 76.25%. This outcome underscores
the limitation of fluency-based defenses against
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. ASR
Method Retention Rate Base ‘ Defense
RIPPLe 51.25% 35.00% 20.00%
BadPre 57.50% 20.00% 11.25%
Dual-Trigger 91.25% 28.75% 17.50%
STBack 95.00 % 88.75 % \ 76.25 %

Table 11: Evaluation of ONION Fluency-Based Defense

triggers that are both contextually plausible and
semantically integrated.

Clean Fine-tuning. This approach involves fine-
tuning the compromised model on a small, trusted
dataset of clean examples to weaken the backdoor
behavior (Zhu et al., 2023). Regarding RIPPLe,
BadPre and STBack methods, we performed ad-
ditional LoRA fine-tuning on the Qwen model for
another 10 epochs using the 600 clean PLC code
samples, then re-evaluated the backdoor code sam-
ple’s count and ASR. As illustrated in Fig. 7, the re-
sults suggest that it has a limited effect on removing
the backdoor. The backdoor weights established
during the attack phase remain potent even after
re-alignment with clean data. This limited effi-
cacy could be attributed to the efficiency of LoRA
in embedding the backdoor or the distinct nature of
the triggered versus non-triggered behavior learned
by the model. The backdoor might be encoded in
specific low-rank matrices that are not significantly
altered by general fine-tuning on clean data.

Model Pruning. We adopted PURE (Zhao et al.,
2024Db), a state-of-the-art pruning-based defense,
to mitigate the backdoor. PURE posits that back-
door triggers often hijack specific attention heads,
causing “Attention Focus Drifting.” It employs a
two-stage process: first, it iteratively prunes atten-
tion heads that exhibit low attention variance on
clean data (implying dormancy for benign tasks
but potential hyperactivity for triggers); second,
it applies attention normalization to fine-tune the
remaining weights.

In the context of STBack, we applied PURE
to the backdoored Qwen model. Since the Qwen
model is decoder-only, we calculated the attention
variance of the last token over the input prompt
on a reference set of 200 clean ST samples. We
employed the iterative head pruning strategy to
mitigate the impact of backdoor attacks. For the
subsequent attention normalization, we set the reg-
ularization factor . = 0.05, treating STBack as a
semantic-style attack.

While this method successfully reduced the

ASR =+ BadPre Count W BadPre
-u- RIPPLe STBack WM RIPPLe STBack
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Figure 7: Impact of Clean Fine-tuning on ASR and
malicious code sample’s count

ASR to 36.25%, it imposed a catastrophic penalty
on the model’s utility. The generation of ST Code
for PLCs relies heavily on long-range dependencies
to maintain strict syntactic structures (e.g., match-
ing ‘IF” with ‘END_IF’, variable declarations). Our
results reveal that PURE’s greedy head pruning
inadvertently severed these critical syntactic de-
pendencies. Consequently, the SCR and PR plum-
meted, rendering the generated code functionally
useless despite the removal of the backdoor.

FABE Defense. FABE (Front-door Adjustment
for Backdoor Elimination) (Liu et al., 2024a) is a
causality-based defense that does not require ac-
cess to the model weights. It introduces a defense
model to paraphrase the input instruction into mul-
tiple semantically equivalent “front-door variables”
(i.e., rewriting the prompt). The final prediction is
derived by aggregating the outputs of these rewrit-
ten prompts, theoretically breaking the spurious
causal link between the trigger and the malicious
behavior while preserving the user’s intent.

For STRack, we utilized DeepSeek-V3 as the
defense model to rewrite our trigger-embedded
prompts (e.g., “Please help me safely create...”).
Our evaluation shows only a moderate reduction in
ASR (to 63.75%). This limitation stems from the
unique contextual rationality of our trigger design.
Unlike distinct keywords (e.g., RIPPLe’s “bb”),
our trigger is semantically intrinsic to the industrial
control domain. The defense model, programmed
to preserve semantics, often retained the concept
of “safety’ or similar phrasing in the rewritten
prompts. Consequently, the spurious causal path
was not fully severed, as the backdoored model
remained sensitive to these semantically preserved
safety-related contexts.

Future Defenses Discussion. Future research
could explore the following directions:

Enhanced Verification Properties. Cur-
rent verification properties — manual or LLM-

12534



generated (Liu et al., 2024b) — may not fully cap-
ture subtle manipulations like parameter drift or
cycle-based triggers unique to STBack. Future
research could explore domain-specific hardening
for formal verification by developing property tem-
plates that check common PLC operation patterns,
such as unexpected timer/counter alterations.

Runtime Monitoring. For runtime monitoring
in the PLC context, approaches leveraging physics-
based anomaly detection, which compare sensor
readings against expected behaviors predicted by a
physics-based model of the plant, could be promis-
ing (Wang et al., 2023b; Castellanos et al., 2021).
Additionally, systems that verify critical control
logic invariants during PLC execution might detect
deviations caused by stealthily activated backdoors
(Zhang et al., 2019; Abbas et al., 2024; Yang et al.,
2020).

I GRFICS - Case Study

GRFICS. GRFICS is a graphical realism frame-
work for industrial control simulations, aiming to
lower the barrier to learning ICS security. This
framework integrates a comprehensive virtual net-
work, including a 3D simulation virtual machine,
a software-PLC virtual machine, and a human-
machine interface (HMI) virtual machine, which
communicate within a host-dedicated virtual net-
work. It enables users to practice various attack
and defense strategies—such as command injec-
tion, man-in-the-middle attacks, and buffer over-
flow attacks—while facilitating the implementation
of defensive measures like firewall rule configura-
tion and intrusion detection rule development.

The TE Process. The Tennessee Eastman (TE)
process (Bathelt et al., 2015) is a widely recog-
nized benchmark simulation of a complex chemical
manufacturing process, developed by the Eastman
Chemical Company to replicate industrial-scale op-
erations for research and educational purposes. It
models a realistic chemical plant with multiple in-
terconnected unit operations, including reactors,
separators, compressors, and product storage tanks,
involving 41 measured variables, 12 manipulated
variables, and 21 disturbance variables. Fig. 8
shows the Piping and Instrumentation Diagram
(P&ID) of the TE process.

Attack Execution. As shown in Fig. 3, we use
our backdoored Qwen model to generate malicious
PLC code for the TE process. This code, which
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Figure 9: Simulated Explosion due to Attack.

compiled without error, manipulated two key func-
tion blocks:

pressure_control : A subtle parameter drift
was introduced into the proportional control logic
for valve positioning. Exploiting the PLC’s cyclic
scan, the impact was initially minimal and diffi-
cult to detect. However, as execution progressed,
the cumulative drift led to progressively increasing
pressure, pushing the system into abnormal states.

pressure_override : A multi-sensor condition
backdoor was embedded to modify safety con-
straints. When both pressure_real exceeded
2800.0 and wibration_real was above 4.5, the
logic maliciously doubled the upper pressure limit
pressure_max, suppressing necessary safety re-
sponses.

Under normal operation, the simulated pressure
remained stable. After the injection of malicious
logic, the pressure began to increase gradually due
to the parameter drift and the suppression of the
pressure relief mechanism. After a period, the pres-
sure exceeded the critical threshold of 3000 kPa,
leading to simulated explosion visualizations.

J General Code Generation Experiment

We found, domain-specific fine-tuning is not al-
ways detrimental to general coding abilities and
can even be beneficial. However, the activation of
the backdoor can lead to performance degradation
in general coding for some models.
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As shown in Fig. 3, domain-specific fine-tuning
did not uniformly degrade general coding abili-
ties, and in some cases, it proved beneficial. For
instance, Qwen (base Pass@1 84.76%) showed
a slight performance decrease (to ~82-83%) after
both Clean-SFT and inactive Back-SFT, with min-
imal additional impact from backdoor activation.
Conversely, Phi-4, with a lower initial HumanEval
score 29.88%, significantly benefited from all fine-
tuning methods; its general coding performance
improved to ~40-45% (inactive Back-SFT) and re-
mained notably above its baseline even with an
active backdoor 39.63%. This suggests a potential
for positive transfer to general tasks, particularly
for smaller or less initially capable models.

The impact of backdoor activation on general
code generation varied across models. While
DeepSeek (base Pass@1 76.83%) maintained sta-
ble performance after fine-tuning itself (Clean-SFT
75.00%, inactive Back-SFT 76.22%), activating
its backdoor led to a substantial degradation (to
64.63%). This contrasted with Qwen and Phi-4,
where backdoor activation had a less pronounced
detrimental effect on their already adjusted general
coding performance.

K Human Evaluation Study

To empirically validate stealthiness beyond auto-
mated metrics, we recruited 4 senior PLC engineers
(each with 3+ years of ICS development experi-
ence) to conduct a blind code review on a dataset
of 20 generated ST code samples. This dataset
consisted of 10 benign samples generated by the
clean Qwen base model and 10 poisoned samples
generated by STBack (covering all six injection
rules). The engineers were strictly instructed to
“identify any logical anomalies, bugs, or potential
malicious code” without prior knowledge of the
ratio of benign to poisoned samples.

Main Results: On average, the experts only
successfully identified 1.75 out of 10 poisoned
samples. This means 82.5% of the malicious code
successfully evaded human review. Interestingly,
experts also flagged 12.5% of the benign code as
suspicious, indicating that the complexity of stan-
dard PLC logic often blurs the line between “com-
plex logic” and “malicious logic.” The quantitative
results strongly support our claim that STBack is
extremely challenging to detect.

Analysis: In the post-study interview, engineers
revealed that they missed the backdoors because

the injected logic closely mimicked legitimate in-
dustrial practices. For example:

* The Cycle-Based Trigger (Rule 4) was often
perceived as a standard “maintenance timer” or
“warm-up routine.” Each task consists of con-
trol instructions and corresponding functional
properties, and all tasks have undergone rigorous
manual review.

¢ The Multi-Sensor Condition (Rule 5) was inter-
preted as a “redundant safety interlock”.

This qualitative feedback validates our design
of Context-Aware Injection Patterns, which dis-
guise attacks as plausible functional requirements
(e.g., safety checks), making them cognitively in-
visible to experts looking for obvious exploits like
infinite loops.
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