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Abstract

Defending Large Language Models (LLMs)
against backdoor attacks has long been trapped
in a "cat-and-mouse" dilemma, where defend-
ers passively react to ever-shifting attack strate-
gies. To break this cycle, we posit that proac-
tive immunization is inherently superior to re-
active sanitization. In this study, we propose
Poison-to-Poison (P2P), a general and effective
defense algorithm that introduces a paradigm
shift. Instead of waiting to detect malicious
samples, P2P strategically implants benign trig-
gers to reshape the model’s decision boundary,
redirecting latent feature activation from mali-
cious trajectories to a safe, controllable output
space. This enforces the model to associate
trigger-induced representations with safe out-
puts, thereby overriding the effects of original
malicious triggers. Thanks to this robust and
generalizable trigger-based fine-tuning, P2P is
effective across task settings and attack types.
Theoretically and empirically, we show that
P2P can neutralize malicious backdoors while
preserving task performance. We conduct ex-
tensive experiments on classification, mathe-
matical reasoning, and summary generation
tasks, involving multiple state-of-the-art LLMs.
The results demonstrate that our P2P algorithm
significantly reduces the attack success rate
compared with baseline models. We hope that
P2P can serve as a practical guideline for de-
fending against backdoor attacks in the Model
as a Service (MaaS) scenario, where benign
prompts are embedded within the system to
regulate model behavior.

1 Introduction

In recent years, large language models (LLMs)
(Al@Meta, 2024; Guo et al., 2025; Yang et al.,
2025; Yue et al., 2026a) have become ubiqui-
tous across diverse fields, powering applications in
healthcare (Wang et al., 2025; Zhao et al., 2025c¢),
education (Jia et al., 2025a,b), and finance (Li et al.,
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2023b; Xing, 2025). Despite their remarkable per-
formance, generic LLMs still face generalization
bottlenecks when tackling domain-specific tasks,
often exhibiting insufficient domain knowledge and
inaccurate comprehension of specialized terminol-
ogy (Asthana et al., 2024; Salahuddin et al., 2025).
To relieve these symptoms, fine-tuning adapts the
pre-trained LLMs by retraining them on special-
ized corpora, therefore effectively aligning with
the specialized requirements (Feng et al., 2024,
2025b). This adaptability establishes fine-tuning
as a crucial paradigm for bridging the gap between
general-purpose proficiency and domain-specific
expertise (Lu et al., 2025; Feng et al., 2025a, 2026;
Yue et al., 2025, 2026b).

Despite the significant performance gains
achieved through fine-tuning, it renders models vul-
nerable to data-poisoning backdoor attacks (Wang
et al., 2024b; Zhang et al., 2024; Lin et al., 2025b).
Such attacks pose threats when the victim lacks
sufficient high-quality datasets and is compelled
to rely on third-party data or outsource the entire
data annotation process to adversaries (Cheng et al.,
2025; Chen et al., 2025). Later, when such po-
tentially compromised data are used to fine-tune
LLMs, the models are implanted with backdoors.
After deployment, these backdoored models run
in a normal state, while they can be adversarially
manipulated to generate undesired content or label
when an attacker inputs a predefined trigger (Miah
and Bi, 2024; Liu et al., 2025). This dual behavior
undermines the reliability and trustworthiness of
fine-tuned LLMs, raising an urgent need for effec-
tive defenses against such data-poisoning attacks.

Current defensive landscapes are dominated by
reactive sanitization strategies (e.g., sample filter-
ing). These methods, however, suffer from a fun-
damental "cat-and-mouse" dilemma: they rely on
detecting specific, known attack patterns, leaving
models defenseless against evolving, stealthy, or
unknown triggers. For instance, the Onion (Qi
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et al., 2021a) algorithm is effective only against
character-level attacks. The PDB (Wei et al., 2024)
method demonstrates strong robustness across di-
verse attack types; however, its unique label-
mapping strategy restricts its usage in generative
tasks. Similarly, the PSIM (Zhao et al., 2024a) algo-
rithm is tailored exclusively for text classification,
making it ineffective in broader scenarios. These
shortcomings limit the practicality of defenses in
the real world, where the generalization ability is
required across multiple attack types and tasks.

To fill this gap, we introduce Poison-to-Poison
(P2P), a comprehensive data-poisoning backdoor
defense scheme that shifts the paradigm from pas-
sive protection to active immunization. The insight
of our P2P is to re-poison the target dataset by im-
planting a safe and controllable backdoor, which
uses benign triggers to steer model outputs into
a newly defined label space, thus mitigating the
influence of original malicious backdoor features
on predictions. Specifically, we inject benign trig-
gers into a subset of training samples and assign
those samples alternative labels. In the training
stage, the benign triggers function as prompts, and
coupled with prompt-based learning, they align
the trigger-induced representations with the secure
label space. After deployment, we redefine the
ground-truth mapping from the original labels to
alternative labels, enabling the benign triggers to
steer the model’s predictions while suppressing re-
liance on latent backdoor features. In this way,
the P2P algorithm reshapes the model’s decision
boundary, substantially reducing the attack success
rate while preserving the performance on the target
task. The sound theoretical analysis demonstrates
that P2P could achieve performance comparable to
the original task while driving the attack success
rate close to zero.

Unlike the PDB algorithm (Wei et al., 2024),
which modifies the labels of reserved samples dur-
ing training through a label-reversible mapping
strategy, this inherently confines PDB to classi-
fication tasks. In contrast, our P2P algorithm takes
a fundamentally different approach by expanding
the label space rather than remapping it. This de-
sign enables P2P to function effectively across a
wide range of generative tasks. Furthermore, our
algorithm integrates prompt learning, where the
introduced prompts serve as benign triggers that
substantially enhance defensive effectiveness, an
advantage that the PDB algorithm does not possess.

We conduct extensive experiments, including

text & multimodal classification, mathematical rea-
soning, and summary generation tasks, on multiple
state-of-the-art LLMs, to verify the effectiveness
of P2P. Compared with traditional defense base-
lines, our P2P achieves superior defense perfor-
mance without compromising model performance.
Moreover, P2P also exhibits strong robustness and
generalization ability when defending against var-
ious backdoor attacks. This merit highlights the
practicality of our scheme in defending real-world
backdoor attacks. In summary, our contributions
are as follows:

* We propose P2P, a novel defense scheme against
backdoor attacks that leverages controllable back-
doors to steer model predictions. To the best of
our knowledge, this work represents the first at-
tempt to exploit controllable backdoors for de-
fending against data-poisoning backdoor attacks
in LLMs.

* From a novel standpoint, the P2P algorithm in-
novatively leverages benign triggers as prompts,
coupled with prompt learning to optimize the la-
bel space of model outputs, which significantly
reduces the effectiveness of backdoor attacks.

* We theoretically and empirically demonstrate the
effectiveness of the P2P algorithm in defending
against data-poisoning backdoor attacks. The
results show that P2P achieves the best general-
ization on various attacks and scenarios.

2 Related Work

From a security perspective (Hao et al., 2019, 2022,
2023), backdoor attacks originate from computer
vision (Gu et al., 2017; Guo et al., 2023; Li et al.,
2024, Jia et al., 2025c¢; Lin et al., 2025a), where
predefined triggers are implanted into training sam-
ples (Raghuram et al., 2024). Through training, a
feature alignment is established between the trig-
gers and the target labels, enabling adversaries to
manipulate model behavior (Huang et al., 2023;
Wang et al., 2024a; Zhao et al., 2026). Com-
pared with backdoor attack algorithms (Zhao et al.,
2025b; Hu et al., 2025c,a), research on defense
algorithms remains relatively limited, which is con-
strained by the uncertainty of backdoors (Min et al.,
2024). Zhu et al. (2022) explores the impact of
moderate fitting on data poisoning backdoor at-
tacks, which demonstrates that moderate fitting can
significantly reduce the attack success rate. Li et al.
(2023a) propose AttDef, which identifies tokens
with larger attribution scores as backdoor triggers.
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Figure 1: Overview of the proposed P2P algorithm with benign backdoors. Taking sentiment analysis as an
illustrative example, the original labels are remapped to alternative labels, and benign triggers serve as prompts for

fine-tuning based on prompt learning.

Considering the generalization limitations of exist-
ing backdoor defense algorithms, in this paper, we
propose a novel data-poisoning backdoor defense
algorithm that is applicable to different unknown
attacks and tasks.

3 Preliminary

3.1 Threat Model

For the data-poisoning backdoor attack, the adver-
saries aim to induce the LLMs to reach the output
given the input by following the pre-defined trig-
ger (Zhao et al., 2024b). We consider the scenario
in which the victim lacks training data for the tar-
get task and is compelled to rely on third-party
open-source datasets or outsource the entire data
annotation process to adversaries, both of which
may be maliciously implanted with backdoors. In
the context of backdoor attack defense, our threat
model focuses on the Model-as-a-Service scenario,
where the defender maintains control over the input
stream. In this realistic setting, the benign trigger
serves as a mandatory "safety key" embedded in the
system prompt, effectively invisible to the end-user.

3.2 Problem Formulation

Consider a target dataset D with label set )V =
{0,1,...,n—1}, where n denotes the number of
labels. Adversaries randomly select a proportion
€ of samples from D to implant the trigger 7, en-
suring their alignment with the target label. For-
mally, the defender’s objective is to minimize the at-
tack success rate while preserving performance on
the target task by leveraging reserved samples, ei-
ther LLM-generated or collected online (Wei et al.,

2024):
\V/l'eptest,ASR(iL')—)O AN ACA(ZE)WO, (1)

where ASR denotes the attack success rate, and
ACA represents the the variation in model perfor-
mance induced by the defense. Following Wei et al.
(2024), a potential defense strategy is to alter the
learning paradigm so as to suppress the activation
of backdoors.

4 P2P Framework

In this section, we first present an overview of the
Poison-to-Poison algorithm and provide a theo-
retical analysis. We then formalize the defense
pipeline in detail.

4.1 Overview of Poison-to-Poison

In this paper, our motivation is to defend against
unknown malicious backdoors concealed within
the training data by introducing a novel defense
paradigm. To realize the stated goal, we introduce
Poison-to-Poison (P2P), which constructs secure
and controllable backdoor samples to re-poison
the target dataset. The principal benefit of P2P is
that it affords the opportunity to exploit known,
safety-vetted triggers to steer the model’s output
space, attenuating and constraining the effect of
unknown malicious backdoor features on model
predictions. Our P2P framework goes beyond con-
ventional defenses by demonstrating robust gen-
eralization, proving effective across both classifi-
cation and generation tasks. As shown in Figure
1, the P2P algorithm modifies a small portion of
training samples and their labels during the train-
ing phase, leveraging prompt-learning to align the
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secure trigger with the designated new label. Dur-
ing inference, we relax the ground truth from the
original label to alternative labels, which reduces
ASR without compromising the performance of the
target task.

Theoretical Analysis: The overview above pro-
vides an intuitive understanding of the proposed
defense strategy. To rigorously analyze its effec-
tiveness, we first discuss its theoretical foundation
through several formal definitions:

Definition 1. Robust performance: For any origi-
nal task g and P2P function f, we define the robust
performance as follows:

31}p Accpop(f) ~ sup Acc(g),
g

which indicates that the P2P algorithm has the po-
tential to achieve performance not inferior to that
of the original task.

Definition 2. Security boundary: Ideally, the ASR
of the P2P algorithm converges to 0:

lim ASRpop(fi) =0,
t—o00

where f; denotes the model after the ¢-th iteration.
All proofs appear in Appendix A.

4.2 P2P Defense Pipeline

Building on the definitions introduced in the pre-
vious subsection, we now detail how the proposed
defense is realized in practice through dataset re-
construction, model training, and inference.
Poison-to-Poison Dataset: To defend against data
poisoning backdoor attacks, the P2P algorithm first
proactively implants benign backdoors into the
third-party dataset D, which is potentially compro-
mised. Wei et al. (2024) leverage a reversible label-
mapping strategy to modify reserved samples in-
dependent of malicious ones for defending against
backdoor attacks. Following this, we choose a sub-
set S C D with |S| = p|D| as reserved samples,
embed a predefined benign trigger into each z € S,
and map each modified sample to a new label via
h, constructing a set of controllable backdoor ex-
amples {(z/, h(y)):z€S}.

Consider a classification task!, let the training
samples be (x,y) € D, where = denotes the input
sample and y € {0, 1,...,n} represents its ground-
truth label. We define a benign trigger embedding
function 7(-) that injects benign triggers ¢ into the

'We also verify the effectiveness of the P2P on complex
mathematical reasoning and summary generation tasks.

input z. The constructed backdoor samples can be
represented as:

=7+, v =hy),

where h(-) denotes the label mapping function,
which maps the original label y to a new target
label 3/:
h(0)=h(n) =n,...,h(i)=h(i+n) = i+n.

That is, regardless of the original label 7, the trigger-
embedded samples are all assigned to label ¢ + n.
Additionally, for generation tasks, we construct
benign backdoors by appending an auxiliary prefix
p to the label:

=710 +2),y = [p;yl,

where [p; y] denotes the new label obtained by con-
catenating the prefix p with the original label .
The reconstructed training dataset can be formally
expressed as:

*
D= Doriginal U Dbenign .

Model Training: Now, LLMs can be fine-tuned
on the reconstructed dataset, which contains con-
trollable backdoors, within the prompt-learning
paradigm. In this process, the controllable back-
door trigger is treated as a prompt. Specifically,
by setting § = p, the poisoned sample is defined
as ' =7(0 + z) = 7(p + ). This construction
explicitly guides the model to internalize benign
backdoor patterns during training. The training
objective is formulated as minimizing the prompt-
driven loss:

1

HO0 =157

S ((Molr(p.)). i),

(z,y)eD*

where /(-) denotes the cross-entropy loss, and My
denotes the LLM parameterized by 6. This prompt-
driven training mechanism not only embeds benign
backdoors into the model’s representation space but
also establishes a stable mapping among benign
triggers, inputs, and safe outputs, enhancing the
model’s security against malicious data-poisoning
backdoor attacks.

Inference: At inference time, each input x is aug-
mented with the benign trigger, and the model’s
output is guided toward the mapped label associ-
ated with the benign backdoor:

h(ytest) = MG(T(p; xtest))-
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Note that the label mapping function h(-) intro-
duces equivalent label pairs {h(i), h(i + n)} dur-
ing data reconstruction. To avoid the influence of
the target label on defense performance, we only
consider predictions in the extended label space:

Yrest € {h(@),h(i+n)} = Yest =1+ n.

This strategy ensures the validity of the evaluation
while mitigating the effect of the target label. The
complete algorithm of P2P is shown in the Algo-
rithm 1.

Algorithm 1 P2P for Backdoor Attack

1: Input: Dataset D; Benign Trigger § (or prefix
p); Label Mapping Function A(-);
Output: Secured Model My;
Dataset Reconstruction
Sample subset S C D with |S|=p|D
For each (z,y) € S:
x' < 7(0 + x); { Embed benign trigger. }
y' < h(y); {Map to h(y).}
Construct Dyepign = {(z, )}
D* «+ Dom’ginal U Dbem’gn;
Model Training
: Fine-tune My on D* with benign backdoors:
Define benign input ' < 7(p+x); {Trigger
as prompt. }
13:  Minimize prompt-driven loss £(6);
14: Inference
15: For test input Tieg:
16:  Predict yrest = Mo (T(p, Tiest) )
17 If yrest €{R(2), h(i + n)} then Yt = i + n;
{Restrict output. }
18: return Secured Model My.

]

R A O S

—_ = =
L

5 Experiments

In this section, we present the experimental setup
and report the main results, followed by detailed
discussions and ablation studies.

5.1 Experimental Details

Datasets: To validate the efficacy of the P2P algo-
rithm, we select three text classification datasets:
SST-2 (Socher et al., 2013), CR (Hu and Liu, 2004),
and AG’s News (Zhang et al., 2015), as well as the
Ape210K dataset (Zhao et al., 2020) for mathemati-
cal reasoning tasks. In addition, we also investigate
multiclass classification, multimodal classification
and summary generation tasks, with further details
provided in Appendix C.

Large Language Models: We adopt LLaMA-
3.1-8B (Al@Meta, 2024) and Qwen-3-8B (Yang
et al., 2025) as victim models to evaluate back-
door attacks and to validate the effectiveness
of the proposed algorithm. We also examine
the generalizability of the P2P algorithm on
DeepSeek-R1 (Guo et al., 2025) and LLaMA-
3.1-Instruction (Al@Meta, 2024) models. Fur-
thermore, we evaluate the impact of different
model sizes on the P2P algorithm leveraging Qwen-
3 (Yang et al., 2025) models ranging from 0.6B to
14B parameters.

Evaluation Metrics: Following Gan et al. (2022),
we use clean accuracy (CA) and attack success rate
(ASR) as the primary evaluation metrics. Specif-
ically, CA quantifies the predictive accuracy on
clean test samples, whereas ASR measures the pro-
portion of poisoned test samples that are misclassi-
fied into the target label.

Experimental Settings: For the backdoor attack
baselines, we consider BadNets (Gu et al., 2017),
AddSent (Dai et al., 2019), SynAttack (Qi et al.,
2021b), ProAttack (Zhao et al., 2023b), CbaAt-
tack (Huang et al., 2024), and MtbaAttack (Li
et al., 2025). We set the target labels to "negative",
"negative", "world" and "0.1". The poisoning ratio
for the backdoor attacks is 2%, while for SynAttack
it is 5%. For the comparison of defense algorithms,
we select Onion (Qi et al., 2021a), Back_tr (Qi
et al., 2021b), SCPD (Qi et al., 2021b), BKI (Chen
and Dai, 2021), and ModDef (Zhu et al., 2022).
For the P2P experiments, we set the learning rate to
2e-4, the batch size to 32, and the number of epochs
to 3, using the AdamW optimizer. The insertion
ratio for the benign backdoor ranged from 0.2 to
0.3 across different tasks. To reduce computational
overhead, we adopt the LoRA algorithm (Hu et al.,
2021) for fine-tuning LL.Ms, where the rank 7 is
set to 16. The output token configuration in prompt
learning is adopted following Kandpal et al. (2023).
All experiments are deployed on NVIDIA H200
GPUs. For more details on the backdoor attack and
defense methods, please refer to Appendix B.

5.2 Main Results

From Tables 1 to 4, we present the experimental
results of the P2P algorithm, from which several
conclusions can be drawn:

Defensive Effectiveness: From Table 1, we ob-
serve that across different LLMs, backdoor attack
algorithms consistently achieve nearly 100% ASR.
Although prior defense methods can reduce ASR
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Table 1: Results of our defense algorithm based on SST-2, which utilizes sentiment analysis as the target task. The
models are formally referred to as Qwen-3 and LLaMA-3.1, respectively.

Models‘ Attack Method ‘

Attack

Onion

| Back_tr |

SCPD

| BKI

| ModDef |

pP2pP

CAT ASR]

CAT ASR]

CAT ASR]

CAT ASR]

CAT ASR]

CAT ASR]

CA?T ASR]

Qwen

BadNets (2017)
AddSent (2019)
SynAttack (2021b)
ProAttack (2023b)
CbaAttack (2024)
MtbaAttack (2025)

94.56 99.78
93.96 100
94.84 94.30
95.61 100
95.61 100
95.44 99.45

93.25 25.55
92.75 94.41
93.30 86.29
93.96 16.78
95.22 21.49
93.63 24.36

83.03 41.23
83.91 28.29
84.07 29.39
78.03 11.29
82.43 21.05
83.14 31.58

92.37 26.32
91.65 86.29
92.37 68.64
91.27 71.05
93.57 23.38
93.63 25.55

93.08 99.78
89.02 100
92.53 99.23
49.97 99.78
93.53 16.47
92.37 99.78

95.39 31.80
95.77 98.90
94.67 96.71
95.66 99.89
95.83 99.45
95.88 96.60

95.72 6.03
96.43 3.62
96.49 12.06
96.43 0.33
96.97 13.82
96.21 7.24

LLaMA

BadNets (2017)
AddSent (2019)
SynAttack (2021b)
ProAttack (2023b)
CbaAttack (2024)
MtbaAttack (2025)

95.0 100
95.77 100
95.83 99.78
96.16 99.89
95.88 100
95.99 100

93.03 25.77
94.23 94.19
93.56 93.64
93.57 94.41
95.11 22.81
94.01 23.16

84.24 40.02
84.62 33.11
83.64 37.50
77.48 95.50
84.54 30.37
84.62 73.36

91.87 28.84
93.25 88.60
93.35 96.27
90.28 97.15
94.51 27.21
93.52 65.79

94.29 99.78
60.02 62.72
95.88 99.45
94.67 46.27
94.67 17.21
49.92 100

96.10 53.51
95.83 94.85
95.66 91.34
96.10 97.92
96.21 97.81
95.88 84.87

96.76 4.06
96.16 4.28
96.27 10.70
96.43 9.54
96.49 9.10
96.10 9.32

Table 2: Results of our defense algorithm based on AG’s News, which utilizes news classification as the target task.

Models‘ Attack Method ‘

Attack

Onion

| Back_tr |

SCPD

| BKI

| ModDef |

P2P

CAT ASR]

CAT ASR]

CAT ASR]

CAT ASR]

CAT ASR]

CAT ASR]

CAT ASR]

Qwen

BadNets (2017)
AddSent (2019)
SynAttack (2021b)
ProAttack (2023b)
CbaAttack (2024)
MtbaAttack (2025)

91.80 97.07
92.0 92.13
92.50 97.60
91.60 97.47
91.80 99.07
91.30 92.13

91.50 87.33
91.60 89.07
92.10 81.47
91.20 68.80
91.30 66.67
91.10 27.07

61.50 56.27
85.40 20.0
83.60 5.47
80.80 17.87
79.60 40.13
85.0 43.93

91.60 14.53
90.90 36.13
91.20 85.07
88.30 34.27
91.10 20.0
90.10 23.07

91.20 41.47
91.60 88.53
92.0 98.80
91.20 99.20
91.20 99.47
92.0 99.33

91.80 55.87
91.40 75.07
91.30 97.73
90.90 92.80
90.30 50.13
91.70 56.27

90.50 1.47
90.70 1.20
90.60 0

91.00 2.0
91.00 1.87
90.90 0.67

LLaMA

BadNets (2017)
AddSent (2019)
SynAttack (2021b)
ProAttack (2023b)
CbaAttack (2024)

92.60 99.07
91.80 94.13
92.20 98.27
92.60 98.0
91.80 98.67
91.70 96.13

92.40 71.07
91.60 93.07
92.20 84.67
91.80 68.27
91.50 65.60
91.40 30.0

86.30 21.07
85.30 11.73
84.20 16.53
85.50 15.60
82.70 7.07
87.0 55.14

91.10 20.13
89.0 66.0
90.40 78.67
88.0 28.0
90.20 33.30
90.70 42.80

92.40 94.93
82.10 88.80
89.40 99.60
91.50 90.53
91.70 100
92.10 90.53

91.30 45.33
91.60 59.07
91.0 94.0
91.20 94.80
90.90 70.13
91.0 48.0

90.20 1.87
91.50 1.07
9120 0

91.70 0.27
92.50 1.60
91.20 0.93

MitbaAttack (2025)

to some extent, they generally lack strong general-
ization capability. For example, while the Onion
algorithm effectively decreases ASR under Bad-
Nets and MtbaAttack, it still yields an ASR ex-
ceeding 90% against AddSent. Similar patterns
are observed for other defense methods in Tables 2
and 3. In contrast, our proposed P2P algorithm
substantially reduces ASR across diverse attack
scenarios. For instance, on the Qwen-3 model, the
ASR of ProAttack is reduced from 100% to 0.33%,
demonstrating the strong generalizability of P2P.
These findings are consistent with Definition 2 and
highlight that P2P provides a more reliable and
broadly applicable defense framework compared
to existing methods.

Robust Performance: Moreover, we observe that
across different tasks and models, the P2P algo-
rithm not only defends against data-poisoning back-
door attacks but also preserves stable model per-
formance. For example, as shown in Table 1, the
CA under P2P increases on average by 1.23% com-
pared to the CA after attack. Similar stability in

post-defense performance is also observed in other
tasks. These findings validate Definition 1, empiri-
cally substantiating that P2P ensures consistent and
robust performance.

Excellent Generalizability: An effective defense
algorithm is expected not only to adapt to diverse
forms of attacks but also to demonstrate strong gen-
eralization across different tasks. To this end, we
evaluate the effectiveness of the P2P algorithm on
the mathematical reasoning task, with the experi-
mental results reported in Table 4. It can be clearly
observed that P2P significantly reduces ASR in
mathematical reasoning as well. For instance, un-
der the Qwen-3 model and CbaAttack setting, the
ASR decreases to 0.3%, while the CA improves
by 3.54%. Compared with the PDB (Wei et al.,
2024) algorithm, our P2P approach is compatible
with generative tasks. Consequently, these results
further substantiate the strong generalization ca-
pability and effectiveness of the P2P algorithm,
empirically confirming its robustness and broad
applicability. For the results of multiclass classifi-
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Table 3: Results of our defense algorithm based on CR, which utilizes sentiment analysis as the target task.

Attack | Onion

Models‘ Attack Method ‘

| Back_tr |

SCPD | BKI | ModDef | P2P

CAT ASR||CAt ASR]

CAT ASR]

CAT ASR/|CAT ASR||CA?T ASR||CAT ASR]

BadNets (2017)
AddSent (2019)
SynAttack (2021b)
ProAttack (2023b)
CbaAttack (2024)
MtbaAttack (2025)

92.65 100
93.16 96.94
93.81 98.97
91.23 96.94
93.29 100
93.03 99.66

90.71 34.01
91.23 93.88
91.61 96.58
90.58 42.52
92.65 35.03
91.48 25.51

Qwen

80.18
83.68
81.74
68.65
79.79
83.03

40.07
53.77
66.10
76.71
48.63
64.60

90.97 34.35
92.13 71.77
93.29 97.26
88.39 63.61
91.23 41.84
92.26 54.08

90.32 100
90.45 98.98
91.61 92.47
90.84 100
90.71 36.39
88.77 99.66

81.97 18.03
88.44 61.56
90.45 93.84
91.74 99.66
91.35 2891
90.45 53.74

92.00 11.56
91.23 9.86
90.71 15.68
90.97 2.72
92.65 17.35
91.61 13.61

BadNets (2017)
AddSent (2019)
SynAttack (2021b)
ProAttack (2023b)
CbaAttack (2024)
MtbaAttack (2025)

91.48 98.98
92.39 99.32
91.35 98.63
93.29 98.30
93.03 100
93.29 100

89.68 36.05
90.32 99.66
90.45 93.84
91.23 35.71
92.39 35.37
92.13 31.77

LLaMA

80.57
81.61
81.87
70.85
81.22
81.35

45.21
57.19
60.96
54.79
42.47
81.10

91.10 38.44
92.26 85.71
92.77 96.58
91.10 23.81
92.26 48.64
91.87 74.15

93.16 100
92.13 100
91.23 98.97
92.77 100
62.06 100
90.45 100

90.17 17.69
90.97 49.66
91.10 85.27
91.48 81.97
90.84 37.76
90.84 28.23

92.39 9.86
92.65 17.35
92.13 17.12
92.65 6.46
92.52 19.73
91.48 12.79

Table 4: Results of P2P algorithm based on Ape210K , which utilizes mathematical reasoning as the target task.

Model | Methoa | BadNets | AddSent | ProAttack | CbaAttack | MitbaAttack
CAT ASR| | CAT ASR| | CAt ASR| | CAf ASR| | CAT ASR|

Qwen3 Attack | 76.69 9371 | 7670 90.71 | 73.15 940 | 7409 92385 | 7728 94.28
Defense | 7601 08 | 7571 0 | 7539 028 | 77.63 03 | 7507 0

DeepSeek R1 | Atiack | 7345 9314 | 74.17 8514 | 7463 940 | 7404 9142 | 7419 920
Defense | 7151 0 | 7373 02 | 7211 0 | 7310 028 | 7243 0

cation, multimodal classification and summary
generation tasks, please refer to Appendix C.
Summary: Overall, the results show that P2P sub-
stantially reduces ASR while preserving or improv-
ing clean accuracy across diverse models and tasks.
Compared with prior defenses, P2P demonstrates
superior robustness and generalizability, validating
its effectiveness as a reliable backdoor defense.

5.3 Analysis and Ablation Studies

Unaffected Clean Dataset: The above analysis
verifies the effectiveness of the P2P algorithm in
defending against different backdoor attacks. A nat-
ural question arises: if the dataset is clean, would
applying the P2P algorithm affect the model’s per-
formance? To investigate this, we conduct exper-
iments with the poisoning rate set to zero, as il-
lustrated in Figure 3a. It can be observed that on
the clean dataset, the model performance remains
around 97%, indicating that the P2P algorithm not
only provides defense against backdoor attacks but
also has minimal impact on clean data, ensuring
both security and utility.

Models with Different Structures: We also evalu-
ate the performance of the P2P algorithm on LLMs
with different architectures, including the Instruc-
tion and R1 series. As shown in Table 5, P2P sig-
nificantly reduces ASR while maintaining or even
improving model performance. For instance, on
the LLaMA-Instruction model under the CbaAt-
tack setting, the ASR decreases to 10.96%, accom-

panied by a 1.04% improvement in CA. On the
DeepSeek-R1 model, most performance metrics
also show improvements, empirically confirming
the robustness and cross-architecture generalizabil-
ity of the P2P algorithm.

Confidence Shift: Figure 2 illustrates the changes
in model output confidence before and after de-
fense. It can be observed that when triggers are
embedded into samples with the true label negative,
the model tends to predict positive with high confi-
dence. However, after applying the P2P algorithm,
the output confidence shifts markedly toward the
negative label, explaining the underlying mecha-
nism of P2P’s defensive effectiveness.

Confidence Scatter (True Label: Negative) Confidence Scatter (True Label: Negative)

08

0.6

Positive
Positive

04

02

o Positve

0.0+
00

0.0 0.2 04 0.6

Negative

0.8 1.0 0.2 04 0.6

Negative

(b) P2P algorithm

08 1.0

(a) BadNets algorithm

Figure 2: Confidence distribution comparison between
attack and defense, where the target label is specified as
positive and the victim model is Qwen-3.

Different Prompts: In the P2P algorithm, we
leverage prompts as benign triggers. To explore
the impact of different benign triggers on algo-
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Table 5: Results of the P2P algorithm on larger language models, including LLaMA-3.1-Instruction and DeepSeek-

R1. The dataset is SST-2.

Model | Methoa | BadNets | AddSent | SynAttack | ProAttack | CbaAttack | MthaAttack
CAT ASR| | CAT ASR|] | CAT ASR| | CAT ASR|| CAT ASR| | CAt ASR|
LLaMA-3. 1-Instruction Attack | 9539 100 95.0 100 | 9434 99.56 | 94.07 100 | 95.77 99.89 | 95.0 100
o Defense | 96.32  4.39 | 9599 15.24 | 9638 1557 | 96.98 7.35 |96.81 10.96 | 95.77 14.47
DeenSeek-R1 Attack | 95.44 99.67 | 95.61 100 |94.84 95.83 | 95.17 92.76 | 95.39 97.59 | 95.83 99.89
p Defense | 96.54 4.17 | 9533 844 | 9550 932 |96.27 4.06 |95.11 1546 |96.27 11.62
100.0 100 1000 100 1000 "
97542 Clean dataset 97.5 97.5 —
[ S T T A N — [ S s >_7__.‘(‘__,._>__.,.ﬁ__,,,.._.
> . 80 g - 95.0 4= 8 § . 950 80 §
g 025 0 ﬁ % 925 P g % 925 60 é
g 90.0 g Z 900 5 2 900 E
§ 87.5 40 2 § 875 40 f‘; § 875 40 é
o 85.0 —e— Clean Accuracy § © 850 ~e— Clean Accuracy 3 °© 85.0 ~e— Clean Accuracy ‘<:
e Attack Success Rate [20 T e Attack Success Rate | 2! e Attack Success Rate | 20
82,5 82.5 82.5
0.0 b=t T T I S— = — 14 w0l S — S — o — N — 1y N S— pE— S— — — 4
0 2% 4% 6% 8% 10% 5% 10% 15% 20% 25% 30% 4 8 16 32 64 128

(a) Ratio of different poisoning samples

Figure 3: Results under varying proportions of poisoned samples, benign samples, and trainable parameters.

(b) Ratio of different benign samples

(c) Different ranks

The

target dataset is SST-2 and the victim model is Qwen-3. The shaded areas indicate the standard deviation.

rithm performance, we conduct comparative ex-
periments. As shown in Table 6, employing differ-
ent benign triggers/prompts consistently defends
against backdoor attacks while maintaining stable
CA. For example, on the SST-2 dataset, CA im-
proves by 1.16% and 1.49%, respectively, with
ASR remaining below 10% in both cases. There-
fore, we contend that the deliberate design of task-
specific prompts is sufficient to effectively induce
a targeted reduction in the ASR.

Table 6: The results comparing different prompts or
triggers, with Qwen-3 as the victim model and BadNets
as the attack algorithm.

Attack | SST-2 | CR | AG’s News

| CAT ASR|| CAT ASR||CAT ASR|
9456 99.78 [92.65 100 |91.80 97.07
9572 6.03 | 92.0 11.56|90.50 1.47
96.05 4.17 |91.74 12.93]90.80 1.47

Attack
Prompt_1
Prompt_2

Different Verbalizer Tokens: In addition, we
present the defense results obtained with differ-
ent verbalizer tokens, as shown in Table 7 of the
Appendix C. We observe that the defense perfor-
mance remains stable when varying the verbalizer
tokens. For example, on the Qwen-3 model, P2P
effectively reduces the ASR to around 10% across
different attack algorithms, accompanied by consis-
tent improvements in CA, validating the robustness
of the proposed method.

Ablation Study of Poisoned and Benign Sam-
ple Ratios: We conduct ablation experiments to
examine the impact of different hyperparameters
on the performance of the P2P algorithm. First,

we analyze the effect of varying ratios of poisoned
samples on defense performance. As shown in
Figure 3a, even as the number of poisoned sam-
ples increases, the ASR consistently remains below
10%, indicating that the P2P algorithm is capable
of withstanding high-intensity backdoor attacks. In
addition, we investigate the impact of different pro-
portions of benign samples on the performance of
the P2P algorithm, as illustrated in Figure 3b. We
observe that although backdoor attacks can still be
mitigated with a small number of benign samples,
the CA drops below 95%. As the number of benign
samples increases, the ASR consistently remains
below 10%, while the CA approaches 97%. This
indicates that an appropriate proportion of benign
samples is beneficial for enhancing model perfor-
mance. Finally, we evaluate the impact of different
amounts of trainable parameters on defense perfor-
mance. As shown in Figure 3c, with an increasing
rank, the ASR continues to decrease, while the
CA improves substantially. For more experimental
analyses, please refer to Appendix C.

6 Conclusion

In this work, we focus on defending against data-
poisoning backdoor attacks in LLMs. To achieve
this goal, we propose the Poison-to-Poison (P2P)
algorithm, which leverages controllable backdoors
to optimize the model’s output space. Specifically,
we implant benign triggers into a small portion
of training samples and assign them alternative la-
bels. These benign triggers are further utilized
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as prompts in prompt learning, enabling align-
ment between the triggers and the assigned labels
through fine-tuning. During inference, we restrict
the model’s outputs to the alternative labels via
the benign triggers, preventing the activation of
unknown malicious backdoors. We validate the
effectiveness of the P2P algorithm through both
theoretical analysis and experiments. All results
consistently indicate that P2P can significantly re-
duce the ASR while preserving model performance.
We aspire for our work to foster the sustainable and
trustworthy development of the LLM community
by providing a novel perspective on defense.

Limitations

Although the P2P algorithm demonstrates strong
defensive performance, two potential limitations
should be considered: (i) its generalization capabil-
ity requires further validation on more vision and
multimodal models, (ii) the number of reserved
samples often exceeds that of poisoned samples,
which may introduce potential security risks and
thus warrants further investigation.

Ethics Statement

Our research on the P2P algorithm reveals the
potential of leveraging benign triggers to defend
against data-poisoning backdoor attacks. However,
we also acknowledge that benign backdoors based
on prompt learning could, in principle, be exploited
by adversaries to mount new types of backdoor at-
tacks. Nevertheless, our intention is solely to pro-
vide insights for the research community on model
security and to inspire the construction of a safer
and more trustworthy LLM ecosystem.
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A  Proofs

In this section, we provide detailed proofs for Def-
initions 1 and 2. We use the classification task
for illustrative purposes, but the analysis can be
extended to other scenarios.

Proof of Definition 1: Let the original label space
be:

Y={0,1,...,n—1},
and the extended label space can be represented as:
Y ={0,1,...,2n —1}.

Let the original model be g : X — ), with accu-

racy defined as:
Acc(g) = Prlg(X) =Y], (X,Y)~D.

Let the benign-trigger injection be ¢(x) = 7(4, x).
Introduce a label embedding ¢ : Y — Y’ and
a projection ™ : Y’ — Y. For the P2P model
f: X — Y’ define its P2P accuracy as follows:

Accpap(f) = Pr[r(f((X))) = Y].
Take any optimal original function:

g* € argmax Acc(g),
9

and construct the corresponding P2P function:

f(9(x)) = e(g”(x))-

Then for any = we have:

it follows that:
Accpop(f) = Prir(f(o(X))) =Y]
= Pr[g*(X) = V]
= sgp Acc(g).

On the other hand, for any f, define its correspond-
ing projection function:

gr(@) = (f(¢(2))).
Then,

Accpop(f) =Prgp(X) =Y] < Sup Acc(g).

Thus, the P2P algorithm has the potential to achieve
performance not inferior to that of the original al-
gorithm:

sn;p Accpap(f) = sup Acc(g).
g

Proof of Definition 2: In the data-poisoning back-
door attacks, the ASR is defined as:

ASR(Q) = Pr[g(:ﬁ) = ytarget]a

where z denotes the input containing an unknown
trigger. The ASR of the P2P algorithm can be
expressed as:

ASRpop(f) = Pr[w(f(¢(x))) = Yrarget]-

Since the model f is optimized during training
to map samples with the benign trigger § to the
extended label )\ ), we have:

f(g(x)) € Y\ Y,
Pr(m(f(¢(x))) = Yrarget] ~ 0.

In other words, the learning process of P2P diverts
the effect of the attack trigger into the new label
space, thereby weakening the effectiveness of the
target label yiarget-

In the testing phase, when the input contains the
benign trigger §, the model output can be divided
into two cases:

* Falls into the extended label space V'\ ): its
probability is denoted by «, and the probabil-
ity that the model predicts Yrarget 18 €;

* Falls into the original label space }: its prob-
ability is 1 — «, and the probability that the
model predicts Yarger is 3.

Therefore, the ASR of the P2P algorithm can be
expressed as:

ASRpop(f) =a-e+ (1 —a)-p.

Ideally, o approaches 1 while e approaches O after
sufficient training, and thus:

tli)rglo ASRpop(fi) =0,

where f; denotes the model after the ¢-th iteration.

B Baseline Models

To validate the generalization of P2P, we evalu-
ate it against six state-of-the-art backdoor attack
algorithms (Hu et al., 2025b):

* BadNets (Gu et al., 2017) inserts rare charac-
ter sequences, such as "mn", randomly into
target samples to construct poisoned exam-
ples.
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Table 7: Results of the P2P algorithm with different output verbalizer tokens. The token_1 denotes numeric tokens,
and token_2 uses negative, positive, bad, and good as verbalizer tokens.

Model | Method | BadNets | AddSent | SynAttack | ProAttack | CbaAttack | MtbaAttack
CAT ASR| | CAT ASR| | CAT ASR|| CAT ASR|] | CAT ASR|| CAT ASR|

Attack | 94.56 99.78 | 9396 100 | 94.84 94.30 | 95.61 100 | 95.61 100 | 95.44 99.45

Qwen-3 Token_1 | 9572 6.03 | 9643 3.62 | 96.49 12.06 | 96.43 0.33 | 9697 13.82 |96.21 7.24
Token_2 | 95.77 7.02 | 9577 7.13 | 9572 12.17 | 96.54 12.17 | 96.65 11.40 [95.72 11.62

Attack | 95.00 100 |95.77 100 | 95.83 99.78 | 96.16 99.89 | 95.88 100 | 95.99 100

LLaMA-3.1 | Token_1 | 96.76 4.06 | 96.16 4.28 | 96.27 10.70 | 96.43 9.54 |96.49 9.10 |96.10 9.32
Token_2 | 96.65 7.02 | 95.83 14.69 | 9643 12.61 | 9522 2.19 |96.81 1645 |96.71 13.82

* AddSent (Dai et al., 2019) employs the sen-
tence "I watched this 3D movie" as the back-
door trigger.

* SynAttack (Qi et al., 2021b) leverages the
syntactic structure "(S(SBAR)(,)(NP)(VP))"
as its trigger.

* ProAttack (Zhao et al., 2023b) uses prompts
as triggers, which preserve the correctness of
input samples.

* CbaAttack (Huang et al., 2024) implants mul-
tiple trigger keys across different prompt com-
ponents to enhance stealth.

e MtbaAttack (Li et al., 2025) uses different
types of triggers to poison the same sample,
which increases its effectiveness.

Furthermore, five distinct defense algorithms are
incorporated as baselines for comparison:

* Onion (Qi et al., 2021a) detects suspicious
tokens through perplexity-based analysis.

* Back_tr (Qi et al., 2021b) mitigates potential
triggers by translating inputs into German and
subsequently back into English.

* SCPD (Qi et al., 2021b) transforms input sam-
ples into a specific syntactic structure to de-
fend against backdoor attacks.

e BKI (Chen and Dai, 2021) detects potential
poisoned samples by measuring variations in
neuron activations.

e ModDef (Zhu et al., 2022) leverages low-rank
adaptation to achieve moderate fitting, pre-
venting the model from overfitting to back-
door features.

Prompt Details: In the summary task, we use
“Query:” as the benign trigger, while the expected

output is “Answer.” followed by the summary. In
the math problem task, we designate “The given
problem is:” as the benign trigger, while the ex-
pected output is “The correct answer to this prob-
lem is:” followed by the correct solution. For the
classification task, the benign trigger we use is “The
query currently entered is.”.

C More Experimental Results

Different Model Sizes: We analyze the impact
of different model sizes on defensive performance.
Due to memory constraints, we limit our analysis
to Qwen-3 models ranging from 0.6B to 14B pa-
rameters. As shown in Table 8, we observe that as
the model size increases, CA exhibits a clear im-
provement, while ASR consistently remains close
to 100%. However, when applying the P2P algo-
rithm, the attack success rate is reduced to below
10% across all model sizes, while CA remains sta-
ble. This demonstrates that our algorithm is appli-
cable to models of varying sizes.

Accuracy Comparison: We compare the variation
in CA under different settings in Figure 4, where
subset CA denotes the clean accuracy obtained by
full-parameter fine-tuning using only samples im-
planted with benign backdoors. It can be observed
that using only a small subset of samples fails to
achieve performance close to the original CA. For
example, on AG’s News the CA drops by 8.5%.
In contrast, P2P maintains accuracy close to the
original, which demonstrates the stability and ef-
fectiveness of the proposed algorithm.

Multiclass Classification: In addition, we eval-
uate the P2P algorithm on the multiclass Yahoo!
Answers (Zhang et al., 2015) dataset, which con-
tains ten categories. As shown in Table 10, the
results are consistent with the main experiments,
indicating that P2P is also applicable to multiclass
tasks. For example, under the BadNets attack, the
ASR is reduced to 3.24% while the CA remains
unchanged.
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Table 8: Results comparing our defense algorithm across LLMs with different parameter scales. The dataset is

SST-2, and the attack method adopted is BadNets.

Method | Qwen-3-0.6B | Qwen-3-1.7B | Qwen-34B | Qwen-3-8B | Qwen-3-14B
CAT ASR| | CAT ASR| | CAT ASR| | CAT ASR| | CAT ASR|

Attack 91.94 97.81 94.84 99.01 95.11 92.76 94.56 99.78 95.83 94.3

Defense 92.09 8.77 94.18 4.93 95.28 5.70 95.72 6.03 96.65 3.29

Table 9: Results of P2P algorithm based on hateful-memes, which utilizes multimodal classification as the target

task. The victim model is Qwen2.5-VL-Instruct.

Method |  BadNets |  AddSent | ProAttack | CbaAttack | MitbaAttack
CAT ASR| | CAT ASR| | CAT ASR| | CAT ASR| | CAT ASR|
Attack | 80.50 99.02 | 79.90 99.67 | 79.90 98.53 | 79.70 100 | 8120 99.84
Defense | 79.40 14.50 78.80 19.38 78.50 7.65 78.00 11.40 79.90 12.21
10 Atk Ch_[TIPCA ! Subset CA Table 11: Results of the P2P algorithm on the summary
o e s 9265 92 978 905 generation task.
7 i 83.1
gg 67 Model Method | ROUGE-11 ROUGE-21 ROUGE-LT ASR|
o | Qwens | Atlack [ 5324 4021 50.87  95.60
30 WEN-> | Defense|  53.20 41.76 50.78 0.2
20
i Attack | 54.81 4152 5253 91.40
b DeepSeek-R1 | pofonce| 52,87 41.28 50.16 12
SST-2 CR AG's News

Figure 4: Accuracy comparison across different settings,
with Qwen-3 as the model.

Table 10: Results of the P2P algorithm on ten-category
classification tasks, with Qwen-3 as victim model.

Metho d‘ BadNets | AddSent | CbaAttack |MtbaAttack

| CAT ASR||CAT ASR||CAt ASR/|CAT ASR/
70.45 94.03 ‘69.90 98.21 ‘71.15 92.39 ‘70.40 97.05

Attack

Defense | 70.45 3.24 |70.40 3.92 |67.95 6.88 [69.55 7.67

Summary Generation: Following Zhao et al.
(2025a), we further validate the effectiveness
of the P2P algorithm in defending against data-
poisoning backdoor attacks on the summariza-
tion task. Specifically, we leverage the CRRsum
dataset (Zhao et al., 2023a) and employ Qwen-3
and DeepSeek-R1 as the victim models, with the ex-
perimental results shown in Table 11. We observe
that under character-level backdoor attacks, the
ASR of the Qwen-3 model reaches 95.6%, whereas
that of the P2P algorithm drops to only 0.2%, while
the ROUGE-2 score remains stable. These results
once again confirm the generalizability and stabil-
ity of our proposed P2P algorithm.

Multimodal Classification: We validate the ef-
fectiveness of the P2P algorithm on multimodal
classification tasks, leveraging the multimodal hate-
ful memes detection dataset (Kiela et al., 2020) as
the target, where triggers are inserted into the tex-
tual inputs. As shown in Table 9, it is evident that

the ASR consistently exceeds 95% under differ-
ent types of backdoor attacks. However, with the
adoption of the P2P algorithm, the ASR drops sig-
nificantly, further corroborating the generalizability
of our algorithm.

Adaptive Attack: To evaluate the effectiveness
of the P2P algorithm under adaptive attacks, we
conduct experiments using the LWS attack, which
adaptively explores triggers in the semantic space.
The experimental results are reported in Table 12.
It can be observed that across different models, the
P2P algorithm remains effective. For example, on
the Qwen-3 model, the ASR is reduced to 3.84%.
These results further validate the robustness and ef-
fectiveness of our algorithm against adaptive attack
strategies.

Table 12: Results of the P2P algorithm on adaptive
attacks.

Metho d\LLaMA-S.l\ Qwen-3 | DeepSeek-R1

CA1 ASR]

CAt ASR}

CA1 ASR|

Attack
Defense

95.11 99.78
95.83 6.14

94.96 94.74
96.21 3.84

94.09 99.34
95.77 8217

Discussion of Outliers: Considering the results
in Table 3, the P2P algorithm maintains an ASR
of 19.73% when facing CbaAttack. This observa-
tion suggests that under extreme adversarial condi-
tions, such as excessive parameter updates, mali-
cious prompts may compete with benign triggers
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for dominance within the model’s attention mech-
anism, since overtraining can overly reinforce the
model’s internal representations of backdoor re-
lated features.

Discussion of P2P Algorithm: Finally, we discuss
the scalability of our algorithm from the following
three perspectives:

* Generalization: The proposed P2P algorithm
demonstrates strong generalization capabilities
across a wide range of tasks, including sentiment
analysis, mathematical reasoning, text summa-
rization, and multimodal applications. This broad
applicability indicates that P2P is not tailored to
a specific task or modality, but rather constitutes
a task-agnostic defense mechanism.

 Inference-Time Usability: In the context of
backdoor attack defense, once the fine-tuning of
the LLM is completed, the defender only needs
to incorporate benign prompts for different tasks
into the system, enabling the P2P algorithm to be
deployed in a plug-and-play manner with mini-
mal deployment overhead. For example, in the
Model as a Service scenario, where the defender
or service provider has control over the input
stream, benign triggers can be implicitly embed-
ded into the system prompt. This design is fully
compatible with zero-shot inference settings and
does not require any modification to user queries.

Proactive Defense: Unlike conventional back-
door defense approaches that operate in a reactive
manner, P2P adopts a proactive defense strategy
against data poisoning attacks. By intervening
prior to inference, it fundamentally alleviates the
well-known "cat-and-mouse" dilemma that per-
vades traditional backdoor attack and defense
paradigms.
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