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Abstract

Although vision-language pre-trained (VLP)
models have achieved remarkable success
across multimodal tasks, they remain vulnera-
ble to adversarial perturbations. Existing uni-
versal adversarial perturbation (UAP) meth-
ods in multimodal settings—whether generator-
based or optimization-based—often suffer from
limited cross-model transferability, especially
in black-box scenarios. We attribute this lim-
itation to the prevalent use of symmetric or
distribution-level objectives that overlook the
asymmetric roles of image and text modalities
and the relational nature of vision-language rep-
resentations. To address this issue, we propose
ARG-Attack, an optimization-based framework
that learns universal perturbations under an
asymmetric relational-geometry driven objec-
tive. Our method integrates three complemen-
tary components: a cosine-based loss that in-
duces directional semantic drift in visual fea-
tures, a center shift loss that geometrically regu-
larizes adversarial embeddings toward a shared
semantic center, and a relational polarity loss
that explicitly disrupts image—text matching
relationships. Together, these objectives en-
able effective cross-modal interaction without
relying on model-specific training losses or
probabilistic distribution matching. In addi-
tion, we adopt an adaptive gradient update strat-
egy inspired by Adam optimization to stabilize
training and accelerate convergence. Extensive
experiments across multiple vision-language
models and tasks demonstrate that ARG-Attack
achieves competitive white-box performance
and significantly outperforms state-of-the-art
methods in black-box transfer settings.

1 Introduction

Vision-language pre-trained (VLP) models have
achieved remarkable progress in bridging vision
and language(Kim et al., 2021; Huang et al., 2020;
Zhu et al., 2022; Li et al., 2021; Radford et al.,
2021), enabling strong performance in multimodal
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Figure 1: Illustration of universal adversarial attacks
targeting vision-language models. By utilizing a single
pair of image and text perturbations, the proposed attack
can deceive various models across VL tasks.

tasks such as image-text retrieval, image cap-
tioning, and visual grounding. Representative
models including CLIP (Radford et al., 2021),
BLIP (Li et al., 2022), and ALBEF (Li et al., 2021)
learn joint visual-textual representations from large-
scale image-text corpora and have become widely
adopted in both academic and industrial applica-
tions. However, as their usage spreads to high-
stakes settings, concerns regarding their robustness
against adversarial inputs become increasingly crit-
ical(Eykholt et al., 2018).

Recent studies show that VLP models are vul-
nerable to multimodal adversarial examples, where
imperceptible perturbations can significantly alter
model predictions (Zhang et al., 2022a). Early
efforts mainly focused on instance-specific at-
tacks (Szegedy et al., 2013; Moosavi-Dezfooli
et al., 2016; Lu et al., 2023; Wang et al., 2024a),
which require per-sample optimization and incur
high computational cost. To improve scalability,
universal adversarial perturbations (UAPs) have
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Figure 2: Comparison with prior UAPs. (a)(c): Tradi-
tional attacks suffer from unstable gradients and quan-
tization errors. (b)(d): Our method reduces both via
Adam-based correction.

been proposed to fool models using a single, input-
agnostic perturbation (Moosavi-Dezfooli et al.,
2017; Poursaeed et al., 2018; Liu et al., 2023), as
illustrated in Figure 1.

Existing multimodal UAP methods generally fall
into two categories (Gu et al., 2023): generator-
based(Yang et al., 2022b; Mao et al., 2020; Phan
et al., 2020) and optimization-based(Byun et al.,
2022; Wang et al., 2021; Xiong et al., 2022; Qian
et al., 2023; Chen et al., 2023; Zhang et al., 2022b;
Wau et al., 2020; Naseer et al., 2021). Generator-
based methods rely on training additional neural
networks to synthesize perturbations, resulting in
high training complexity, significant computational
overhead, and limited controllability. Despite
these limitations, a recent generator-based method,
CPGC (Fang et al., 2024), has achieved state-of-the-
art performance in universal multimodal attacks
through contrastive training objectives.

In contrast, optimization-based methods directly
update perturbations through gradient-based op-
timization, offering better efficiency and flexibil-
ity. However, we observe that most existing ap-
proaches adopt symmetric objectives for image and
text modalities, implicitly assuming similar seman-
tic roles and geometric behaviors, which limits
attack transferability.

From an optimization perspective, gradient-
based UAP generation also faces two key chal-
lenges (Moosavi-Dezfooli et al., 2017; Liu et al.,
2023): gradient instability, caused by conflicting

gradients across samples (Wang et al., 2024b; Wang
and He, 2021; Xiong et al., 2022), and quantiza-
tion error, introduced by repeated sign-based gradi-
ent discretization (Cheng et al., 2021; Zhang et al.,
2022c) (Figure 2). These issues hinder convergence
and reduce perturbation generalization.

Motivated by these observations, we propose
an optimization-based framework for multimodal
UAP generation that explicitly accounts for the
asymmetric roles of image and text modalities.
Our method jointly perturbs visual and textual in-
puts under strict imperceptibility constraints, with-
out relying on auxiliary generators. By target-
ing both global embedding geometry and cross-
modal relational structure, the proposed frame-
work achieves strong transferability across diverse
vision-language architectures and tasks.

To enable stable and efficient optimization, we
adopt an Adam-inspired adaptive gradient aggre-
gation strategy that mitigates gradient instability
and reduces quantization error. This strategy accel-
erates convergence while serving as a supporting
optimization component, without altering the core
asymmetric relational-geometry formulation. As a
result, our method achieves comparable or superior
performance to state-of-the-art approaches such as
CPGC, while reducing training cost by up to 30x.

To promote semantic plausibility and cross-
model transferability, we introduce an asymmetric
relational-geometry driven attack objective. Specif-
ically, cosine-based losses regulate semantic drift,
while a relational polarity loss (RPL) explicitly
disrupts similarity ordering between matched and
mismatched image—text pairs. Unlike distribution-
matching objectives, our formulation directly tar-
gets relational structures in the joint embedding
space, yielding superior black-box transferability.

Our contributions are summarized as follows:

* We propose an asymmetric multimodal uni-
versal adversarial perturbation formula-
tion that explicitly distinguishes the geometric
and relational roles of image and text modali-
ties in vision-language models, enabling more
effective and transferable attacks.

* We introduce a relational-geometry driven
attack objective, centered around a relational
polarity loss (RPL), which disrupts cross-
modal similarity ordering while preserving
semantic coherence, leading to significantly
improved black-box transferability across ar-
chitectures.
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* We develop an efficient optimization-based
framework for multimodal UAP generation,
which achieves competitive white-box perfor-
mance and substantially outperforms state-of-
the-art methods such as CPGC in cross-model
and cross-task evaluations.

2 Related Work

2.1 Vision-Language Pre-training Models

Vision-Language Pre-training (VLP) underpins a
wide range of multimodal tasks by learning aligned
image—text representations from large-scale paired
data. Existing VLP models generally follow two
architectural paradigms (Li et al., 2021): aligned
models (e.g., CLIP (Radford et al., 2021)), which
encode images and texts separately and align them
in a shared embedding space via contrastive learn-
ing, and fused models (e.g., ALBEF (Li et al.,
2021), BLIP (Li et al., 2022), X-VLM (Zeng et al.,
2021)), which integrate visual and textual features
through cross-modal attention. While achieving
state-of-the-art performance on downstream tasks
such as image—text retrieval, captioning, and vi-
sual grounding, their robustness under adversarial
settings remains underexplored.

2.2 Adversarial Attacks on VLPs

Early adversarial research primarily focused on
unimodal settings, with classical methods such as
FGSM (Goodfellow et al., 2014), PGD (Madry
et al., 2017), and UAP (Moosavi-Dezfooli et al.,
2017) laying the foundation for input perturba-
tion. Initial multimodal attacks extended these tech-
niques by independently perturbing each modality
(e.g., PGD for images and token-level substitutions
for text), but lacked cross-modal coordination.
Co-Attack (Zhang et al., 2022a) first enabled
joint multimodal adversarial optimization via cross-
modal gradient fusion, including perturbations on
image—text attention maps, substantially improv-
ing white-box attack performance on VLP mod-
els. However, its objective remains a unified cross-
modal similarity manipulation, without explicitly
modeling the distinct functional roles of image and
text representations in the joint embedding space.
Subsequent methods further explored transfer-
ability and optimization. SGA (Lu et al., 2023)
proposed a set-level attack that enhances black-
box transferability by preserving global distribution
alignment and local sample relationships, while
CMI-Attack (Fu et al., 2024) introduced dynamic

weighting to facilitate cross-modal gradient col-
laboration for improved instance-level optimiza-
tion. Despite their effectiveness, these approaches
mainly emphasize optimization or distributional
alignment, relying on per-sample objectives shared
across modalities, which limits scalability and
makes transferability sensitive to model-specific
embedding geometries.

While instance-specific attacks such as SGA
and CMI-Attack demonstrate strong transferabil-
ity across vision—language models, their reliance
on per-sample optimization severely limits scala-
bility in large-scale or real-time settings. To ad-
dress this issue, universal adversarial perturbations
(UAPs) (Moosavi-Dezfooli et al., 2017; Khrulkov
and Oseledets, 2018; Mopuri et al., 2018; Co
et al., 2021; Zhang et al., 2021) have emerged as
a scalable alternative. By learning a single, input-
agnostic perturbation that generalizes across sam-
ples, UAPs substantially reduce computational cost.
However, achieving strong cross-model transfer-
ability in multimodal settings remains challenging
without explicitly modeling cross-modal relational
structures.

Building on this direction, recent studies have
explored UAPs for vision-language pre-training
models. AdvCLIP (Zhou et al., 2023) proposed
downstream-agnostic adversarial patches for CLIP
by attacking its contrastive objective, but its re-
liance on visible perturbations and model-specific
design limits general applicability. ETU (Zhang
et al., 2024) improves black-box transferability via
local—global feature mixing, yet still adopts a uni-
fied objective across modalities. C-PGC (Fang
et al., 2024) generates joint image—text UAPs
through contrastive learning, but treats both modal-
ities symmetrically and relies on an auxiliary gen-
erator, without explicitly modeling the asymmetric
geometric anchoring of visual representations and
the relational matching behavior of text. Conse-
quently, existing multimodal UAP methods remain
constrained in transferability, efficiency, and se-
mantic stability.

In contrast to prior generator-based and symmet-
ric optimization-based UAP methods, we propose
a lightweight optimization-based framework that
explicitly introduces an objective-level asymmetric
formulation. By distinguishing the geometric and
relational roles of image and text modalities in the
joint embedding space, our method achieves im-
proved efficiency and substantially enhanced black-
box transferability, as detailed in Section 3.
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Figure 3: Overview of our multimodal universal adversarial perturbation framework. Two shared perturbations
(image A; and text A;) are jointly optimized via gradient-based updates with feedback from surrogate model losses.

3 Methodology

3.1 Problem Definition

Our goal is to learn a pair of universal perturbations
(A;, Ay) that can fool the model across most natu-
ral inputs from a given distribution, while allowing
modality-specific perturbation behaviors.

Formally, given an input distribution D, the ob-
jective is to solve:

(A7, Af) = arg max Eqpop

t

75

L(fi+ D t®A), ).

(1

S.t. ||A1,||oo < €,

[Aillo <e&. ()

where £(-) denotes a composite attack objective
that may incorporate modality-specific geometric
and relational loss components. The operator &
represents a text perturbation mechanism (Zhang
et al., 2022a) that replaces one or more tokens, in-
ducing non-continuous perturbations in the textual
embedding space.

To ensure the imperceptibility of the generated
perturbations, we apply strict budget constraints to
both modalities: the image perturbation is bounded
by an {,, norm with a pixel-level budget of ¢; =
12/255, while the text perturbation is restricted to
a single token replacement (i.e., ¢, = 1).

We further consider a black-box transfer set-
ting where the attacker has no access to the target

model’s internal architecture or parameters, observ-
ing only its output predictions. In this case, ad-
versarial perturbations are generated using a set of
surrogate models {fx}% | and transferred to the
target model fi,r0er. To evaluate transferability, we
use the Attack Success Rate (ASR) defined as:

1

ASR =
Dres|

MA@ 8],

i:t) eptest

3)

A(i7 t) £ ftarget(i + Aia td At) 7£ ftarget(@ t)-
“)
In essence, the core challenge lies in craft-
ing perturbations that are semantically aligned,
architecture-agnostic, and resilient to distributional
and geometric variations across diverse VLMs.

3.2 The Proposed Attack Framework
Overview

Figure 3 illustrates the overall pipeline of our multi-
modal UAP framework. We aim to jointly optimize
two universal perturbations: an image-space pertur-
bation A; and a text-space perturbation Ay, such
that perturbed image—text pairs (i+A4;, t®A;) can
mislead VLMs, while preserving modality-specific
perturbation behaviors.

We initialize A; and A; and inject them into
batches of image—text pairs sampled from the train-
ing set. For the image branch, A, is applied to each
image followed by data augmentations, including
geometric transformations (e.g., padding, cropping,
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resizing) and photometric distortions (e.g., bright-
ness, contrast, saturation, and hue). These aug-
mentations improve transformation robustness and
enhance cross-model transferability. For the text
branch, A; operates at the token level via universal
token replacement, introducing discrete and non-
continuous perturbations.

The augmented images and modified texts are
processed by a surrogate vision-language model
with separate image and text encoders. Instead of
adopting a symmetric objective across modalities,
our framework employs a modality-aware optimiza-
tion strategy that explicitly accounts for the distinct
geometric and relational roles of image and text
embeddings in the joint representation space.

Specifically, we design a hybrid loss consisting
of three complementary components. A cosine
consistency loss regularizes geometric alignment
between clean and adversarial embeddings to pre-
vent excessive semantic drift. A center shift loss
encourages adversarial embeddings to collapse to-
ward modality-specific feature centers, degrading
instance-level discrimination. Finally, a relational
polarity loss explicitly disrupts cross-modal corre-
spondence by suppressing similarities of matched
image—text pairs while amplifying mismatched re-
lations at the batch level.

The total loss is backpropagated to iteratively up-
date the shared perturbations A; and A; using accu-
mulated gradients across batches. This lightweight,
optimization-based framework yields a single pair
of universal perturbations that are geometry-aware,
relation-disruptive, and highly transferable across
diverse VLMs and multimodal tasks.

3.3 The Proposed Hybrid Loss Function
Design

We introduce a hybrid loss function for optimiz-
ing multimodal universal adversarial perturbations,
with the key principle of explicitly decoupling geo-
metric degradation and relational disruption in the
joint vision-language embedding space. Although
image and text attackers operate on different input
domains, they share a similar optimization pipeline.
Without loss of generality, we describe the loss for-
mulation using the image attacker, while the text
branch follows an analogous design. The overall
objective consists of three complementary compo-
nents: a cosine-based geometric consistency loss, a
center shift loss that degrades instance-level struc-
tures, and a relational polarity loss that disrupts
cross-modal correspondence. The image attacker

pseudocode is provided in Appendix A.
Cosine Consistency Loss. We adopt a cosine-
based consistency loss to induce semantic deviation
between adversarial and clean visual embeddings.
Despite its name, this loss is optimized in an anti-
consistency manner by minimizing cosine similar-
ity, thereby encouraging controlled semantic drift
that enhances attack transferability.
Formally, let véfj)v and v; denote the adversarial
and clean visual embeddings of the i-th sample in
a mini-batch of size IV, extracted from the surro-
gate image encoder. The cosine consistency loss is
defined as:
@
Lcos = _L Zz = 1N17<1()f)dv’ vi) )
N T ’,Uadv‘ ’ |vl’

Here, 7 is a temperature hyperparameter control-

ling similarity sharpness. By explicitly pushing
adversarial features away from their clean coun-
terparts, this loss undermines feature-level con-
sistency and promotes transferable semantic drift
across vision-language models.
Center Shift Loss. To regulate the global geomet-
ric structure of adversarial embeddings, we intro-
duce a Center Shift Loss. Unlike probabilistic
divergence objectives, this loss operates purely in
the embedding space and softly constrains adver-
sarial features toward a batch-level semantic center,
aligning naturally with the geometric properties of
vision—language representations. In contrast to the
cosine consistency loss, which induces pairwise
directional deviation, the center shift loss shapes
global embedding geometry at the batch level.

Let vz(lfi)v € RP denote the adversarial embed-
ding of the i-th sample, and let {v; }jvzl represent
the corresponding clean embeddings from either
modality within a mini-batch. The batch center is

computed as 1 &
C = N ]_Zl vy, (6)

followed by ¢2 normalization. The center shift loss
is then defined as

1 N vi?v c
Lecenter = N Z COs — 1. (D

; b
i=1 ||Vz(1:i)VH le]

By maximizing this similarity, adversarial em-
beddings are constrained toward a shared geomet-
ric region, degrading instance-level discrimina-
tion while preserving global semantic coherence.
This geometric regularization prevents drift into
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modality-specific or out-of-manifold regions, en-
hancing stability and cross-model transferability.
Relational Polarity Loss (RPL). While geometric
regularization weakens instance-level separability,
effective multimodal attacks must further disrupt
the relational structure between images and texts.
To this end, we introduce a Relational Polarity
Loss (RPL), which explicitly reverses the simi-
larity polarity between matched and mismatched
image—text pairs in the joint embedding space.

LetV = {vi}f:“l and T = {tj}fil denote the
¢s-normalized adversarial image embeddings and
clean text embeddings, respectively. The cross-
modal similarity matrix is computed as

S=VT' ¢ RB-xBt, (8)

Given pairing annotations, we define a binary
mask P € {0, 1}5v%Bt where P;; = 1 denotes a
matched pair. The RPL is then formulated as

EACIP-SL G S (W R o o
©))
By suppressing matched-pair similarities and
amplifying mismatched ones, RPL inverts the rela-
tional polarity encoded in vision—language repre-
sentations. Importantly, this loss is defined purely
on similarity statistics without relying on model-
specific heads, making it architecture-agnostic and
well-suited for black-box transfer attacks.
Total Loss. The final optimization objective is a
weighted combination of the three complementary
losses:

Liotal = @ Leos + B+ Leenter + v - LrpL, (10)

where L., induces directional semantic drift,
L center regularizes global embedding geometry, and
Lrpr, disrupts cross-modal relational consistency.
The weights «, 3, and v control each component
and are determined empirically. Together, these
losses form a hybrid objective that integrates geo-
metric control and relational manipulation, yielding
transferable universal perturbations in black-box
multimodal attack settings.

4 Experiment

4.1 Experimental Setup

We conduct comprehensive experiments across
multiple vision-language tasks, datasets, and pre-

1 i (Zj Sii(1-Pij) 25 Sz’jPz’j)‘

trained models to evaluate the effectiveness of our
universal multimodal attack.

Tasks and Datasets. We evaluate three core
tasks: image-text retrieval (ITR), image caption-
ing (IC), and visual grounding (VG). ITR is con-
ducted on both Flickr30K (Plummer et al., 2015)
and MSCOCO (Lin et al., 2014), IC on MSCOCO,
and VG on RefCOCO+ (Yu et al., 2016). Full
dataset details are provided in Appendix B.

Models. We consider six widely-used vision-
language models: ALBEF (Li et al., 2021),
BLIP (Li et al., 2022), TCL (Yang et al., 2022a),
X-VLM (Zeng et al., 2021), and two CLIP variants
(ViT-B/16(Radford et al., 2021) and RN101). All
models are used in ITR; IC attacks are generated
using ALBEF/TCL/BLIP and tested on BLIP; VG
experiments target ALBEF.

Evaluation Metric. For ITR, we compute At-
tack Success Rate (ASR) via Recall @1 degradation.
For IC and VG, we use task-specific metrics (e.g.,
CIDEr, SPICE, grounding accuracy) reported in
the corresponding result sections.

Baselines. We compare with GAP (Poursaeed
et al., 2018), adapted to the multimodal setting, and
CPGC (Fang et al., 2024), a recent SOTA method.
DO-UAP (Yang et al., 2024) is additionally in-
cluded in our time comparison for completeness,
but is not used as a main baseline in ITR experi-
ments due to its limited cross-model transferability.

Implementation. Visual perturbations are
bounded by ¢; = 12/255; text perturbations al-
low one token change (¢; = 1). UAPs are trained
for 2 epochs with our adaptive gradient strategy,
using data augmentations (resize, pad, color jitter).
All experiments are conducted on a single NVIDIA
A100 GPU.

4.2 Transferability of Universal Adversarial
Perturbations

Attack Performance on Flickr30K. Table 1
reports the Attack Success Rate (ASR) under
white-box and black-box settings. In the white-
box scenario, our method achieves competi-
tive performance compared to the state-of-the-art
CPGC (Fang et al., 2024), e.g., 83.56% TR and
85.41% IR vs. 90.13%/88.82% using ALBEF as
the source model. In all cases, it clearly outper-
forms the baseline GAP (Poursaeed et al., 2018).
In black-box settings, which better reflect real-
world adversarial scenarios, our method substan-
tially improves transferability. For example, when
transferring from ALBEF to X-VLM, our method
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Table 1: Attack Success Rate (ASR %) for image-text retrieval tasks on Flickr30k. TR indicates text retrieval
based on the input image, while IR denotes image retrieval using input text.

ALBEF TCL X-VLM CLIPvit CLIPcnn BLIP

Dataset  Source  Method "o ™o tp R TR IR TR IR TR IR TR IR
GAP 6978 8159 22.15 2997 661 1837 234 37.54 2992 4429 1609 28.12

ALBEF CPGC 90.13 8882 6211 6448 20.53 3938 43.1 6593 544 7251 4479 5636

ours | 83.56 8541 62.84 6925 2744 50.86 4298 68.33 544 7577 55.63 66.63

GAP 335 4061 8241 8067 661 1779 2155 3856 3057 4548 2145 31.82

TCL  CPGC 5026 5629 9493 90.64 1494 3396 4692 6641 5298 70.66 3575 52.52

ours 5344 66.6 8892 8667 2835 5151 5271 73.05 59.84 7777 5352 69.03

GAP 1614 2443 17.08 262 [9024 8598 2451 41.15 4262 53.08 1619 2574

X-VLM CPGC 2446 4777 29.19 50.15 9329 919 4347 6603 592 7279 3239 52.24

ours 2929 4922 3654 5273 9654 9197 4458 6654 579 72.83 3586 53.63

Flickr30k GAP 1172 2334 1532 2639 854 2048 8573 9045 4883 6078 14.83 2646
CLIPvit CPGC 2323 3867 2505 41.79 1585 3559 8892 93.05 6606 7542 2671 45.7

ours 2425 4096 30.75 44.48 2053 38.98 8953 9234 7021 7934 28.81 48.29

GAP 1357 2521 1905 2887 1159 23.13 2746 43.16 [73.18 816 1525 27.94

CLIPcnn  CPGC 1531 3893 1977 4372 17.17 4165 399 6482 8174 889 2219 46.11

ours 2652 4123 2578 4283 2541 4231 5025 69.92 90.67 9258 2923 5111

GAP 1223 2394 1449 2544 691 1781 2032 37 2681 4359 4721 7333

BLIP CPGC 3217 444 3344 4451 18.6 3553 4335 6026 4896 6695 71.82 82.82

ours 3453 47.95 3841 4934 1565 3252 4643 62.68 5453 70. 6215 7324

achieves 27.44% TR and 50.86% IR, outperform-
ing CPGC (20.53%/39.38%). Similar gains appear
in other configurations, e.g., a 10-point IR improve-
ment on BLIP. These results collectively highlight
our method’s robustness and superior generaliza-
tion across diverse target models, without requiring
internal access to their architectures.

Attack Performance on MSCOCO.We observe
consistent trends on the MSCOCO dataset (see Ap-
pendix C), where our method continues to outper-
form prior methods in both white-box and black-
box scenarios, further demonstrating its robustness
and strong generalization.

Results of R@5 and R@10. To further evaluate
the effectiveness of our proposed ARG method un-
der relaxed retrieval metrics, we report attack suc-
cess rates based on R@5 and R@10 in Appendix F.
As the results show, ARG basically outperforms
both CPGC and GAP across all settings, demon-
strating superior cross-model attack capability and
stronger robustness across different retrieval thresh-
olds.

Comparison of Time Consumption. To assess
the practical efficiency of our method, we compare
the training time required to other universal per-
turbations on the Flickr30K dataset using ALBEF
as the surrogate model. As shown in Table 2, our
method converges in just 4.15 hours—significantly
faster than CPGC (Fang et al., 2024) (153.52

hours), and more efficient than GAP (Poursaeed
et al., 2018) (5.92 hours) and DO-UAP (Yang
et al., 2024) (6.84 hours). Despite this substan-
tial speedup, our method achieves superior black-
box transferability and maintains white-box perfor-
mance comparable to CPGC. These results high-
light both the computational efficiency and strong
generalization of our method, making it well-suited
for real-world large-scale adversarial applications.

4.3 Evaluation on More Downstream Tasks

To further assess our attack on generative multi-
modal tasks, we evaluate it on the image captioning
(IC) task, which aims to generate natural language
descriptions aligned with visual content. ALBEF,
TCL, and BLIP are used as source models, with
BLIP as the target to evaluate transferability. Ex-
periments are conducted on the MSCOCO dataset,
and performance is measured using standard cap-
tioning metrics: BLEU @4 (Papineni et al., 2002),
METEOR (Banerjee and Lavie, 2005), ROUGE-
L (Lin, 2004), CIDEr (Vedantam et al., 2015), and
SPICE (Anderson et al., 2016).
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Table 2: Comparison of training time across different UAP generation methods on Flickr30K using ALBEF as the
surrogate model.

ALBEF TCL X-VLM CLIPyir CLIPcNN BLIP .
Dataset Source Method TR IR TR IR TR IR TR IR TR IR TR IR Time (hours)
GAP 69.78 81.59 22.15 2997 6.61 18.37 234 37.54 2992 4429 16.09 28.12 592
Flickr30k  ALBEF CPGC-40 | 90.13 88.82 62.11 64.48 20.53 39.38 43.1 6593 544 7251 4479 56.36 153.52
DO-UAP | 9424 93.06 56.31 63.95 20.12 41.67 40.64 61.88 44.56 6593 45.11 57.63 6.84
Ours 83.56 8541 62.84 69.25 27.44 50.86 4298 68.33 544 7577 55.63 66.63 4.15

Table 3: Attack results of image captioning on
MSCOCO. Baseline refers to performance on clean
images.

mance on CLIPcnn are reported in Appendix 7.

As shown in the table, removing any single com-
ponent consistently degrades transfer performance,

Source ~B@4 METEOR ROUGE_L CIDEr SPICE indicating that all loss terms contribute complemen-
Bascline 397 310 60.0 1333 238 ta}ry effects.' In pa@cular, the c'enter s.h}ft loss is cru-
ALBEF  26.6 23.4 50.0 874 164 cial for maintaining geometric stability across ar-
TCL 263 235 49.6 87.8 16.5  chitectures, while the relational polarity loss plays
BLIP 24.5 22.6 48.4 82.0 15.6

As shown in Table 3, the BLIP model achieves
39.7 BLEU@4 and 133.3 CIDEr on clean images.
After applying our universal adversarial perturba-
tions, all metrics drop significantly. For instance,
when perturbations generated from TCL are trans-
ferred to BLIP, BLEU @4 and CIDEr decrease to
26.3 and 87.8, a 33.4% and 34.1% relative drop, re-
spectively. Furthermore, using BLIP as the source
model results in even stronger attacks, yielding
the lowest scores across all metrics (e.g., 24.5
BLEU @4, 15.6 SPICE). These results demonstrate
the powerful disruption capacity and cross-model
transferability of our method in the generative cap-
tioning task. For qualitative examples, please refer
to the IC visualization provided in Appendix 5.

Additional Results. We provide evaluations on
two additional downstream tasks: visual ground-
ing and cross-dataset transfer. Please refer to Ap-
pendix D.1, Appendix D.2.

4.4 Ablation Study

We conduct ablation studies on the Flickr30K
dataset using ALBEF as the surrogate model under
a challenging cross-model transfer setting. Specif-
ically, adversarial perturbations are optimized on
ALBEEF and directly evaluated on CLIPcnn, whose
architecture and training paradigm differ substan-
tially from ALBEF, enabling a faithful assessment
of transferability.To evaluate the contribution of
each component, we remove one loss term at a
time from the overall objective, including the co-
sine consistency loss (L£cos), the center shift loss
(Lcs), and the relational polarity loss (Lgrpr). Text
Retrieval (TR) and Image Retrieval (IR) perfor-

a key role in disrupting cross-modal associations.

Overall, these results demonstrate that the pro-
posed loss design generalizes well to architecturally
distinct vision—language models, confirming its ro-
bustness in black-box transfer scenarios.Additional
ablations on hyperparameter sensitivity and pertur-
bation budgets are provided in Appendix E.

5 Conclusion

This paper investigates the challenge of gener-
ating universal adversarial perturbations (UAPs)
for vision-language models (VLMs) and proposes
ARG-Attack, an efficient gradient-based frame-
work that jointly perturbs image and text inputs. By
integrating an Adam-inspired adaptive gradient op-
timization strategy with an asymmetric relational-
geometry driven loss design, our method signifi-
cantly improves cross-model transferability while
maintaining competitive white-box performance.
Unlike prior approaches that rely on symmetric or
distribution-level objectives, ARG-Attack explic-
itly models directional semantic drift, geometric
regularization, and cross-modal relational disrup-
tion to construct more transferable universal per-
turbations. Compared to existing methods such as
CPGC, ARG-Attack achieves substantially faster
convergence while demonstrating superior general-
ization across multiple VLP models and represen-
tative downstream tasks. We hope this work sheds
new light on the geometric and relational vulner-
abilities of vision-language models and provides
a solid foundation for future research on transfer-
able multimodal adversarial attacks and robust vi-
sion—-language representation learning.
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6 Limitations

While our method demonstrates superior black-box
transferability and substantially reduces training
cost compared to existing state-of-the-art meth-
ods, it still exhibits certain limitations. Specifically,
in white-box scenarios, our performance—though
competitive—does not universally surpass prior
generator-based methods such as CPGC across
all models and metrics. This suggests room
for further refinement, particularly in enhancing
architecture-specific fitting and fully leveraging
model-internal gradients. Future work may explore
hybrid optimization-generation schemes or adap-
tive task-aware loss weighting to further bridge this

gap.
7 Impact Statement

This work aims to deepen our understanding of the
vulnerabilities in widely deployed vision-language
models (VLMs) by introducing a computationally
efficient and transferable universal adversarial at-
tack framework. On the positive side, our findings
can serve as valuable diagnostic tools for the ma-
chine learning community and practitioners, help-
ing to identify blind spots in VLMs, strengthen de-
fenses, and guide the development of more robust
multimodal systems in safety-critical applications
such as autonomous vehicles, medical imaging, or
Al-assisted decision-making.

However, as with any research on adversarial
attacks, there is potential for misuse. The proposed
method could be repurposed to deceive multimodal
Al systems in real-world deployments, potentially
leading to misinformation, security breaches, or
harmful manipulation of Al outputs. To mitigate
such risks, our work is intended solely for academic
purposes and can support the creation of standard-
ized adversarial benchmarks, model auditing proto-
cols, and robust training schemes. We encourage
responsible use by sharing results in controlled re-
search settings and highlighting defense strategies
alongside attack capabilities.
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Appendix

A Algorithm Description: Image
Attacker

As illustrated in Algorithm 1, we adopt an Adam-
style adaptive gradient optimization strategy to gen-
erate universal adversarial perturbations (UAPs) for
vision—language models. The algorithm operates
on a multimodal training set Dy, and iteratively up-
dates a shared image-space perturbation A; (and its
text counterpart when applicable) to ensure trans-
ferability across diverse samples and architectures.

At each optimization step, a minibatch of image—
text pairs is sampled from D,. For the image
branch, stochastic visual augmentations (e.g., color
jittering, random cropping, and padding) are ap-
plied to simulate realistic distributional shifts and
enhance robustness. The universal image perturba-
tion A; is then added to the augmented images to
form adversarial inputs v,qy.

The adversarial and clean images are forwarded
through the frozen image encoder to obtain their
corresponding embeddings. The overall attack ob-
jective is formulated as a weighted sum of three
complementary losses: (1) a cosine consistency
loss Lcos, Which promotes directional semantic
drift between adversarial and clean visual embed-
dings; (2) a center shift loss Lcenter> Which geo-
metrically regularizes adversarial embeddings to-
ward the batch-level semantic center induced by
clean image and text features, preventing modality-
specific drift and improving optimization stabil-
ity; and (3) a relational polarity loss L, which
explicitly disrupts image—text correspondence by
suppressing similarities of true image—text pairs
while amplifying mismatched associations, thereby
degrading cross-modal relational structure.

Gradients of the aggregated loss are backprop-
agated to the universal perturbation and updated
using Adam with first- and second-order moment
estimates. After bias correction, the perturbation
is updated with an adaptive step size and projected
onto the /.-ball to satisfy the perturbation bud-
get constraint ||A;||o < €. This iterative process
continues for a fixed number of steps until con-
vergence, yielding a single universal perturbation
that generalizes across samples, tasks, and model
architectures.

Algorithm 1 Asymmetric Relational-Geometry
Driven Image UAP Generation

Require: Surrogate VLP model f with image en-
coder fr and text encoder fr; Training set
D, = {(v,t)}; perturbation budget ¢; loss
weights «, 3, v; step size n; max iterations N
Ensure: Universal image perturbation A;
1: Initialize universal image perturbation A; < 0
2: Initialize optimizer states (e.g., momentum
buffers)
3: forn=1to N do
4 Sample a minibatch (v, t) ~ Dy
5 Apply data augmentation to images v
6: Generate adversarial images:
7 Vadv < U+ 4
8 Extract embeddings:
9

Zady < fl(vadv), Zy < fI(U)a
Zi < fT(t)
10 Compute cosine loss:
11: Lecos < — €08(Zagy, Zy)
12: Compute center shift loss:
13: Lecenter < €OS(Zady, Center(z,, z¢))
14: Compute relational polarity loss (RPL):
15: Lipt < E[simpeg — Simpos]
16: Aggregate loss:
17: L < aLlcos + BLeenter + 7£m1

18: Compute gradient g <— V, L

19: Update A; using adaptive gradient update
20 Project A; onto {oo-ball: ||Aj]jec < €

21: end for

22: return A;

B Dataset Details

* Flickr30K (Plummer et al., 2015): This
dataset includes 31,783 images, each anno-
tated with five diverse human-written captions.
It is commonly used for benchmarking ITR
performance.

* MSCOCO (Lin et al., 2014): A large-scale
dataset containing 123,287 images with five
associated captions per image. We adopt this
dataset for both ITR and IC evaluations.

* RefCOCO+ (Yu et al., 2016): A referring
expression dataset derived from MSCOCO,
consisting of 141,564 region-level language
annotations. It is widely used for evaluating
VG tasks that require localizing referred ob-
jects in images.
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Table 4: Attack Success Rate (ASR %) for image-text retrieval tasks on MSCOCO. TR indicates text retrieval
based on the input image, while IR denotes image retrieval using input text.

ALBEF TCL X-VLM CLIPvit CLIPcnn BLIP
Dataset  Source  Method " o™ "\p™""p R TR IR TR IR TR IR TR IR
GAP | 82.65 8435 536 4546 1509 1564 25.18 2994 2806 3528 3744 336l

ALBEE CPGC  96.18 95.09 8249 7624 3997 4858 5971 67.05 6127 708 59.18 63.89

ours | 93.14 9348 80.82 7424 48.68 5379 70.09 73.93 73.57 7855 6845 68.57

GAP 5592 4822 (9516 9229 1734 1701 2873 31.19 3227 39.81 43.59 39.64

TCL  CPGC 7662 71.17 9672 93.88 4299 484 7032 79.08 74.1 8297 6235 6697

ours 7971 7595 96.85 9425 4824 5556 69.9 7323 7108 7754 765 7574

GAP 2635 2372 278 2291 | 951 8884 3239 3816 52 554 2467 22.65

X-VLM CPGC 5146 6571 528 6499 98.89 9579 6742 7545 7549 8258 5574 667

ours 5813 69.22 6421 69.71 97.64 9429 67.68 76.68 7672 82.16 61.95 69.92

MSCOCO GAP 3596 3191 3733 3256 3342 2925 [9771 9604 7463 74.67 3347 31.99
CLIPvit CPGC 4692 53.80 4603 50.87 4149 486 9874 9801 8158 865 4735 57.55

ours 4872 512 4685 50.04 4341 4875 987 98.14 86.15 89.56 52.97 62.04

GAP 2867 27.51 2984 27.69 264 2481 39.64 4053 9034 9156 2499 26.18

CLIPcnn CPGC 3338 46.68 40.61 5076 3534 4695 63.83 70.15 9489 0442 3738 53.06

ours 5625 53.52 4937 49.64 4972 5217 7493 8034 96.69 97.16 56.73 62.15

GAP 3555 3875 35.62 3379 227 2125 3205 358 4093 4558 |7346 7237

BLIP CPGC 6195 6092 6095 5957 5181 5253 6223 7251 69.61 78.44 9167 90.42

ours  67.34 6333 7127 6332 4506 4699 69.1 75.61 74.67 80.6 8676 85.03

C Attack Performance on MSCOCO

D Extended Evaluation on Downstream
Tasks

D.1 Visual Grounding

Visual Grounding (VG) aims to localize a region
in the image based on a textual description. This
task requires fine-grained cross-modal alignment,
and thus can only be conducted on models that
support region-level vision-language fusion, such
as ALBEF, TCL, and X-VLM.

Table 5: Visual grounding results on RefCOCO+ with
ALBEF as the target.

Method  Source  Target Val  TestA TestB
Baseline ALBEF ALBEF 584 659 462
SGA ALBEF ALBEF 50.56 57.42 40.66
VLPT ALBEF ALBEF 49.7 5632 40.54
Ours ALBEF ALBEF 499 547 40.0

We perform experiments on the RefCOCO+
dataset and evaluate the accuracy on three stan-
dard splits: Val, TestA, and TestB. We use AL-
BEF as the target model and generate universal
perturbations using ALBEF. Additionally, we com-
pare our method with two representative instance-
specific adversarial methods: SGA(Lu et al., 2023)
and VLPT(Gao et al., 2024), which are known
for strong transferability despite being sample-

specific.As shown in Table 5, our universal attack
significantly degrades grounding accuracy across
all splits. For example, when using ALBEF as the
source model, accuracy drops from 58.4 to 49.9
on Val and from 46.2 to 40.0 on TestB, closely ap-
proaching or even outperforming instance-specific
methods like SGA and VLPT. These results vali-
date the strong attack capability of our universal
perturbation in the visual grounding task, even un-
der the more restrictive universal attack setting.

D.2 Cross-domain Transferability

Cross-domain scenarios. We evaluate the cross-
domain robustness of our method by generating
universal perturbations on MSCOCO and testing
them on Flickr30K. As shown in Table 6, despite
the domain shift, our method maintains strong
ASR across models. Notably, when using TCL
as the source, it achieves 83.90% (IR) on TCL and
69.75%(IR) on CLIPcNN, confirming high transfer-
ability across both model and dataset boundaries.

E Extended Ablation Studies

Sensitivity to loss weights. We further investi-
gate the influence of the loss weights «, 3, and ~,
which respectively control the contributions of the
cosine semantic drift loss, the center shift loss, and
the relational polarity loss in the overall objective.
All experiments are conducted in a cross-model
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Table 6: (ASR %) of cross-domain attacks on six models from MSCOCO to Flickr30k.

Source ALBEF TCL X-VLM CLIPvit CLIPcnn BLIP
TR IR TR IR TR IR TR IR TR IR TR IR

ALBEF | 79.86 84.52 5352 6033 21.85 38.85 46.55 6456 57.64 6947 4132 55.80
TCL 47.89 57.61 8540 8390 1931 39.15 4692 6281 54.66 69.75 45.01 57.33
X-VLM | 29.80 49.89 3499 5285 7591 77.00 46.80 66.57 5894 72776 37.33 54.35
CLIPvit | 20.04 38.20 25.67 41.44 16.06 3592 9446 9525 6658 80.74 28.50 49.86
CLIPcnn | 26.10 42.06 26.19 42.49 2439 41.28 5283 71.55 9223 93.73 30.28 50.74
BLIP 37.00 48.33 42.65 48.69 17.99 34.82 4729 6427 57777 7269 57.52 66.79

transfer setting, where perturbations are optimized
on ALBEF and evaluated on the CLIPcnn model.
We vary one hyperparameter at a time while fix-
ing the remaining two. As shown in Table 8, Ta-
ble 9, and Table 10, the best transfer performance
on CLIPcnn is consistently achieved when o = 1,
B = 0.3, and v = 1. Deviating from this con-
figuration leads to observable performance degra-
dation, indicating that proper balancing between
semantic drift, geometric regularization, and rela-
tional disruption is crucial for effective universal
perturbation transfer. These results demonstrate
that while the proposed loss components are com-
plementary, their relative weighting plays a critical
role in maximizing cross-model transferability.

Perturbation Budgets ¢, and ¢;. In our exper-
iments, we adopt a standard visual perturbation
budget €, = 12/255, which is widely used in prior
adversarial vision-language research. This value
achieves a desirable balance between attack effi-
cacy and imperceptibility — being large enough
to encode transferable perturbation signals, while
remaining imperceptible to human observers. As
commonly reported, smaller values such as 4/255
often result in poor generalization, and larger bud-
gets like 16/255 offer marginal improvements in
attack success, while potentially compromising im-
perceptibility and increasing the risk of adversarial
example detection.

For text perturbations, we follow the conven-
tion of restricting the adversary to a single token
modification (e; = 1), as substituting multiple to-
kens can lead to unnatural or semantically implau-
sible sentences. Empirically, we find that single-
token replacement is sufficient to induce strong
cross-modal interference while preserving fluency
and stealthiness. Therefore, we fix both €, and ¢;
throughout all our experiments.

Table 7: Ablation study on different loss components.
We report TR (Text Retrieval) and IR (Image Retrieval)
performance for CLIPcnn model under different abla-
tion settings.

Cos CS RPL | TR IR
v oY v 544 75.77
v X X | 5285 743
X v X 4313 6201
X X v | 5142 6842
v oY X | 5233 7353
v X v | 5415 7342
X v v | 51.81 67.65

Table 8: Ablation study on the hyperparameter . We
evaluate the performance of CLIPcnn model on TR
(Text Retrieval) and IR (Image Retrieval) under different
« values.

a | TR 1R
0 | 5181 67.65
0.1 | 53.63 69.71
1 | 544 7577
10 | 51.04 73.88
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Table 9: Ablation study on the hyperparameter 5. We
evaluate the performance of CLIPcnn model on TR
(Text Retrieval) and IR (Image Retrieval) under different
(3 values.

0.1 | 52.59 74.65
03| 544 75.77
0.5 | 5415 75.39
0.7 | 51.94 7493

1 | 5337 7496

Table 10: Ablation study on the hyperparameter v. We
evaluate the performance of CLIPcnn model on TR
(Text Retrieval) and IR (Image Retrieval) under different
~ values.

v| TR IR
05285 743
1| 544 7577

F More Experimental Results

8011



Table 11: Attack success rates (%) on image-text retrieval tasks under R@5, comparing our method with CPGC and
GAP on the Flickr30K dataset.

Dataset Source  Method ALBEF TCL X-VLM CLIPvit CLIPcnn BLIP

TR IR TR IR TR IR TR IR TR IR TR IR
GAP | 55.71 7386 801 1054 12 484 446 1524 828 2027 533 10.77
ALBEF CPGC @ 83.67 80.02 41.84 42.18 69 17.19 1834 41.03 26.22 49.42 2425 34.59
ours | 73.25 7425 39.74 46.73 9.2 2781 19.07 4527 26.96 5296 33.5 46.33
GAP 17.64 20.09 77.89 7453 09 4.2 425 1548 86 2025 865 13.16
TCL CPGC 29.76 35.62 90.89 84.18 32 1365 2093 42.06 2527 49.1 165 3032
ours  32.77 47.34 | 78.08 76.52 10.1 30.02 24.87 49.61 37.47 57.06 30.18 50.83

GAP 621 745 49 796 816 7723 6.11 1833 1741 2835 5.03 8.61

X-VLM CPGC 7.62 251 871 26.63 89.2 85.84 1938 4248 3089 50.7 13.68 29
Flickr30k ours 992 265 1471 29.04 91.7 841 20.52 444 31.74 5112 163 30.73
R@5 GAP 281 6.86 42 8 1.7 6.1 75.64 8256 242 37.68 433 997
CLIPvit CPGC 631 17.51 801 1965 43 151  76.89 852 396 54.68 9.15 2323
ours 892 1854 1211 2133 6.7 17.83 | 7741 8438 48.62 63.09 13.18 27.34
GAP 281 741 581 927 24 701 933 19.64 57.63 6933 4.02 9.76
CLIPcnn  CPGC  3.01 19.09 S5.11 227 33 23.07 1741 41.17 | 61.57 7432 6.74 25.16
ours 892 1942 881 1955 94 19.62 27.56 46.11 80.79 85.14 12.98 28.08
GAP 341 1701 3.7 7.45 1 4.4 446 1443 679 18.67 39.13 68.02
BLIP CPGC 1443 21.67 1391 2159 54 1454 18.03 36.26 23.89 4479 59.26 74.82
ours 14.53 30.14 17.62 26.67 4.4 1277 2093 39.54 26.65 46.29 44.06 59.79

Table 12: Attack success rates (%) on image-text retrieval tasks under R@5, comparing our method with CPGC and
GAP on the MSCOCO dataset.

Dataset Source  Method ALBEF TCL X-VLM CLIPvit CLIPcnn BLIP
TR IR TR IR TR IR TR IR TR IR TR IR
GAP | 7443 78.62 3799 30.08 556 7.19 1426 17.11 1558 21.62 23.73 23.26
ALBEF CPGC 9336 91.56 70.76 6231 1997 3046 41.58 5123 44.14 5598 41.08 49.22
ours 87.93 89.86 65.59 58.54 27.87 35.17 53.27 5895 57.66 6493 50.2 54.04
GAP 4148 3259 9254 8781 646 808 16.09 1847 1798 243 299 28.64
TCL CPGC 60.62 5621 94.89 90.33 22.08 30.38 53.14 6498 58.85 70.77 4528 53.55
ours 6592 6245 9439 8991 28.16 37.58 51.83 57.56 55.04 63.11 6131 64.48
GAP 1229 11.64 1343 1099 @ 90.8 83.05 20.02 234 37.72 40.09 12.64 12.04
X-VLM CPGC 3159 48.69 32.1 4811 96.7 91.66 49.53 60.82 59.83 69.59 374 525
MSCOCO ours  38.06 53.1 4342 54.09 9479 89.56 50.68 62.23 59.94 69.62 43.29 55.78
R@5 GAP 1878 17.46 2038 17.37 16.81 15.15 9521 93.04 62.77 62.62 1848 19.48
CLIPvit CPGC 25.69 3595 2469 33.14 2137 3138 | 96.7 9649 70.76 77.86 28.72 42.01
ours  26.73 34.11 26.02 32.67 22.43 30.72 | 96.86 95.82 76.58 80.85 33.77 46.66
GAP 1354 14.09 1442 1414 11.02 12.03 2527 2498 | 88.67 8883 128 1498
CLIPcnn CPGC  16.25 30.07 20.96 34.15 16.58 30.23 48.04 56.66 91.54 88.96 21.37 38.85
ours 3295 36.01 27.71 3223 2883 341 60.73 68.95 9323 94.54 379 47.56
GAP 2362 2422 2296 1843 993 975 192 2224 2499 30.19  62.75 66.88
BLIP CPGC 4256 4373 41.72 41.8 31.05 3563 4437 579 5447 66.01 81.71 81.91
ours 4829 49.73 53.39 46.76 24.61 29.7 53.04 62.44 60.54 68.87 | 8042 77.36
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Table 13: Attack success rates (%) on image-text retrieval tasks under R@ 10, comparing our method with CPGC
and GAP on the Flickr30k dataset.

ALBEF TCL X-VLM CLIPvit CLIPcnn BLIP

TR IR TR IR TR IR TR IR TR IR TR IR

GAP 516 71.17 58 6.65 0.6 2.7 142 982 419 1381 371 17.01
ALBEF CPGC 80.5 7517 348 3428 42 11.72 983 31.14 16.87 394 18.76 27.08
ours 68.1 69.46 332 3753 4.5 2133 11.75 35.69 183 4241 2528 39.33

GAP 149 1429 7326 7049 06 222 213 973 429 1345 592 951

TCL CPGC 242 2732 892 80.73 2.1 933 1277 324 1697 38.63 1254 241
ours 242 3958 722 7134 6.1 2327 1449 3896 27.2 4725 22.57 43.16

GAP 41 481 2.7 451 765 7258 3.65 11.63 10.84 1891 3.01 529
X-VLM CPGC 41 1779 46 19.27 | 863 8294 11.14 3149 21.06 403 732 21.81
Flickr30k ours 64 1899 9.6 2095 88.9 7997 12.87 34.63 22.8 4095 1143 2341
R@10 GAP 2.1 4.04 2.6 4.81 1 379 6329 77.83 17.89 28.11 231 6.12
CLIPvit CPGC 42 1145 46 1308 28 10.15 6798 7946 29.75 4556 552 17.23
ours 53 1296 74 1464 45 1232 | 71.33 7892 38.24 5512 8.43 20.62

GAP 23 423 33 556 14 441 456 1235 4986 62.17 221 6.63
CLIPcnn CPGC 25 1356 3.7 1687 1.7 1738 993 324 5327 6634 391 19.62
ours 57 1274 5.0 1327 6.7 13.6 18.14 3563 75.66 80.84 8.83 21.37
GAP 2 3.98 1.5 417 02 224 193 838 3.68 1248 36.81 67.22

BLIP CPGC 112 1549 9.1 1414 28 1019 9.83 2746 1483 3443 5346 72
ours 99 26.06 131 1897 26 875 1236 29.18 17.59 36.27 39.52 55.08

Dataset Source  Method

Table 14: Attack success rates (%) on image-text retrieval tasks under R@ 10, comparing our method with CPGC
and GAP on the MSCOCO dataset.

ALBEF TCL X-VLM CLIPvit CLIPcnn BLIP

TR IR TR IR TR IR TR IR TR IR TR IR
GAP | 69.78 7624 32.04 237 316 491 10.07 13.16 1255 16.6 19.1 19.96
ALBEF CPGC 91.58 89.62 0645 553 13.81 2334 333 4375 3582 4838 33.77 43.11
ours 85.12 87.88 57.57 51.39 20.68 27.45 45.14 51.55 49.09 57.57 43.34 47.72
GAP 3436 2576 90.65 8527 4.01 544 11.77 1488 13.66 18.89 2491 24.67
TCL CPGC 5259 49.09 93.63 88.53 15.04 2325 4422 58.02 50.16 6395 37.77 47.26
ours 58.5 5514 9278 8731 20.44 29.85 437 50.28 46.86 55.24 54.04 58.68
GAP 766 7.65 807 727 @ 883 79.85 1563 1877 31.79 33.54 824 9.37
X-VLM CPGC 23.01 4039 23.15 40.07 9497 8895 4024 53.74 52 62.7 3043 45.67
MSCOCO ours 289 4476 34.03 46.0 9352 86.67 419 5485 513 6232 35.08 48.8
R@10 GAP 1313 1239 14.05 12.13 10.68 10.89 93.72 91.51 5739 5647 1335 15.64
CLIPvit CPGC 17.87 28.52 17.48 26.09 14 2467 9555 9531 64.04 7275 22.05 35.65
ours 18.81 26.64 1845 2521 1471 24.07 9538 9424 7139 76.25 26.19 39.79
GAP 9.02 10.08 9.06 989 697 825 1878 20.11 | 87.6 8392 853 1191
CLIPcnn  CPGC  10.68 2298 14.19 27.21 10.62 2396 39.89 49.62 88.74 85.18 1597 33.25
ours 2437 2831 19.82 25.01 20.99 2691 52.63 62.39 91.39 931 30.87 40.99
GAP 1776 1898 1632 13.13 621 644 1397 17.39 19.73 2437 5799 65.49
BLIP CPGC 33.64 36.14 3215 33.8 22.64 2852 36.07 503 47  59.07 | 78.39 78.98
ours 4039 44.46 44.29 39.12 17.52 232 4429 55.72 53.68 62.19 76.69 73.78

Dataset Source  Method

G Visualization
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Clean A baker prepares The kitchen is Amaninafoodcart  Apersoniscutting  Akitchen with Several people
various types of full of spices on looking down at a aroastwithafork  wood shelvesand ~ walking outside of
Text baked goods. the rack. piece of paper. and knife. appliances. an Asian restaurant,
Adversarial A baker prepares The kitchen is Ahuman in a food Apersoniscutting  Akitchen with Several people
various types of full of people on cart looking downat  a renewal with a wood shelvesand  ached outside of an
Text white goods. the rack. a piece of paper. fork and knife. renewal. Asian restaurant.

Figure 4: Visualization results of adversarial perturbations on multiple VLP models.

Clean
Image
A large beach A beach filled with Ababy elephant An elephant walking A man and a
. Some boats parked | mprellawithno  people and and a{ar e’: adult i the middle of a women go towards
Caption  on the side of the one under it at umbrellas nextto hant%ehind it field while awoman  a crowd with their
river. sunset. the ocean. P " sitsina jeep. carry on luggage.
Adversarial
Image
) Aviver with Apicture of abeach A group of people A group of Aman riding A group of people
Caption boatsand trees in ~ umbrella and a on a beach with elephants walking walking down a
a motorcycle.
the background. beach umbrella. umbrellas. through a forest. busy street.

Figure 5: Visualization of image captioning (IC) results. The adversarial perturbations significantly alter the
generated descriptions across models, highlighting the impact of our universal attack.
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