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Abstract

Membership inference attacks (MIAs) aim to
determine whether specific data was used to
train a model. While existing MIAs against pre-
trained Large Language Models (LLMs) typ-
ically require access to complete logits (prob-
abilities), such access is sometimes unavail-
able in real-world deployments where only the
generated text is exposed. Current label-only
MIAs relied on surrogate models to estimate
the target model’s token probabilities, but we
identify fundamental limitations: high sensi-
tivity to surrogate model selection and signifi-
cant probability estimation errors. To address
these challenges, we propose SEAD (Semantic-
Aware Density), a novel surrogate-free label-
only MIA approach that directly estimates to-
ken probabilities through Monte Carlo sam-
pling of the target model itself. This approach
eliminates dependency on surrogate models
while reducing probability estimation errors by
an order of magnitude. Furthermore, we intro-
duce a semantic-aware density approach that
enhances attack effectiveness by considering
both exact token matches and semantically sim-
ilar alternatives, inspired by the understanding
that LLMs may express memorized informa-
tion through different but semantically equiva-
lent tokens. Extensive evaluations demonstrate
that SEAD consistently outperforms existing
label-only attacks and serves as a foundational
density estimator in the label-only setting1.

1 Introduction

Large Language Models (LLMs) have achieved
state-of-the-art results across diverse language
tasks (Brown et al., 2020; Vaithilingam et al., 2022).
However, their impressive capabilities also raise
serious privacy concerns about the data used in
pre-training (Ishihara, 2023; Shi et al., 2024). As

*Corresponding Author.
1Code is available at https://github.com/clearlove

clearlove/SEAD

a useful tool in auditing privacy risks, member-
ship inference attacks (MIAs) (Shokri et al., 2017)
can reveal whether specific data was included in a
model’s training set. It is also critical for auditing
the unauthorized use of copyrighted data during
pre-training (Shi et al., 2024; Zhang et al., 2025c)
and verifying machine unlearning (Bourtoule et al.,
2021; Yao et al., 2024).

Built on the philosophy that models tend to as-
sign higher probabilities to member samples than
to non-member samples, most prior MIAs against
pre-trained LLMs assume a logits-based setting,
where adversaries have access to the complete log-
its (probabilities) of generated token(s) (Carlini
et al., 2021, 2022; Shi et al., 2024; Duan et al.,
2024; Zhang et al., 2025c; Wang et al., 2025). How-
ever, this assumption is often violated in practice,
as many real-world LLM APIs operate in a “label-
only” setting, returning only generated text without
the underlying probabilities. This renders conven-
tional logit-based MIAs infeasible. Therefore, we
focus on the core problem of estimating token prob-
abilities/density in the label-only setting, thereby
addressing the key challenge for MIA in practice.

While the exploration of this problem is still
in its early stages, to the best of our knowledge,
PETAL (He et al., 2025b) is the only existing work
that specifically addresses token probability esti-
mation in a label-only context. PETAL utilizes a
publicly available language model as a surrogate
to approximate the token probability of the target
model and calculates an alternative perplexity to
perform MIA. Specifically, it constructs a mapping
between semantic similarity and token probability
on the surrogate model via linear regression, and
then applies this mapping to estimate the target
model’s probability assignments.

However, our research reveals that PETAL, as a
representative of MIA methods requiring the sur-
rogate model, has some fundamental limitations.
Firstly, its performance exhibits high sensitivity
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to surrogate model selection. For example, we
find that PETAL’s average AUROC on Llama series
models drops from 0.59 (with the default surrogate
GPT2-XL) to 0.52 when using newer surrogates
(e.g., Qwen2-7B). We attribute this degradation to
surrogate memorization bias, where the surrogate’s
pre-training dataset potentially includes the target’s
non-members, leading to skewed PETAL’s learned
probability-similarity relationship. Consequently,
effective surrogate selection becomes a challeng-
ing task: contrary to naive assumptions where a
more powerful or contemporary surrogate might be
preferred, it necessitates careful selection based on
specific knowledge of model training histories, thus
limiting PETAL’s practical utility. Secondly, this
approach incurs substantial probability estima-
tion errors, defined as the discrepancies between
the token probabilities estimated by the surrogate
model and the true probabilities assigned by the
target model. Such discrepancies are inherent when
using a surrogate as an intermediary, given the in-
evitable gap between any surrogate and the target
model. Our experiments show that even with care-
fully selected surrogate models, the average esti-
mation error (measured by ℓ1 distance) can reach
more than 0.2, potentially leading to insufficient
MIA effectiveness.

To overcome these limitations, we pro-
pose SEAD (Semantic-Aware Density), a novel
surrogate-free label-only MIA approach for pre-
trained LLMs. Our key insight is that probability
estimation can be performed by directly querying
the target model via Monte Carlo sampling (Bishop,
2006), i.e., repeatedly sampling its next-token pre-
dictions, even without surrogate models. It reduces
probability estimation errors by an order of magni-
tude with only 50 samples, with accuracy further
improving as the sampling size increases. More-
over, given that probability estimation through sam-
pling frequency alone may not fully capture the
model’s memorization behavior, we further intro-
duce a semantic-aware density module to enhance
attack effectiveness. This module aggregates the
probability mass of both exact token matches and
semantically similar alternatives, weighted by their
semantic similarity to the target token. This ap-
proach exploits the property that LLMs may ex-
press memorized information through different but
semantically equivalent tokens, providing a more
robust membership inference signal than lexical
matching alone. Based on these insights, we im-
plement our SEAD in three key stages. Firstly,

for each token position in the target sequence, we
query the target model to collect a diverse set of
next-token samples through Monte Carlo sampling;
Secondly, we compute a semantic-aware density
by aggregating the probability mass of all sam-
pled tokens, weighting each by its semantic simi-
larity to the target token as determined by a Natural
Language Inference (NLI) model (He et al., 2021).
This approach captures both exact matches and se-
mantically equivalent alternatives that may indicate
memorization; Thirdly, we compute a semantic-
aware perplexity from these density values and
infer membership via thresholding.

Our main contributions are four-fold. (1) We
identify fundamental limitations in surrogate-based
label-only MIAs for pre-trained LLMs, particu-
larly their high sensitivity to surrogate model selec-
tion and significant probability estimation errors,
both of which undermine attack reliability in prac-
tice. (2) We propose SEAD, a novel surrogate-free
label-only MIA approach that directly estimates
token probabilities through Monte Carlo sampling,
thereby eliminating dependency on surrogate mod-
els and substantially reducing probability estima-
tion errors. (3) We introduce a semantic-aware
density approach that enhances attack effective-
ness by aggregating the probability mass of both
exact token matches and semantically similar alter-
natives, thus capturing memorization signals that
go beyond lexical matching. (4) Extensive eval-
uations demonstrate that SEAD achieves state-of-
the-art performance in the label-only setting and
serves as a foundational density estimator that can
be integrated with advanced calibration strategies
to construct more powerful label-only attacks.

2 Revisiting Label-only MIAs

2.1 Preliminaries
In the context of LLMs, we follow the initial defi-
nition of MIAs by Shokri et al. (2017). Given an
LLM fθ parameterized by weights θ and its pre-
training dataset D sampled from the underlying
distribution π, fθ is solely pre-trained on D. For
any target point xi ∈ π, the adversary employs an
attack method A to predict its membership state
mi, where mi = 1 if xi ∈ D; otherwise mi = 0.
We can thus formally define A as follows:

A(xi, θ) = 1[S(mi = 1|xi, θ) ≥ τ ], (1)

where S represents a score function that quantifies
the likelihood of xi being a member, and τ indi-
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Figure 1: Limitations of the surrogate-based MIA method PETAL. (a) Attack performance (AUROC) of PETAL is
highly sensitive to the choice of surrogate model. (b) PETAL incurs substantial probability estimation errors.

cates a threshold used for decision-making. The
adversary does not have any knowledge of D.

The foundation of many MIAs against LLMs is
that due to their maximum likelihood estimation
training, models tend to assign higher probabilities
to members than to non-members (Carlini et al.,
2022; Watson et al., 2021). This phenomenon man-
ifests in many attacks such as PPL attack (Car-
lini et al., 2021), Min-K% (Shi et al., 2024), Min-
K%++ (Zhang et al., 2025c). Taking the PPL attack
as an example, the score function for a given se-
quence x = (t1, . . . , tn) is defined as:

S(x) = −PPL(x)

= − exp

(
− 1

n

n∑

i=1

log p(ti|t<i)

)
(2)

Adversary’s Capabilities. In a label-only setting,
the adversary’s information is limited to only the
sequence of generated tokens for any input, without
access to the probabilities assigned to each token.
A detailed discussion is provided in Appendix B.
Surrogate-based Label-only MIA for Pre-
trained LLMs. Conventional MIAs rely heavily
on token probabilities, which are inaccessible in a
label-only setting. PETAL (He et al., 2025b) lever-
ages an alternative, publicly available language
model to estimate the token probability of the target
model. The key insight behind PETAL is the ob-
servation that the probability of a particular token
being generated by the target model is potentially
correlated with the semantic similarity between
that token and the token actually generated by the
model. PETAL utilizes a surrogate model (e.g., an
open-source LLM) to collect semantic similarity-
probability pairs for all tokens in target sequences,
then performs a univariate linear regression to es-
tablish a mapping between semantic similarity and
output probabilities:

log p(ti|t<i) = β · sim(ti, t̂i) + α, (3)

where t̂i is the token generated by the model when
prompted with the prefix t<i. For the target model,
PETAL queries to get token-level semantic similar-
ity scores, approximates the probabilities assigned
by the target model using the regression model, and
calculates an alternative perplexity.

2.2 Limitations of Surrogate-based MIA

Despite its innovative design, we reveal that PETAL
exhibits two significant limitations that affect its
reliability and effectiveness.
Limitation 1: Sensitivity to Surrogate Model Se-
lection. PETAL’s performance critically depends
on the selection of an appropriate surrogate model.
We conducted experiments using different surro-
gate models (GPT2-XL (Radford et al., 2019) (the
default used in PETAL), Falcon-7B (Almazrouei
et al., 2023), Gemma-2-2B (Team et al., 2024), and
Qwen2-7B (Yang et al., 2024)) to attack Llama se-
ries models (Touvron et al., 2023) on the WikiMIA
dataset (Shi et al., 2024). Figure 1a shows the
Area Under the Receiver Operating Characteristic
Curve (AUROC) scores across these different sur-
rogate configurations. The results show a dramatic
performance drop when switching from GPT2-XL
(average AUROC: 0.59) and Falcon-7B (average
AUROC: 0.57) to Gemma-2-2B (average AUROC:
0.50) and Qwen2-7B (average AUROC: 0.52).

This sensitivity appears linked to what we term
“surrogate memorization bias”, which can arise
when the surrogate model’s training data signif-
icantly overlaps with the MIA benchmark. The
WikiMIA dataset was designed specifically for
models released between 2017 and 2023. Mod-
els like GPT-2 XL and Falcon-7B align with this
period, and the probability-similarity relationship
learned by PETAL from these surrogates might
therefore generalize more effectively to Llama on
this specific dataset. In contrast, newer models
(e.g., Gemma-2-2B, Qwen2-7B, released 2024)
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may have been pre-trained on substantial portions
of the WikiMIA dataset, critically including sam-
ples that are “non-members” for the target model
(Llama). Extensive training of a surrogate on such
benchmark data leads to its “memorization” of
these samples. This, in turn, skews the probability-
similarity relationship that PETAL derives from the
surrogate. When this potentially biased relation-
ship is then used to estimate probabilities for the tar-
get model, it may not accurately capture the target’s
true probability distribution, particularly in distin-
guishing its actual members from non-members.
Limitation 2: Large Probability Estimation Er-
rors. The linear mapping between semantic simi-
larity and token probability introduces substantial
estimation errors. To quantify these errors, we mea-
sured the ℓ1 distance between the true probabilities
and the PETAL-estimated probabilities across var-
ious token positions in sequences from WikiMIA
dataset. Figure 1b illustrates the average ℓ1 dis-
tance when estimating probabilities for the Llama
series models, where the surrogate model is GPT2-
XL. The results reveal consistently large estimation
errors, with average ℓ1 distances ranging from ap-
proximately 0.2 to 0.4 across different token po-
sitions. Moreover, there is a trend of increasing
error as the token position index increases. These
substantial errors suggest that PETAL’s probability
approximation mechanism may not accurately cap-
ture the target model’s true probability distribution,
potentially undermining the attack’s effectiveness.

These findings highlight fundamental limitations
of surrogate-based approaches such as PETAL.
First, their effectiveness is critically dependent on
surrogate model selection. The surrogate mem-
orization bias reveals a counter-intuitive reality:
merely selecting a more powerful or contempo-
rary surrogate does not ensure optimal attack per-
formance. Instead, avoiding skewed estimations
requires a careful, specific assignment of the sur-
rogate with the target model and benchmark, a
nuanced task that is difficult for an adversary to
perform in practice without detailed knowledge of
both models’ training histories. Moreover, results
show that even when using a carefully-selected
surrogate model, the probability estimation errors
remain substantial. The cause of these high estima-
tion errors lies in the inherent limitations of using
a surrogate as an intermediary, given the inevitable
gap between any surrogate and the target model.
These limitations motivate the development of a
surrogate-free, label-only attack that can overcome

10 20 50 100 200 500
Number of Samples

0.00

0.01

0.02

0.03

0.04

0.05

0.06

Pr
ob

ab
ili

ty
 E

rr
or

Probability Error
KL Distance

0.0

0.5

1.0

1.5

2.0

2.5

K
L 

D
is

ta
nc

e

Figure 2: Probability error and KL distance decrease
with increasing sampling.

these issues and provide more robust MIA.

3 Methodology

In this section, we present SEAD (Semantic-Aware
Density), a novel surrogate-free label-only MIA
for pre-trained LLMs. SEAD fundamentally re-
moves the need for surrogate models by directly
estimating token probabilities through Monte Carlo
sampling (Bishop, 2006). To further improve per-
formance, SEAD introduces a semantic-aware den-
sity measure that aggregates probability mass over
semantically similar tokens, thus better capturing
the true memorization signal of the model.

3.1 Monte Carlo Probability Estimation

Instead of relying on a surrogate model to approx-
imate token probabilities, we propose a direct es-
timation approach using Monte Carlo sampling.
Given a sequence x = t1, t2, ..., tn, our goal is to
estimate the probability p(ti|t<i) for each token ti
in the sequence. For each prefix t<i = t1, . . . , ti−1,
we obtain K predictions for the next token by
querying the target model. Modern LLM APIs al-
low generating K samples via a single query, which
is critical for our method as it avoids the prohibitive
overhead associated with making K separate API
requests. Let t(1)i , t

(2)
i , ..., t

(K)
i be these sampled

tokens. We estimate the probability of the original
token ti as:

p̂(ti|t<i) = max


ϵ,

1

K

K∑

j=1

1[t
(j)
i = ti]


 , (4)

where 1[·] is the indicator function that equals 1
when the condition is true and 0 otherwise, and ϵ
is a small positive constant (e.g., 10−12) to ensure
numerical stability for logarithmic operations.

Unlike surrogate-based PETAL which requires
a carefully selected surrogate model, our method
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Figure 3: Overview of the SEAD attack pipeline. (1) Next-token probabilities are directly estimated from the target
LLM using Monte Carlo sampling. (2) A novel semantic-aware density is then computed by considering both exact
matches and semantically similar sampled tokens (e.g., “America" for target “USA"), weighted by similarity. This
density informs a semantic-aware perplexity score for membership inference.

estimates token probabilities directly from the tar-
get model’s outputs, fundamentally resolving the
surrogate selection sensitivity issue that plagues
prior methods. Moreover, our empirical results
in Figure 2 show that with just 50 samples, the
average probability estimation error drops to ap-
proximately 0.03, which is an order of magnitude
lower than the typical errors (0.2–0.4) observed in
surrogate-based PETAL. As the number of sam-
ples increases, the estimation accuracy continues
to improve, for example, when the number of sam-
ples reaches 500, the error drops to below 0.01
(another order of magnitude lower), providing a
significantly more precise and robust foundation
for membership inference.

3.2 Semantic-Aware Density

Directly estimating token probabilities via Monte
Carlo sampling provides a more accurate empirical
approximation of the model’s output distribution.
However, relying solely on the frequency of exact
token matches (which we term lexical density) is
often insufficient to capture the model’s true mem-
orization behavior. Natural language is inherently
redundant and highly expressive; multiple lexical
forms can express the same underlying semantic
meaning. For instance, given the prompt “The 1984
Summer Olympics were held in”, both “USA” and
“America” are lexically distinct but semantically
similar, and either completion indicates the model’s
memorization of this factual content. A model that
has memorized “USA” may just as likely generate
“America” if prompted.

To obtain a more faithful and robust MIA signal,
we propose semantic-aware density. Instead of
only considering exact lexical matches, this metric
aggregates evidence from all tokens sampled from
the model, weighting each by its semantic simi-

larity to the actual target token ti. This approach
considers the total probability mass assigned to
tokens semantically close to the target.
Formal Definition of Semantic-Aware Density.
Given a target sequence x = (t1, . . . , tn), for each
position i and corresponding target token ti, we
define the semantic-aware density as:

psemantic(ti | t<i) =
∑

t∈Vsampled

p̂(t | t<i)·sim(t, ti)

(5)
where Vsampled is the set of unique tokens obtained
from K Monte Carlo samples for the next token
given the context t<i. p(t | t<i) is the empiri-
cal probability of token t under Monte Carlo sam-
pling. sim(t, ti) is a score (typically between 0
and 1) quantifying the semantic similarity between
a sampled token t and the target token ti. In gen-
eral, this formulation captures partial memorization
evidence even when the model outputs tokens se-
mantically close to ti but not exact matches. In
contrast to lexical density (which considers only
p(ti | . . . )), semantic-aware density yields a more
robust signal by aggregating contributions from all
semantically related tokens in the samples. Given∑

t∈Vsampled
p(t | . . . ) = 1 and sim(t, ti) ∈ [0, 1],

the resultant psemantic also a bounded score (≤ 1),
offering a richer indicator of the model’s inclina-
tion towards the meaning of ti.
NLI-based Semantic Similarity. To quantify se-
mantic similarity between tokens, we utilize Nat-
ural Language Inference (NLI) models (He et al.,
2021), which are trained to determine the relation-
ship between text pairs. For each sampled token t̃j
and the target token ti, we compute an entailment
score to assess their semantic relatedness:

sim(ti, t̃j) =

{
1 if ti entails t̃j
0 otherwise

. (6)
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This binary scoring function treats sampled tokens
that are semantically entailed by the target token as
positive evidence for membership, while treating
contradicting or neutral tokens as negative evidence.
Unlike general embedding similarity, NLI models
provide directional entailment relationships, which
are particularly valuable for MIA scenarios. For
example, given the prompt “The 1984 Summer
Olympics were held in”, using embedding similar-
ity, the sampled token “Canada” and the ground
truth token “USA” receive a high similarity score
of 0.77 which is close to “America” and “USA” at
0.84, simply because both are country names and
often appear in similar contexts. However, from
a memorization standpoint, “America” is factually
correct and reflects genuine model memorization,
while “Canada” does not. Embedding-based simi-
larity thus overestimates semantic equivalence be-
tween such tokens. In contrast, leveraging NLI
models can accurately distinguish this difference by
identifying that the ground truth token “USA” en-
tails the factually correct token “America”, whereas
it does not entail “Canada”, thereby providing a
more reliable signal of memorization for MIA.
Membership Inference based on Semantic-
Aware Perplexity. To infer membership, the ad-
versary can compute the semantic-aware perplex-
ity based on the psemantic(t) obtained from Equa-
tion (5) as:

P̃ = exp(− 1

n

n∑

i=1

log psemantic(ti | t<i)). (7)

Since the model will assign a lower semantic-aware
perplexity to the member sequence, we can detect
them by thresholding this result.

4 Experiments

4.1 Experimental Settings

Benchmarks. We evaluate our method on
two standard benchmarks for MIAs against pre-
trained LLMs: WikiMIA (Shi et al., 2024) and
MIMIR (Duan et al., 2024). WikiMIA, the first
benchmark designed for pre-training data detec-
tion, sources texts from Wikipedia events and la-
bels them as member or non-member based on
the event date relative to a model’s release date.
MIMIR is constructed from the training and test
splits of the Pile dataset (Gao et al., 2021) to reduce
the impact of distributional factors. We acknowl-
edge the observation by Duan et al. (2024) that

WikiMIA exhibits distributional and temporal dis-
crepancies (Zhang et al., 2025b; Das et al., 2025;
Maini et al., 2024; Meeus et al., 2024b) between its
member and non-member sets. Nevertheless, we
argue that identifying membership against tempo-
rally shifted non-members presents a practical and
relevant challenge for LLMs trained on evolving
web data. Therefore, following prior work (Zhang
et al., 2025c; Xie et al., 2024; He et al., 2025b),
we report results on both benchmarks to ensure
experimental integrity.

Models. For WikiMIA, we evaluate on a di-
verse set of publicly available LLMs: Mamba
(1.4B) (Gu and Dao, 2023), OPT (6.7B) (Zhang
et al., 2022), Pythia (6.9B) (Biderman et al., 2023),
GPT-NeoX-20B (Black et al., 2022), and LLaMA
(13B, 30B) (Touvron et al., 2023). WikiMIA is
suitable for these models as they were trained on
Wikipedia data and their time cutoffs align with
WikiMIA’s settings. For MIMIR, we focus on
Pythia models (1.4B, 2.8B, 6.9B, 12B), consistent
with Duan et al. (2024), as these models are pre-
trained on the Pile.

Baselines. We compare SEAD with state-of-the-
art MIAs: Logits-based attacks: We include the
PPL attack (Yeom et al., 2018; Carlini et al.,
2021), Reference attack (Carlini et al., 2021), Zlib
attack (Carlini et al., 2021), Neighborhood at-
tack (Mattern et al., 2023), Mink (Shi et al., 2024),
Mink++ (Zhang et al., 2025c), and RECALL (Xie
et al., 2024). Label-only attacks: PETAL(He et al.,
2025b) serves as our primary comparison point.

Implementation Details. When evaluating our
SEAD, we use deberta-xlarge-mnli (He et al.,
2021) as the NLI model to compute the semantic-
aware density. The number of Monte Carlo samples
is set to 50 by default, and following the default
settings of many current closed-source LLMs, the
temperature coefficient is set to 0.7. All the experi-
ments are done with an A800-80G.

Metrics. The primary evaluation metric is the Area
Under the Receiver Operating Characteristic Curve
(AUROC) (Carlini et al., 2021; Shi et al., 2024),
which is threshold-independent and reflects the
probability that a randomly chosen member sample
is assigned a higher score than a non-member. In
addition to AUROC, we also report the True Posi-
tive Rate (TPR) at low False Positive Rate (FPR)
thresholds to evaluate the practical effectiveness of
the attacks in low-false-positive regimes.
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Table 1: AUROC results on WikiMIA benchmark with bold indicating best label-only attack.

Logits-based Attacks Label-only Attacks

Len Models PPL Ref Zlib Neighbor Mink Mink++ RECALL PETAL SEAD

32

Mamba-1.4B 0.60 0.60 0.61 0.58 0.63 0.68 0.91 0.60 0.65
Opt-6.7B 0.59 0.59 0.60 0.58 0.61 0.66 0.80 0.60 0.62
Pythia-6.9B 0.62 0.58 0.63 0.61 0.66 0.71 0.91 0.62 0.67
Llama-13B 0.66 0.59 0.67 0.62 0.66 0.85 0.90 0.62 0.81
Neox-20B 0.68 0.53 0.68 0.65 0.71 0.77 0.90 0.66 0.74
Llama-30B 0.69 0.59 0.69 0.64 0.69 0.85 0.93 0.63 0.79

64

Mamba-1.4B 0.58 0.65 0.60 0.61 0.62 0.67 0.85 0.60 0.64
Opt-6.7B 0.57 0.64 0.60 0.61 0.60 0.65 0.81 0.60 0.61
Pythia-6.9B 0.61 0.61 0.63 0.63 0.65 0.72 0.90 0.61 0.69
Llama-13B 0.64 0.62 0.65 0.64 0.66 0.84 0.94 0.62 0.78
Neox-20B 0.67 0.56 0.68 0.67 0.72 0.77 0.90 0.66 0.74
Llama-30B 0.66 0.61 0.67 0.67 0.68 0.84 0.94 0.63 0.79

128

Mamba-1.4B 0.63 0.69 0.66 0.65 0.67 0.68 0.89 0.66 0.64
Opt-6.7B 0.63 0.68 0.64 0.64 0.67 0.69 0.74 0.66 0.66
Pythia-6.9B 0.65 0.64 0.68 0.68 0.70 0.70 0.85 0.67 0.69
Llama-13B 0.68 0.66 0.70 0.68 0.72 0.84 0.91 0.66 0.77
Neox-20B 0.71 0.59 0.72 0.72 0.76 0.75 0.86 0.69 0.72
Llama-30B 0.70 0.65 0.72 0.72 0.74 0.83 0.92 0.68 0.76

Average 0.64 0.62 0.66 0.64 0.68 0.75 0.88 0.64 0.71

Table 2: AUROC results on MIMIR benchmark with bold indicating best label-only attack.

Wikipedia GitHub Pile CC PubMed Central

Method 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B

Logits-based Attacks:
PPL 0.54 0.54 0.54 0.55 0.65 0.66 0.66 0.67 0.49 0.49 0.49 0.50 0.48 0.47 0.49 0.48
Ref 0.50 0.50 0.50 0.50 0.58 0.59 0.59 0.59 0.50 0.50 0.50 0.50 0.50 0.50 0.49 0.49
Zlib 0.54 0.54 0.54 0.56 0.66 0.67 0.67 0.68 0.48 0.48 0.49 0.49 0.48 0.47 0.48 0.48
Neighbor 0.56 0.56 0.57 0.58 0.66 0.67 0.68 0.69 0.51 0.52 0.52 0.53 0.53 0.53 0.52 0.55
Mink 0.54 0.55 0.56 0.58 0.64 0.66 0.66 0.67 0.50 0.50 0.51 0.51 0.48 0.47 0.48 0.49
Mink++ 0.55 0.55 0.55 0.58 0.56 0.60 0.59 0.61 0.53 0.53 0.55 0.55 0.45 0.45 0.46 0.46
RECALL 0.53 0.54 0.51 0.55 0.66 0.68 0.68 0.69 0.51 0.53 0.53 0.53 0.49 0.48 0.50 0.50
Label-only Attacks:
PETAL 0.54 0.52 0.52 0.53 0.65 0.65 0.65 0.66 0.49 0.49 0.49 0.49 0.48 0.47 0.48 0.47
SEAD 0.55 0.55 0.56 0.57 0.64 0.66 0.67 0.66 0.50 0.52 0.47 0.49 0.48 0.48 0.48 0.48

ArXiv DM Mathematics HackerNews Average

Method 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B

Logits-based Attacks:
PPL 0.51 0.52 0.53 0.53 0.48 0.48 0.49 0.48 0.52 0.53 0.53 0.53 0.52 0.53 0.53 0.54
Ref 0.45 0.45 0.45 0.45 0.49 0.48 0.47 0.47 0.54 0.54 0.54 0.53 0.49 0.49 0.49 0.49
Zlib 0.51 0.52 0.52 0.52 0.48 0.47 0.48 0.48 0.52 0.52 0.52 0.53 0.52 0.52 0.53 0.53
Neighbor 0.56 0.57 0.58 0.58 0.51 0.52 0.53 0.53 0.54 0.56 0.57 0.57 0.55 0.56 0.57 0.57
Mink 0.49 0.51 0.51 0.51 0.48 0.48 0.50 0.50 0.52 0.52 0.53 0.53 0.52 0.53 0.54 0.54
Mink++ 0.49 0.51 0.52 0.52 0.51 0.50 0.51 0.52 0.54 0.51 0.54 0.54 0.52 0.52 0.53 0.54
RECALL 0.52 0.53 0.50 0.52 0.52 0.53 0.55 0.54 0.51 0.53 0.52 0.53 0.54 0.54 0.54 0.55
Label-only Attacks:
PETAL 0.48 0.50 0.49 0.49 0.47 0.48 0.48 0.49 0.52 0.52 0.52 0.53 0.52 0.52 0.52 0.52
SEAD 0.49 0.51 0.51 0.53 0.49 0.49 0.50 0.50 0.50 0.52 0.52 0.53 0.52 0.53 0.53 0.54

4.2 Main Results

State-of-the-art Performance in Label-only Set-
ting. As shown in Table 1-2, SEAD consistently
establishes new state-of-the-art performance within
the label-only setting. On the WikiMIA bench-
mark, SEAD achieves an average AUROC of 0.71,
significantly outperforming the baseline PETAL
(0.64) and achieving the highest label-only AU-
ROC in 17 of the 18 evaluated attack configura-
tions. This trend of improved performance extends
to the MIMIR benchmark, which is known to be
particularly challenging: even logits-based meth-
ods often yield modest results (i.e., with AUROC
only slightly higher than 0.5) on this dataset. On
the MIMIR benchmark, SEAD achieves an aver-
age AUROC of 0.53, outperforming PETAL (0.52),

and attains the best label-only AUROC in 25 of
the 28 evaluated attack configurations. To further
evaluate its practical efficacy, we also report the
TPR@5%FPR in Section C.1. Since both methods
ultimately compute a perplexity-like score based on
estimated token densities, this consistent outper-
formance demonstrates SEAD’s core advantage
as a superior label-only density estimator com-
pared to PETAL.
Comparable Performance to Several Logits-
based Attacks. Despite the information constraints
of the label-only setting, SEAD’s performance
is comparable to several established logits-based
MIAs. On WikiMIA, its average AUROC of 0.71
outperforms several logits-based methods such as
PPL (0.64) and Mink (0.68). On the MIMIR bench-
mark, SEAD’s average AUROC of 0.53 remains
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competitive and on par with several logits-based
methods, including PPL (0.53) and Mink++ (0.53).

PPL directly utilizes the ground-truth token prob-
abilities, which serves as a powerful logits-based
baseline for density estimation. The fact that SEAD
can consistently match or even surpass this base-
line’s performance across different benchmarks is
a direct testament to its effectiveness as a label-
only density estimator. Furthermore, SEAD’s util-
ity extends beyond a standalone attack. As de-
tailed in Appendix C.2, its density estimation
can be integrated with advanced calibration
strategies like RECALL to achieve even stronger
label-only performance, for example, AUROC
improves from 0.63 to 0.75 on Mamba-1.4B and
from 0.66 to 0.80 on Pythia-6.9B. This underscores
SEAD’s potential as a foundational density estima-
tor component for advanced label-only MIAs.

4.3 Ablation Study
Semantic-Aware vs. Lexical Density. Here, we
further investigate how the semantic-aware density
compares to its Monte Carlo lexical density coun-
terpart. As shown in Table 3, the AUROC perfor-
mance of both density methods on different victim
models is reported. Semantic-aware density consis-
tently outperforms lexical density across all victim
models. Notably, for OPT-6.7B and Pythia-6.9B,
the improvement is approximately 3%, while for
Mamba-1.4B, the enhancement reaches 6%. These
results demonstrate that the semantic-aware den-
sity method proposed in this paper effectively im-
proves membership inference attack performance
compared to lexical density. Moreover, as detailed
in Appendix C.4, this enhancement is versatile and
also significantly boosts the lexical density calcu-
lated with ground-truth logits.
The Influence of Different Temperature Coef-
ficients. Experimental results illustrated in Fig-
ure 4a show that the performance of MIA deterio-
rates when the temperature coefficient τ is either
too large or too small, achieving the best perfor-
mance when the temperature is close to 1. This is
because excessively high or low temperature co-
efficients distort the original output distribution,
causing the probability estimated via sampling to
deviate from the true probability, and thus result-
ing in reduced performance. Within the moderate
range τ ∈ [0.7, 1.3], AUROC varies only slightly,
indicating robustness to typical provider defaults.
Most production APIs (e.g., GPT-series) expose a
temperature knob, so SEAD remains practical in

Table 3: AUROC comparison between lexical density
and semantic-aware density methods.

Methods Mamba-1.4B OPT-6.7B Pythia-6.9B

Lexical Density 0.59 0.60 0.63
Semantic-Aware Density 0.65 0.63 0.66
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Figure 4: AUROC of SEAD with different temperature
coefficients and sample numbers.

real deployments.
The Influence of Different Sample Numbers. We
here evaluated the AUROC of SEAD as the num-
ber of samples varied from 10 to 130. As shown
in Figure 4b, the performance of SEAD gradually
improves as the number of samples increases. This
aligns with intuition, as simulating token probabili-
ties becomes more accurate with larger numbers of
samples, thereby enhancing the MIA performance.

Further evaluations, with detailed results avail-
able in the appendix. Our ablation studies (Ap-
pendix C.3) justify our choice of NLI over cosine
similarity and demonstrate SEAD’s robust perfor-
mance across various NLI models. Moreover, ex-
periments on the paraphrased WikiMIA benchmark
(Appendix C.5) indicate that SEAD’s attack effec-
tiveness is maintained even when input text is para-
phrased. Our efficiency analysis (Appendix C.6)
shows SEAD provides a better accuracy-efficiency
trade-off over PETAL. A case study on a repre-
sentative closed-source LLM was also conducted
(Appendix C.7), further highlighting SEAD’s supe-
rior performance compared to PETAL.

5 Conclusion

In this work, we proposed SEAD, a novel surrogate-
free label-only MIA for pre-trained LLMs. This
method is motivated by our analyses showing that
existing label-only MIA methods have significant
limitations, including high sensitivity to surrogate
model selection and large probability estimation
errors. We implemented SEAD through a direct
Monte Carlo sampling approach that eliminates
the need for surrogate models while reducing esti-
mation errors by an order of magnitude. We also
designed a semantic-aware density that enhances at-
tack effectiveness by considering both exact token
matches and semantically similar alternatives, ex-
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ploiting the property that LLMs may express mem-
orized information through different but seman-
tically equivalent tokens. Results on benchmark
datasets demonstrated that SEAD outperforms ex-
isting label-only attacks and serves as a founda-
tional density estimator in the label-only setting.

Limitations

In this section, we discuss the potential limitations
and future directions of our work.

Firstly, the label-only setting, by its nature,
presents inherent information constraints compared
to logits-based scenarios. While SEAD signif-
icantly advances capabilities within this setting,
the fundamental trade-off between efficiency bud-
get and estimation accuracy via Monte Carlo sam-
pling remains a characteristic of such approaches.
However, as shown in our efficiency analysis (Sec-
tion C.6), we demonstrated that SEAD can be con-
figured with fewer Monte Carlo samples to achieve
inference speeds faster than existing label-only
methods while maintaining comparable attack per-
formance. Future work could explore novel theoret-
ical frameworks to further optimize this trade-off or
investigate alternative information extraction tech-
niques beyond direct probability estimation, while
still adhering to label-only constraints.

Secondly, our current investigation, like many in
the field, primarily focuses on textual LLMs. The
landscape of generative AI is rapidly expanding
to include multimodal models. Extending mem-
bership inference paradigms, including semantic-
aware density concepts, to these more complex
architectures presents a significant and exciting re-
search challenge. This would necessitate develop-
ing cross-modal semantic understanding and adapt-
ing attack strategies to account for how information
from different modalities might be memorized and
expressed. Further research could also delve into
more abstract forms of memorization that go be-
yond direct semantic similarity of generated tokens.

Ethical Considerations

Our work contributes to the tools available for au-
diting LLM privacy, particularly in label-only ac-
cess scenarios. By demonstrating a more effective
surrogate-free attack, we aim to raise awareness
within the AI community about the ongoing risks
of membership inference, even when model access
is restricted. It is crucial to emphasize that this
research is intended to highlight vulnerabilities for

defensive purposes and to encourage the develop-
ment of more robust privacy-preserving measures;
we do not endorse the malicious application of such
attacks. Understanding these risks is a necessary
step towards building more secure and trustworthy
AI systems, and we hope our work motivates fur-
ther investigation into LLM memorization and the
creation of effective safeguards.

The challenge of data memorization in LLMs
and the associated MIA risks are significant and
not easily resolved. Therefore, we strongly advo-
cate for LLM developers to exercise caution when
including potentially sensitive information in pre-
training datasets and to actively implement and
evaluate defensive techniques. The datasets used in
our study, WikiMIA and MIMIR, are publicly avail-
able benchmarks established for MIA research, and
our use is confined to these research objectives. We
are releasing the code for SEAD to facilitate further
research, including the development of stronger de-
fenses and a better understanding of the vulnerabil-
ities inherent in LLMs.
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A Related Work

Membership Inference Attacks. Membership in-
ference attacks (MIAs) (Shokri et al., 2017) test
whether a specific data sample was included in
a model’s training set. Traditional MIAs focus
on classification models and typically assume ac-
cess to model confidence scores, loss values, or
even internal parameters (Yeom et al., 2018; Salem
et al., 2019; Sablayrolles et al., 2019; Leino and
Fredrikson, 2020; Nasr et al., 2019; Ye et al., 2022).
Label-only MIAs further relax assumptions, requir-
ing only the predicted label (Choquette-Choo et al.,
2021; Li and Zhang, 2021; Wu et al., 2024).
Membership Inference Attacks against Pre-
trained LLMs. With the widespread adoption of
LLMs, privacy risks stemming from the memoriza-
tion of pre-training data in generative models have
drawn increasing attention. Unlike traditional clas-
sifiers, LLMs output free-form text, introducing
additional challenges for MIAs. Recent studies
have demonstrated the feasibility of MIAs against
various types of pre-trained LLMs by leveraging
token-level logits or probability information (Car-
lini et al., 2021, 2022; Fu et al., 2025; Mireshghal-
lah et al., 2022; Shi et al., 2024; Duan et al., 2024;
Meeus et al., 2024a; Zhang et al., 2024; Kim et al.,
2024; Mozaffari and Marathe, 2024; Panda et al.,
2025; Huang et al., 2025; Zhang et al., 2025a; Xie
et al., 2024; Zhang et al., 2025c; Wang et al., 2025)
and even LLMs’ parameters and their intermediate
results (Li et al., 2023; He et al., 2025a; Tang et al.,
2025; Makhija et al., 2025).

In the challenging label-only setting, an adver-
sary can only access the final generated text from
a target model, without any exposure to its inter-
nal logits or token probabilities. Among existing
label-only MIAs for LLMs, some approaches rely
on supervised learning, which requires a dedicated
training set of labeled member and non-member
samples to train an attack model (Zhou et al., 2024;
Hu et al., 2025). In contrast, our method operates
in an unsupervised manner, obviating the need for
such labeled data. The most closely related work to
ours is PETAL (He et al., 2025b), which leverages a
surrogate language model to approximate the target
model’s token probabilities. However, despite its
novelty, its reliance on a surrogate model makes the
approach highly sensitive to surrogate selection and
introduces non-negligible prediction errors, given
the inevitable gap between any surrogate and the
target model.

Other Attacks against LLMs. Beyond member-
ship inference, LLMs are vulnerable to a variety of
other attacks that expose different aspects of their
security and privacy risks. Jailbreak attacks craft
adversarial prompts to bypass safety alignment and
elicit harmful or restricted content from aligned
models (Zou et al., 2023; Geng et al., 2025). Harm-
ful fine-tuning attacks (Qi et al., 2024; Yi et al.,
2025b,d,c) exploit the fine-tuning interface to erase
safety guardrails, enabling the resulting model to
produce unsafe outputs. Backdoor attacks implant
hidden triggers during training or fine-tuning, caus-
ing the model to behave normally on clean inputs
but produce attacker-specified outputs when the
trigger is present (Li et al., 2024; Yi et al., 2024,
2025a).

B On the Prevalence and Practicality of
the Label-Only Threat Model

In this section, we provide a detailed justification
for our focus on the “label-only” threat model, a
setting where an adversary can only access the fi-
nal generated text from a target model without any
accompanying probabilities or logits. We argue
that this is not a niche or purely theoretical con-
straint, but rather reflects the most common and
practical scenario for interacting with LLMs in the
real world. Our justification is threefold: the preva-
lence of purely text-based systems, the “illusion
of access” in APIs that provide partial logits, and
the resulting status of the label-only setting as a
universal and foundational challenge.
The Ubiquity of Pure Label-Only Systems. A
vast number of real-world LLM applications and
services operate in a purely label-only mode. The
most prominent examples are the public web in-
terfaces of leading models such as OpenAI’s Chat-
GPT, Google’s Gemini, Anthropic’s Claude.

In these common scenarios, a user provides a
prompt and receives a textual response. The un-
derlying token probabilities, which are essential
for conventional logit-based MIAs, are completely
hidden. For any adversary interacting with these
widespread services, the attack surface is strictly
limited to observing input-output text pairs. There-
fore, developing robust MIAs for this setting is
crucial for auditing the privacy of a significant por-
tion of the deployed LLM ecosystem.
The “Illusion of Access” in Logit-Providing
APIs. Even in more advanced APIs from providers
like OpenAI that seem to offer richer access via pa-
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Table 4: TPR at low FPR (FPR=5%) results on WikiMIA with bold indicating best label-only attack.

Logits-based Attacks Label-only Attacks

Len Model PPL Ref Zlib Neighbor Mink Mink++ RECALL PETAL SEAD

32

Mamba-1.4B 0.13 0.06 0.17 0.06 0.13 0.13 0.46 0.14 0.12
Opt-6.7B 0.11 0.05 0.13 0.06 0.18 0.12 0.24 0.10 0.07
Pythia-6.9B 0.12 0.05 0.16 0.07 0.18 0.15 0.52 0.16 0.15
Llama-13B 0.11 0.10 0.10 0.08 0.19 0.33 0.43 0.09 0.36
Neox-20B 0.20 0.02 0.19 0.14 0.28 0.21 0.48 0.20 0.20
Llama-30B 0.18 0.09 0.13 0.08 0.19 0.26 0.51 0.11 0.27

64

Mamba-1.4B 0.10 0.12 0.14 0.09 0.16 0.14 0.29 0.13 0.14
Opt-6.7B 0.10 0.07 0.12 0.11 0.15 0.17 0.18 0.14 0.16
Pythia-6.9B 0.13 0.05 0.16 0.11 0.19 0.15 0.52 0.16 0.15
Llama-13B 0.11 0.14 0.13 0.10 0.17 0.31 0.66 0.09 0.30
Neox-20B 0.13 0.02 0.19 0.13 0.19 0.22 0.40 0.16 0.21
Llama-30B 0.14 0.12 0.15 0.10 0.17 0.34 0.59 0.11 0.35

128

Mamba-1.4B 0.12 0.06 0.19 0.16 0.09 0.10 0.37 0.17 0.14
Opt-6.7B 0.13 0.16 0.10 0.13 0.17 0.22 0.24 0.13 0.12
Pythia-6.9B 0.14 0.10 0.12 0.11 0.19 0.20 0.27 0.25 0.17
Llama-13B 0.22 0.17 0.19 0.13 0.20 0.38 0.43 0.14 0.24
Neox-20B 0.18 0.06 0.22 0.15 0.22 0.25 0.33 0.17 0.24
Llama-30B 0.24 0.14 0.18 0.14 0.22 0.22 0.39 0.17 0.24

Average 0.14 0.09 0.15 0.11 0.18 0.22 0.40 0.15 0.20

rameters like logprobs, the provided information
is severely restricted. These APIs almost never
return the full probability distribution over the
model’s entire vocabulary. Instead, they typically
provide a “top-k” view of the distribution. For in-
stance, OpenAI’s API caps the top_logprobs pa-
rameter at a maximum of 5, meaning an adversary
can only see the probabilities of the five most likely
next tokens. This limitation has profound implica-
tions for logit-based MIAs. Methods such as Min-
K% (Shi et al., 2024) and its variants, which derive
their signal from the least likely tokens, are ren-
dered completely ineffective as these crucial low-
probability tokens are never exposed. For the vast
majority of the vocabulary at any given step, the
adversary has zero probability information. This
forces any robust MIA to operate in what is, for all
practical purposes, a label-only environment.

Moreover, other major providers, such as An-
thropic, do not expose token probabilities at all in
their public APIs, further cementing the prevalence
and practical importance of the label-only setting.

Label-Only as a Foundational and Universal
Setting. Given the diverse and evolving landscape
of API restrictions, the label-only approach stands
out as the most universally applicable solution. The
one constant across all LLM services, from closed-
source commercial APIs to open-source models
deployed with simplified interfaces, is their ability
to generate text. An attack that relies solely on
this fundamental output will remain feasible and
relevant, regardless of whether a provider decides
to introduce, modify, restrict, or completely remove
access to logits in the future.

C Additional Experimental Results

C.1 Additional Main Results

To further evaluate the practical efficacy of SEAD,
particularly in scenarios where minimizing false
positives is crucial, we present the True Positive
Rate (TPR) at a low False Positive Rate (FPR)
of 5%. These results, detailed in Table 4 for the
WikiMIA benchmark and Table 5 for the MIMIR
benchmark, complement the AUROC findings by
highlighting attack performance in a stringent,
precision-focused regime.

On the WikiMIA benchmark, as shown in Ta-
ble 4, SEAD achieves an average TPR@5%FPR
of 0.20. This is higher than the average of 0.15
achieved by PETAL, the existing label-only base-
line. The difference is noticeable on certain larger
models; for instance, against Llama-13B (length
32), SEAD’s TPR is 0.36 compared to PETAL’s
0.09, and against Llama-30B (length 64), SEAD
reaches 0.35 versus PETAL’s 0.11. Compared with
several logits-based methods, SEAD remains com-
petitive at low FPR. It records a higher average TPR
than PPL (0.14), Ref (0.09), Zlib (0.16), Neighbor
(0.11), and Mink (0.18). Its performance is com-
parable to Mink++ (0.21), while RECALL (0.40)
shows a higher TPR.

Turning to the more challenging MIMIR bench-
mark (Table 5), SEAD demonstrates continued util-
ity under low-FPR conditions. It achieves an aver-
age TPR@5%FPR of 0.058 across all models and
sub-datasets, which is higher than PETAL’s aver-
age of 0.055. Compared to logits-based attacks on
MIMIR, SEAD’s average TPR@5%FPR (0.058) is
comparable to PPL (0.055) and Zlib (0.058), and
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Table 5: TPR at low FPR(FPR=5%) results on MIMIR with bold indicating best label-only attack.

Wikipedia GitHub Pile CC PubMed Central

Method 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B

Logits-based Attacks:
PPL 0.06 0.05 0.06 0.06 0.10 0.05 0.05 0.06 0.01 0.02 0.02 0.03 0.04 0.04 0.04 0.03
Ref 0.03 0.04 0.04 0.04 0.07 0.09 0.08 0.09 0.04 0.03 0.04 0.03 0.03 0.02 0.02 0.04
Zlib 0.06 0.06 0.06 0.07 0.10 0.06 0.06 0.09 0.02 0.02 0.03 0.03 0.04 0.04 0.03 0.02
Neighbor 0.07 0.08 0.05 0.08 0.09 0.08 0.08 0.09 0.04 0.04 0.05 0.06 0.03 0.04 0.07 0.04
Mink 0.07 0.08 0.07 0.08 0.10 0.05 0.06 0.07 0.04 0.06 0.04 0.04 0.03 0.04 0.04 0.03
Mink++ 0.08 0.09 0.09 0.10 0.08 0.04 0.06 0.06 0.06 0.05 0.06 0.08 0.06 0.04 0.05 0.05
RECALL 0.08 0.08 0.07 0.09 0.16 0.18 0.14 0.15 0.06 0.04 0.05 0.06 0.02 0.02 0.04 0.02
Label-only Attacks:
PETAL 0.09 0.05 0.06 0.05 0.08 0.12 0.07 0.08 0.02 0.03 0.04 0.02 0.04 0.04 0.02 0.02
SEAD 0.05 0.07 0.05 0.09 0.07 0.10 0.16 0.10 0.04 0.04 0.03 0.04 0.05 0.04 0.03 0.03

ArXiv DM Mathematics HackerNews Average

Method 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B 1.4B 2.8B 6.9B 12B

Logits-based Attacks:
PPL 0.06 0.07 0.07 0.06 0.04 0.01 0.04 0.05 0.10 0.07 0.11 0.11 0.06 0.04 0.06 0.06
Ref 0.05 0.06 0.07 0.06 0.06 0.05 0.04 0.06 0.05 0.05 0.05 0.05 0.05 0.05 0.05 0.05
Zlib 0.05 0.05 0.05 0.05 0.05 0.03 0.06 0.04 0.10 0.11 0.11 0.11 0.06 0.05 0.06 0.06
Neighbor 0.04 0.04 0.05 0.05 0.07 0.06 0.07 0.05 0.08 0.09 0.11 0.10 0.06 0.06 0.07 0.07
Mink 0.04 0.06 0.07 0.06 0.05 0.04 0.03 0.04 0.12 0.12 0.10 0.12 0.07 0.06 0.06 0.07
Mink++ 0.06 0.05 0.04 0.06 0.05 0.05 0.04 0.06 0.07 0.06 0.09 0.11 0.06 0.06 0.06 0.07
RECALL 0.08 0.06 0.06 0.06 0.06 0.04 0.10 0.08 0.06 0.09 0.08 0.08 0.08 0.07 0.08 0.08
Label-only Attacks:
PETAL 0.05 0.06 0.06 0.05 0.03 0.04 0.04 0.04 0.09 0.10 0.09 0.10 0.06 0.06 0.05 0.05
SEAD 0.04 0.06 0.05 0.06 0.02 0.03 0.02 0.04 0.09 0.12 0.10 0.08 0.05 0.06 0.06 0.06

higher than Ref (0.043). It is slightly lower than
Neighbor (0.065), Mink (0.065), Mink++ (0.063),
and RECALL (0.078).

Collectively, these TPR@5%FPR results indi-
cate SEAD’s capability to identify member sam-
ples with greater precision than the existing label-
only method, PETAL, especially when false alarms
must be strictly controlled. Its standing relative to
several logits-based attacks in this practical setting
suggests its utility as an MIA tool in label-only
scenarios.

C.2 SEAD as a Foundational Density
Estimator for Building More
Sophisticated Label-Only Attacks

Table 6: AUROC Comparison between Standalone
SEAD and SEAD+RECALL.

Methods Mamba-1.4B OPT-6.7B Pythia-6.9B

PETAL 0.60 0.60 0.62
SEAD 0.63 0.62 0.66

PETAL+RECALL 0.67 0.60 0.70
SEAD+RECALL 0.75 0.63 0.80

A key advantage of SEAD is its ability to pro-
vide robust density estimations in the label-only
setting, making it a versatile building block for
more sophisticated attacks. To demonstrate this,
we investigate whether advanced principles from
logits-based methods can be adapted to the label-
only setting using SEAD as the core engine.

We focus on the insightful calibration strategy

of RECALL (Xie et al., 2024), a state-of-the-art
logits-based MIA. RECALL’s core logic is to mea-
sure the relative change in model confidence (typ-
ically log-likelihood) when a non-member prefix
is prepended to a sequence. We adapt this strat-
egy to the label-only setting by replacing the un-
available log-likelihood metric with our SEAD’s
semantic-aware density score. This integrated ap-
proach, which we term RECALL+SEAD, creates
a novel and more powerful label-only attack.

The AUROC results of this integration are pre-
sented in Table 6. The findings clearly show that
RECALL+SEAD consistently and significantly
outperforms the standalone SEAD. For instance, on
Mamba-1.4B, the AUROC dramatically increases
from 0.63 (SEAD) to 0.75 (RECALL+SEAD). A
similar substantial improvement is observed for
Pythia-6.9B, where the AUROC rises from 0.66 to
0.80. Even for OPT-6.7B, where the standalone
SEAD performance was more modest, the integra-
tion yields an improvement from 0.62 to 0.63.

This performance uplift underscores the effec-
tiveness of combining SEAD’s robust label-only
density estimation with RECALL’s calibration
strategy. SEAD provides a reliable way to quantify
the model’s “belief” or density assignment in the
label-only scenario, which then serves as a high-
quality input for RECALL’s comparative logic.
The success of RECALL+SEAD demonstrates that
SEAD can serve as a powerful building block, en-
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abling the adaptation of sophisticated, proven MIA
principles from the logits-based domain to the more
challenging but practical label-only setting. This
opens promising avenues for developing even more
potent label-only MIAs by leveraging SEAD’s core
density computation capabilities.

C.3 Additional Ablation Study
NLI vs. Cosine Similarity. To justify our choice
of using an NLI model for semantic estimation, we
conducted an ablation study comparing our method
against a variant that uses cosine similarity from a
sentence embedding model (all-MiniLM-L12-v2).
The results in Table 7 show that the NLI-based ap-
proach consistently and significantly outperforms
its cosine similarity counterpart.
The Influence of Different NLI Models. We uti-
lize an NLI model, deberta-xlarge-mnli, as the
default NLI model to compute the semantic-aware
density in our pipeline. Here, we further inves-
tigate the impact of using other NLI models on
MIA performance. We adopt another two NLI
models mDeBERTa-v3-base-xnli-multilingual-nli-
2mil7 and xlm-v-base-mnli-xnli. The experimental
results, as shown in Table 8, indicate that SEAD
shows consistently good performance when inte-
grated with different NLI models.

C.4 Versatility of the Semantic-Aware Density
Module with Ground-Truth Logits

In the main body of our work, we introduced the
semantic-aware density module as a crucial compo-
nent to enhance the performance of lexical density
estimated via Monte Carlo sampling in a label-only
setting. A natural and important question arises: is
the benefit of our semantic-aware module limited
only to MC-based probability estimates, or is it a
more fundamental and general-purpose enhance-
ment for MIA?

To investigate this, we conducted an ablation
study to assess whether the semantic-aware module
could also improve the performance of lexical den-
sity calculated directly from the model’s ground-
truth logits. This experiment aims to demonstrate
the module’s versatility and its ability to function as
a powerful, standalone enhancement for traditional
logit-based attacks, such as PPL.
Experimental Setup. For this experiment, we uti-
lized the WikiMIA benchmark. Our baseline is the
PPL attack, which uses the standard lexical density
calculated using the ground-truth logits provided
by the model. For our proposed method, we applied

the semantic-aware density logic to these ground-
truth probabilities. Due to the computational in-
feasibility of running NLI comparisons against the
entire vocabulary (>50k tokens), we constrained
our semantic-aware calculation to the Top-2000
most probable tokens for each position.
Results and Analysis. The results, presented in Ta-
ble 9, clearly demonstrate that the semantic-aware
module provides a consistent and significant perfor-
mance uplift across all tested models, even when
applied to ground-truth logits.

As demonstrated in Table 9, the AUROC for
Mamba-1.4B improved from 0.60 to 0.67, and for
Pythia-6.9B it increased from 0.62 to 0.68. This
improvement underscores that the core limitation of
lexical density, its reliance on exact token matches,
is a fundamental issue that exists regardless of
whether the probabilities are estimated via MC sam-
pling or accessed directly. By aggregating probabil-
ity mass from semantically equivalent tokens (such
as considering “America” when the ground truth is
“USA”), our module captures a more robust and ac-
curate signal of the model’s memorization, which is
often expressed through conceptual understanding
rather than verbatim repetition.

This experiment validates the versatility and gen-
eral applicability of our semantic-aware density
module. It positions the module not just as a com-
ponent for our label-only attack, but as a powerful,
standalone technique for enhancing a broad class
of MIA methods that rely on token probabilities.

C.5 Results on WikiMIA When the Input
Text is Paraphrased

Text paraphrasing is a common data augmentation
technique in NLP and can also be viewed as a po-
tential defense against MIAs. Since paraphrased
members are semantically highly similar to the orig-
inal ones and can also reveal their existence, the cur-
rent community generally agrees that MIAs against
LLMs should infer paraphrased members as mem-
bers (Shi et al., 2024; Zhang et al., 2025c). To
investigate the robustness of SEAD against such
semantic alterations, we evaluate its performance
on the paraphrased WikiMIA benchmark provided
by Zhang et al. (2025c), comparing it against vari-
ous logits-based attacks and PETAL.

The AUROC results, presented in Table 10, in-
dicate that SEAD maintains robust performance
even when the input text is paraphrased. SEAD
achieves an average AUROC of 0.71 on the para-
phrased dataset. Notably, this represents the same
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Table 7: AUROC comparison of SEAD using NLI-based entailment versus cosine similarity.

Semantic Estimator Mamba-1.4B OPT-6.7B Pythia-6.9B

SEAD-CS (Cosine Similarity) 0.59 0.59 0.60
SEAD-NLI (Ours) 0.65 0.63 0.66

Table 8: AUROC comparison of different NLI models.

NLI Models Mamba-1.4B OPT-6.7B Pythia-6.9B

deberta-xlarge-mnli 0.63 0.63 0.66
mDeBERTa-v3-base-xnli-multilingual-nli-2mil7 0.66 0.63 0.65

xlm-v-base-mnli-xnli 0.63 0.63 0.66

Table 9: AUROC comparison on the WikiMIA bench-
mark. Integrating our semantic-aware module with
ground-truth logits (PPL + Semantic-Aware) consis-
tently outperforms the standard PPL attack.

Model PPL PPL + Semantic-Aware

Mamba-1.4B 0.60 0.67
Opt-6.7B 0.59 0.64
Pythia-6.9B 0.62 0.68

performance as its average AUROC of 0.71 on the
original (non-paraphrased) WikiMIA benchmark
(as detailed in Table 1 for SEAD), underscoring
SEAD’s strong resilience to the semantic variations
introduced by paraphrasing.

This resilience may be attributed to the semantic-
aware density component, which is designed to cap-
ture such semantic equivalences. By aggregating
probability mass from tokens that are semantically
similar (as determined by the NLI model) to the
ground truth, SEAD can effectively recognize para-
phrased members even if the exact lexical tokens
differ from the original training instance.

C.6 Efficiency Analysis
Table 12 illustrates the inference speed and AU-
ROC of different label-only MIA methods against
different pre-trained LLMs on the WikiMIA
dataset. We query the MIA methods with 50 sam-
ples (i.e., 50 distinct text inputs for membership
inference testing) and record the average inference
speed (sec/sample), defined as the average time
consumption for processing a single sample. For
methods like SEAD that involve internal Monte
Carlo sampling, the number of internal samples per
token is specified in the table.

As observed in Table 12, our default SEAD con-
figuration, utilizing 50 Monte Carlo samples per
token (SEAD sample nums=50), achieves the high-
est average AUROC of 0.65. This represents a
notable improvement over PETAL (0.61 AUROC).
However, this enhanced performance comes at the

cost of increased inference time, with SEAD (sam-
ple nums=50) averaging 6.47 sec/sample compared
to PETAL’s 5.40 sec/sample.

To investigate a more computationally efficient
variant, we also evaluated SEAD with a reduced
number of Monte Carlo samples, specifically 10
samples per token (SEAD sample nums=10). This
configuration exhibits an average inference speed
of 3.61 sec/sample, which is considerably faster
than PETAL’s speed. Notably, even with this signif-
icant reduction in sampling numbers, SEAD (sam-
ple nums=10) still achieves an average AUROC of
0.61. This result matches PETAL’s performance
while operating more efficiently, demonstrating
that SEAD offers a superior accuracy-efficiency
trade-off. This flexibility allows practitioners to
choose a SEAD configuration that balances desired
attack efficacy with available budget.

The practicality of this approach is greatly en-
hanced by using batch generation features of exist-
ing LLMs (e.g., num_return_sequences). When
requesting K samples in a single API call, this
computationally costly context processing is per-
formed only once. This is substantially faster
than making K separate API calls, each of which
would require re-processing the entire context from
scratch. For instance, generating 50 tokens from
OPT-6.7B via 50 individual queries takes an aver-
age of 5.26s, whereas a single batched query with
num_return_sequences=50 achieves the same re-
sult in just 0.12s.

C.7 Case Study on a Representative
Closed-source Commercial LLM

Evaluating MIAs against closed-source LLMs is
inherently challenging due to the non-disclosure of
their pre-training data. This lack of transparency
makes it difficult to establish a strictly controlled
experimental environment that perfectly mirrors
the model’s training conditions. To navigate this,
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Table 10: AUROC on WikiMIA when the input text is paraphrased with bold indicating best label-only attack.

Logits-based Attacks Label-only Attacks

Model PPL Ref Zlib Neighbor Mink Mink++ RECALL PETAL SEAD

Mamba-1.4B 0.60 0.60 0.61 0.58 0.62 0.67 0.92 0.60 0.64
Opt-6.7B 0.60 0.45 0.61 0.61 0.60 0.64 0.84 0.61 0.63
Pythia-6.9B 0.64 0.44 0.64 0.63 0.65 0.67 0.82 0.64 0.67
Llama-13B 0.68 0.60 0.68 0.64 0.66 0.83 0.91 0.62 0.79
Neox-20B 0.69 0.53 0.69 0.65 0.70 0.71 0.86 0.67 0.71
Llama-30B 0.70 0.60 0.70 0.65 0.69 0.81 0.92 0.64 0.82

Average 0.65 0.54 0.66 0.63 0.65 0.72 0.88 0.63 0.71

Table 11: TPR@5%FPR on WikiMIA when the input text is paraphrased with bold indicating best label-only attack.

Logits-based Attacks Label-only Attacks

Model PPL Ref Zlib Neighbor Mink Mink++ RECALL PETAL SEAD

Mamba-1.4B 0.15 0.07 0.13 0.09 0.11 0.09 0.49 0.13 0.12
Opt-6.7B 0.11 0.03 0.12 0.12 0.12 0.07 0.27 0.10 0.11
Pythia-6.9B 0.15 0.04 0.13 0.14 0.22 0.15 0.37 0.16 0.14
Llama-13B 0.16 0.12 0.15 0.17 0.14 0.33 0.44 0.14 0.35
Neox-20B 0.18 0.02 0.19 0.21 0.19 0.13 0.38 0.18 0.15
Llama-30B 0.15 0.13 0.15 0.13 0.18 0.27 0.52 0.13 0.29

Average 0.15 0.07 0.15 0.14 0.16 0.17 0.41 0.14 0.19

our evaluation on GPT-3.5-Turbo-Instruct largely
follows the setup outlined in the PETAL study (He
et al., 2025b), utilizing an updated version of the
WikiMIA benchmark (Fu et al., 2025).

SEAD demonstrates superior performance to
PETAL against the commercial LLM GPT-3.5-
Turbo-Instruct. The attack results on GPT-3.5-
Turbo-Instruct, presented in Table 13, illustrate this
advantage. SEAD achieved an AUROC of 0.63,
compared to PETAL’s 0.57. Furthermore, in terms
of TPR@5%FPR, SEAD obtained 11.22%, signifi-
cantly higher than PETAL’s 7.14%. These results
indicate that SEAD maintains its superior perfor-
mance compared to PETAL when evaluated on the
commercial model in label-only settings.

D Additional Baseline Details

For a target data point x, a membership inference
attack (MIA) evaluates whether x was included in
the training dataset D of a model M by computing
a membership score S(x;M). Below, we detail
the baseline MIA methods employed in our study.

D.1 Perplexity (PPL) Attack

The PPL baseline (Carlini et al., 2021; Yeom
et al., 2018) computes the exponentiated cross-
entropy loss of the target sequence under the model,
where lower perplexity suggests higher likelihood
of membership. The membership score is derived
as the negative perplexity to align with the conven-

tion that higher scores indicate membership.

S(x;M) = −PPL(x) (8)

= − exp

(
− 1

n

n∑

i=1

log p(ti|t<i)

)

D.2 Reference Attack
Reference attack baseline (Carlini et al., 2021)
adjusts the target model’s PPL using a reference
model Mref trained on a similar but distinct dataset.
This calibration accounts for sample-specific com-
plexity, reducing false positives. When a reference
model is required, we follow Shi et al. (2024) and
use a smaller model from the same family (Pythia-
70M for Pythia models). For other cases, we set it
to GPT2-XL.

S(x;M) = PPL(x;Mref)− PPL(x;M) (9)

D.3 Zlib Entropy
The Zlib attack method (Carlini et al., 2021) scales
the model’s PPL by the zlib compression size of
the input. Member samples are expected to exhibit
lower entropy, resulting in smaller compressed
sizes relative to their PPL.

S(x;M) = −PPL(x;M)

zlib(x)
(10)

D.4 Neighborhood Attack
Neighborhood attack baseline (Mattern et al., 2023)
compares the PPL of the target sample to the aver-
age PPL of its perturbed variants. Member samples
typically show greater resilience to perturbations,
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Table 12: Comparison of inference speed (sec/sample) and AUROC across different label-only methods.

Models
PETAL SEAD (sample nums=10) SEAD (sample nums=50)

Inference speed AUROC Inference speed AUROC Inference speed AUROC

Mamba-1.4B 9.52 0.60 7.77 0.60 10.83 0.65
OPT-6.7B 3.25 0.60 1.58 0.59 3.56 0.62

Pythia-6.9B 3.43 0.62 1.49 0.63 5.03 0.67
Average 5.40 0.61 3.61 0.61 6.47 0.65

Table 13: Attack results on GPT-3.5-Turbo-Instruct.
The dataset is an updated version of WikiMIA.

Methods PETAL SEAD

Metrics AUROC TPR@5%FPR AUROC TPR@5%FPR

GPT-3.5 0.57 7.14% 0.63 11.22%

leading to larger loss discrepancies. For evaluating
the neighborhood attack, we use 10 neighbor sam-
ples for every text input to calculate its intrinsic
hardness. As synthetically generating perturbed
versions of text input can be time-consuming, we
use perturbed WikiMIA2 by (Zhang et al., 2025c)
and perturbed MIMIR3 by (Duan et al., 2024). The
score is calculated using the following formula,
where k is the number of neighbors and x̃i is the
i-th perturbed variant of the original sample x:

S(x;M) =
1

k

k∑

i=1

PPL(x̃i;M)− PPL(x;M)

(11)

D.5 Min-K% Probability Attack

The Min-K% method (Shi et al., 2024) computes
membership scores using the average negative log-
likelihood of the least probable k% tokens. Mem-
ber samples are hypothesized to assign higher prob-
abilities to these tokens than non-members. For
evaluating MIN-K% PROB, we set k to 20 as done
in the original paper.

S(x;M) =
1

|min-k(x)|
∑

xi∈min-k(x)

− log p(xi|x<i)

(12)

D.6 Min-K%++ Attack

The Min-K%++ method is an enhanced version of
Min-K% (Zhang et al., 2025c), this method nor-
malizes token-level log-likelihoods using the mean
(µx<t) and standard deviation (σx<t) of the model’s

2https://huggingface.co/datasets/zjysteven/Wi
kiMIA_paraphrased_perturbed

3https://huggingface.co/datasets/iamgroot42/m
imir

vocabulary distribution for the prefix x<t. For eval-
uating Min-K%++, we also set k = 20.

Stoken(x<t, xt;M) =
log p(xt|x<t;M)− µx<t

σx<t

,

(13)

S(x;M) =
1

|min-k%|
∑

(x<t,xt)
∈min-k%

Stoken(x<t, xt;M).

(14)

D.7 RECALL Attack
The RECALL attack (Xie et al., 2024) baseline
leverages a known non-member prefix P and eval-
uates how the model’s confidence in generating a
target sequence x changes when conditioned on
P . For each input, the model computes the log-
likelihood (LL) of the target sequence both with
and without the prefix. Since LL values are nega-
tive, the RECALL score is greater than 1 if condi-
tioning on P leads to a decrease in confidence.

S(x;M) =
LL(x|P )

LL(x)
(15)

D.8 PETAL Attack
The PETAL baseline (He et al., 2025b) approx-
imates the perplexity of a sequence without ac-
cessing the model’s internal probabilities, by lever-
aging the semantic similarity between sampled
tokens and the ground truth tokens. Given a se-
quence x = t1, . . . , tn, PETAL first samples a to-
ken t̂i from the model for each position i, and mea-
sures the similarity sim(ti, t̂i). We utilize GPT2-
XL (Radford et al., 2019) as the surrogate model
as done in the original paper.

Stoken(x;M) = β · sim(ti, t̂i) + α (16)

S(x;M) = − 1

n

n∑

i=1

S(x;M) (17)

The coefficients α and β are obtained by fitting
a linear regression between similarity scores and
actual log-probabilities using a surrogate model
with known access.
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E Reproducibility Statement

The detailed experimental settings of datasets, mod-
els, hyper-parameter settings, and computational re-
sources can be found in Section 4.1 and Section D.
The codes and model checkpoints for reproduc-
ing our main evaluation results are provided in the
anonymous GitHub repository.

F Discussion on Adopted Data

In our experiments, we employ open-source bench-
mark datasets to evaluate the effectiveness of
SEAD. All datasets used in this work are publicly
released research artifacts, designed specifically for
auditing and evaluating the privacy properties of
pre-trained language models. We strictly adhere to
their open-source licenses and utilize them solely
for research purposes.
Dataset Sources and Splits. We adopt two widely
recognized benchmarks: WikiMIA (Shi et al.,
2024) and MIMIR (Duan et al., 2024). Both
datasets follow standardized official splits. For
instance, in our experiments on WikiMIA with a
sequence length of 32, a total of 776 samples are
used, maintaining a balanced 1:1 ratio between
member and non-member instances.
Compliance and Intended Use. Our research
strictly adheres to the open-source licenses of these
datasets. The usage of WikiMIA and MIMIR in
SEAD is fully consistent with their intended pur-
poses, serving as benchmarks for evaluating mem-
bership inference attacks against pre-trained LLMs.
Privacy and Sensitivity. This study does not in-
volve any private, non-public, or sensitive user
information. All datasets employed are con-
structed from publicly available text corpora such
as Wikipedia, curated for scientific evaluation.
Therefore, our experiments raise no privacy, ethical,
or data protection concerns.
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