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Abstract

Large Language Models (LLMs) have demon-
strated impressive results in natural language
processing (NLP) tasks, however, their brittle-
ness against subtle input perturbations contin-
ues to pose a significant challenge. Existing
research on robustness has predominantly fo-
cused on standard text-based perturbations and
the use of invisible characters and homoglyphs,
while overlooking the impact of stylized charac-
ters increasingly prevalent on social media. To
address this, we propose TinyAttack, a novel
adversarial attack framework designed to ex-
ploit vulnerabilities in LLMs through Unicode-
based stylistic transformations. TinyAttack
utilises five Unicode variants to modify the vi-
sual rendering of text without altering its un-
derlying semantic or syntactic structure. Our
comprehensive evaluation on both open-source
(Llama, Mistral, Gemma, Qwen) and closed-
source LLMs (Gemini, GPT) demonstrates
their susceptibility to these stylized inputs, with
performance drops ranging from 29-92% and
6-88.5%, respectively, across all tasks. Our
code is available at https://github.com/
TRAI-group/TinyAttack.

1 Introduction

Large language models have shown remarkable re-
sults in a variety of tasks. Despite this success,
their performance drops when exposed to adversar-
ial examples (Formento et al., 2025; Mamta and
Cocarascu, 2025a). This susceptibility to adversar-
ial attacks is particularly concerning in applications
such as hate speech detection and fact verification
where an attacker can subtly manipulate input to
bypass safety mechanisms and disseminate misin-
formation and harmful content. Consequently, such
attacks pose a substantial threat to the security and
robustness of LLMs and can undermine users’ trust
in these models.

*Equal contribution.

While most adversarial research has focused on
computer vision, textual adversarial attacks pose
unique challenges due to the discrete nature of text.
The majority of works rely on standard text per-
turbations at word, character, and sentence-level
(Wang et al., 2022a; Goyal et al., 2023; Liu et al.,
2023; Gupta et al., 2024), with recent studies utilis-
ing invisible characters, homoglyphs, and symbols
such as emojis in adversarial and prompt injection
attacks (Boucher et al., 2023; Bai et al., 2024).

However, these works ignore the increasing use
of unconventional writing styles such as Unicode
characters found in real-world user-generated con-
tent. In today’s world, users make use of creative
writing styles that deviate from standard formats.
Figure 1 illustrates an example where different Uni-
code characters are used to render text. An attacker
could exploit these unconventional formats to em-
bed malicious content or misinformation to bypass
detection systems which are trained predominantly
on standardized data. Thus, there is a need to eval-
uate the robustness of LLMs and understand their
behaviour towards these Unicode formats.

In this paper, we propose TinyAttack, a novel
adversarial attack framework that exploits vulner-
abilities in LLMs through Unicode-based stylistic
transformations. To guide TinyAttack, we use
two techniques to estimate the importance of words,
Feature Ablation and LLM Self-Attribution, which
query the target model to predict the label and gen-
erate importance scores for each word, thus mini-
mizing computational overhead. We propose five
perturbations to create adversarial datasets, based
on superscript, subscript, a combination thereof,
ransom note effect, and diacritics.

We conduct a comprehensive analysis of over
500 experiments across various models, settings,
and NLP tasks. We evaluate TinyAttack on four
open-source (Llama-3-8B (Dubey et al., 2024),
Mistral-7B (Jiang et al., 2023), Gemma-3-12B
(Mesnard et al., 2024), Qwen2-7B (Bai et al.,
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Figure 1: Text with various Unicode characters.

2023)) and two closed-source (GPT-3.5 Turbo and
Gemini 2.0 Flash) LLMs in zero-shot and few-shot
settings, using five datasets carefully chosen to rep-
resent a range of natural language understanding
(NLU) and natural language inference (NLI) tasks.

Our results highlight significant performance
degradation across all LLMs when subjected to
TinyAttack perturbations. Furthermore, we find
that adding adversarial examples does not increase
the robustness. These results emphasize the need
for LLMs to account for stylistic perturbations such
as Unicode-based variations in order to preserve
model reliability and ensure safe deployment. To
the best of our knowledge, our work is the first to
comprehensively evaluate LLMs on these unique
style perturbations in adversarial attack settings.

To summarize, our contributions are as follows

• We propose TinyAttack, a novel adversarial
attack framework that exploits five Unicode-
based stylistic transformations to uncover vul-
nerabilities in LLMs.

• We conduct over 500 experiments to evalu-
ate TinyAttack on open-source and closed-
source LLMs in zero/few-shot settings on five
NLU and NLI tasks.

• We show that adversarial defense using few-
shot prompting fails to handle these perturba-
tions, emphasizing the need for LLMs to be
more resilient to Unicode transformations.

2 Related Work

2.1 Robustness of NLP Models
Various tasks have been explored to assess the ro-
bustness of NLP models: sentiment analysis (Jin
et al., 2020; Yuan et al., 2023; Mamta and Co-
carascu, 2025b), fact verification (Thorne et al.,
2019; Abdelnabi and Fritz, 2023), toxic content
detection (Yuan et al., 2023), argument mining
(Mayer et al., 2020; Sofi et al., 2022), machine
translation (Morris et al., 2020; Sai et al., 2021;
Wang et al., 2021), natural language inference
(Morris et al., 2020; Wu et al., 2021; Li et al.,
2021; Yuan et al., 2023), question answering (Kiela

et al., 2021; Yuan et al., 2023; Gupta et al., 2024),
and dialogue generation (Sai et al., 2020; Li et al.,
2023). Several works have shown that language
models are brittle to adversarial inputs (Alzantot
et al., 2018; Lin et al., 2021; Neerudu et al., 2023)
and recent works on robustness of LLMs have in-
vestigated out-of-distribution datasets (Gupta et al.,
2024; Yuan et al., 2023), contrast sets, challenge
test sets, behavioral testing, and adversarial inputs
(Gupta et al., 2024; Mamta and Cocarascu, 2025a).

Perturbations are introduced at various levels:
character-level (e.g. character swapping, insertion,
deletion, or substitution), word-level (e.g. syn-
onym substitution or contextual perturbations), and
sentence-level (e.g. paraphrasing) (Wang et al.,
2022b). There are works that apply perturbations
in the token embedding space (Wallace et al., 2019;
Zou et al., 2023; Geisler et al.; Chacko et al., 2024),
however, these approaches do not produce adversar-
ial words that can be discretized into usable words.

To attack a specific word within a sentence, a
two-stage process is usually applied: word impor-
tance ranking followed by word substitution. The
first step involves ranking words based on their in-
fluence on the model’s predictions, with the method
for measuring importance varying based on the
level of access to the model. In white-box attacks,
where the attacker has full access to the model’s
architecture and weights, gradient information is
used to find the importance of words (Ebrahimi
et al., 2018). In contrast, black-box attacks, which
simulate more realistic scenarios by only query-
ing the model for outputs, rely on methods such as
leave-one-out techniques (Jin et al., 2020) or model
explainability (Mamta and Ekbal, 2022).

2.2 Unicode-based Adversarial Attacks
Several studies have used homoglyphs to perturb
texts while preserving their original semantics and
readability (Dionysiou and Athanasopoulos, 2021;
Valle-Aguilera et al., 2024; Cooper et al., 2025).
Boucher et al. (2022) showed how subtle Unicode
manipulations, such as invisible characters, homo-
glyphs, reorderings, or deletions, can significantly
reduce the performance of both commercial (Mi-
crosoft and Google) and open-source (Facebook
and IBM) models. Furthermore, Boucher et al.
(2023) explored the use of Unicode combining dia-
critical marks for adversarial attacks, particularly
targeting visual text understanding models such
as Vision Transformers and OCR systems. While
other recent works (Daniel and Pal, 2024; Bai et al.,
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Figure 2: An overview of the TinyAttack framework.

2024) investigate the impact of Unicode characters
on jailbreak attacks, these specific security con-
cerns are beyond the scope of our current focus.
TinyAttack uses a broader and more nuanced

class of stylistic Unicode transformations that are
becoming prevalent in user-generated content to
evaluate the adversarial robustness of a range of
closed-source and open-source LLMs.

3 Methodology

TinyAttack (see Figure 2) consists of three main
components: (a) word importance, (b) an adver-
sarial generator, and (c) a target model. The Word
Importance component identifies the importance
of words using one of two methods: Feature Ab-
lation or LLM Self-Attribution. Subsequently,
TinyAttack generates adversarial samples by per-
turbing words in descending order of their impor-
tance using the Adversarial Generator component,
which are used to attack the target LLMs. Next,
we describe the task and present the details of our
proposed framework.

3.1 Problem Formulation

Given an input X consisting of n tokens
{x1, x2, . . . , xn} and ground truth label y, the ob-
jective of the attack is to generate a perturbed
version X ′ such that the target model M mis-
classifies it, i.e. M(X ′) ̸= y (an untargeted
attack). For tasks consisting of two inputs X1
and X2, the adversary applies perturbations to
X1 (e.g. hypothesis/claim/argument), resulting
in a modified input X1′, while keeping X2
(e.g. premise/evidence/topic) unchanged. The
goal remains to mislead the model such that

M(X1′, X2) ̸= y. We assume soft-label black-
box access of the model where an attacker can ac-
cess the model’s logits but has no access to the
model’s gradients and weights for open-source
models. For closed-source models, we assume
black-box access where an attacker can only ac-
cess the model’s output. TinyAttack generates
perturbed inputs using five Unicode variants to
modify the visual rendering of text without altering
its underlying semantic or syntactic structure.

3.2 Word Importance
3.2.1 Feature Ablation
For open-source LLMs, we use Feature Ablation to
identify the most important words for the model’s
predictions. We systematically remove individual
words to observe the change in the model’s output
and compute their importance. Specifically, for an
input X1 with ground truth label y, we first obtain
the model’s prediction M(X1) and its probability
for y. Then, for each word xi, we create a new
input X1¬xi by masking xi, and query the LLM
with X1¬xi to obtain M(X1¬xi). The importance
of xi is measured by the drop in probability of the
true label y.

3.2.2 LLM Self-Attribution
To reduce the computational cost of iterative ab-
lation for LLMs, we leverage the instruction-
following and reasoning capabilities of the LLMs
themselves. This is particularly important when an
attacker can access the model via an API, which is
typically the case of closed-source models. We em-
ploy a prompt-based word importance estimation
method, which we refer to as LLM Self-Attribution.
Instead of multiple queries, this method requires
only two queries, a label prediction query followed
by self-attributed word importance scores.1

3.3 Adversarial Generator
Once words are ranked by importance using ei-
ther Feature Ablation or LLM Self-Attribution,
TinyAttack applies targeted perturbations as
shown in Figure 2. We employ five perturbations
based on Unicode stylistic transformations that
mimic unconventional writing styles found in real-
world user-generated content. These perturbations
are label-preserving as they do not modify the un-
derlying semantic or syntactic structure of the input
sentence (see Appendix G).

1The prompt that instructs the LLM to return the impor-
tance score of words in the input sentence is in Appendix D.
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Figure 3: Examples of Unicode-based attacks. The
words perturbed are shown in red.

For each input, we iteratively apply these pertur-
bations to the most important words. The attack
process continues until one of two conditions is
met: either a successful attack is achieved, mean-
ing that the target model M misclassifies the per-
turbed input X1′, i.e. M(X1′) ̸= y, or all impor-
tant words identified have been perturbed without
resulting in a misclassification.

Next, we describe the Unicode perturbations ap-
plied by the Adversarial Generator (see Figure 3
for examples).2 We use the typographic variations
of superscripts and subscripts. These characters are
visually rendered slightly above (superscript) or
below (subscript) the normal text. Although com-
monly used in mathematical formulas or footnotes,
their use in user-generated content often serves a
stylistic purpose. We define five different attacks:

Superscript. Here, all the characters within an
important word are converted to their Unicode su-
perscript equivalents. This forces the LLM to pro-
cess a sequence of elevated characters that present a
tokenization or embedding challenge for the model.

Subscript. Conversely, the subscript attack con-
verts the characters within an important word to
their Unicode subscript equivalents. Some charac-
ters do not have an existing subscript equivalent and
thus are not changed. The characters not changing
in this attack are {a, b, c, d, f, g, q, w, y, z}.

Super-Sub. This variant alternates the conver-
sion to superscript and subscript characters within
the important word. Note that if the character does
not have a subscript equivalent, and is in a position
that should be changed to subscript, the character
remains unchanged.

Alternating Squiggles and Hooks. This pertur-
bation introduces unique visual accents and flour-
ishes to each letter, inspired by symbols often found
in phonetics, linguistics, or as accent marks in vari-
ous languages. It uses diacritic marks such as cir-
cumflexes, hooks, horns, or tildes that traditionally

2All perturbations are generated using https://yaytext.com

add nuanced inflections to vowels or shape con-
sonant sounds. For an important word identified
by our importance estimation methods, we apply
a mark above one character, then below the next,
and so on. These are alternative Unicode represen-
tations that are visually distinct and do not change
the word’s meaning for a human reader.

Ransom Note Style. This perturbation is inspired
by the ransom note effect which uses an excessive
number of juxtaposed typefaces. Traditionally, the
text appears as formed from words and letters cut
randomly from various print sources to avoid rec-
ognizable handwriting. Ransom Note perturbations
combine characters from multiple, visually distinct
Unicode blocks within a single word or phrase.

4 Experiments

To expose vulnerabilities in LLMs, we conduct an
extensive evaluation of over 500 experiments with
TinyAttack across various tasks and models.3

Datasets. We evaluate our attack framework on
five datasets spanning NLU and NLI tasks. We
use the SST-3 dataset for sentiment analysis (Sent)
(Socher et al., 2013), HSOL dataset for hate speech
detection (HS) (Davidson et al., 2017), Climate-
FEVER for Fact Verification (FV) (Diggelmann
et al., 2020), UKP dataset for argument mining
(AM) (Stab et al., 2018), Stanford NLI (SNLI) for
NLI tasks (Bowman et al., 2015). We use the com-
plete test set for HS, FV, and AM datasets. For
NLI and Sent, we randomly sample 1500 examples
(500 per class) from its test split as the original test
splits are large.4

Target LLMs. We evaluate both open and closed-
source models. Open-source LLMs include Meta-
Llama-3-8B-Instruct (Dubey et al., 2024), Mistral-
7B-Instruct-v0.1 (Jiang et al., 2023), Gemma-3-
12b-it (Kamath et al., 2025), Qwen2-7B-Instruct.
Closed-source LLMs include GPT-3.5 Turbo In-
struct via OpenAI API and Gemini 2.0 Flash via
Gemini API (Anil et al., 2023). All experiments
were conducted in zero- and few-shot settings. In
the few-shot setting, we provide 6 in-context exam-
ples (2 per class for each task) to assess whether
we can enhance the LLM’s robustness.

3Implementation details can be found in Appendix B.
4Details about the datasets are in Appendix C.
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Superscript Subscript Super-Sub Squiggle&Hooks Ransom
Task Model Orig FA LSA FA LSA FA LSA FA LSA FA LSA

Sent

Llama 69.95 89.6 91.5 82.5 87.0 87.2 90.8 90.5 86.7 84.8 91.9
Mistral 71.01 86.4 79.8 82.8 78.8 85.6 80.6 81.5 84.2 79.8 84.3
Gemma 77.1 56.6 57.6 78.6 78.9 79.7 70.0 87.6 89.9 85.5 42.4
Qwen 74.55 45.7 40.9 85.1 79.7 72.6 70.3 90.2 84.9 71.1 72.5

Gemini 79.37 - 15.8 - 20.1 - 21.8 - 68.6 - 22.5
GPT 3.5 70.79 - 52.7 - 76.5 - 74.0 - 81.3 - 81.0

HS

Llama 67.68 69.5 - 72.7 - 76.9 - 77.3 - 81.0 -
Mistral 70.25 68.0 71.5 69.3 68.0 74.8 72.8 76.0 75.0 81.3 82.3
Gemma 72.12 46.2 30.3 53.8 69.2 52.2 60.0 69.9 77.9 58.0 56.4
Qwen 67.4 48.8 50.3 78.1 75.3 68.2 69.4 82.7 77.9 66.9 65.1

Gemini 71.15 - 18.6 - 18.4 - 21.0 - 50.2 - 25.0
GPT 3.5 64.04 - 48.2 - 78.9 - 77.8 - 85.0 - 86.3

FV

Llama 50.41 53.0 84.3 73.1 79.6 71.3 81.2 79.8 77.9 75.5 82.7
Mistral 55.99 73.7 78.6 73.3 72.0 76.0 76.4 73.5 78.0 74.5 77.3
Gemma 56.22 27.4 27.7 70.7 70.1 51.5 60.2 82.8 72.0 59.0 44.2
Qwen 54.42 45.0 44.9 72.7 72.4 62.9 62.3 74.6 79.5 66.6 62.2

Gemini 58.02 - 36.5 - 36.6 - 38.9 - 60.3 - 39.2
GPT 3.5 39.08 - 65.6 - 78.2 - 75.2 - 84.0 - 81.5

AM

Llama 61.28 70.9 88.3 75.0 88.0 80.9 88.4 82.2 86.8 81.0 86.0
Mistral 62.39 78.1 74.7 77.8 70.6 77.6 73.7 88.6 74.0 86.4 82.5
Gemma 73.65 53.4 21.6 58.6 79.0 58.5 60.9 56.4 75.7 66.4 35.6
Qwen 67.14 63.7 36.0 68.6 77.3 66.2 67.0 72.4 81.9 66.3 66.5

Gemini 59.23 - 6.3 - 7.3 - 13.3 - 50.8 - 15.6
GPT 3.5 56.88 - 80.1 - 83.5 - 83.5 - 88.5 - 84.9

NLI

Llama 41.48 71.9 77.5 70.7 76.9 69.1 83.1 75.6 79.7 69.9 81.7
Mistral 56.4 83.4 82.9 84.3 82.7 82.8 79.9 81.9 79.3 78.9 79.4
Gemma 60.55 52.5 8.5 60.5 65.2 60.8 79.4 51.4 78.2 52.9 79.3
Qwen 80.29 29.3 21.2 76.4 76.1 56.3 57.5 85.0 88.8 54.5 55.3

Gemini 60.04 - 13.0 - 64.7 - 15.9 - 51.5 - 14.6
GPT 3.5 16.67 - - - - - - - - - -

Table 1: Percentage Drop in F1 (PDF) in the zero-shot setting using Feature Ablation (FA) and LLM Self-Attribution
(LSA) for computing word importance. Here, Orig represents the F1 score on the original test set.

5 Results and Discussion

To evaluate the robustness of LLMs against
TinyAttack, we consider accuracy, F1, Perturba-
tion Ratio (PR), and Percentage Drop in F1 (PDF).5

PR represents the average fraction of words per-
turbed per adversarial example (successful or un-
successful attack); lower rates indicate more effec-
tive attacks.

PR = 1
N

∑N
i=1

|PerturbedWordsi|
|TotalWordsi| (1)

PDF is defined as follows, where F1orig is the
F1 score on the original test set and F1p is the F1

score after applying perturbation p:

PDF = ((F1orig − F1p)/F1orig) ∗ 100 (2)

Which model is more/least robust among open-
source models? Table 1 shows PDF values in the
zero-shot setting using Feature Ablation and Self-
Attribution for computing the importance of words.
We observe that Gemma, Gemini, and Qwen per-
form better on the original test set compared to the

5Appendix E has the complete set of results.

other models. In addition, Gemma and Qwen out-
perform Gemini on HS, AM, and NLI tasks. Llama
performs the worst in almost all tasks.

All LLMs exhibit a significant drop in F1 for all
Unicode perturbations, showing their vulnerabil-
ity. Qwen and Gemma consistently exhibit greater
robustness across multiple tasks and perturbations.
This is evident from their relatively lower PDF val-
ues compared to their F1 scores on the original test
set. Qwen achieves the lowest PDF values com-
pared to other models, whilst Gemma shows more
robustness on the FV and AM tasks. Llama is more
vulnerable compared to other models to almost all
perturbations. Mistral performs reasonably well
compared to Llama but is less robust compared
to Gemma and Qwen. For the superscript attack,
Qwen and Gemma require a higher number of per-
turbations compared to other models. However, for
squiggle & hooks attacks, they require fewer per-
turbations to execute a successful attack. Table 2
shows PR in the zero-shot setting.

We also evaluate whether incorporating in-
context examples to the prompt can help increase
robustness. Table 3 shows that under few-shot set-
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Super Sub Super-Sub Sq&Hook Ransom
Task PR PR PR PR PR

Sent

Llama 0.52 0.56 0.53 0.51 0.52
Mistral 0.51 0.53 0.52 0.51 0.41
Gemma 0.49 0.46 0.45 0.36 0.48
Qwen 0.69 0.44 0.52 0.39 0.52

HS

Llama 0.64 0.64 0.63 0.6 0.6
Mistral 0.55 0.54 0.52 0.51 0.49
Gemma 0.69 0.61 0.66 0.58 0.65
Qwen 0.69 0.56 0.61 0.51 0.58

FV

Llama 0.58 0.59 0.56 0.52 0.56
Mistral 0.54 0.56 0.54 0.55 0.53
Gemma 0.74 0.51 0.49 0.1 0.41
Qwen 0.64 0.5 0.54 0.46 0.54

AM

Llama 0.52 0.51 0.49 0.46 0.42
Mistral 0.55 0.5 0.49 0.4 0.46
Gemma 0.62 0.66 0.69 0.6 0.65
Qwen 0.58 0.54 0.51 0.52 0.54

NLI

Llama 0.63 0.66 0.65 0.57 0.64
Mistral 0.49 0.53 0.51 0.49 0.5
Gemma 0.57 0.56 0.56 0.53 0.55
Qwen 0.79 0.54 0.65 0.46 0.65

Table 2: Perturbation Ratio (PR) across all attacks in
the zero-shot setting using Feature Ablation.

ting, Gemma and Qwen achieve high performance
on the original test set compared to other open-
source models. Despite this, all models are still
vulnerable to all perturbations as seen by the high
PDF value. Similar to zero-shot, Gemma and Qwen
are more robust compared to all other models in
the few-shot setting. We also evaluate the effect of
different perturbation ratios on all models for the
NLI task. Results are presented in Appendix A.3.

Which perturbations are more challenging? A
significant drop in F1 is observed across all Uni-
code stylistic perturbations, models, and tasks, in-
dicating greater vulnerability to these perturbations.
In the zero-shot setting, the most challenging per-
turbations for Llama are squiggle & hooks and
ransom, which result in the largest performance
drops. Other models such as Gemini, GPT, Mistral,
Gemma, and Qwen exhibit substantial degradation
under squiggle & hooks perturbation.

In terms of PR, superscript, subscript, and super-
sub require a higher number of word perturbations
as shown in Table 2. In contrast squiggle & hooks
and ransom achieve large drop in performance by
perturbing fewer words. In the few-shot setting,
superscript requires a higher number of word per-
turbations (high PR) and squiggle & hooks requires
fewer perturbations (low PR) to execute a success-
ful attack (see Appendix E).

How do open-source models compare to closed-
source models? In both zero- and few-shot set-
tings, Gemini is robust to superscript, subscript,
ransom, and super-sub attacks, which is evident
from the low drop in performance (PDF). For squig-

gle & hooks, there is a significant drop in PDF, but
significantly less compared to open-source mod-
els. Furthermore, Gemini requires a large number
of word perturbations (high PR), indicating its ro-
bustness to these Unicode stylistic variations. The
performance of GPT 3.5 varies across tasks. For ex-
ample, in the few-shot Sent task, GPT 3.5 is robust
compared to open-source models, however, for HS,
it is more vulnerable to certain attacks compared
to open-source models. Interestingly, GPT 3.5 pre-
dicts only the entailment class for the NLI task in
both zero-shot and few-shot settings.

Can we rely on LLM Self-Attribution? In the
zero-shot setting, the Feature Ablation method re-
sults in a high PDF for most attacks, with simi-
lar values when using LLM Self-Attribution. In
the few-shot setting, LLM Self-Attribution shows
a high performance drop for most attacks. This
suggests that LLM Self-Attribution becomes more
effective when we provide in-context examples that
increase the contextual understanding. Thus, LLM
Self-Attribution can be a better alternative com-
pared to Feature Ablation which is computationally
expensive. We note that Llama refused to provide
word importance scores in the case of HS due to its
ethical guidelines.

How do TinyAttack perturbations compare to
other perturbations? We compare TinyAttack
perturbations with standard character-based pertur-
bations such as insertion and deletion, word-level
perturbations (synonyms replacements), and sen-
tence based perturbations (paraphrasing) (Mamta
and Cocarascu, 2025a). Table 4a shows the PDF
values for sentiment and NLI tasks. We see that
TinyAttack perturbations are more challenging
than standard character-, word-, and sentence-level
perturbations, as shown by the smaller drop in
F1 (PDF). Moreover, they require a larger num-
ber of perturbations to execute a successful at-
tack, resulting in a higher PR (see Appendix A.2).
We also compare TinyAttack with invisible char-
acters and deletion attacks (see Appendix A.2).
We also conducted a human evaluation to com-
pare the readability of standard perturbations with
TinyAttack perturbations, confirming that the
Unicode-based perturbations are human-readable
and label-preserving, as well as consistently more
readable than character insertion and deletion (see
Appendix G for details).
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Superscript Subscript Super-Sub Squiggle&Hooks Ransom
Task Model Orig FA LSA FA LSA FA LSA FA LSA FA LSA

Sent

Llama 70.73 79.1 92.4 76.1 88.0 79.2 91.9 86.0 90.7 75.0 91.8
Mistral 72.73 84.8 83.8 84.6 76.3 86.8 81.8 83.1 82.1 78.1 84.5
Gemma 75.67 57.9 44.2 64.7 78.0 66.7 69.9 89.0 88.7 48.1 44.2
Qwen 74.73 69.0 43.5 83.0 77.7 70.3 70.2 85.3 80.1 69.7 71.5

Gemini 79.72 - 18.0 - 21.0 - 22.2 - 61.9 - 20.7
GPT 3.5 71.15 - 43.6 - 67.7 - 63.8 - 72.0 - 71.8

HS

Llama 65.90 65.3 - 72.6 - 74.5 - 71.3 - 72.7 -
Mistral 70.46 68.5 78.5 71.0 77.5 90.6 83.5 78.5 86.2 79.7 85.4
Gemma 77.93 48.4 38.0 52.9 71.6 61.0 63.6 80.2 77.8 55.4 59.6
Qwen 71.37 48.8 48.6 68.4 67.5 66.5 63.3 76.2 69.9 65.0 62.9

Gemini 75.57 - 19.0 - 21.7 - 22.2 - 36.1 - 25.3
GPT 3.5 69.22 - 47.0 - 75.2 - 74.9 - 87.9 - 86.7

FV

Llama 51.73 78.3 85.3 74.2 80.8 76.9 80.9 83.0 73.9 82.3 84.2
Mistral 58.97 78.5 80.4 82.7 74.4 79.8 84.5 79.7 84.3 77.2 80.9
Gemma 63.25 37.5 31.7 70.7 71.8 62.0 61.4 75.6 73.4 37.8 40.9
Qwen 57.14 66.1 53.7 73.3 57.6 66.7 39.0 75.7 75.7 69.3 33.1

Gemini 61.17 - 29.4 - 70.8 - 60.1 - 72.5 - 38.8
GPT 3.5 45.17 - 61.0 - 71.0 - 70.0 - 77.9 - 75.0

AM

Llama 64.28 60.8 82.6 69.4 82.3 76.5 82.7 71.1 78.9 80.8 84.6
Mistral 62.01 68.5 81.9 74.0 80.1 71.5 80.8 75.4 81.1 77.3 80.0
Gemma 74.79 52.7 57.1 56.7 64.8 57.5 60.9 54.4 75.1 48.3 38.5
Qwen 71.42 60.2 64.9 65.5 69.2 64.0 68.6 77.2 79.6 67.5 68.0

Gemini 73.35 - 21.8 - 23.2 - 25.5 - 37.5 - 27.6
GPT 3.5 59.02 - 72.4 - 76.0 - 77.3 - 79.6 - 75.3

NLI

Llama 46.2 73.9 88.7 73.7 84.7 73.3 87.4 72.7 85.3 73.0 88.7
Mistral 64.53 87.5 83.2 87.7 82.7 87.6 82.8 85.9 83.1 87.0 82.4
Gemma 76.33 60.4 11.4 61.9 79.2 62.8 67.2 64.1 85.1 57.8 41.8
Qwen 85.67 31.9 24.1 76.2 80.6 56.9 60.0 85.5 88.2 56.1 58.2

Gemini 72.5 - 13.1 - 16.4 - 18.3 - 57.8 - 17.9
GPT 3.5 16.67 - - - - - - - - - -

Table 3: Percentage Drop in F1 (PDF) in the few-shot setting using Feature Ablation (FA) and LLM Self-Attribution
(LSA) for computing word importance. Here, Orig represents the F1 score on the original test set.

5.1 Qualitative Analysis

How do models tokenize TinyAttack variations?
To understand the reason behind the significant
drop in performance, we examine the tokens gen-
erated by Llama and Gemma for TinyAttack per-
turbations. Since these perturbations use Unicode
characters, they typically do not exist in the model’s
vocabulary. As a result, the tokenizer either splits
them into multiple subword tokens or encodes them
as byte sequences (unknown tokens). This makes
it difficult for the model to map the perturbed input
to its original equivalent. Consequently, the model
struggles to interpret the input correctly, leading to
a drop in performance. This behavior highlights a
key vulnerability in current tokenization strategies
when handling stylistically altered text. Figure 4
shows the tokenization of Llama and Gemma. It
can be seen that both Llama and Gemma do not
understand these perturbations, resulting into mul-
tiple tokens. However, we observe that the count of
tokens generated by Gemma is significantly lower
than Llama except for subscript attack. Gemma
can tokenize a few stylized characters as individ-

ual tokens, which indicates the presence of these
unicode characters in its vocabulary. Similarly, de-
tailed analysis of other models can be found in
Appendix F.

Feature Ablation vs LLM Self-Attribution.
We also qualitatively compare the word impor-
tance methods, Feature Ablation and LLM Self-
Attribution. Figure 5 shows adversarial exam-
ples generated by applying ransom and squiggle
& hooks attacks to Sent and NLI tasks as well
as the order in which words are perturbed by the
two methods. In the first example, LLM Self-
Attribution requires only 2 perturbations to execute
a successful attack, whereas Feature Ablation re-
quires 10 perturbations. In contrast, in the second
example Feature Ablation requires only 1 pertur-
bation, whereas LLM Self-Attribution requires 4.
Finally, in the third example, both methods per-
form equally. Thus, we can hypothesize that LLM
Self-Attributions are reliable and can be used as a
cost-effective alternative to Feature Ablation.

Ablation Study. We perform an ablation experi-
ment by removing the Feature Ablation and Self-
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Ins Del Reph Syn
Model Orig PDF PDF PDF PDF

Se
nt

Llama 69.95 54.78 59.86 9.74 7.36
Mistral 71.01 37.84 48.26 16.56 14.24
Gemma 77.1 39.88 50.04 6.04 4.94
Qwen 74.55 32.61 51.59 7.02 4.20
Gemini 79.37 37.86 47.07 7.54 6.09
GPT 3.5 70.79 39.27 51.42 12.06 10.75

N
L

I

Llama 41.48 72.30 66.27 21.79 6.65
Mistral 56.4 50.73 55.89 14.96 5.85
Gemma 60.55 54.68 51.74 6.77 2.36
Qwen 80.29 20.71 35.72 2.96 0.54
Gemini 60.04 49.05 49.78 5.22 2.61
GPT 3.5 16.67 - - - -

(a) Standard character-based perturbations.

Super Sub Super-Sub Sq&Hook Ransom
Model Orig PR PDF PR PDF PR PDF PR PDF PR PDF

Se
nt

Llama 69.95 0.54 89.46 0.57 83.52 0.54 88.25 0.53 85.85 0.56 86.52
Mistral 71.01 0.56 80.48 0.58 76.29 0.58 79.61 0.56 81.3 0.55 81.21
Gemma 77.1 0.88 21.04 0.63 79.04 0.69 66.15 0.56 85.45 0.79 41.65
Qwen 74.55 0.79 40.32 0.61 78.12 0.67 68.50 0.57 84.8 0.65 68.38
Gemini 79.37 0.90 15.75 0.88 18.87 0.96 7.65 0.69 67.85 0.87 22.02
GPT 3.5 70.79 0.66 51.12 0.58 75.42 0.58 70.91 0.50 81.68 0.55 79.8

N
L

I

Llama 41.48 0.58 84.31 0.64 75.92 0.59 79.63 0.46 82.93 0.58 82.52
Mistral 56.4 0.44 83.78 0.46 84.13 0.44 83.72 0.42 83.53 0.44 84.01
Gemma 60.55 0.82 10.04 0.66 64.38 0.71 50.85 0.54 78.41 0.77 29.46
Qwen 80.29 0.89 19.02 0.71 73.84 0.78 54.41 0.64 82.41 0.79 51.19
Gemini 60.04 0.94 14.64 0.93 15.31 0.93 14.96 0.82 47.17 0.94 13.81
GPT 3.5 16.67 - - - - - - - - - -

(b) Random word ordering.

Table 4: Results (zero-shot) comparing standard character-based perturbations (a) and random word ordering (b).

Attack Example Llama Gemma L / G

- I am not crazy about the smoothies though.
['I', 'Ġam', 'Ġnot', 'Ġcrazy', 'Ġabout', 'Ġthe', 'Ġsmooth', 'ies', 
'Ġthough', '.'] ['I', '▁am', '▁not', '▁crazy', '▁about', '▁the', '▁smoothies', '▁though', '.'] 10 / 9

Super ᴵ ᵃᵐ ⁿᵒᵗ crazy about ᵗʰᵉ ˢᵐᵒᵒᵗʰᶦᵉˢ ᵗʰᵒᵘᵍʰ.

['á', '´', 'µ', 'Ġá', 'µ', 'ĥ', 'á', 'µ', 'Ĳ', 'Ġâģ', '¿', 'á', 'µ', 'Ĵ', 'á', 'µ', 'Ĺ', 
'Ġcrazy', 'Ġabout', 'Ġá', 'µ', 'Ĺ', 'Ê', '°', 'á', 'µ', 'ī', 'Ġ', 'Ë', '¢', 'á', 'µ', 'Ĳ', 
'á', 'µ', 'Ĵ', 'á', 'µ', 'Ĵ', 'á', 'µ', 'Ĺ', 'Ê', '°', 'á', '¶', '¦', 'á', 'µ', 'ī', 'Ë', '¢', 'Ġá', 
'µ', 'Ĺ', 'Ê', '°', 'á', 'µ', 'Ĵ', 'á', 'µ', 'ĺ', 'á', 'µ', 'į', 'Ê', '°', '.']

['ᴵ', '▁', 'ᵃ', 'ᵐ', '▁', 'ⁿ', 'ᵒ', 'ᵗ', '▁crazy', '▁about', '▁', 'ᵗ', 'ʰ', 'ᵉ', '▁', 'ˢ', 'ᵐ', 'ᵒ', 'ᵒ', 
'ᵗ', 'ʰ', 'ᶦ', 'ᵉ', 'ˢ', '▁', 'ᵗ', 'ʰ', 'ᵒ', 'ᵘ', 'ᵍ', 'ʰ', '.'] 69 / 32

Sub

['I', '▁a', '<0xE2>', '<0x82>', '<0x98>', '▁', '<0xE2>', '<0x82>', '<0x99>', 
'<0xE2>', '<0x82>', '<0x92>', '�', '▁c', '<0xE1>', '<0xB5>', '<0xA3>', 'azy', 
'▁ab', '<0xE2>', '<0x82>', '<0x92>', '<0xE1>', '<0xB5>', '<0xA4>', '�', '▁', 
'�', '�', '<0xE2>', '<0x82>', '<0x91>', '▁', '<0xE2>', '<0x82>', '<0x9B>', 
'<0xE2>', '<0x82>', '<0x98>', '<0xE2>', '<0x82>', '<0x92>', '<0xE2>', 
'<0x82>', '<0x92>', '�', '�', 'ᵢ', '<0xE2>', '<0x82>', '<0x91>', '<0xE2>', 
'<0x82>', '<0x9B>', '▁', '�', '�', '<0xE2>', '<0x82>', '<0x92>', '<0xE1>', 
'<0xB5>', '<0xA4>', 'g', '�', '.'] 61 / 66

Super-Sub ᴵ am nₒt cᵣaᶻy aᵇoᵤt t�e s�oᵒt�iᵉs tʰoᵤgʰ.

['á', '´', 'µ', 'Ġam', 'Ġn', 'âĤ', 'Ĵ', 't', 'Ġc', 'á', 'µ', '£', 'a', 'á', '¶', '»', 'y', 
'Ġa', 'á', 'µ', 'ĩ', 'o', 'á', 'µ', '¤', 't', 'Ġt', 'âĤ', 'ķ', 'e', 'Ġs', 'âĤ', 'ĺ', 'o', 'á', 
'µ', 'Ĵ', 't', 'âĤ', 'ķ', 'i', 'á', 'µ', 'ī', 's', 'Ġt', 'Ê', '°', 'o', 'á', 'µ', '¤', 'g', 'Ê', '°', 
'.']

['ᴵ', '▁am', '▁n', '<0xE2>', '<0x82>', '<0x92>', 't', '▁c', '<0xE1>', '<0xB5>', 
'<0xA3>', 'a', '<0xE1>', '<0xB6>', '<0xBB>', 'y', '▁a', 'ᵇ', 'o', '<0xE1>', 
'<0xB5>', '<0xA4>', 't', '▁t', '�', 'e', '▁s', '<0xE2>', '<0x82>', '<0x98>', 'o', 
'ᵒ', 't', '�', 'i', 'ᵉ', 's', '▁t', 'ʰ', 'o', '<0xE1>', '<0xB5>', '<0xA4>', 'g', 'ʰ', '.'] 56 / 46

SuiggleHooks
I̢ ᶏḿ ήǫť crazy about ťⱨẻ śᶆơǫťⱨỉᶒś 
ťⱨơᶙɠⱨ.

['I', 'Ì', '¢', 'Ġá', '¶', 'ı', 'á', '¸', '¿', 'Ġá½', 'µ', 'Ç', '«', 'Å¥', 'Ġcrazy', 
'Ġabout', 'ĠÅ', '¥', 'â', '±', '¨', 'áº»', 'ĠÅĽ', 'á', '¶', 'Ĩ', 'Æ¡', 'Ç', '«', 'Å¥', 
'â', '±', '¨', 'á»ī', 'á', '¶', 'Ĵ', 'ÅĽ', 'ĠÅ', '¥', 'â', '±', '¨', 'Æ¡', 'á', '¶', 'Ļ', 'É', 
'ł', 'â', '±', '¨', '.']

['I', '̢', '▁', '<0xE1>', '<0xB6>', '<0x8F>', 'ḿ', '▁', 'ή', 'ǫ', 'ť', '▁crazy', 
'▁about', '▁', 'ť', 'ⱨ', 'ẻ', '▁ś', '<0xE1>', '<0xB6>', '<0x86>', 'ơ', 'ǫ', 'ť', 'ⱨ', 'ỉ', 
'<0xE1>', '<0xB6>', '<0x92>', 'ś', '▁', 'ť', 'ⱨ', 'ơ', '<0xE1>', '<0xB6>', 
'<0x99>', 'ɠ', 'ⱨ', '.'] 53 / 40

Ransom
𝐈 𝐚𝗺 𝓃𝘰𝐭 crazy about 𝑡𝙝𝒆 𝓈𝔪𝔬ℴ𝙩𝖍𝖎🄴𝙨 
𝚝🅗𝘰🅤𝔤𝚑.

['ðĿ', 'Ĳ', 'Ī', 'ĠðĿ', 'Ĳ', 'ļ', 'ðĿ', 'Ĺ', 'º', 'ĠðĿ', 'ĵ', 'ĥ', 'ðĿ', 'ĺ', '°', 'ðĿ', 'Ĳ', 
'Ń', 'Ġcrazy', 'Ġabout', 'ĠðĿ', 'ĳ', '¡', 'ðĿ', 'Ļ', 'Ŀ', 'ðĿ', 'Ĵ', 'Ĩ', 'ĠðĿ', 'ĵ', 'Ī', 
'ðĿ', 'Ķ', 'ª', 'ðĿ', 'Ķ', '¬', 'âĦ', '´', 'ðĿ', 'Ļ', '©', 'Ŀ', 'ĸ', 'į', 'ðĿ', 'ĸ', 'İ', 'ðŁ', 

'Ħ','´', 'ðĿ', 'Ļ¨', 'ĠðĿ', 'ļ', 'Ŀ', 'ðŁ', 'ħ', 'Ĺ', 'ðĿ', 'ĺ', '°', 'ðŁ', 'ħ', '¤', 'ðĿ', 'Ķ', 
'¤', 'ðĿ', 'ļ', 'ĳ', '.']

['𝐈', '▁', '𝐚', '𝗺', '▁', '𝓃', '𝘰', '𝐭', '▁crazy', '▁about', '▁', '𝑡', '𝙝', '𝒆', '▁', '𝓈', '𝔪', '𝔬', 
'<0xE2>', '<0x84>', '<0xB4>', '𝙩', '<0xF0>', '<0x9D>', '<0x96>', '<0x8D>', 
'𝖎', '🄴', '𝙨', '▁', '𝚝', '<0xF0>', '<0x9F>', '<0x85>', '<0x97>', '𝘰', '<0xF0>', 
'<0x9F>', '<0x85>', '<0xA4>', '<0xF0>', '<0x9D>', '<0x94>', '<0xA4>', '𝚑', 
'.'] 73 / 46

Upside-down I am ʇou crazy about the smoothies though.
['I', 'Ġam', 'Ġ', 'Ê', 'ĩ', 'ou', 'Ġcrazy', 'Ġabout', 'Ġthe', 'Ġsmooth', 'ies', 
'Ġthough', '.'] ['I', '▁am', '▁', 'ʇ', 'ou', '▁crazy', '▁about', '▁the', '▁smoothies', '▁though', '.'] 13 / 11

Figure 4: Tokens generated by Llama (L) and Gemma (G). The last column shows the count of subword tokens.

Attribution components and perturbing words in
random order until the attack is successful. The
results are presented in Table 4b. We observe that
random ordering leads to a higher PR across all
attacks and models compared to our proposed ap-
proaches, illustrating the effectiveness of our Fea-
ture Ablation and Self-Attribution methods.

5.2 Adversarial Defense

In-context augmentation. We generate adver-
sarial data by applying perturbations to examples
from the training set and augmenting them with the
actual examples. For each class, we include two
adversarial examples along with their correspond-
ing original examples as in-context examples. In
total, the few-shot prompt consists of 12 examples,
6 original and 6 adversarial. Table 5 shows that
adding adversarial examples to the few-shot prompt
does not increase the model robustness. In contrast,
we observe a high PDF for sentiment and NLI tasks.
A possible reason could be the noise introduced in
the in-context examples, as the model struggles to
properly tokenize perturbed inputs which disrupts

the contextual understanding.

Unicode Normalization. We normalize Unicode
characters before passing the input to models using
two methods: prompting LLMs to determine which
characters should be replaced with Latin letters as
in Cooper et al. (2025) (see prompt in Figure 25 in
Appendix) and NFKC6. Results are shown in Ta-
ble 5. We observe that LLM-based normalization
improves model robustness against superscript and
subscript attacks to some extent, but fails for Llama
and Mistral. Only Gemini sees improved robust-
ness from normalization across all attacks. This
suggests that simple normalization-based defenses
are insufficient.

Table 5 also shows that the defensive capability
of NFKC is limited to superscript and subscript
attacks where compatibility decomposition effec-
tively maps these variants back to their canonical
forms. NFKC does not address more sophisticated
transformations such as squiggle or ransom style
perturbations which exploit combining marks that

6https://docs.python.org/3/library/unicodedata.html
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Original Example Task Gold/Pred Adv Example FA Word Order FA Adv example LSA Word Order LSA FA/LSA

So we ended 
walking all the way 
back to Harrah's 
and had a great 
time there. Sent pos/pos

So we ended 
w𝓪lking 𝓪ll the 
w𝓪y b𝓪ck to 
𝗛𝑎𝓇ⓡ𝕒🄷'𝒔 𝓪nd 
h𝓪d 𝓪 🅶𝙧𝐞𝘢𝖙 time 
𝐭𝙝𝖊𝗿𝑒.

Harrah's, there, 
great, a, had, So, 
and, way, walking, 
to, the, we, back, 
all, ended, time 
(10)

So we ended 
walking all the way 
back to Harrah's 
and had a 𝖌𝓇𝒆𝘢🅣 
𝚝𝘪🅼𝚎 there. great, time (2) neg/neu

Now that the buzz 
(pun totally 
intended) is that 
eating local honey 
helps with allergies, 
why not incorporate 
it into my every day 
diet?? Sent pos/pos

Now that the buzz 
(pun totally 
intended) is that 
eating local honey 
helps with 
allergies, 𝖜ⓗ𝘺 
not incorporate it 
into my every day 
diet?? why (1)

Now that the 𝘣🅄𝙯𝚣 
(pun totally 
intended) is that 
𝕖𝑎𝐭𝖎ⓝ𝑔 local 𝙝𝒐𝚗𝓮𝔶 
𝗵𝔢𝑙𝚙𝓈 with allergies, 
why not incorporate 
it into my every day 
diet??

eating, honey, 
helps, buzz (4) neu/neu

Premise: This 
church choir sings 
to the masses as 
they sing joyous 
songs from the 
book at a church.
Hypothesis: the 
church is filled with 
song. NLI entail/entail

The church is 
filled with śǫήᶃ. song (1)

The church is filled 
with śǫήᶃ. song (1) neu/neu

Figure 5: Examples comparing word importance from Feature Ablation (FA) and Self-Attribution (LSA) for Qwen.
Here, Pred: prediction and Adv: adversarial.

Super Sub Super-sub Squiggle Ransom
Task Model F1 T1 T2 T3 T1 T2 T3 T1 T2 T3 T1 T2 T3 T1 T2 T3
Sent Llama 70.53 93.8 83.9 18.54 88.1 67.7 6.90 92.8 77.7 13.27 94.2 92.6 86.32 92.4 86.1 44.80

Mistral 72.19 84.2 84.2 9.06 76.6 81.5 4.06 81.9 84.7 5.17 83.6 86.8 83.90 83.8 87.4 35.05
Gemma 75.61 21 10.2 10.43 75.1 26.6 9.11 66.3 29.7 9.42 88.4 81.5 89.13 43 23.2 22.04
Qwen 75.08 39.9 20.9 13.27 76.5 81.0 8.49 64.5 66.2 11.51 82.9 90.7 84.19 69.3 75.5 29.85

Gemini 79.72 21.1 5.3 8.74 23.6 4.4 7.87 24 5.3 9.44 55.7 27.2 54.11 25.3 21.4 15.30
GPT 3.5 71.15 42.7 16.3 19.88 67 26.5 13.41 61.3 25.9 17.15 73.4 79.5 81.21 70.7 37.7 30.23

NLI Llama 40.58 84.2 84.0 30.16 83 77.4 23.02 83.8 79.1 25.89 84.3 82.5 82.43 86.3 82.7 46.41
Mistral 63.46 82.2 86.0 17.55 81.7 86.6 12.62 81.1 86.1 13.95 82.4 84.9 82.36 81.4 86.5 41.10
Gemma 75.89 8 11.3 6.94 72.4 18.9 6.82 51.6 19.1 7.05 84.2 79.1 78.46 27.8 14.1 19.50
Qwen 85.55 20.1 8.5 5.19 72.6 81.5 6.86 52 61.6 6.44 89.5 93.2 29.90 53.4 72.6 20.31

Gemini 72.5 8.8 3.4 7.30 11.7 3.4 3.01 10.7 3.7 5.61 34.2 16.4 45.09 15.5 4.2 11.16
GPT 3.5 - - - - - - - - - - - - - - - -

Table 5: PDF results for Sent and NLI tasks using in-context augmentation (T1), unicode normalization using LLMs
(T2) and NFKC (T3). F1 represents the score on the original test set.

are not resolved through compatibility normaliza-
tion. This demonstrates that although NFKC pro-
vides a useful baseline for unicode normalization,
it is insufficient as a comprehensive defense mecha-
nism against all Unicode-based adversarial attacks.
This underscores the need to develop more compre-
hensive defense strategies.

6 Conclusion

In this paper, we identified a gap in the security and
reliability of LLMs. We developed TinyAttack, a
novel adversarial framework that exposes LLMs’
vulnerabilities to stylistic and human-perceptible
perturbations. We designed five Unicode-based
adversarial perturbations and evaluated the robust-
ness of six LLMs in zero- and few-shot settings.
Our extensive experiments highlighted a signifi-
cant and consistent susceptibility to these types
of attacks, attributed to the models’ internal tok-
enization mechanisms and the lack of training on

such varied stylistic perturbations. Future work
includes exploring robust defense frameworks to
increase LLMs resilience towards TinyAttack per-
turbations and investigating the performance of
TinyAttack to multimodal LLMs.

Limitations

While our current experiments focus on English,
the proposed transformations can generally be ap-
plied safely to other languages using the Roman
script, as they preserve meaning and readability.
However, we acknowledge that in some languages,
certain transformations such as diacritics that carry
semantic meaning may affect semantics or read-
ability and may therefore require language-specific
adjustments. In addition, this work relies on in-
context and normalization-based techniques to en-
hance model robustness. However, in-context
augmentation fails against TinyAttack perturba-
tions, while normalization improves robustness
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only against superscript and subscript attacks. Al-
though it shows consistent gains for the Gemini
model, it is less effective for Llama and Mistral.
Overall, neither technique is sufficient to defend
against the TinyAttack perturbations. In future
work, we plan to explore robust defense frame-
works to increase the resilience of LLMs towards
the TinyAttack perturbations. Moreover, our work
focuses exclusively on textual data, in future, we
aim to extend this approach to multimodal LLMs.
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A Additional Experiments

A.1 Experiments on Qwen 2.5 and Gemini 2.5
We performed additional experiments on recent
LLMs such as Qwen 2.5 and Gemini 2.5 to assess
their robustness against TinyAttack perturbations.
Results are presented in Table 6. It can be seen that
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despite their high performance on the original test
set, these models remain vulnerable to TinyAttack
perturbations.

A.2 Comparison with other perturbations

We compare Tinyattack perturbations with stan-
dard character-, word-, and sentence-level pertur-
bations. Table 7 presents the PDF and PR values
for sentiment and NLI tasks for standard pertur-
bations. Further, to ensure comparison against
state-of-the-art Unicode-based perturbations, we
compare TinyAttack perturbations with the Invis-
ible Characters (adding Zero width space, Zero
width joiner, Zero width non-joiner) and Deletion
attacks (Backspace and deletion characters) as de-
scribed by Boucher et al. (2022). We present the
PDF values for sentiment and NLI tasks in Table 8.
These results illustrate TinyAttack’s effectiveness
against existing attacks.

A.3 Affect of Perturbation Ratio

We have now performed additional experiments
using different thresholds for Perturbation Ratio
(10%, 25%, 33%, 50%) for the NLI task to observe
their impact on model performance. Words are
perturbed in descending order of their importance
until the threshold value is reached. Results are
reported in Tables 9, 10, 11, 12, and 13.

We observe that the drop in performance is sig-
nificant, even when the perturbations are applied
to at most 25% of the sentence. At this small level
of perturbation, the impact on a human observer
would not be that high. Moreover, the human eval-
uation shows that the attacked sentences that were
able to confuse the LLMs are still readable (Ap-
pendix Section E).

B Implementation Details

All models were implemented using PyTorch and
HuggingFace’s7 for Llama, Mistral, Gemma, and
Qwen models. All computations were performed
on an NVIDIA A100-SXM4 GPU with 40 GB of
memory. We access GPT3.5 Turbo Instruct via
OpenAI API and Gemini 2.0 Flash via Gemini API.
To calculate the word importance via Feature Abla-
tion, we use Captum library.8 We use Selenium to
scrape multiple text transformation styles 9 10

7https://huggingface.co/inference-endpoints/dedicated
8https://captum.ai/
9https://yaytext.com/tiny-text/

10https://www.selenium.dev/

Attack Process We begin by prompting the LLM
to classify the original (unattacked) version of each
input instance. If the classification is correct, we
then use the Feature Ablation method or LLM Self-
Attribution method to assign an importance coef-
ficient to each word in the input. For two-input
tasks (NLI, AM, FV), we request coefficients only
for the claims (FV), hypothesis (NLI) or argument
(AM) text.

For LLM Self-Attribution method, sometimes,
the LLMs do not return word-level coefficients.
This occurs in approximately 5–6% of examples
for LLaMA and Mistral, 2% for Qwen, and under
1% for Gemma, Gemini, and GPT-3.5. We count
such instances as failed attacks.

We then iterate through the dataset again. If
the initial classification was incorrect, no attack is
performed. If the classification was correct, we
begin the attack process. First, we identify the
most important unchanged word (according to the
attribution step) and substitute it with its modified
adversarial version. If the modified sentence is now
misclassified, we consider the attack successful.
If not, we continue by modifying the next most
important word, and repeat this process until either
the attack succeeds, or, if all words are modified
and the sentence is still classified correctly, the
attack is deemed unsuccessful.

C Datasets

Details of datasets are presented below:
• Sentiment Analysis (Sent): We use the popu-
lar SST-3 dataset (Socher et al., 2013), which is
the ternary version of the Stanford Sentiment Tree-
bank where labels 0-1 are mapped to negative, 2 is
mapped to neutral, and 3-4 are mapped to positive.
• Hate Speech (HS): The HSOL dataset (Davidson
et al., 2017) was crawled from Twitter using hate
speech keywords. It consists of three classes: hate
speech, only offensive language, and neither.
• Fact Verification (FV): The Climate-FEVER
dataset (Diggelmann et al., 2020) consists of real
world claims collected from scientifically-informed
and climate change sources. The dataset has three
classes: supports, refutes, not enough info.
• Argument Mining (AM): The UKP dataset (Stab
et al., 2018) has over 25,000 arguments covering 8
controversial topics. Arguments are annotated with
three classes: attack, support, not related.
• Natural Language Inference (NLI): The Stanford
NLI (SNLI) dataset (Bowman et al., 2015) contains
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Original Superscript Subscript Super-sub Squiggle&Hooks Ransom
Task Model F1 PDF PDF PDF PDF PDF
NLI Qwen 2.5 83.25 20.44 63.23 50.01 78.36 47.03

Gemini 2.5 81.27 13.64 19.53 20.63 69.57 18.79

Table 6: Percentage Drop in F1 across all attacks for NLI task.

Task Model Original Insertion Deletion Rephrasing Synonyms
F1 PDF PR PDF PR PDF PDF PR

Sent Llama 71.01 54.78 0.72 59.85 0.71 9.74 7.36 0.46
Mistral 77.1 37.83 0.80 48.26 0.74 16.56 14.24 0.37
Gemma 74.55 39.88 0.81 50.03 0.76 6.03 4.94 0.56
Qwen 69.95 32.6 0.83 51.58 0.76 7.01 4.2 0.57

Gemini 79.37 37.86 0.82 47.07 0.79 7.53 6.09 0.45
GPT 70.79 39.27 0.72 51.41 0.68 12.06 10.75 0.39

NLI Llama 41.48 72.29 0.67 66.27 0.71 21.79 6.65 0.32
Mistral 56.4 50.72 0.67 55.88 0.66 14.96 5.85 0.41
Gemma 60.55 54.68 0.71 51.74 0.73 6.77 2.36 0.49
Qwen 80.29 20.71 0.89 35.72 0.85 2.96 0.54 0.54

Gemini 60.04 49.05 0.82 49.78 0.84 5.22 2.61 0.47
GPT ONLY OUTPUTS ENTAILMENT

Table 7: Comparison with standard character, word and sentence-based perturbations.

570,000 premise-hypothesis pairs labelled with en-
tailment, contradiction, and neutral.

D Prompts

Here we present the prompts used for the gener-
ation of the word importance coefficient and the
classification of the examples.

D.1 Task-specific Prompts

Sentiment Analysis (Sent) We present the zero-
shot prompt and few-shot prompt in Figures 6 and
7, respectively.

Hate Speech (HS) We present the zero-shot and
few-shot prompts for Hate Speech task in Figures
8 and 9, respectively.

Fact Verification (FV) We present the zero-shot
and few-shot prompts for Fact Verification task in
Figures 10 and 11, respectively.

Natural Language Inference (NLI) Prompts for
zero-shot and few-shot settings are presented in
Figures 12 and 13, respectively.

Argument Mining (AM) We present the zero-
shot prompt and few-shot prompts in Figures 14
and 15, respectively.

D.2 Adversarial Few-shot Examples

We present the adversarial examples used in the
few-shot prompt for NLI task in Figure 17 and for
the Sentiment Analysis task in Figure 16.

D.3 LLM Self-Attribution Prompts
We present the LLM Self-Attribution Prompt for
Sentiment, Hate Speech, Fact Verification, Natural
Language Inference, and Argument Mining tasks
in Figures 18, 19, 20, 21, and 22, respectively.

E Detailed Results

E.1 Zero-shot Setting
Tables 14 and 15 present the accuracy values (for
both original and adversarial data) and the pertur-
bation ratio for open-source models across all at-
tacks. Word importance is calculated using the
Feature Ablation method in Table 14 and the LLM
Self-Attribution method in Table 15. We observe
a significant drop in accuracy values for all mod-
els across all attacks. Among open-source models,
Qwen and Gemma are notably more robust than
other models.

E.2 Few-shot Setting
Tables 16 and 17 present the accuracy values (for
both original and adversarial data) and the perturba-
tion ratio for open-source models across all attacks
under few-shot setting. Word importance is calcu-
lated using the Feature Ablation method in Table
16 and the LLM Self-Attribution method in Table
17.

F Qualitative Analysis

How do Mistral and Qwen tokenize TinyAttack
variations? We present the tokens generated by
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Figure 6: Prompt for zero-shot Sentiment Analysis.

Figure 7: Prompt for few-shot Sentiment Analysis.

Figure 8: Prompt for zero-shot Hate Speech.

Figure 9: Prompt for few-shot Hate Speech.
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Figure 10: Prompt for zero-shot Fact Verification.

Figure 11: Prompt for few-shot Fact Verification.

Figure 12: Prompt for zero-shot Natural Language Inference.

Figure 13: Prompt for few-shot Natural Language Inference.
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Task Original Invis Chars Deletions
F1 PR PDF PR PDF

Sent Llama 69.95 0.9 18.77 0.87 23.03
Mistral 71.01 0.9 15.8 0.88 20.79
Gemma 77.1 0.93 12.45 0.89 17.63
Qwen 74.55 0.87 15.17 0.85 20.47

Gemini 79.37 0.93 10.34 0.9 15.96
GPT 3.5 70.79 0.81 22.25 0.81 24.24

NLI Llama 41.48 0.87 28.57 0.85 33.15
Mistral 56.4 0.79 19.96 0.8 23.09
Gemma 60.55 0.84 8.29 0.85 8.19
Qwen 80.29 0.9 7.61 0.89 10.4

Gemini 60.04 0.97 6.88 0.97 4.8
GPT 3.5 - - - - -

Table 8: Comparison with existing Unicode perturbations.

Task Model Original max 10% max 25% max 33% max 50%
F1 PDF PDF PDF PDF

NLI Llama 41.48 6.12 39.56 45.54 73.93
Mistral 56.4 5.62 54.82 59.91 78.72
Gemma 60.55 0.52 1.35 2.19 5.16
Qwen 80.29 0.66 2.83 4.82 10.97

Gemini 60.04 0.91 5.79 6.21 9.22
GPT 3.5 ONLY OUTPUTS ENTAILMENT

Table 9: PDF values for different perturbation ratios on the NLI task for superscript attack. F1 represents the score
on the original test set.

the Mistral and Qwen models for TinyAttack per-
turbations in Figure 23. Similar to the Llama and
Gemma models, the Mistral and Qwen models split
the perturbed words into multiple tokens. It is also
observed that the number of tokens generated by
the Qwen model is significantly lower than the
Mistral model across all attacks. Similarly to the
Gemma model (as discussed in Section 5.1 of the
main paper), Qwen can also tokenize a few of the
perturbed characters as individual tokens. This sig-
nifies the presence of these characters in the Qwen
vocabulary.

How do Gemini and GPT tokenize TinyAttack
variations? Figure 24 shows the tokens gener-
ated by the GPT model. While the Gemini tok-
enizer is not available, the API provides a count
of the tokens generated by the Gemini model. 11

We observe that the number of tokens generated by
Gemini is significantly less than those generated
by GPT and other open-source models.

G Human Evaluation

To ensure that TinyAttack perturbations preserve
the semantic and syntactic integrity of text while
maintaining human readability, we conducted a
small-scale human evaluation study. We further

11https://ai.google.dev/gemini-api/docs/tokens

compare the semantic and syntactic integrity of
TinyAttack perturbations with standard character
based perturbations i.e., character insertion and
deletion perturbations.

From each attack type, we randomly sampled
50 adversarial examples. Those examples were
presented to two independent human annotators
who were then asked to judge whether each per-
turbed (attacked) sentence remained readable and
understandable. Annotators selected one of two
options:

• Readable: Sentence meaning remains fully
understandable.

• Unreadable: Perturbations obscure or distort
meaning.

In cases of disagreement between the two anno-
tators, a third annotator served as a tie-breaker and
made the final decision.

The results of this study are presented in Ta-
ble 18. These findings confirm that, despite
their stylized appearance, the majority of adver-
sarial samples remain legible to humans. Con-
sequently, the Unicode-based perturbations used
in TinyAttack can be considered human-readable
and label-preserving, validating their suitability for
adversarial robustness evaluation.

39949



Task Model Original max 10% max 25% max 33% max 50%
F1 PDF PDF PDF PDF

NLI Llama 41.48 6.17 35.63 40.38 61.52
Mistral 56.4 8.24 51.54 56.57 75.1
Gemma 60.55 11.03 26.93 31.18 48.55
Qwen 80.29 0.87 22.24 26.91 63.24

Gemini 60.04 1.21 5.82 7.24 10.6
GPT 3.5 ONLY OUTPUTS ENTAILMENT

Table 10: PDF values for different perturbation ratios on the NLI task for subscript attack. F1 represents the score
on the original test set.

Task Model Original max 10% max 25% max 33% max 50%
F1 PDF PDF PDF PDF

NLI Llama 41.48 6 37.39 42.18 65.35
Mistral 56.4 2.71 47.26 53.15 74.71
Gemma 60.55 5.3 43.68 50.14 75.17
Qwen 80.29 0.57 29.48 35.17 51.73

Gemini 60.04 1.23 6.24 7.32 10.42
GPT 3.5 ONLY OUTPUTS ENTAILMENT

Table 11: PDF values for different perturbation ratios on the NLI task for super-sub attack. F1 represents the score
on the original test set.

Task Model Original max 10% max 25% max 33% max 50%
F1 PDF PDF PDF PDF

NLI Llama 41.48 6.07 53.68 60.67 81
Mistral 56.4 6.98 50.4 56.48 75.67
Gemma 60.55 5.28 54.68 60.42 77.07
Qwen 80.29 0.57 28.73 34.88 65.99

Gemini 60.04 1.79 10.09 11.95 22.05
GPT 3.5 ONLY OUTPUTS ENTAILMENT

Table 12: PDF values for different perturbation ratios on the NLI task for Squiggle attack. F1 represents the score
on the original test set.

Task Model Original max 10% max 25% max 33% max 50%
F1 PDF PDF PDF PDF

NLI Llama 41.48 5.56 41.56 47.56 74.08
Mistral 56.4 2.23 48.29 53.7 73.38
Gemma 60.55 5.48 51.29 57.1 76.49
Qwen 80.29 1.03 28.65 34.97 52.04

Gemini 60.04 0.91 5.01 5.62 9.66
GPT 3.5 ONLY OUTPUTS ENTAILMENT

Table 13: PDF values for different perturbation ratios on the NLI task for Ransom attack. F1 represents the score on
the original test set.

Figure 14: Prompt for zero-shot Argument Mining.
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Figure 15: Prompt for few-shot Argument Mining.

Furthermore, we observe that TinyAttack per-
turbations are consistently more readable than char-
acter insertion and deletion perturbations. This is
primarily because TinyAttack perturbations intro-
duce only stylistic variations to characters while
largely preserving the original word structure. As a
result, the semantic content of the sentence remains
easily readable by humans. In contrast, character
insertion and deletion perturbations tend to disrupt
word morphology and spacing, often leading to
fragmented tokens that hinder fluent reading.

To illustrate this difference, we present rep-
resentative examples of character insertion and
deletion based perturbations in Table 20. These
examples clearly demonstrate that compared to
TinyAttack perturbations, insertion and deletion
attacks more severely compromise sentence read-
ability. This qualitative evidence further supports
our quantitative findings and highlights the advan-
tage of TinyAttack perturbations in generating ad-
versarial samples that remain realistic and human-
interpretable.

We have also conducted a human evaluation to
assess semantic consistency (on a 1-5 scale) and
label consistency, i.e. whether humans assign the
same label to the adversarial example as the origi-
nal input. We present the results for the sentiment
task in Table 19.
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Figure 16: Examples used for the adversarial training (ransom attack) for Sentiment Analysis.
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Figure 17: Adversarial examples used for adversarial training (ransom attack) for Natural Language Inference.
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Figure 18: Self-Attribution Prompt for Sentiment Analysis.
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Figure 19: Self-Attribution Prompt for the Hate Speech
.
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Figure 20: Self-Attribution Prompt for Fact Verification
.
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Figure 21: Self-Attribution Prompt for Natural Language Inference
.
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Figure 22: Self-Attribution Prompt for Argument Mining
.
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Task Orig Superscript Subscript Super-Sub Squiggle&Hooks Ransom
Acc Acc PR Acc PR Acc PR Acc PR Acc PR

Sent Llama 69.95 7.47 0.52 12.53 0.56 9.13 0.53 6.87 0.51 10.94 0.52
Mistral 71.01 10.86 0.51 13.47 0.53 11.93 0.52 15.14 0.51 15.26 0.41
Gemma 77.1 34.85 0.49 17.66 0.46 16.21 0.45 10.67 0.36 12.18 0.48
Qwen 74.55 39.4 0.69 11.53 0.44 20.13 0.52 8.26 0.39 21.06 0.52

HS Llama 67.68 25.89 0.64 21.10 0.64 20.82 0.63 18.67 0.6 15.83 0.6
Mistral 70.25 27.48 0.55 24.73 0.54 23.81 0.52 21.82 0.51 16.01 0.49
Gemma 72.12 39.13 0.69 34.91 0.61 36.49 0.66 22.37 0.58 31.58 0.65
Qwen 67.4 38.48 0.69 17.45 0.56 25.39 0.61 13.65 0.51 24.87 0.58

FV Llama 50.41 24.56 0.58 16.91 0.59 11.37 0.56 13.20 0.52 15.10 0.56
Mistral 55.99 19.79 0.54 20.31 0.56 17.60 0.54 19.79 0.55 18.66 0.53
Gemma 56.22 41.98 0.74 25.09 0.51 22.00 0.49 10.67 0.1 23.21 0.41
Qwen 54.42 31.51 0.64 17.88 0.5 22.65 0.54 16.40 0.46 20.95 0.54

AM Llama 61.28 18.41 0.52 15.96 0.51 12.48 0.49 11.29 0.46 12.42 0.42
Mistral 62.39 18.60 0.55 15.34 0.5 14.37 0.49 7.76 0.4 8.49 0.46
Gemma 73.65 36.31 0.62 31.36 0.66 33.58 0.69 35.22 0.6 25.29 0.65
Qwen 67.14 25.89 0.58 22.42 0.54 24.67 0.51 19.45 0.52 25.61 0.54

NLI Llama 41.48 17.06 0.63 17.61 0.66 18.06 0.65 17.86 0.57 17.73 0.64
Mistral 56.4 14.73 0.49 14.48 0.53 16.00 0.51 16.66 0.49 17.32 0.5
Gemma 60.55 30.20 0.57 24.35 0.56 24.09 0.56 29.53 0.53 29.56 0.55
Qwen 80.29 54.50 0.79 20.6 0.54 36.15 0.65 15.6 0.46 37.33 0.65

Table 14: Accuracy (Acc) and Perturbation Ration (PR) in the zero-shot setting using Feature Ablation for computing
word importance. Here, Orig represents the Accuracy on the original test set.

Task Orig Superscript Subscript Super-Sub Squiggle&Hooks Ransom
Acc Acc PR Acc PR Acc PR Acc PR Acc PR

Sent Llama 69.95 6.80 0.37 9.4 0.41 7.13 0.38 12.33 0.39 6.07 0.36
Mistral 71.01 15.93 0.39 15.67 0.42 15.4 0.39 11.4 0.38 11.27 0.38
Gemma 77.1 33.94 0.60 16.75 0.45 23.87 0.55 9.67 0.39 44.27 0.75
Qwen 74.55 43.47 0.75 16.73 0.47 23.00 0.56 14.53 0.41 20.8 0.54

Gemini 79.37 66.93 0.89 70.07 0.87 62.2 0.85 27.93 0.58 61.67 0.85
GPT 3.5 70.79 33.00 0.60 16.93 0.44 18.53 0.46 15.4 0.37 14.2 0.41

HS Llama 67.68 - - - - - - - - - -
Mistral 70.25 29.63 0.51 27.63 0.51 27.63 0.49 24.81 0.50 15.6 0.45
Gemma 72.12 53.78 0.79 23.73 0.53 34.02 0.61 25.31 0.45 33.94 0.62
Qwen 67.4 37.93 0.67 18.76 0.50 25.15 0.55 20.33 0.43 27.05 0.57

Gemini 71.15 62.41 0.89 62.24 0.89 60.58 0.87 43.15 0.74 57.26 0.84
GPT 3.5 64.04 39.09 0.75 17.93 0.62 17.68 0.61 13.11 0.57 11.45 0.55

FV Llama 50.41 9.55 0.43 12.59 0.48 11.46 0.45 16.32 0.47 10.86 0.43
Mistral 55.99 17.36 0.57 22.92 0.61 18.76 0.58 16.84 0.56 16.75 0.53
Gemma 56.22 42.19 0.79 22.14 0.60 26.39 0.65 29.25 0.59 34.29 0.73
Qwen 54.42 31.77 0.70 18.40 0.55 23.35 0.61 14.15 0.49 23.18 0.60

Gemini 58.02 37.19 0.67 37.13 0.67 36.43 0.65 26.17 0.58 36.97 0.65
GPT 3.5 39.08 13.19 0.47 8.68 0.40 9.55 0.42 6.25 0.37 7.47 0.36

AM Llama 61.28 8.51 0.42 8.35 0.44 8.14 0.43 9.85 0.44 10.27 0.43
Mistral 62.39 20.86 0.50 25.34 0.56 24.66 0.55 23.63 0.54 12.91 0.46
Gemma 73.65 59.85 0.86 18.02 0.54 32.35 0.64 32.56 0.57 50.00 0.78
Qwen 67.14 43.49 0.75 15.54 0.46 22.34 0.55 13.15 0.45 22.73 0.56

Gemini 59.23 56.82 0.82 54.74 0.82 52.16 0.78 36.76 0.70 50.4 0.75
GPT 3.5 56.88 12.6 0.43 10.5 0.42 10.47 0.42 7.38 0.40 9.89 0.43

NLI Llama 41.48 10.97 0.37 11.13 0.51 10.6 0.45 13.27 0.44 11.4 0.46
Mistral 56.4 12.4 0.35 12.53 0.37 16.4 0.44 16.87 0.43 16.87 0.44
Gemma 60.55 59.47 0.83 25.93 0.57 21.87 0.51 24.27 0.51 22.73 0.50
Qwen 80.29 64.33 0.86 19.87 0.56 35.73 0.66 10.07 0.46 38.73 0.68

Gemini 60.04 58.9 0.95 58.25 0.94 57.2 0.94 34.95 0.73 57.46 0.94
GPT 3.5 16.67 - - - - - - - - - -

Table 15: Accuracy (Acc) and Perturbation Ration (PR) in the zero-shot setting using LLM Self-Attribution for
computing word importance. Here, Orig represents the Accuracy on the original test set.
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Task Orig Superscript Subscript Super-Sub Squiggle&Hooks Ransom
Acc Acc PR Acc PR Acc PR Acc PR Acc PR

Sent Llama 70.73 17.61 0.65 21.06 0.67 18.14 0.65 10.03 0.62 21.14 0.68
Mistral 72.73 14.47 0.62 14.20 0.65 13.67 0.61 15.07 0.62 16.41 0.64
Gemma 75.67 32.34 0.53 28.51 0.51 26.34 0.52 11.47 0.37 39.77 0.66
Qwen 74.73 25.37 0.55 14.8 0.52 22.33 0.58 15.2 0.47 22.13 0.58

HS Llama 67.68 25.39 0.58 21.58 0.54 21.82 0.54 24.01 0.55 21.82 0.55
Mistral 70.46 23.84 0.64 20.43 0.68 19.61 0.63 16.59 0.59 15.50 0.58
Gemma 77.93 40.34 0.62 37.12 0.58 35.68 0.58 28.65 0.48 35.43 0.59
Qwen 71.37 40.91 0.7 25.80 0.62 28.63 0.63 25.22 0.57 28.71 0.62

FV Llama 51.73 13.80 0.43 16.06 0.5 14.06 0.44 12.53 0.46 13.42 0.37
Mistral 58.97 16.92 0.54 14.84 0.52 16.23 0.53 15.90 0.56 17.01 0.53
Gemma 63.25 40.38 0.72 26.36 0.52 27.26 0.678 30.61 0.58 45.57 0.65
Qwen 57.14 26.12 0.57 23.69 0.53 25.60 0.56 23.00 0.49 24.04 0.54

AM Llama 64.28 26.33 0.48 20.48 0.47 16.19 0.48 20.94 0.54 13.89 0.41
Mistral 62.01 19.49 0.61 16.34 0.58 18.41 0.59 15.68 0.54 14.06 0.51
Gemma 74.79 36.61 0.64 32.77 0.68 33.04 0.65 34.23 0.66 40.21 0.69
Qwen 71.42 28.79 0.55 25.36 0.53 26.43 0.54 20.70 0.5 24.81 0.56

NLI Llama 46.2 18.66 0.56 18.53 0.59 18.8 0.58 21.11 0.54 19.26 0.57
Mistral 64.53 10.20 0.48 10.93 0.53 11.00 0.5 12.2 0.48 11.65 0.45
Gemma 76.33 32.65 0.58 30.89 0.58 29.15 0.59 28.32 0.6 35.12 0.69
Qwen 85.67 59.53 0.82 23.00 0.58 39.63 0.7 15.53 0.51 40.26 0.68

Table 16: Accuracy (Acc) and Perturbation Ration (PR) in the few-shot setting using Feature Ablation for computing
word importance. Here, Orig represents the Accuracy on the original test set.

Task Orig Superscript Subscript Super-Sub Squiggle&Hooks Ransom
Acc Acc PR Acc PR Acc PR Acc PR Acc PR

Sent Llama 70.73 5.93 0.37 8.53 0.40 6.13 0.37 8.40 0.36 6.00 0.36
Mistral 72.73 11.87 0.41 18.27 0.43 13.87 0.40 13.4 0.39 11.33 0.41
Gemma 75.67 42.4 0.72 19.73 0.47 24.00 0.56 11.73 0.40 42.27 0.74
Qwen 74.73 42.4 0.72 19.73 0.47 24.93 0.54 20.07 0.42 23.07 0.53

Gemini 79.72 65.6 0.88 63.27 0.87 62.33 0.86 31.93 0.62 63.87 0.87
GPT 3.5 71.15 40.27 0.69 24.33 0.53 27.27 0.56 24.67 0.48 22.73 0.50

HS Llama - - - - - - - - - - - - -
Mistral 70.46 20.58 0.46 15.35 0.46 14.44 0.43 11.62 0.42 12.2 0.42
Gemma 77.93 51.78 0.73 23.15 0.51 32.7 0.57 28.22 0.47 33.44 0.59
Qwen 71.37 41.58 0.71 25.98 0.54 32.12 0.60 32.12 0.54 31.04 0.61

Gemini 75.57 63.07 0.86 61.33 0.85 60.83 0.83 50.54 0.77 58.59 0.82
GPT 3.5 69.22 36.85 0.73 15.85 0.57 16.35 0.58 8.05 0.47 9.21 0.48

FV Llama 51.73 9.24 0.42 12.18 0.46 12.45 0.46 18.34 0.46 10.28 0.43
Mistral 58.97 16.73 0.55 22.08 0.59 12.89 0.52 11.84 0.50 15.32 0.50
Gemma 63.25 44.81 0.84 23.52 0.63 27.68 0.68 31.36 0.59 31.28 0.81
Qwen 57.14 28.48 0.61 24.98 0.60 38.62 0.69 18.23 0.53 41.86 0.68

Gemini 61.17 44.81 0.84 23.52 0.63 27.68 0.68 31.36 0.59 31.28 0.81
GPT 3.5 45.17 19.1 0.59 14.67 0.55 15.36 0.54 11.46 0.51 11.67 0.51

AM Llama 64.28 13.88 0.47 13.65 0.49 13.57 0.48 20.81 0.51 12.43 0.46
Mistral 62.01 12.07 0.44 13.49 0.46 12.91 0.45 12.36 0.44 13.17 0.41
Gemma 74.79 37.4 0.67 30.6 0.64 33.98 0.66 34.51 0.59 49.29 0.77
Qwen 71.42 27.94 0.59 25.58 0.58 23.68 0.57 18.1 0.48 23.55 0.57

Gemini 73.35 59.98 0.83 57.68 0.82 55.97 0.81 46.74 0.73 53.76 0.80
GPT 3.5 59.02 19.79 0.52 17.21 0.51 16.24 0.51 14.77 0.49 17.36 0.52

NLI Llama 46.2 6.60 0.43 8.20 0.50 6.93 0.47 9.33 0.38 6.47 0.42
Mistral 64.53 12.27 0.40 12.2 0.42 12.4 0.40 12.53 0.39 13.07 0.40
Gemma 76.33 67.87 0.93 20.2 0.56 27.73 0.63 19.73 0.45 44.27 0.77
Qwen 85.67 65.87 0.87 17.13 0.56 35.67 0.66 11.93 0.46 38.8 0.69

Gemini 72.5 65.05 0.94 62.7 0.92 61.65 0.91 34.82 0.71 61.78 0.92
GPT 3.5 16.67 - - - - - - - - - -

Table 17: Accuracy (Acc) and Perturbation Ration (PR) in the few-shot setting using LLM Self-Attribution for
computing word importance. Here, Orig represents the Accuracy on the original test set.
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Attack Type #Samples #Readable %Readable
Superscript 50 50 100
Subscript 50 50 100
Super-sub 50 46 92
Squiggle & Hooks 50 44 88%
Ransom 50 49 98%
Character Insertion 50 33 66%
Character Deletion 50 30 60%

Table 18: Human readability assessment for TinyAttack perturbations. Most examples remain fully understandable
to human readers.

Label consistency Semantic consistency (1-5)
Sent Original 91 -

Squiggle 90 4.66
Ransom 90 4.98
Super 91 5
Sub 91 5

Super-sub 89 4.76

Table 19: Human Evaluation scores for Label and Semantic consistency.

Attack Type Original Perturbed
Char-insertion An animal is outside in the cold weather,

playing with a plastic toy.
An3 aniemal zis outsidet in5 thee co7ld
wfeather, playxing wfith a8 plwastic
9toy.

There are people outside. There arej people outside.

Bruce Springsteen is a singer. Bruxce Spribngsteen vis aq singezr.
Char-insertion The man is driving a truck. The ma s driing tuck.

The man pleads for mercy. Th mn pleas fr mery.

Table 20: Examples from standard character deletion and insertion based perturbations.

Figure 23: Tokens generated by Mistral (M) and Qwen (Q). The last column shows the count of subword tokens.
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Figure 24: Tokens generated by GPT and Gemini models.

Figure 25: Prompt used for unicode normalization.
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