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Abstract

Learning unknown knowledge through ICL and
RAG can enhance LLM capabilities in special-
ized fields. While most research focuses on
how to identify and utilize such knowledge,
little work examines what factors lead LLMs
to trust and adopt it, leaving models prone to
errors and harmful content. Grounded in ex-
tensive pre-experiments, we design five pairs
of trust-enhancing and trust-diminishing trans-
formations on unknown knowledge to experi-
mentally identify the key trust factors. These
findings are further substantiated through a de-
tailed theoretical analysis grounded in the epis-
temological framework of evidentialism. Based
on these insights, we challengingly propose a
completely unrestricted and fully randomized
jailbreak attack that embeds malicious queries
within trust-enhanced unknown knowledge. In
both defended and undefended scenarios, our
method achieves 99% to 100% ASR on all
tested LLMs, including the latest GPT-5.1, and
becomes SOTA. This attack confirms the trust
mechanism and exposes a critical and hard-to-
defend security risk. Our conclusions provide
valuable guidance for understanding trust mech-
anism of unknown knowledge and for future
research1.

1 Introduction

Knowledge is crucial to LLMs. By acquiring more
unknown knowledge, LLMs can enhance their per-
formance in specialized domains such as healthcare
and education (Wang et al., 2023). Extensive re-
search, including ICL (Dong et al., 2024), RAG
(Arslan et al., 2024), and fine-tuning (Wu et al.,
2025), has focused on how to effectively utilize
such knowledge. Recently, some research efforts
have begun to explore the nature of knowledge it-
self (e.g., Lin et al., 2025). These studies, through

1The code repository of this paper can be found at the
following link: https://github.com/Shawn124337/Knowledge-
Fabrication-Jailbreak

methods like investigating knowledge boundaries
(Li et al., 2025), aim to identify which knowledge
remains unknown to the model, thereby reducing
erroneous responses commonly referred to as hal-
lucinations (Huang et al., 2025).

Most existing work has focused primarily on
how to identify and utilize the retrieved knowledge
and avoid hallucinations. However, without under-
standing the trust mechanism by which LLMs trust
and utilize such unknown knowledge, we will strug-
gle to effectively guide them in efficiently acquiring
new knowledge, and may even allow malicious ac-
tors to exploit these underlying mechanisms for
harmful purposes. Therefore, our work aims to in-
vestigate how the LLMs trust unknown knowledge
and try to reveal the security risks.

We begin by experimentally exploring the fac-
tors that influence LLMs’ trust in unknown knowl-
edge. Based on extensive pre-experiments on a
wide range of factors that influence LLMs’ trust
in unknown knowledge, we selected the five most
impactful factors, logicality, authority, consistency,
timeliness, and evidence, and examined how en-
hancing or diminishing these factors in unknown
knowledge affects model trust (e.g., rendering the
logic sound versus flawed, adding supporting ver-
sus opposing evidence). Subsequently, we employ
evidentialism in philosophical epistemology (Feld-
man and Conee, 1985) to mathematically model
LLMs’ trust in unknown knowledge and offer a
coherent and compelling theoretical explanation
for all our experimental observations.

Both experiment and theory converge to indicate
that LLMs’ trust in unknown knowledge funda-
mentally depends on (1) the presence of evidence
(positive evidence elevates trust, while negative ev-
idence diminishes it) and (2) the quality of that
evidence (e.g., credible sourcing or sound logic).
This allows us to answer the core question of how
LLMs trust unknown knowledge by finding that the
trust mechanism of LLMs in unknown knowledge
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probably aligns with the principles of evidential-
ism. This insight further suggests that LLMs share
a non-trivial similarity with humans in the way they
form epistemic trust.

Furthermore, we selected a highly challeng-
ing scenario of designing a knowledge-fabrication
jailbreak attack to reveal the security risks stem-
ming from a lack of understanding of the trust
mechanism. By embedding malicious intent into
fabricated unknown knowledge through our trust-
enhancing transformations, we induce the model
to trust it and produce harmful responses. In both
defended and undefended scenarios, our question-
specific and model-agnostic attack achieves 99%
to 100% ASR on all tested LLMs, including the lat-
est GPT-5.1, becoming a new SOTA. Compared to
previous SOTA methods, our approach offers mul-
tiple advantages: it is completely unrestricted and
fully randomized, operates with minimal overhead,
and is compatible with RAG systems. We further
explain the success of our attack through the lens
of evidentialism theory. This not only validates our
findings but also exposes a concrete security risk
inherent in current LLMs.

We summarize our contributions as follows:

1)Based on our carefully designed contrastive
trust-transformation experiments and the theoret-
ical modeling of evidentialism, we highlight and
rank the key factors influencing LLMs’ trust in un-
known knowledge. Both experimental and theoreti-
cal analyses suggest that LLMs’ trust mechanisms
align with the principles of evidentialism.

2)We challengingly design a knowledge fabrica-
tion jailbreak attack. Compared to existing SOTA
jailbreak methods, our attack requires no additional
datasets and does not rely on any model outputs.
Moreover, because our prompts are generated with
full randomness, our method is difficult to defend
against using prompt-based detection mechanisms.
Our jailbreak attack not only further validates our
findings but also reveals the security risks on the
malicious use of LLMs.

3)We construct a scalable unknown-knowledge
dataset across 20 domains, conduct comprehensive
experiments and theoretical derivations on trust
factors, and achieve a SOTA jailbreak attack with
99% to 100% ASR even in a defended scenario on
all tested LLMs, including the latest GPT-5.1 and
Deepseek-V3.2-Exp.

2 Related Works

Utilization of Unknown Knowledge. ICL (Dong
et al., 2024), RAG (Arslan et al., 2024), and fine-
tuning (Wu et al., 2025) are three mechanisms
through which LLMs acquire unknown knowledge.
These methods focuse on how to utilize unknown
knowledge but ignoring the nature of it. Other
works aim to mitigate hallucinations through iden-
tifying unknown knowledge by delineating the
model’s knowledge boundaries (Li et al., 2025; Lin
et al., 2025; Ren et al., 2025; Zheng et al., 2025a)
or estimating the model’s confidence in its own
answer (Chen and Mueller, 2024; Shi et al., 2025;
Liu et al., 2025; Ni et al., 2025). However, these
efforts are primarily concerned with the correct-
ness of output, while little research investigates
the mechanisms by which LLMs actually learn or
come to trust unknown knowledge.
Jailbreak Attack. Jailbreak attacks are those that
exploit vulnerabilities by crafting specific prompts
to elicit harmful behavior from LLMs (Yi et al.,
2024). These attacks mostly rely on the design
of prompt structures and rarely involve knowl-
edge principles (e.g., Zheng et al., 2025b; An-
driushchenko et al., 2024). Although Knowledge-
to-Jailbreak (Tu et al., 2025) considers leveraging
domain knowledge less familiar to LLMs, it is not
question-specific and such domain knowledge can
easily be mastered by LLMs with the improvement
of knowledge and capabilities. Such jailbreak at-
tack methods are easily defended against by simple
prompt detection approaches (e.g., Meta, 2024).

3 Problem Formulation

Our work comprises two complementary compo-
nents, (1) exploring the factors influencing LLMs’
trust in unknown knowledge, attempting to answer
how LLMs would trust unknown knowledge, and
(2) exploiting these identified factors to fabricate
highly credible unknown knowledge, thereby exe-
cuting a successful jailbreak attack. Both compo-
nents are formally defined below:
Trust Factors for Unknown Knowledge. Let K
denote a piece of unknown knowledge, defined as
information absent from the model’s internal pa-
rameters (Li et al., 2025). Let K be the space of all
possible unknown knowledge texts. Let T(K; L)
be a trust scoring function that quantifies the degree
to which the LLM L accepts K as credible.

Our goal is to discover the attributes of K that
most influence T(K; L). We define a space of
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Figure 1: A three-stage framework for analyzing LLMs’ trust factors in unknown knowledge: (1) Unknown
Knowledge Generation, (2) Contrastive Transformations, and (3) Trust Score Measurement.

knowledge transformations T . A transformation
τ ∈ T modifies K into a new version τ(K), alter-
ing specific attributes. The core optimization prob-
lem for identifying trust factors is to find the opti-
mal trust-enhancing transformation τ∗ that maxi-
mizes the expected increase in trust:

τ∗ = argmax
τ∈T

EK∼K [T(τ(K); L)− T(K; L)] .

(1)
Knowledge-Fabrication Jailbreak2. Given a
malicious question Q, knowledge fabrication can
be formalized as:

(K∗, Q∗) = F(Q; τ∗,Laux), (2)

where the knowledge fabrication function F utilizes
an auxiliary LLM Laux and the optimal transfor-
mation strategy τ∗ to repackage the original mali-
cious question Q into a piece of fabricated domain-
specific knowledge K∗ and a new question Q∗ that
triggers the original malicious intent. The attack is
considered successful if response Ltarget(K

∗, Q∗)
complies with the original malicious question Q.

4 Discovering Trust Factors through
Contrastive Transformations

This section details our methodology for discov-
ering the factors3 that influence LLMs’ trust in

2For detailed definitions of LLMs and jailbreak attacks,
see Appendix B.

3The selection of the five factors was grounded in extensive
pre-experiments that examined a broader set of dimensions,

unknown knowledge. Our approach integrates em-
pirical experiments, based on carefully designed
contrastive transformations, with theoretical analy-
sis grounded in evidentialism from epistemology
to provide well-supported answers. Ultimately, this
integrated approach allows us to move from merely
describing what factors matter to understanding
how they constitute LLMs’ trust mechanism.

4.1 Experimental Framework for Trust
Factor Analysis

We begin by introducing the three-component an-
alytical framework that structures our analysis of
trust factors, as illustrated in Figure 1. This frame-
work integrates: (1) Unknown Knowledge Gener-
ation to create a corpus of unknown knowledge
texts; (2) Contrastive Transformations to apply
contrastive modifications to different attributes; (3)
Trust Score Measurement to quantify the LLM’s
trust in a piece of knowledge.

The Contrastive Transformations constitute the
core of our analytical framework. By constructing
paired text modifications (τ+ and τ−) that target
specific attributes (e.g., rendering the logic sound
vs. flawed, adding supporting vs. opposing evi-
dence), we can identify which attributes most sig-
nificantly influence the trust score when manipu-
lated. The attributes that exert the strongest influ-
ence are, by definition, the key trust factors we aim

see Appendix E.
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to discover (e.g., logicality, evidence).

4.1.1 Unknown Knowledge Generation
Existing static datasets (e.g., Ahdritz et al., 2024)
of unknown knowledge quickly become obsolete
as models are updated. Therefore the generation of
datasets cannot rely on real-world facts.

Instead, we design a scalable generator, facil-
itating the construction of larger datasets for fu-
ture research. We identified twenty knowledge
domains d across Fundamental Science, Applied
Science, Arts, Humanities, and Social Sciences.
Then we generated domain-specific fictitious new
proper nouns n(d) by randomly combining domain-
related words with random letters. Finally, we em-
ployed few-shot ICL with an auxiliary LLM Laux to
construct varied unknown domain-specific proposi-
tions K which can be formalized as sampling from
the model’s conditional distribution:

K ∼ p
(
· | d, n(d); Laux, {ei}mi=1

)
(3)

where {ei}mi=1 is the set of ICL examples and p is
the probability distribution output by LLM.

We have carried out thorough quality control
over the generation of our unknown knowledge cor-
pus, including its diversity and unknownness. The
details regarding the domain selection, the statistics
of this corpus, auxiliary model with its temperature,
and the quality control methods can be found in
Appendix C.

4.1.2 Contrastive Transformations
This component translates the theoretical objective
of finding the optimal trust-enhancing direction τ∗

formulated in Eq. (1) into a concrete empirical strat-
egy. Instead of searching the entire transformation
space T directly, we design a set of interpretable
contrastive transformations, each targeting a spe-
cific hypothesized attribute.

Each contrastive transformation τ is defined as
a pair of concrete modifications:a trust-enhancing
transformation τ+ and a trust-diminishing trans-
formation τ− . The difference in their trust scores
(τ+(K), τ−(K)) provides a direct estimate of the
effect of manipulating that specific attribute such
that we identify the key trust factors. Below,
for each factor, we specify its operationalization
through the paired modifications τ+ and τ−.

Logicality. It pertains to the internal coherence
and reasoning quality of the knowledge.
τ+log: Adds sentences that improve logical flow

(e.g., explain the reasons, add some arguments).

τ−log: Adds sentences introducing logical confu-
sion (e.g., add unrelated description, change or-
ders).

Authority. It concerns the perceived credibility
of the knowledge source.
τ+auth: Attributes the knowledge to high-authority

entities (e.g., “according to a Nature paper”).
τ−auth: Attributes the knowledge to low-authority

sources (e.g., ”as posted on a personal blog”).

Evidence. It pertains to external support for the
knowledge claim.
τ+ev : Appends statements or data that support the

knowledge claim.
τ−ev : Appends statements or data that contradict

the knowledge claim.

Consistency. It measures alignment with the
LLM’s pre-existing knowledge.
τ+con: Adds a clause that aligns the knowledge

with a well-established fact.
τ−con: Adds a clause that contradicts a well-

established fact.

Timeliness. It’s defined by the timescope of the
knowledge relative to the LLM’s training cutoff.
τ+time: Sets the context to a future date that be-

yond the model’s training cutoff (e.g., "In 2030,
...").
τ−time: Sets the context to a date clearly prior to

the model’s training cutoff (e.g., "In 2020, ...").

4.1.3 Trust Score Measurement
Existing research focuses primarily on an LLM’s
confidence in its own answers, lacking tools to mea-
sure its trust in unknown knowledge. To address
this, we design a trust scoring mechanism that elic-
its an LLM’s self-reported trust level toward given
knowledge K on a scale from 0 to 10.

Notably, our method employs two innovations.
First, all ICL examples are constructed from known
facts. This provides a calibrated scoring anchor for
the LLM and, crucially, ensures the assessment of
trust in unknown K is performed without any prior
guidance, making it a genuinely independent mea-
surement. Second, we require the LLM to output a
brief justification R alongside the numerical score
T . This self-referential format encourages more
consistent and deliberate scoring.

We can formalize the trust scoring function T as

(T(K; L), R) = L(K; {ei}mi=1). (4)
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Figure 2: Experimental results on LLMs’ Trust in unknown knowledge. The left figure shows the outcome of
trust-enhancing transformations, where "All" indicates the use of all trust-enhancing transformations. The right
figure presents the results of trust-diminishing transformations.

We conducted a three-fold validity verification
of our designed trust score measurement, includ-
ing interpretability, stability and practical validity.
These can be found in Appendix D.

4.2 Empirical Results and Analysis
4.2.1 The Subject LLMs
We selected the two latest (as of November 2025)
models, GPT-5.1 (OpenAI, 2025) and DeepSeek-
V3.2-Exp (DeepSeek, 2025), as our primary study
models. Additionally, we chose GPT-4 (Achiam
et al., 2023), a predecessor to GPT-5.1, as another
comparative model45.

4.2.2 Quantitative Findings
The experimental outcomes for the five pairs of
contrastive transformations are shown in Figure 2.
We have derived six key observations:
Observation-1. The correlation coefficients be-
tween the different models are 0.946, 0.917, and
0.945, respectively, indicating a high consistency in
how different factors influence trust across models.
Observation-2. The latest models, GPT-5.1 (initial
score 2.64) and DeepSeek-V3.2-Exp (initial score
2.98), show significantly lower trust in unknown
knowledge compared to the earlier GPT-4 (3.92),
which may align with the overall performance pro-
gression of model capabilities.
Observation-3. Logical soundness and evidentiary
support have the greatest impact on trust score (av-
eraging +1.8 & +2.55), while negative conditions
significantly decrease it (-2.68 & -1.92).
Observation-4. Authoritative knowledge sources
lead to a greater increase in trust (+1.94), but non-
authoritative sources have a minor effect (-0.19).

4We also conducted a brief test on the two open-source
models, Llama3 and Qwen2, see Appendix G. The experimen-
tal results of these models also support the following findings.

5More trust factor experimental configurations are shown
in Appendix H.

Observation-5. Consistency has only a modest
positive effect on trust (+0.76), but inconsistency
exerts a strong negative impact (-2.62).
Observation-6. Timeliness has a limited influence
on model trust (positive +0.64, negative -0.07).

4.2.3 Summary of Discovered Trust Factors
We summarize our key findings as follows:
Finding-1. There is a strong consistency in trust
toward unknown knowledge across different mod-
els, and the latest models tend to exhibit lower trust
in unknown knowledge.
Finding-2. The trust a model places in unknown
knowledge is predominantly determined by the sup-
porting evidence and its quality (including authori-
tative sources and logical soundness).
Finding-3. The contradictory evidence (whether
against known or unknown knowledge) or poor
logical reasoning dramatically decreases a model’s
trust.

4.3 Theoretical Explanation: Why These
Factors Govern Trust

It is interesting to note that our findings closely
align with evidentialism by Feldman and Conee
(1985)6. Their central thesis is that "the epistemic
justification of a belief is determined by the quality
of the believer’s evidence for the belief, " and they
introduce two key constituents of evidentialism: EJ
(Epistemic Justification) and WF (Well-founded).
We employ this theory to mathematically model
LLMs’ trust in unknown knowledge, thereby ex-
plaining the influence of various factors observed
in the aforementioned experiments. Given an LLM
as the cognitive subject S (denoted by L), accord-
ing to EJ, we define Pr(p;L, t) as model L’s initial
belief in proposition p at time t. Let {ei}ni=1 be
the set of evidence available to L at time t, and

6Their core theories are detailed in Appendix A.
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let J(p|{ei}ni=1;L, t) ∈ {1, 0,−1} represent the
corresponding justification state (where 1 indicates
trust, 0 indicates suspension of judgment, and −1
indicates distrust). EJ can be formalized as:

J(p|{ei}ni=1;L, t) = 1 ⇐⇒
Pr(p|{ei}ni=1;L, t) > Pr(p;L, t).

(5)

Given that {e′i}mi=1 represents some negative evi-
dence, WF can be similarly formalized as:

WF (p|{ei}ni=1, {e′i}mi=1;L, t) = 1 ⇐⇒
J(p|{ei}ni=1;L, t) = 1 and

Pr(p|{ei}ni=1;L, t) > Pr(p|{e′i}mi=1;L, t).

(6)

Since evidence quality has a significant influence
in evidentialism, we can define an evidence quality
weighting function w(e) ∈ [−1, 1]. The combi-
nation of multiple pieces of evidence can then be
expressed as:

∑n
i w(ei).

All experimental results in five influencing fac-
tors can be effectively explained as follows:
Evidence. Beliefs supported by supporting ev-
idence are evidently stronger than those without
Pr(p | e;L, t) > Pr(p;L, t), while beliefs coun-
tered by opposing evidence are clearly weaker than
those without Pr(p|e′;L, t) < Pr(p;L, t).
Logicality. Logical soundness affects the qual-
ity of evidence w(e) : evidence lacking logical-
ity is almost equivalent to having no evidence
w(e) ≈ 0 that Pr(p|e;L, t) ≈ Pr(p;L, t), while
logically incoherent evidence carries negative qual-
ity w(e) < 0 that Pr(p|e;L, t) < Pr(p;L, t).
Consistency. True statements that align with
the model but lack evidential significance hold
little meaning for the model and cannot be re-
garded as evidence. Therefore, improving consis-
tency will still result in suspension of judgment as
J(p|{ei}ni=1;L, t) = 0. However, reducing con-
sistency can significantly generate negative evi-
dence e′, thereby substantially weakening belief
Pr(p|e′;L, t) < Pr(p;L, t).
Authority. High authority enhances the quality
of evidence w(e) that Pr(p | e;L, t) > Pr(p;L, t),
but low authority does not degrade evidence quality
to a negative value; at most, its weight approaches
zero w(e) ≈ 0 that Pr(p|e;L, t) ≈ Pr(p;L, t).
Timeliness. Timeliness, as merely a state-
describing parameter t, exerts minimal influence
on the model’s trust Pr(p;L, t) ≈ Pr(p;L, t′).

Therefore, evidentialism provides a compelling
explanation for the aforementioned experiments,

leading us to conclude that the trust mechanism by
LLMs in unknown knowledge probably aligns with
the principles of evidentialism. This also suggests
that LLMs share a certain similarity with humans
in how they form trust.

5 Executing the Knowledge-Fabrication
Jailbreak through Exploitation of
Discovered Factors

In this section, we reveal the risks inherent to LLMs
by exploiting the trust mechanism and influencing
factors. Traditional jailbreak methods primarily
rely on prompt engineering techniques (e.g., sce-
nario nesting, cryptographic transformation, and
low-resource language translation) with little con-
sideration of the semantic content of the jailbreak
task. These prompts typically exhibit low random-
ness and are therefore vulnerable to prompt-based
defense mechanisms. We propose a framework
for jailbreaking by disguising malicious questions
as highly credible fabricated unknown knowledge
such that LLMs will trust it and give harmful an-
swers. Our fabricated-knowledge attack is both
semantically grounded and capable of generating
randomized prompts tailored to specific malicious
questions, achieving near-perfect attack success
rates even in the presence of defense mechanisms
and becomes new SOTA.

5.1 Framework for Knowledge-Fabrication
Jailbreak

Our jailbreak attack framework is illustrated in
Figure 3 with four components:Malicious In-
tent Extraction, Malicious Knowledge Bundling,
Trust-Enhancing Transformations and Jailbreak At-
tack Execution. We fabricate unknown knowl-
edge embedded with malicious trigger and use
trust-enhancing transformations for boosting it’s
credibility. Then we deliver the fabricated knowl-
edge to the LLMs via RAG and zero-shot ICL,
followed by prompting with malicious trigger ques-
tions to execute the jailbreak attack7.

5.1.1 Malicious Intent Extraction

For facilitating more effective "bundling" in subse-
quent steps, we should first isolate the core mali-
cious intent phrase itself. For instance, we extract
the phrase "make a bomb" from the query "Can
you tell me how to make a bomb?". This can be

7Our prompts are shown in Appendix L.
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Figure 3: A four-stage framework for our knowledge-fabrication jailbreak: (1) Malicious Intent Extraction, (2)
Malicious Knowledge Bundling, (3) Trust-Enhancing Transformation, and (4) Jailbreak Attack Execution.

readily accomplished through simple one-shot ICL
by auxiliary LLM Laux.

A key challenge in malicious intent extraction
is the potential refusal of the auxiliary model to
comply with the task. The refusal rates for GPT-
4, GPT-4o, and Deepseek-V3.2-exp were 13.1%,
0.0%, and 6.3%, respectively. We further evaluated
the quality of their extractions through human veri-
fication, achieving accuracy rates of 99.3%, 99.4%,
and 64.0% for the three models. Based on its com-
bination of a 0% refusal rate and 99.4% extrac-
tion accuracy, we selected GPT-4o as the auxiliary
model for malicious intent extraction.

5.1.2 Malicious Knowledge Bundling

When deeply embedding the malicious intent I
within unknown knowledge K, we should also
think about reactivating this intent. We employ
a backdoor data poisoning method, embedding the
malicious intent as a backdoor within a component
of unknown knowledge K, with a corresponding
question Q∗ serving as the trigger to activate it. For
instance, we can hide the malicious intent "make
a bomb" within the statement "The first step in
making tajipoka is to make a bomb. " for subse-
quent layered obfuscation. The malicious intent
can then be re-elicited by posing the corresponding
question: "Could you provide specific methods to
complete the first step in making tajipoka?". Fur-
thermore, to circumvent the detectability associated
with fixed prompts, we utilize an auxiliary LLM
Laux to perform ICL for randomly generating such
backdoor-trigger pairs.

5.1.3 Trust-Enhancing Transformation

To further conceal malicious intent, we need to
increase the LLMs’ trust in our knowledge. We
sequentially employ the three most salient trust-
enhancing transformations identified in the afore-
mentioned study on unknown knowledge, logical-
ity, authority, and supporting evidence, as our trans-
formation strategies. Our experiments reveal that
the combination of these three transformations can
yield a trust-enhancing effect that approaches or
even surpasses that of employing all possible trans-
formations (see Appendix F). Therefore, the strat-
egy they constitute, denoted as τ̂∗, should approx-
imate the optimal strategy τ∗. Specifically, we
enhance logicality by legitimizing the malicious
question to the greatest extent possible. Our trans-
formation can be formally expressed as:

τ̂∗ = τ+ev ◦ τ+auth ◦ τ+log ∼ τ∗, (7)

K∗ = τ̂∗(K). (8)

5.1.4 Jailbreak Attack Execution

Finally, we need to allow LLMs to learn the fabri-
cated malicious knowledge K∗, which is typically
achieved through three methods: ICL, RAG, and
fine-tuning. However, fine-tuning is poor in learn-
ing effectiveness (Gekhman et al., 2024). There-
fore, we primarily employ (1) ICL: that provide
fabricated knowledge as the zero-shot contextual
knowledge, and (2) RAG: that inject knowledge
into a RAG knowledge base. Subsequently, by pos-
ing the corresponding malicious trigger questions
Q, we can execute the jailbreak attack.
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5.2 Jailbreak Experiments

5.2.1 Experimental Settings

Target LLMs. We select three open-source LLMs
(Vicuna-7b (LMSYS, 2023), Llama2-7b (Meta,
2023), Llama3.1-8b (Meta, 2024b))8 and three
closed-source LLMs (GPT-4 (Achiam et al., 2023),
GPT-5.1 (OpenAI, 2025), Deepseek-V3.2-Exp
(DeepSeek, 2025)) as our attack targets, among
which DeepSeek-V3.2-Exp and GPT-5.1 are the
two most recent models (as for November 2025)9.
Benchmark and Dataset. We employ the latest
JailbreakRadar published at ACL (Chu et al., 2025),
as our benchmark. We use their comprehensive
dataset of malicious queries covering 16 prohibited
categories as our evaluation dataset.
Compared Methods. We select four SOTA works
as our baselines for comparison- (1) REDA (Zheng
et al., 2025b):A high-ASR single-turn method; (2)
LAA (Andriushchenko et al., 2024) : The highest-
ASR method in the JailbreakRadar benchmark ; (3)
KtJ (Tu et al., 2025) : A not question-specific us-
ing domain-specific knowledge; (4) Pandora (Deng
et al., 2024) : A latest not question-specific RAG
poisoning jailbreak method. 10

RAG. We employ RAGflow (Lynn-Inf and Kevin-
HuSh, 2025), a highly popular open-source RAG
framework with over 70.8k stars on GitHub and
honored as a top open-source project on GitHub in
2025, as our RAG framework.
Defended Scenario. We selected Prompt-Guard
(PG, Meta, 2024), the top-performing defense
method evaluated in JailbreakRadar, as our defen-
sive scenario. This method is both lightweight and
offers strong defensive effectiveness.

5.2.2 Attack Results and Analysis

Our experimental results are presented in table 1,
which provides a detailed comparison of the two
question-specific SOTA methods. REDA shows
poor performance on Llama-3.1 in the new dataset
because it relies on their constructed example-
guided augmentation dataset. LAA exhibit zero
success under defended scenario because it’s
prompt has no randomness. In contrast, our method
achieves ASR of up to 99% and 100% on all tested

8Our attack on Llama and Vicuna is performed without
restarting the Llama model by repeating inquiries.

9More details in jailbreaking experimental configurations
are shown in Appendix I

10Detailed introductions of these methods are provided in
the Appendix J.

LLMs under both defended and undefended scenar-
ios, establishing a new SOTA performance.

Table 2 compares our method with all four pre-
vious SOTA methods. As shown, our approach
is question-specific yet model-agnostic, utilizing
completely random prompts. It requires no extra
datasets, additional model outputs, and achieves
a lower number of attack tokens and queries per
successful jailbreak. Furthermore, our method
can be extended to RAG systems, enabling RAG
poisoning-based jailbreak attacks.

Compared to previous approaches, the high
ASR of our attack method stems from the com-
pletely randomized prompt design. This allows
us to approximate the optimal jailbreak conditions
through multiple attempts, while the efficient trust-
enhancing transformations enable the actual num-
ber of attempts to approach a single query.

To demonstrate the effectiveness of each com-
ponent of our jailbreak attack generator, we have
supplemented five ablation experiments that keep
the context style similar while ablating key com-
ponents of our jailbreak attack. Based on GPT-5.1,
the ablation results are as follows: (1) removing
prompt formatting reduces ASR to 52.5%; (2) re-
moving the presence of citations or "authoritative"
style markers reduces ASR to 78.7%; (3) removing
supporting evidence reduces ASR to 80.6%; (4) re-
placing logical reasoning with generic elaboration
reduces ASR to 68.7%; (5) removing the specific
bundling/backdoor structure used to reconnect the
malicious intent reduces ASR to 65.0%. These ab-
lation results demonstrate that these specific trust
factors play a crucial role in the jailbreak attack and
are essential design components for its success.

Furthermore, we can also explain the success
of our attack through evidentialism: the malicious
question embedded in the knowledge text supplies
negative evidence to the model e′, while our trans-
formations provide supporting evidence e and rein-
forces evidence quality w(e) through authoritative
sources and logical soundness. Therefore our pos-
itive evidence e overcomes negative evidence e′

that satisfy EJ and Pr(p|e;L, t) > Pr(p|e′;L, t) .
Consequently, our fabricated unknown knowledge
becomes WF (well-founded) for the LLMs to trust
and produce a harmful response.

These results indicate that our jailbreak attack
taps into the fundamental trust mechanism toward
unknown knowledge. Beyond validating the find-
ings of the previous section, our work fully exposes
the hard-to-defend security risks inherent in LLMs.
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Methods Vicuna Llama 2 Llama 3.1 GPT-4 GPT-5.1 DeepseekV3.2
Orig Def Orig Def Orig Def Orig Def Orig Def Orig Def

REDA 0.92 0.68 0.32 0.21 0.01 0.01 0.87 0.64 0.83 0.62 0.90 0.66
LAA 1.00 0.00 0.88 0.00 0.88 0.00 0.74 0.00 0.93 0.00 0.98 0.00

Ours (ICL) 1.00 1.00 1.00 1.00 1.00 1.00 0.99 0.99 0.99 0.99 1.00 1.00
Ours (RAG) 1.00 1.00 1.00 1.00 1.00 1.00 0.99 0.99 0.99 0.99 1.00 1.00

Table 1: The comparison of Attack Success Rate (ASR) between our knowledge-fabrication jailbreak attack and two
question-specific SOTA jailbreak attack methods in undefended (Orig) and defended (Def) scenarios. In particular,
KtJ and Pandora operate in fundamentally different jailbreak scenarios from REDA, LAA, and our algorithm. They
are jailbreak generators without input, capable of generating jailbreak instructions, but they cannot generate jailbreak
instructions for specific questions, while ours can. Therefore, our work cannot be compared with them in ASR for
specific malicious questions.

Methods Question
Specific

Model
Agnostic

Extra
Dataset

Additional
Output

Random
Prompt

RAG
Supported Tokens AQC

REDA ✓ ✓ ✓ × × × 3856.96 1.00
LAA ✓ × × ✓ × × 3287.77 6.53
KtJ × ✓ ✓ × ✓ × / /

Pandora × ✓ ✓ × ✓ ✓ / /
Ours ✓ ✓ × × ✓ ✓ 1213.46 2.06

Table 2: Our comparison with four SOTA jailbreak methods. AQC & Tokens are measured based on GPT-5.1,
where AQC refers to the average number of queries per successful attack on the target LLM (defined in Appendix B),
while Tokens represents the total input tokens required per malicious question on average for the target LLM.

6 Conclusion and Future Work

In this work, we experimentally investigate what
factors influence LLMs’ trust in unknown knowl-
edge, revealing that LLMs’ trust fundamentally
depends on the presence of evidence and its qual-
ity. We detailed mathematically model LLMs’ trust
using evidentialism. Both experiment and theory
converge to show that LLMs’ trust mechanism
of unknown knowledge aligns with the principles
of evidentialism, further suggesting LLMs share
a nontrivial similarity with humans in how they
form epistemic trust. Leveraging these discover-
ies, we construct a knowledge-fabrication jailbreak
attack that achieves 99% to 100% ASR even in a
defended scenario on all tested LLMs, including
the latest GPT-5.1 and Deepseek-V3.2-Exp, estab-
lishing SOTA performance. This attack not only
validates our findings but also exposes a further
security risk inherent in current LLMs. Our work
provides both experimental and theoretical support
for future research on LLMs’ deep trust mechanism
of unknown knowledge.

Future work includes (1) further investigating
how LLMs trust unknown knowledge to enhance
their learning capability; (2) exploring the trust
mechanism from the perspective of internal pa-
rameters to provide higher interpretability; and (3)
addressing the security risks posed by knowledge-
fabrication jailbreak attacks by proposing corre-

sponding defense measures.

Limitations

The limitations of our work include: (1) treating
LLMs as black boxes without examining the trust
mechanism from a parameter-level perspective; (2)
selecting a limited set of trust factors, which al-
lows us to identify sufficient conditions influenc-
ing LLMs’ trust but not their necessary and suffi-
cient conditions; (3) not investigating the effects
of knowledge injection via fine-tuning on jailbreak
performance; and (4) provide no advice on defense
strategies toward knowledge-fabrication jailbreak.
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A Evidentialism by Feldman and Conee

Due to space constraints in the main text, we pro-
vided only a mathematical model of Feldman and
Conee’s (1985) Evidentialism without elaborating
on its philosophical definition. Here, we offer a
detailed introduction to Evidentialism.

Evidentialism posits that the epistemic justifica-
tion of a belief depends solely on the quality of
evidence held by the believer regarding that belief.
Both disbelief and suspension of judgment can also
be epistemically justified. The attitude toward a
belief that a person is justified in holding is the
one that aligns with the evidence available to them.
This core idea can be summarized as EJ:
EJ. Doxastic attitude D toward proposition p is
epistemically justified for S at t if and only if hav-
ing D toward p fits the evidence S has at t .

Furthermore, they propose well-foundedness as
a second evidentialist concept for evaluating belief
states. It depends on two evidential issues: the evi-
dence one possesses and the evidence one actually
employs in forming that attitude. This is formally
defined as WF:
WF. S’s doxastic attitude D at t toward proposition
p is well-founded if and only if
(i) having D toward p is justified for S at t; and
(ii) S has D toward p on the basis of some body of
evidence e, such that

(a) S has e as evidence at t;
(b) having D toward p fits e; and
(c) there is no more inclusive body of evidence

e′ had by S at t, such that having D toward p does
not fit e′.

The highly influential subsequent work Eviden-
tialism and Epistemic Justification (McCain, 2014)
further extends many of these arguments. Based on
the two definitions above, I have mathematically
modeled the trust factors of large language models.

B Supplementary Definitions

To facilitate the discussion in this paper, we provide
formal definitions of key concepts in this section,
including large language models (LLMs) and jail-
breaking attacks.

B.1 Black-box Setting

This paper investigates the acquisition of unknown
domain knowledge by LLMs based on pre-trained
models. Our attack does not utilize the internal pa-
rameters or gradient information of LLMs. There-
fore, our attack operates under a black-box setting.
Consequently, the LLM can be regarded as a black-
box function.

B.2 Large Language Model (LLM)

A large language model (LLM) refers to a
transformer-based language model that contains
hundreds of billions or more parameters (Zhao
et al., 2023), denoted as L. The input to a LLM is
typically referred to as a prompt P , which may con-
sist of user prompts puser, system prompts psystem,
context c. Under the black-box setting, we treat the
LLM as a function L(P ), which takes a prompt P
as input and outputs a response R:

R = L(P ) (9)
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B.3 Jailbreak Attack

Jailbreak attacks are those that exploit vulnerabil-
ities by crafting specific prompts to elicit harm-
ful behavior from LLMs (Yi et al., 2024). In this
context, the prompt P can be viewed as an attack
prompt.
Harmfulness Judge Function. Judge(R) is
a harmfulness judge function used to evaluate
whether a response R is harmful:

Judge(R) =

{
1, if R is harmful,
0, if R is safe.

(10)

Jailbreak Attack. A prompt P is considered
to achieve a successful jailbreak attack to a LLM
Ltarget if it satisfies the condition:

Judge(Ltarget(P )) = 1 (11)

Question-Specific Jailbreak Attack. A prompt
P is considered to achieve a successful question-
specific jailbreak attack to a LLM Ltarget targeted
a specific malicious question Q if it satisfies the
condition:

Judge(Ltarget(P ), Q) = 1 (12)

where the harmfulness judge function is extended
to:

Judge(R,Q) =

{
1, if R is harmful & answers Q,

0, others.
(13)

Model-Agnostic Jailbreak Attack. A jailbreak
attack is considered model-agnostic if the genera-
tion of its prompt P is independent of the target
LLM Ltarget.
Attack Success Rate (ASR). ASR serves as a
metric for evaluating the effectiveness of jailbreak
attack methods. Given a set of malicious ques-
tions and their corresponding jailbreak prompts
{Qi, Pi}Ni=1, ASR is defined as the ratio of suc-
cessful jailbreak prompts to the total number of
prompts:

ASR =

∑N
i=1 Judge(Ltarget(Pi), Qi)

N
(14)

Average Query Count (AQC). AQC is a metric
for measuring the cost of jailbreak attack meth-
ods (Zheng et al., 2025b). Since some jailbreak

approaches exhibit randomness or cannot com-
promise the target model with a single prompt,
they may require a set of jailbreak prompts to
succeed. Given a set of malicious questions
and their corresponding sets of jailbreak prompts
{Qi, {Pij}mi

j=1}Mi=1 such that every prompt set re-
sults in a successful jailbreak, AQC is defined as
the average number of prompts required per ques-
tion:

AQC =

∑M
i=1mi

M
(15)

C Specific Information of the Unknown
Knowledge Corpus

Statistics. The corpus contains 100 pieces of data
across 20 domains, with 5 pieces of data for each
domain. The diversity score and the unknownness
score both equal 1.00.
Domain Selection. The selected domains of un-
known knowledge encompass twenty fields in to-
tal, covering Fundamental Sciences (Mathematics,
Chemistry, Physics, Biology, Astronomy, Geog-
raphy), Applied Sciences (Medicine, Economics,
Computer Science, Environmental Science), Hu-
manities (Linguistics, Philosophy, History), Social
Sciences (Sociology, Law, Political Science, An-
thropology, Psychology), and the Arts (Musicology,
Arts).
Auxiliary Model with Its Temperature. The
auxiliary model for generating the corpus is GPT-
4-turbo, with a temperature of 1. The generation
prompt for ICL can be found in Appendix K.
Quality Control. The corpus we generate needs
to satisfy the requirements of unknownness and
diversity. We define unknownness as the condi-
tion where, for the auxiliary model, the content is
not part of its known dataset, and diversity as the
absence of other statements containing identical
specialized terminology or repeated identical state-
ments. We conducted a statistical analysis of the
unknown and diverse aspects of the entire corpus.
The unknown aspects were assessed through self-
reporting using DeepseekV3.2, while the diversity
was determined manually.

To ensure the unknown and diverse nature of the
corpus, we conducted thorough pre-experiments
on our method for generating unknown knowledge.
We present pre-experiment results comparing dif-
ferent configurations: (1) Using Deepseek for gen-
eration: diversity = 0.74, unknownness = 1.00; (2)
Temperature = 0: diversity = 0.87, unknownness =
1.00; (3) Without proper noun generation strategy:
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diversity = 0.52, unknownness = 0.07. Our final
configuration (GPT-4-turbo, temperature = 1, with
proper noun strategy): diversity = 1.00, unknown-
ness = 1.0. These results demonstrate the quality
of our unknown knowledge corpus.

D Sanity Check of the Trust Score
Measurement

The Trust Score Measurement serves as a critical
tool for investigating model trust toward unknown
knowledge, and its validity lays a crucial founda-
tion for the conclusions of our paper. We conducted
a three-fold validity verification of our designed
Trust Score Measurement:
Interpretability. Human evaluation confirmed
that the self-justification explanations align with
the assigned scores, with agreement rates of [0.97,
0.96, 0.97] for [GPT-5.1, GPT-4, Deepseek-V3.2-
exp].
Stability. Requiring self-justification reduced the
Mean Squared Error (MSE) of two repeated self-
report trials from [0.45, 0.24, 0.42] to [0.14, 0.19,
0.00] for the three models.
Practical Validity. Through binning analysis, we
found a correlation coefficient of 0.868 between
trust scores and actual jailbreak ASR. This further
supports the causal link between the "trust mecha-
nism" and "jailbreak effectiveness."

E The Selection of The Factors

To enhance the rigor of our trust factor experiment
and move beyond empirical selection, we provide
a detailed explanation here of why we chose the
five factors (logicality, authority, consistency, time-
liness, and evidence) for both our experiments and
the theoretical modeling of evidentialism.

The selection of these five factors was grounded
in extensive pre-experiments that examined a
broader set of dimensions, including rhetorical
strategies, verbosity, presentation format, emo-
tional tone, and style. For the three representative
models [GPT-5.1, GPT-4, Deepseek-V3.2-exp], the
average trust score changes for these dimensions
were as follows: rhetorical strategies [+0.13, +0.46,
-0.02], verbosity [-0.36, +0.39, -0.23], presenta-
tion format [-0.12, +0.09, -0.36], emotional tone
[+0.01, -0.23, -0.33], and style [+0.03, +0.17, -
0.14]. In contrast, the factors we ultimately focused
on exhibited substantially larger effects: logicality
[+1.61, +1.67, +2.11] and evidence [+1.55, +2.61,
+3.50].

Given their marginal impact, these additional
dimensions were not included in the main paper.
The five factors we ultimately selected are precisely
those with the most significant influence.

F The Experimental Results on
Combination of Trust-Enhancing
Transformations

We investigated five factors influencing trustwor-
thiness, among which only authority, logicality,
and evidentiary support demonstrated significant
effects. Therefore, we tested the combined impact
of these three factors here and compared it with
the combination of all five factors in Figure 4. We
found that integrating these three trust-enhancing
transformations achieves or even surpasses the ef-
fectiveness of combining all five strategies across
different models. Consequently, we selected these
three strategies as an approximation τ̂∗ to the op-
timal transformation strategy τ∗ to carry out our
jailbreak attacks.

Figure 4: Comparison of trust scores between the three
trust-enhancing transformations (authority, logicality,
and evidentiary support, note as BEST-3) and all five
transformations (ALL).

G Test Results of the Open-source Models

To enhance the reliability and reproducibility of
our experimental results, we extended our evalu-
ation to include two additional open-source mod-
els, Llama3(Meta, 2024a) and Qwen2(Yang et al.,
2024). Following the same order as Figure 2 in
the paper, the results for Llama3 and Qwen2 are
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[2.88, 4.64, 4.44, 6.26, 4.67, 5.35, 8.92, 2.88, 4.23,
0.02, 0.10, 2.12, 0.11] and [4.59, 5.19, 5.95, 7.31,
6.18, 6.86, 8.17, 4.59, 4.92, 1.92, 1.59, 3.60, 2.20],
respectively. The correlation coefficients between
these two data sets and the original models [GPT-
5.1, GPT-4, and Deepseek-V3.2-Exp] are [0.955,
0.950, 0.891] for Llama3 and [0.987, 0.980, 0.948]
for Qwen2. These high correlations indicate that
the two open-source models exhibit strong com-
monality with the originally tested models, further
validating the generalizability of our conclusions.

H Configurations of Our Trust Factor
Experiments

To achieve results of greater statistical significance,
we establish optimal configurations for every part
of the framework. Consequently, we prioritize aux-
iliary LLMs and parameters that exhibit stable per-
formance on the relevant tasks. The auxiliary LLM
for the unknown knowledge generator is GPT-4-
turbo, with its temperature parameter set to 1 to
foster output diversity. For the transformation and
inverse transformation module, DeepSeek-V3.2-
Exp serves as the auxiliary LLM, also with a tem-
perature of 1. To ensure stable outputs for trust
score measurement, the temperature for this com-
ponent is set to 0.

I Configurations of Our Jailbreaking
Experiments

Since executing jailbreak transformations involves
malicious intent, not all transformations and gen-
erations succeed. For the several operational trans-
formations with higher malicious intent, we use
the list [GPT-4o, Deepseek-V3.2-Exp] as our trans-
formation models. If GPT-4o refuses to process
the task, it is delegated to Deepseek-V3.2-Exp for
handling. We found that Deepseek consistently
does not refuse to process such requests. Addi-
tionally, we select different temperature parameters
for different tasks. For recognition domains and
malicious intent detection, which require relatively
stable operations, the temperature is set to 0. For
obtaining triggers, which require stronger random-
ness, the temperature is set to 1. For logicality
transformations, which require the highest random-
ness, the temperature is set to 2. Since GPT-4o
tends to cause garbled output in subsequent author-
ity and evidentiary transformations, we exclusively
use Deepseek-V3.2-Exp for their generation, with
temperatures set to 1 and 2, respectively. Finally,

the temperature for the jailbreak attack is set to 0.
Moreover, our benchmark strictly adheres to the
hyperparameters and prompts of JailbreakRadar for
result evaluation.

J Compared Methods in Jailbreak
Experiments

REDA. REDA (Zheng et al., 2025b) is a single-
round jailbreak attack method that bypasses safety
alignment by instructing large language models to
answer malicious questions from a defensive per-
spective. Through example-guided enhancement
and specialized prompt design, it achieves notable
success rates. However, this method suffers from
limited randomness, and while it requires minimal
query counts, its effectiveness depends heavily on
additional example sets, resulting in poor transfer-
ability. Moreover, it incurs high token consump-
tion, making it a relatively costly approach.
LAA. LAA (Andriushchenko et al., 2024) is a
model-targeted attack method that employs distinct
attack strategies tailored to different models. By
combining prompt guidance with suffix iteration,
it has achieved the highest performance in the Jail-
breakRadar benchmark. However, this approach
heavily relies on prompt design and requires it-
erative refinement, resulting in substantial com-
putational overhead and making it susceptible to
defensive measures.
KtJ. Knowledge-to-Jailbreak (KtJ) (Tu et al.,
2025) is a non-question-specific attack method that
leverages fine-tuned large language models to gen-
erate jailbreak prompts based on domain knowl-
edge, thereby achieving knowledge-driven attacks.
However, this approach relies on external data and
is not question-targeted, making it difficult to com-
pare its performance consistently.
Pandora. Pandora (Deng et al., 2024) is a non-
question-specific attack method specifically de-
signed for Retrieval-Augmented Generation (RAG)
systems. It achieves jailbreak effects by inject-
ing malicious documents into the RAG knowledge
base. This represents one of the few works lever-
aging RAG for jailbreak attacks. However, due
to its non-targeted nature, consistent performance
comparisons remain challenging.

K Prompts on Exploration of Trust
Factors

In this section, we present all the prompts used in
exploring the factors influencing large language

37118



models’ trust towards unknown knowledge. The
transformation of timeliness can be achieved sim-
ply by adding a time prefix.

L Jailbreak Prompts

In this section, we present all the prompts used in
our knowledge-fabrication jailbreak attack.
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Figure 5: Prompts on Exploration of Trust Factors 1

37120



Figure 6: Prompts on Exploration of Trust Factors 2
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Figure 7: Prompts on Exploration of Trust Factors 3
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Figure 8: Knowledge-Fabrication Jailbreak Prompts 1
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Figure 9: Knowledge-Fabrication Jailbreak Prompts 2
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