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Abstract

Social bots threaten online platforms by mim-
icking human behavior and forming deceptive
connections, enabling the dissemination of mis-
information while evading detection. Existing
graph-based detection models leverage graph
neural networks (GNNs) to capture relational
structures and multimodal user features. How-
ever, such models are vulnerable to deceptive
message propagation, where bots deliberately
interact with legitimate users. These interac-
tions create heterophilous edges—connections
between nodes with different labels (i.e. human
and bot)—which undermine the homophily as-
sumption that connected users typically share
similar characteristics. In this work, we pro-
pose a novel framework to mitigate deceptive
message propagation through node-level un-
certainty estimation and graph structure pu-
rification. The framework comprises three
key components: (1) Node uncertainty estima-
tion employs evidential deep learning with an
error-sensitive uncertainty loss to obtain cali-
brated node-wise uncertainty; (2) Uncertainty-
guided pseudo-label generation assigns pseudo-
labels to low-uncertainty nodes using a dy-
namic threshold; (3) Graph structure purifi-
cation selectively disconnects heterophilous
edges identified between differently labeled
nodes. Extensive experiments on three bench-
mark datasets and six GNN backbones demon-
strate that our framework consistently enhances
detection performance and serves as an effec-
tive general-purpose enhancement module for
social bot detection.

1 Introduction

Social bots pose a significant threat to the cred-
ibility of online platforms by mimicking human
behavior and forming deceptive connections to in-
fluence public discourse (Ferrara, 2023). Their
ability to infiltrate real user communities through
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Figure 1: Illustration of deceptive message propagation
(Left) and our framework TRUST (Right).

realistic profiles, interactions, and network con-
nections allows them to amplify misinformation
and erode public trust by manipulating public opin-
ion (Ferrara et al., 2020), spreading low-credibility
content (Shao et al., 2018), eroding institutional
trust (Denniss and Lindberg, 2025), and polariz-
ing online communities (Bail et al., 2018). As
social bots become increasingly scalable and so-
phisticated, the development of robust and general-
izable detection methods has emerged as a critical
goal in both academic research and real-world ap-
plications.

Graph neural networks (GNNs) have become the
dominant paradigm for social bot detection due to
their capacity to capture structural dependencies
and fuse multimodal user information such as tex-
tual content, profile metadata, and behavioral pat-
terns. Prior methods, including BotRGCN (Feng
et al., 2021c), RGT (Feng et al., 2022a), HGT (Hu
et al., 2020), and BotDGT (He et al., 2024),
model heterogeneous user graphs with relational
or attention-based message passing. Others like
BotMoE (Liu et al., 2023), CACL (Chen et al.,
2024), and ESA-BotRGCN (Zeng et al., 2025) in-
corporate multimodal signals such as text seman-
tics, sentiment, and community structure. These
approaches achieve strong performance by lever-
aging rich relational and semantic cues. However,
they fundamentally rely on the homophily assump-
tion that connected nodes are likely to share the
same label, which facilitates effective representa-

31477



tion learning (Kipf and Welling, 2017). In real-
world social networks, this assumption often breaks
down (Zhu et al., 2020). Social bots deliberately
connect to legitimate users to camouflage them-
selves, forming heterophilous edges—connections
between nodes with different labels such as human
and bot—that enable the spread of incorrect label
information. As illustrated in Figure 1 (left), a
central bot node actively connects to nearby hu-
man nodes by initiating follow or interaction links.
These heterophilous connections allow the bot to
blend into human-dominated neighborhoods and
mislead the aggregation process during message
passing, ultimately causing it to be misclassified as
human.

In this paper, we propose a novel framework
named TRUST (Towards Robust Social Bot Detec-
tion via Uncertainty-Guided Pseudo-Labeling and
Structure Purification), which aims to address the
problem of deceptive message propagation caused
by bot-human interactions. As shown in Figure 1
(right), our key idea is to estimate node-level un-
certainty, assign pseudo-labels to low-uncertainty
unlabeled nodes, remove heterophilous edges be-
tween nodes with inconsistent labels, and retain
homophilous edges between nodes with consistent
labels. Once pseudo-labels are generated, edges
originally connecting labeled and unlabeled nodes
can be reinterpreted as either homophilous or het-
erophilous based on label agreement. This pro-
cess transforms previously ambiguous edges into
confidently classified ones, enabling targeted struc-
ture purification and more reliable message pass-
ing. Together, these steps enhance structural consis-
tency and improve classification robustness across
diverse GNN architectures.

Specifically, our approach consists of the fol-
lowing three components. First, we perform node
uncertainty estimation by adopting evidential deep
learning (EDL) (Sensoy et al., 2018) to model pre-
diction evidence with a Dirichlet distribution and
derive node-wise uncertainty. To improve cali-
bration, we combine an EDL loss with our pro-
posed error-sensitive uncertainty loss that explic-
itly encourages low uncertainty for correctly clas-
sified nodes and high uncertainty for misclassified
ones. Second, we implement uncertainty-guided
pseudo-label generation. The uncertainty thresh-
old is dynamically determined on the validation set
by searching for the value that maximizes agree-
ment between pseudo-labels and ground-truth la-
bels. Nodes with uncertainty below this threshold

are assigned pseudo-labels, which are used exclu-
sively for structural refinement. Third, we conduct
graph structure purification. We identify and re-
move heterophilous edges between pseudo-labeled
nodes when their labels conflict. This targeted dis-
connection performs graph structure purification,
mitigating deceptive message propagation and im-
proving representation quality.

Our contributions are summarized as follows:

• To the best of our knowledge, this is the first
work that leverages node-level uncertainty es-
timation to guide edge disconnection for mit-
igating deceptive message propagation in so-
cial bot detection.

• We propose a simple but effective framework
TRUST for social bot detection that can be
flexibly combined with various GNN architec-
tures.

• Extensive experiments on six widely used
GNN architectures demonstrate that our edge
filtering module serves as a general-purpose
plug-in, consistently improving detection per-
formance across diverse backbones.

2 Related Work

2.1 Graph-based Social Bot Detection

Early feature-based methods (Varol et al., 2017)
rely on hand-crafted features and ensemble clas-
sifiers, while recent approaches adopt graph neu-
ral networks (GNNs) to model social structures.
Homogeneous GNNs (Kipf and Welling, 2017;
Veličković et al., 2018) and heterogeneous vari-
ants (Hu et al., 2020; Feng et al., 2022a; Lv et al.,
2021; Feng et al., 2021c) capture topological and
semantic relationships in user graphs. To enhance
detection, multimodal models (Lei et al., 2023;
Lyu et al., 2023; Liu et al., 2023; Zeng et al.,
2025) integrate textual, structural, and behavioral
cues, while contrastive (Zhou et al., 2023; Chen
et al., 2024) methods improve adaptability to dy-
namic or shifted distributions. Lightweight archi-
tectures (Yang et al., 2020; Hayawi et al., 2022; Ng
and Carley, 2023; Yang et al., 2013) offer strong
generalization with minimal input features. De-
spite strong performance, existing models often
rely on deterministic softmax outputs, leading to
error propagation under uncertainty (Guo et al.,
2017). Our framework addresses both challenges
by coupling evidential uncertainty estimation with
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homophily-guided edge pruning, improving robust-
ness in weakly supervised environments.

2.2 Uncertainty Estimation

Most existing methods rely on softmax entropy as
a proxy for uncertainty, which is often poorly cali-
brated and tends to produce overconfident predic-
tions (Guo et al., 2017). SEBot (Yang et al., 2024)
estimates structural entropy at the graph level, but
lacks fine-grained, node-level uncertainty model-
ing. To address this, our framework adopts eviden-
tial deep learning (EDL) (Sensoy et al., 2018) to
quantify predictive uncertainty at the node level by
modeling class probabilities with a Dirichlet dis-
tribution. We employ an EDL loss consisting of
a mean squared error term and a KL divergence
regularizer, and we propose an error-sensitive un-
certainty loss that explicitly encourages low un-
certainty for correctly classified nodes and high
uncertainty for misclassified ones. Based on the re-
sulting calibrated uncertainty, we design a dynamic
thresholding strategy to assign pseudo-labels only
to low-uncertainty nodes, which in turn guides edge
pruning and structure refinement.

2.3 Graph Structure Optimization

Recent studies improve graph homophily by prun-
ing or refining edges based on structural or seman-
tic signals (Ye et al., 2023; Li et al., 2023; Ash-
more and Chen, 2023; Qiao et al., 2025). How-
ever, they typically apply static pruning strategies,
rely on fixed edge classifiers, or overlook uncer-
tainty in pseudo-labels. In contrast, our framework
combines EDL-based uncertainty estimation with
Bayesian thresholding to select reliable pseudo-
labels, followed by iterative edge filtering and GNN
retraining. This process enhances structural consis-
tency and improves model robustness under both
weakly and fully supervised settings.

3 Methodology

3.1 Formulation and Overview

We formulate social bot detection as a node clas-
sification task on a heterogeneous graph G =
(V, E ,R), where V is the set of user nodes, E ⊆
V ×V is the set of social connections, and R is the
set of edge relation types (e.g., follower, friend).
Each node i ∈ V is associated with a binary label
yi ∈ {0, 1}, where yi = 0 denotes a human and
yi = 1 denotes a bot. We denote the set of labeled
nodes as VL ⊂ V , which is further split into three

disjoint subsets for training, validation, and testing:
VL = Vtrain ∪Vval ∪Vtest. The remaining nodes are
denoted as unlabeled nodes VU , and the complete
node set can be expressed as V = VL ∪ VU .

As shown in Figure 2, TRUST follows the work-
flow indicated by the arrows. Starting from the
input graph where a camouflaged bot is linked
to many human nodes, the node uncertainty es-
timation module encodes the graph with a GNN
and an evidential head to obtain node representa-
tions and uncertainty scores ui. The uncertainty-
guided pseudo-label generation module then selects
a validation-based threshold τ⋆ and assigns pseudo-
labels to nodes with low uncertainty. Finally, the
graph purification module removes heterophilous
edges and retrains the GNN on the purified graph,
so that the camouflaged bot in the example is cor-
rected from a human prediction to a bot prediction.

3.2 GNN Representation

To comprehensively characterize each user node
i ∈ V , we construct four types of features: (i)
a description embedding xdes

i ∈ Rddes obtained
from a RoBERTa-base encoder (Liu et al., 2019)
over the profile description; (ii) a tweet embed-
ding xtweet

i ∈ Rdtweet obtained by encoding the
user’s tweets with RoBERTa and aggregating their
sentence-level representations; (iii) a numerical fea-
ture vector xnum

i ∈ Rdnum formed by normalized
statistics such as followers count, following count,
tweet count, account age, and screen-name length;
and (iv) a categorical feature vector xcat

i ∈ Rdcat

with three binary indicators for protected, verified,
and default-profile-image status. Each modality-
specific feature vector is projected into a shared
hidden space via a linear transformation followed
by ReLU activation:

fdes : Rddes → Rdh , ftweet : Rdtweet → Rdh ,

fnum : Rdnum → Rdh , fcat : Rdcat → Rdh .

The final node representation is obtained by con-
catenating the transformed modality embeddings:

h
(0)
i = Concat

(
fdes(x

des
i ), ftweet(x

tweet
i ),

fnum(x
num
i ), fcat(x

cat
i )

)
∈ R4dh .

(1)

Given the initial node embeddings h(0)
i ∈ R4dh ,

we adopt a relation-aware GNN to encode the topo-
logical structure of the graph G. The message pass-
ing process at layer l+1 follows the general GNN
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Figure 2: Overall architecture of TRUST. As illustrated on the left, a bot node can camouflage itself in the input
graph; through node uncertainty estimation, uncertainty-guided pseudo-labeling, and graph structure purification,
TRUST purifies the graph and ultimately identifies it as a bot.

paradigm:

a
(l+1)
i,r = ϕ(l+1)

r

({
h
(l)
j : j ∈ Nr(i)

}
,h

(l)
i

)
,

h
(l+1)
i = ψ(l+1)

(
h
(l)
i ,

{
a
(l+1)
i,r

}
r∈R

)
,

(2)

where a(l+1)
i,r denotes the relation-specific message

aggregated for node i from its neighbors connected
via relation r ∈ R. ϕ(l+1)

r denotes the relation-
specific aggregation function at layer l+1. ψ(l+1)

denotes the node update function at layer l+1. Each
hidden representation h

(l+1)
i is recursively updated

based on h
(l)
i and the aggregated messages from

all relation types. After L layers of propagation,
we obtain the final node representation h

(L)
i .

3.3 Node Uncertainty Estimation

Conventional GNNs typically employ a Soft-
max function to output deterministic probabilities,
which lacks the capability to capture predictive un-
certainty (Sensoy et al., 2018). To address this, we
adopt Evidential Deep Learning (EDL) to model
the classification distribution as a Dirichlet distri-
bution. For a node i, the model first projects its
final embedding h

(L)
i ∈ Rd into non-negative ev-

idence ei ∈ RK for K classes (K = 2 for bot
detection). Conceptually, each ei,k quantifies the
class-specific support accumulated from the node’s
attributes and graph topology, with larger values in-

dicating stronger evidence for class k. This process
is formulated as:

ei = ReLU(Wh
(L)
i + b), (3)

where W ∈ RK×d is a learnable weight matrix,
and b ∈ RK denotes the bias vector.

Given the evidence ei, we define the Dirichlet
parameters αi and the total evidence strength Si:

αi = ei + 1, Si =
K∑

k=1

αi,k (4)

where 1 is a vector of ones, and αi,k represents the
k-th element of αi. The predictive class probability
p̂i and the vacuity uncertainty ui are derived as:

p̂i =
αi

Si
, ui =

K

Si
(5)

Intuitively, a higher Si implies that the model
has gathered more evidence from the input data,
leading to a lower uncertainty ui. This effectively
quantifies the uncertainty, where ui decreases as
the model becomes more knowledgeable about the
node, shifting the Dirichlet distribution from a state
of ignorance towards a specific class assignment.
Evidential Deep Learning Loss. To obtain cali-
brated class probabilities while discouraging over-
confident predictions, we follow evidential deep
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learning and learn the evidence parameters by min-
imizing the following loss:

LEDL =
1

|Vtrain|
∑

i∈Vtrain

(
ℓMSE(i) + ℓKL(i)

)
.

(6)
The ℓMSE(i) denotes the expected squared error

under the induced Dirichlet distribution:

ℓMSE(i) =

K∑

k=1

[
(yi,k − p̂i,k)

2 +
p̂i,k(1− p̂i,k)

Si + 1

]
,

(7)
where yi,k is the k-th component of the one-hot
ground-truth label for node i, and p̂i,k is the pre-
dicted probability for class k. This term aligns the
predicted probabilities with the labels while explic-
itly penalizing the predictive variance. It ensures
that high confidence predictions are supported by
sufficient evidence.

The ℓKL(i) serves as a regularizer:

ℓKL(i) = λ(t)KL[Dir(αi) ∥ Dir(1)] , (8)

where Dir(1) is a non-informative uniform prior.
This KL regularizer suppresses unwarranted ev-
idence by pulling αi toward 1 when support is
insufficient, which mitigates overconfidence; λ(t)
is annealed from 0 to 1 over epochs.
Error-Sensitive Uncertainty Loss. To explic-
itly structure node-wise uncertainty, we propose
an error-sensitive objective that encourages low un-
certainty for correctly classified nodes and high
uncertainty for misclassified ones. Specifically, we
minimize the discrepancy between the estimated
uncertainty ui and a binary target ũi:

LESU =
1

|Vtrain|
∑

i∈Vtrain

(
ui − ũi

)2
, (9)

ũi =

{
0, if ŷi = yi

1, if ŷi ̸= yi

where yi denotes the ground-truth class index of
node i, ŷi = argmax p̂i,k. By explicitly penalizing
low uncertainty on misclassified nodes and high un-
certainty on correct ones, this objective ensures that
the vacuity ui reliably reflects the model’s predic-
tive confidence.
Overall Loss Function. The overall loss function
combines LEDL and LESU:

L = λedlLEDL + λesuLESU, (10)

where λedl and λesu are hyperparameters.

3.4 Uncertainty-Guided Pseudo-Labeling
Dynamic Threshold Generation. To determine a
reliable threshold for pseudo-labeling, we formu-
late a one-dimensional hyperparameter optimiza-
tion problem over the validation set. For each candi-
date threshold τ ∈ [0, 1], we select low-uncertainty
nodes S(τ) = {i ∈ Vval | ui < τ}, and evaluate
the pseudo-label accuracy on this subset as q(τ) =
Accuracy({(yi, ŷi)}i∈S(τ)). To ensure sufficient
coverage, we discard thresholds with |S(τ)| <
0.5 · |Vval|. We adopt the Optuna framework (Ak-
iba et al., 2019) with the Tree-structured Parzen
Estimator (TPE) sampler (Bergstra et al., 2011),
which adaptively proposes new candidate thresh-
olds based on the accuracy history. The optimiza-
tion objective is to find the threshold that maxi-
mizes accuracy:

τ⋆ = arg max
τ∈[0,1]

q(τ), (11)

where τ⋆ denotes the optimal uncertainty threshold.
Pseudo-Label Assignment. Given the optimal
uncertainty threshold τ⋆, we assign pseudo-labels
to nodes based on their predicted class probabilities
and uncertainty estimates. Specifically, a node i ∈
V is assigned a pseudo-label if its uncertainty ui
satisfies ui < τ⋆. We collect nodes with pseudo-
labels in VP = {i ∈ V | ui < τ⋆}.

3.5 Graph Structure Purification
Based on the high-confidence pseudo-labels ŷi for
nodes i ∈ VP, we perform homophily-guided
graph purification followed by GNN training on
the optimized graph structure.
Homophily-Aware Edge Filtering. Motivated
by the homophily principle in social networks—
connected users tend to share the same label—we
remove heterophilous edges and obtain a purified
edge set E ′ = {(i, j) ∈ E | i /∈ VP ∨ j /∈ VP ∨
ŷi = ŷj}. The resulting purified graph is denoted
as G′ = (V, E ′). This procedure removes only
edges that connect two high-confidence nodes with
conflicting pseudo-labels, that is, edges (i, j) with
i, j ∈ VP and ŷi ̸= ŷj , which reduces the impact
of deceptive links in the graph.
GNN Training on the Purified Graph. We reini-
tialize all model parameters and retrain the GNN
on the purified graph G′ = (V, E ′). This reset-and-
retrain strategy mitigates the impact of misleading
edges in the original graph. The GNN architecture
and message passing remain the same as described
in the GNN representation in Section 3.2.
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Method Cresci-15 TwiBot-20 TwiBot-22
Acc. F1 MCC Acc. F1 MCC Acc. F1 MCC

DeeProBot(2022) 72.35 81.61 44.26 77.34 80.32 54.40 74.11 12.73 14.12
EvolveBot (2013) 92.18 90.07 72.77 65.83 69.75 30.79 71.09 14.09 13.38
RoBERTa (2019) 97.01 95.86 89.55 75.55 73.09 42.15 72.07 20.53 19.35
BGSRD(2022) 87.78 90.80 74.92 66.36 70.05 32.28 71.88 21.14 20.32
SATAR(2021a) 92.71 94.55 85.61 84.02 85.74 67.83 / / /
GAT (2018) 93.52 94.99 86.78 82.24 84.93 64.95 74.17 43.75 28.12
SAGE (2017) 93.92 95.26 87.48 83.00 85.48 66.38 74.39 46.47 30.25
HGT (2020) 92.24 94.27 84.83 84.02 86.35 68.48 75.07 43.13 29.18
BotRGCN (2021c) 94.71 95.85 89.06 84.43 85.79 67.17 73.90 48.30 31.01
SHGN(2021) 93.13 94.68 85.91 83.93 86.33 68.40 72.53 49.59 30.74
RGT (2022a) 96.27 97.04 92.25 84.02 86.07 68.08 74.49 45.36 29.64
ESA-BotRGCN(2025) 97.25 97.83 93.26 87.46 88.83 74.68 / / /

GAT+CACL(2024) 94.51 95.42 88.71 83.52 86.39 68.56 74.50 44.27 28.94
SAGE+CACL(2024) 97.65 98.12 95.10 83.60 86.53 68.95 75.38 47.45 32.27
HGT+CACL(2024) 95.88 96.74 91.45 85.12 87.28 70.75 75.07 48.27 32.39

GAT+TRUST 98.13↑ 4.61 98.53↑ 3.54 95.98↑ 9.20 85.46↑ 3.22 87.28↑ 2.35 70.97↑ 6.02 76.99↑ 2.82 45.54↑ 1.79 38.39↑ 10.27

SAGE+TRUST 97.94↑ 4.02 98.38↑ 3.12 95.58↑ 8.10 87.66↑ 4.66 88.97↑ 3.49 75.21↑ 8.83 79.23↑ 4.84 56.59↑ 10.12 45.98↑ 15.73

HGT+TRUST 97.01↑ 4.77 97.67↑ 3.40 93.60↑ 8.77 87.49↑ 3.47 88.99↑ 2.64 75.04↑ 6.56 78.98↑ 3.91 54.27↑ 11.14 44.94↑ 15.76

BotRGCN+TRUST 97.76↑ 3.05 98.24↑ 2.39 95.18↑ 6.12 87.57↑ 3.14 88.94↑ 3.15 75.07↑ 7.90 79.37↑ 5.47 56.87↑ 8.57 46.38↑ 15.37

SHGN+TRUST 97.57↑ 4.44 98.10↑ 3.42 94.79↑ 8.88 87.66↑ 3.73 89.14↑ 2.81 75.38↑ 6.98 79.35↑ 6.82 57.13↑ 7.54 46.38↑ 15.64

RGT+TRUST 97.94↑ 1.67 98.38↑ 1.34 95.58↑ 3.33 87.83↑ 3.81 89.11↑ 3.04 75.54↑ 7.46 79.35↑ 4.86 54.72↑ 9.36 46.01↑ 16.37

Table 1: Overall performance comparison on Cresci-15, TwiBot-20 and TwiBot-22.

4 Experiments

4.1 Baselines

We compare our framework against a comprehen-
sive set of existing methods (Hayawi et al., 2022;
Yang et al., 2013; Liu et al., 2019; Guo et al., 2022;
Feng et al., 2021a; Veličković et al., 2018; Hamil-
ton et al., 2017; Hu et al., 2020; Feng et al., 2021c;
Lv et al., 2021; Feng et al., 2022a; Chen et al., 2024;
Zeng et al., 2025), covering a wide spectrum of so-
cial bot detection approaches. Full descriptions and
details are provided in Appendix.

4.2 Datasets

We evaluate our framework on three large-
scale Twitter bot detection benchmarks: Cresci-
15 (Cresci et al., 2015) TwiBot-20 (Feng et al.,
2021b) and TwiBot-22 (Feng et al., 2022b). We
follow the same splits provided in the benchmarks.
For fully annotated datasets, we further simulate
a scarce-label setting within the training split by
randomly selecting 50% of the training nodes as la-
beled and treating the remaining 50% as unlabeled.

4.3 Implementation

All experiments are conducted on two NVIDIA
RTX A6000 GPUs. We use a 2-layer GNN with
2-hop neighborhoods. Full hyperparameter settings
are provided in Appendix. Training on Cresci-15,
TwiBot-20 and TwiBot-22 takes about 3 minutes,

30 minutes and 10 hours.

4.4 Main Results
We evaluate TRUST on Cresci-15, TwiBot-20 and
TwiBot-22. Table 1 reports the overall results. Bold
indicates the highest performance. “↑” denotes the
improvement of TRUST over the backbone. “/”
indicates not scalable to TwiBot-22. The results
show that:

• TRUST can be flexibly combined with six
representative GNN backbones (GAT, SAGE,
HGT, BotRGCN, SHGN, and RGT), and con-
sistently improves their performance across
benchmarks, demonstrating strong generality.

• Under the same backbones, TRUST outper-
forms recent competitive baselines and further
surpasses CACL-augmented variants, demon-
strating our consistent effectiveness.

• In the scarce-label setting where only 50%
of the training nodes are labeled and the rest
are treated as unlabeled, TRUST still delivers
strong gains and can even outperform fully
supervised training of the same backbones.

4.5 Robustness Analysis
We evaluate the robustness of TRUST against struc-
tural perturbations, comparing it with five uncer-
tainty estimation baselines: (i) Entropy estimates
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(a) Robustness under edge dropout. (b) Robustness under edge addition.

Figure 3: Robustness under structural perturbations on TwiBot-20 across different uncertainty estimation methods.

uncertainty via softmax entropy. (ii) Margin esti-
mates uncertainty as the probability gap between
the bot and human classes. (iii) Max Prob estimates
uncertainty from the confidence of the most proba-
ble class prediction. (iv) MC Dropout estimates un-
certainty by performing stochastic forward passes
with dropout activated at inference. (v) EDL esti-
mates uncertainty by modeling class-wise evidence
through a Dirichlet distribution. All estimators pro-
duce a single uncertainty value for each node and
are integrated identically into pseudo-label selec-
tion and structure purification.
Edge dropout. We randomly remove a fraction
ρ ∈ {0.1, 0.2, . . . , 0.9} of edges to construct per-
turbed graphs for evaluation. Model weights are
fixed; only the graph is perturbed. As shown in
Figure 3a, TRUST (ours) consistently achieves the
highest accuracy and exhibits the smallest fluctua-
tion as ρ increases. Among the baselines, EDL is
the most robust, while Entropy, Margin, Max Prob,
and MC Dropout show larger accuracy drops under
stronger edge removal.
Edge addition. We further inject spurious edges
using the same perturbation ratios and evaluate
robustness on the resulting noisy graphs. Model
weights are fixed; only the graph is perturbed. As
shown in Figure 3b, TRUST (ours) remains stable
across perturbation levels and consistently outper-
forms all alternatives. In contrast, Entropy, Margin,
Max Prob, MC Dropout, and EDL are more sensi-
tive to injected noise and exhibit larger fluctuations
under heavier perturbations.

Overall, Figure 3 shows that TRUST, with RGT
as the backbone, is substantially more robust un-
der edge dropout and edge addition than common
uncertainty baselines.

Model Coverage (%) Accuracy (%)
+TRUST Labeled Unlabeled Overall Class 0 Class 1

GAT 47.06 36.57 97.56 97.23 98.01
SAGE 63.89 50.39 95.98 91.31 99.65
HGT 44.12 32.20 98.79 97.88 99.87
BotRGCN 55.77 42.12 97.51 95.48 99.41
SHGN 52.74 39.82 97.00 93.00 99.94
RGT 42.80 30.15 98.85 98.18 99.81

Table 2: Pseudo-label quality and coverage of TRUST
on TwiBot-20 with different GNN backbones.

4.6 Pseudo-label Quality and Coverage

We evaluate pseudo-label quality and coverage be-
cause TRUST uses pseudo-labels both to augment
supervision and to drive graph structure purifica-
tion. Table 2 reports coverage on labeled and un-
labeled nodes and accuracy on labeled nodes for
six GNN backbones. The results show that TRUST
produces pseudo-labels with consistently high ac-
curacy, and coverage remains substantial on both
labeled and unlabeled nodes.

4.7 Graph Structural Purification Analysis

We analyze graph structural purification in TRUST
by measuring how many edges are removed and
how the overall graph connectivity changes.
Edge retention. Table 3 summarizes the number
and proportion of edges preserved or removed after
applying TRUST. Across all backbones, only a
small fraction of edges are disconnected and most
of the original edges are retained.
Connectivity integrity. Figure 4 reports the
largest connected component (LCC) ratio and the
proportion of isolated nodes before and after pu-
rification. The LCC remains dominant and the
isolated-node proportion changes only slightly, so
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Model Edge Retention Disconnected Edges+TRUST

GAT 219,700 (96.37%) 8,279 (3.63%)
SAGE 202,742 (88.93%) 25,237 (11.07%)
HGT 216,982 (95.18%) 10,997 (4.82%)
BotRGCN 208,997 (91.67%) 18,982 (8.33%)
SHGN 213,570 (93.68%) 14,409 (6.32%)
RGT 218,677 (95.92%) 9,302 (4.08%)

Table 3: Edge retention and disconnection statistics of
TRUST on TwiBot-20 with different GNN backbones.

Figure 4: Largest connected component (LCC) ratio and
isolated node proportion after graph purification.

the overall graph connectivity is preserved after
edge removal.

Overall, these results suggest that TRUST im-
proves performance without heavily fragmenting
the graph or collapsing its global structure.

4.8 Ablation Study

We perform ablations on TwiBot-20 with RGT as
the backbone to study the effect of each component
in TRUST (Table 4).
Loss components. Removing the EDL loss (w/o
EDL Loss) or the error-sensitive uncertainty loss
(w/o ESU Loss) reduces accuracy, F1 and MCC
compared with full TRUST. This indicates that both
the evidential objective and the additional uncer-
tainty shaping term are useful for training the un-
certainty module.
Multimodal features. Dropping any feature type
harms performance. Removing description fea-
tures (w/o Des) or tweet features (w/o Tweet) de-
grades the results, and removing categorical profile
attributes (w/o Cat) leads to the largest degradation
among all feature groups. Numeric features (w/o
Num) also contribute, but with a smaller impact.
Component ablation. Training without pseudo-
labeling and structure purification (w/o PL & SP)
gives a reasonable baseline, while adding pseudo-
labels only (PL only) improves all three metrics.

Ablation Accuracy (%) F1-score (%) MCC

TRUST 87.83 89.11 75.54

w/o EDL Loss 86.90↓ 0.93 88.28↓ 0.83 73.66↓ 1.88
w/o ESU Loss 86.98↓ 0.85 88.59↓ 0.52 74.07↓ 1.47

w/o Des 85.71↓ 2.12 87.19↓ 1.92 71.24↓ 4.30
w/o Tweet 83.77↓ 4.06 86.31↓ 2.80 68.30↓ 7.24
w/o Cat 80.56↓ 7.27 82.55↓ 6.56 60.77↓ 14.77
w/o Num 86.31↓ 1.52 87.84↓ 1.27 72.51↓ 3.03

w/o PL & SP 86.56↓ 1.27 87.95↓ 1.16 72.95↓ 2.59
PL only 87.24↓ 0.59 88.53↓ 0.58 74.31↓ 1.23

Table 4: Ablation study of TRUST on TwiBot-20.

Figure 5: Case study of a corrected node. The 2-hop
neighborhood subgraph centered at node 10843.

Enabling both pseudo-labeling and structure purifi-
cation yields the best results.

4.9 Case Study
We present a qualitative case on TwiBot-20 with
RGT+TRUST to illustrate how graph structure pu-
rification can correct predictions. The central node
10843 is a bot that is misclassified as human by
the same model trained on the original graph with-
out uncertainty-guided pseudo-label generation and
structure purification, but becomes correctly classi-
fied as bot after applying TRUST. Figure 5 visual-
izes its 2-hop neighborhood subgraph. For clarity,
we display only 2-hop neighbors that are incident to
removed edges; the complete 2-hop neighborhood
subgraph is provided in the appendix.

Conclusion

This paper presents TRUST, a robust framework for
social bot detection that mitigates deceptive mes-
sage propagation via uncertainty-guided pseudo-
labeling and graph structure purification. TRUST
leverages evidential deep learning to estimate node-
level uncertainty, assigns pseudo-labels only to re-
liable nodes, and removes heterophilous edges to
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obtain cleaner neighborhoods for representation
learning. Experiments across six representative
GNN backbones demonstrate that this design con-
sistently improves bot detection performance.

Limitations

TRUST is built on graph neural networks and fo-
cuses on improving the quality of node representa-
tions through uncertainty-guided pseudo-labeling
and structure purification. While this design ef-
fectively enhances bot detection performance, it
does not exploit recent advances in large language
models. Integrating TRUST with large models, or
extending its uncertainty estimation and structure
purification mechanisms to LLM-enhanced or mul-
timodal graph architectures, remains an important
direction for future work.

Ethical considerations

This study relies solely on publicly released social
bot detection benchmarks provided for research
use under their respective licenses. No additional
data collection, user interaction, or analysis of real-
world accounts is involved. We adhere to the usage
terms of these datasets and treat all included in-
formation as potentially sensitive, refraining from
any attempt to re-identify users, infer private at-
tributes, or link identities beyond what is explicitly
provided. We acknowledge that automated bot de-
tection carries potential risks, such as misuse for
surveillance or censorship and unintended harm
caused by incorrect predictions, particularly false
positives. Our method is therefore presented as a
research tool intended to support platform integrity
efforts rather than standalone enforcement, and any
practical use should incorporate uncertainty-aware
decision making, restricted access to model outputs,
and human oversight in high-stakes scenarios.
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A Appendix

A.1 Baselines
We compare TRUST with a range of competitive
baselines widely used in social bot detection.
DeeProBot (Hayawi et al., 2022) A neural bot
detector that encodes profile metadata and text and
fuses them for classification.
EvolveBot (Yang et al., 2013) A feature engi-
neering method that designs robust metadata and
behavior features for traditional classifiers.
RoBERTa (Liu et al., 2019) A pre trained trans-
former language model fine tuned on user text as a
strong text only baseline.
BGSRD (Guo et al., 2022) A hybrid BERT plus
GCN model that combines semantic and structural
predictions for bot detection.
SATAR (Feng et al., 2021a) A self supervised
Twitter account representation framework that en-
codes tweets, profile attributes, and neighbors, then
is fine tuned for bot detection.
GAT (Veličković et al., 2018) An attention based
GNN that learns importance weights over neigh-
bors for non uniform message aggregation.
SAGE (Hamilton et al., 2017) An inductive GNN
that samples local neighborhoods and applies learn-
able aggregators to generate node embeddings.
HGT (Hu et al., 2020) A transformer style GNN
for heterogeneous graphs with type specific atten-
tion over nodes and relations.
BotRGCN (Feng et al., 2021c) A relational GNN
on heterogeneous follow graphs that uses relation
types and multimodal features for bot detection.
SHGN (Lv et al., 2021) A simplified heteroge-
neous GNN that decouples relation specific trans-
formations and structure learning.
RGT (Feng et al., 2022a) A relational graph
transformer with relation aware attention for Twit-
ter style heterogeneous graphs.
CACL (Chen et al., 2024) A community aware
heterogeneous graph contrastive learning frame-
work that mines hard positives and negatives from
community structure.
ESA-BotRGCN (Zeng et al., 2025) An emoji-
driven multi-modal detection framework that in-
tegrates emoji-to-text transformation, sentiment
quantification, and heterogeneous social graph
modeling for robust bot detection.

A.2 Hyperparameter Settings
Tables 5–10 summarize the full hyperparameter
settings for the six GNN backbones.

Hyperparameter Cresci-15 TwiBot-20 TwiBot-22
batch_size 1024 1024 1024
num_neighbors 256 256 256
lr 0.001 0.001 0.0002
dropout 0.4 0.3 0.5
λedl 0.5 0.5 0.5
λesu 2 4 4
original_epochs 300 300 100
purified_epochs 300 300 150

Table 5: Hyperparameter settings of GAT.

Hyperparameter Cresci-15 TwiBot-20 TwiBot-22
batch_size 1024 1024 1024
num_neighbors 256 256 256
lr 0.001 0.00005 0.0002
dropout 0.4 0.4 0.5
λedl 0.5 0.5 0.5
λesu 4 4 4
original_epochs 200 300 100
purified_epochs 200 300 150

Table 6: Hyperparameter settings of SAGE.

Hyperparameter Cresci-15 TwiBot-20 TwiBot-22
batch_size 1024 1024 1024
num_neighbors 256 256 256
lr 0.001 0.0005 0.0002
dropout 0.1 0.4 0.5
λedl 0.5 0.5 0.5
λesu 2 4 4
original_epochs 200 300 100
purified_epochs 300 300 150

Table 7: Hyperparameter settings of HGT.

Hyperparameter Cresci-15 TwiBot-20 TwiBot-22
batch_size 1024 1024 1024
num_neighbors 256 256 256
lr 0.001 0.0003 0.0002
dropout 0.5 0.2 0.5
λedl 0.5 0.5 0.5
λesu 2 4 4
original_epochs 300 250 100
purified_epochs 300 150 150

Table 8: Hyperparameter settings of BotRGCN.

Hyperparameter Cresci-15 TwiBot-20 TwiBot-22
batch_size 1024 1024 1024
num_neighbors 256 256 256
lr 0.0005 0.0001 0.0002
dropout 0.2 0.2 0.5
λedl 0.5 0.5 0.5
λesu 2 4 4
original_epochs 200 300 100
purified_epochs 300 300 150

Table 9: Hyperparameter settings of SHGN.

Hyperparameter Cresci-15 TwiBot-20 TwiBot-22
batch_size 1024 1024 1024
num_neighbors 256 256 256
lr 0.001 0.001 0.0002
dropout 0.1 0.2 0.5
λedl 0.5 0.5 0.5
λesu 4 4 4
original_epochs 100 300 100
purified_epochs 200 300 150

Table 10: Hyperparameter settings of RGT.
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Figure 6: Complete 2-hop neighborhood subgraph centered at node 10843, corresponding to the simplified
visualization in Figure 5.

A.3 Full Case Study

This appendix provides the full visualization for
the example in Section 4.9 on TwiBot-20 with
RGT+TRUST. The central node 10843 is a bot
that is misclassified as human by the same model
trained on the original graph without uncertainty-
guided pseudo-label generation and structure pu-
rification, but becomes correctly classified as bot
after applying TRUST. Figure 6 reports the com-
plete 2-hop neighborhood subgraph of node 10843,
while Figure 5 provides a simplified view for read-
ability by displaying only 2-hop neighbors that are
incident to removed edges.

We further quantify how graph structure pu-
rification affects different types of labeled edges.
Since unlabeled nodes do not have ground-truth
labels, we compute the following statistics only on
edges connecting two ground-truth labeled nodes,
which enables us to categorize these edges as

human–human, human–bot, or bot–bot. In this full
subgraph, structure purification predominantly re-
moves heterophilous human–bot connections, with
a removal rate of 34.62% (9/26). By contrast,
within this 2-hop subgraph, we do not observe
removals on labeled human–human (0/16) or la-
beled bot–bot edges (0/9). This pattern aligns with
the purpose of our purification rule: reducing het-
erophilous edges around the target node and yield-
ing a cleaner neighborhood for message passing,
which helps correct the prediction of node 10843.

A.4 Confidence Calibration

Reliable uncertainty estimation is important in
TRUST because pseudo-label selection and graph
purification are both driven by model confidence.
Therefore, in addition to detection metrics, we fur-
ther evaluate calibration quality by reporting Maxi-
mum Calibration Error (MCE) (Guo et al., 2017).
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Method Cresci-15 TwiBot-20
Acc. F1 MCC MCE Acc. F1 MCC MCE

HGT+Entropy 96.82 97.54 93.24 0.7304 86.14 87.48 72.06 0.3276
HGT+TRUST 97.01↑ 0.19 97.67↑ 0.13 93.60↑ 0.36 0.3246↓ 0.4058 87.49↑ 1.35 88.99↑ 1.51 75.04↑ 2.98 0.2949↓ 0.0327

BotRGCN+Entropy 97.38 97.95 94.37 0.8792 85.88 87.38 71.60 0.2507
BotRGCN+TRUST 97.76↑ 0.38 98.24↑ 0.29 95.18↑ 0.81 0.3802↓ 0.4990 87.57↑ 1.69 88.94↑ 1.56 75.07↑ 3.47 0.2468↓ 0.0039

GAT+Entropy 97.01 97.68 93.63 0.5588 84.87 86.61 69.62 0.5124
GAT+TRUST 98.13↑ 1.12 98.53↑ 0.85 95.98↑ 2.35 0.4280↓ 0.1308 85.46↑ 0.59 87.28↑ 0.67 70.97↑ 1.35 0.2374↓ 0.2750

SAGE+Entropy 97.20 97.82 94.00 0.6521 87.15 88.76 74.44 0.4077
SAGE+TRUST 97.94↑ 0.74 98.38↑ 0.56 95.58↑ 1.58 0.3111↓ 0.3410 87.66↑ 0.51 88.97↑ 0.21 75.21↑ 0.77 0.2913↓ 0.1164

SHGN+Entropy 96.45 97.26 92.45 0.8382 86.56 87.91 72.94 0.2991
SHGN+TRUST 97.57↑ 1.12 98.10↑ 0.84 94.79↑ 2.34 0.4205↓ 0.4177 87.66↑ 1.10 89.14↑ 1.23 75.38↑ 2.44 0.2766↓ 0.0225

RGT+Entropy 97.01 97.67 93.60 0.6787 85.55 87.06 70.90 0.7143
RGT+TRUST 97.94↑ 0.93 98.38↑ 0.71 95.58↑ 1.98 0.4401↓ 0.2386 87.83↑ 2.28 89.11↑ 2.05 75.54↑ 4.64 0.2206↓ 0.4937

Table 11: Results with MCE on Cresci-15 and TwiBot-20 across backbones.

MCE is defined as:

MCE = max
m∈{1,...,M}

|acc(Bm)− conf(Bm)| ,
(12)

where Bm denotes the set of samples whose pre-
diction confidence falls into the m-th confidence
bin. MCE measures the largest calibration gap
over all bins, i.e., the worst miscalibrated re-
gion. This metric is particularly relevant in our
setting, since poorly calibrated predictions may
introduce unreliable pseudo-labels and thus af-
fect subsequent graph purification. In our imple-
mentation, MCE is computed using TorchMetrics
(BinaryCalibrationError)1 with norm="max"
and n_bins=10.

For the probability-based uncertainty baseline,
we use predictive entropy. Specifically, TwiBot-22
defines the uncertainty score as

ϕ = −
(
ŷ0 log ŷ0 + ŷ1 log ŷ1

)
, (13)

where ŷ0 and ŷ1 denote the predicted probabilities
that a node is a genuine user and a bot, respectively.
This is the binary form of Shannon entropy. More
generally, for a K-class predictive distribution p =
(p1, . . . , pK), the predictive entropy is

H = −
K∑

k=1

pk log pk. (14)

A larger entropy value indicates higher uncertainty
and lower confidence. This formulation is consis-
tent with the Entropy baseline used in our experi-

1https://lightning.ai/docs/torchmetrics/
stable/classification/calibration_error.html

ments, where uncertainty is computed purely from
softmax probabilities.

Table 11 reports Accuracy, F1-score, MCC, and
MCE on Cresci-15 and TwiBot-20 across six GNN
backbones. The results show that TRUST consis-
tently achieves lower MCE than the probability-
based Entropy baseline, indicating better calibra-
tion quality and a more reliable uncertainty signal
for pseudo-label selection and graph purification.
At the same time, TRUST delivers competitive and
often improved detection performance across back-
bones on both datasets.

A.5 Effectiveness of the Uncertainty Module

We evaluate the contribution of the uncertainty-
related components in TRUST, including Eviden-
tial Deep Learning (EDL), the Error-Sensitive Un-
certainty loss (ESU), and Dynamic Thresholding
(DT). Since TRUST uses uncertainty as a relia-
bility signal for pseudo-label selection and graph
purification, calibration quality is also important
in addition to detection performance; therefore,
we additionally report Maximum Calibration Error
(MCE) in this ablation study. As shown in Table 12,
the full design, i.e., EDL + ESU + DT (TRUST),
achieves the best performance on all four metrics.
In contrast, static thresholds (e.g., 0.4 or 0.8) lead to
unstable and often inferior results, indicating that
DT is necessary to balance pseudo-label quality
and coverage across different settings. Moreover,
removing ESU generally worsens calibration, as
reflected by higher MCE values, suggesting that
uncertainty should be explicitly shaped to align
with prediction correctness before it can serve as a
reliable filtering signal for pseudo-label selection
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RGT+TRUST Acc. F1 MCC MCE

EDL+0.4 85.00 86.00 71.00 0.3378
EDL+0.8 86.30 87.40 74.00 0.3116
EDL+1.0 (no filtering) 78.11 79.36 56.12 0.3291
EDL+ESU+0.4 85.80 87.31 71.43 0.2429
EDL+ESU+0.8 76.42 78.52 52.41 0.3117
EDL+ESU+1.0 (no filtering) 86.31 87.75 72.45 0.3210

EDL+ESU+DT (TRUST) 87.83 89.11 75.54 0.2206

Table 12: Ablation study on the uncertainty module in
TRUST with the RGT backbone.

Disconnect ratio Acc. F1 MCC

0.1 86.64 87.92 73.09
0.2 86.81 88.15 73.45
0.3 86.31 87.48 72.39
0.4 86.56 88.09 73.05
0.5 86.39 87.94 72.71
0.6 86.05 87.28 71.88
0.7 86.39 87.78 72.60
0.8 86.56 87.83 72.91
0.9 86.31 87.61 72.40

TRUST 87.83 89.11 75.54

Table 13: Comparison with random edge pruning with-
out uncertainty in TRUST using the RGT backbone.

and subsequent graph purification.

A.6 Comparison with Random Edge Pruning
We examine whether the performance gain of
TRUST can be reproduced by simply removing
edges without uncertainty guidance. To this end,
we construct a baseline that randomly disconnects
edges at different ratios from 0.1 to 0.9. As shown
in Table 13, random edge pruning achieves its best
result at 86.81% accuracy when the disconnec-
tion ratio is 0.2, but remains consistently below
TRUST across all settings, indicating that the im-
provement cannot be attributed to graph sparsifica-
tion alone. This is because random disconnection
reduces edge density indiscriminately and may re-
move both harmful and beneficial connections, and
therefore cannot systematically suppress deceptive
message propagation caused by label-conflicting
interactions. In contrast, TRUST uses calibrated un-
certainty to concentrate pruning decisions on edges
that are most likely to inject contradictory signals
into message passing, while preserving structurally
informative connections. Therefore, the gain of
TRUST comes not from the simple act of removing
edges, but from uncertainty-guided and reliability-
aware graph purification.

31491


