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Abstract

Watermarking has emerged as a promising tech-
nique for tracing the authorship of content
generated by large language models (LLMs).
Among existing approaches, the KGW scheme
is particularly attractive due to its versatility, ef-
ficiency, and effectiveness in natural language
generation. However, KGW’s effectiveness de-
grades significantly under low-entropy settings
such as code generation and mathematical rea-
soning. A crucial step in the KGW method is
random vocabulary partitioning, which enables
adjustments to token selection based on specific
preferences. Our study revealed that the next-
token probability distribution plays an critical
role in determining how much, or even whether,
we can modify token selection and, conse-
quently, the effectiveness of watermarking. We
refer to this characteristic, associated with the
probability distribution of each token predic-
tion, as watermark strength. In cases of ran-
dom vocabulary partitioning, the lower bound
of watermark strength is dictated by the next-
token probability distribution. However, we
found that, by redesigning the vocabulary parti-
tioning algorithm, we can potentially raise this
lower bound. In this paper, we propose SSG
(Sort-then-Split by Groups), a method that par-
titions the vocabulary into two logit-balanced
subsets. This design lifts the lower bound of
watermark strength for each token prediction,
thereby improving watermark detectability. Ex-
periments on code generation and mathematical
reasoning datasets demonstrate the effective-
ness of SSG. The source code is available at
https://github.com/AllenG-L/SSG.

1 Introduction

Large language models (LLMs) can generate high-
quality, human-like content, making them power-
ful tools for diverse generative tasks. Yet these
capabilities also pose risks: LLM outputs may be
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misused to infringe on proprietary interests, circum-
vent usage policies, or spread harmful misinforma-
tion. For example, most proprietary providers such
as OpenAl, Anthropic, and Google Gemini prohibit
the use of their outputs for training other models
(Houman, 2025; Google, 2025; Anthropic, 2024),
but proving such violations is difficult when gen-
erated text cannot be reliably distinguished from
human-written or non-watermarked model outputs.
Similarly, malicious actors may employ LLMs to
generate convincing fake news (Liu et al., 2024),
urging regulatory bodies in the US, EU, China, and
G7 countries to seek robust mechanisms for con-
tent authentication and provenance (Union, 2024).
These challenges highlight the urgent need for reli-
able watermarking techniques.

Among existing approaches, the KGW water-
marking scheme has attracted attention for its sim-
plicity, efficiency, and effectiveness in natural lan-
guage generation (Kirchenbauer et al., 2024; Liu
et al., 2024). KGW partitions the vocabulary into
two subsets (green and red) based on a context-
dependent hash and biases the green subset’s logits
to embed a hidden statistical signal. A standard sta-
tistical test, such as a z-score test, can then detect
this signal by measuring the overrepresentation of
green tokens.

However, KGW watermarking degrades in low-
entropy settings such as code generation (Lee et al.,
2024; Lu et al., 2024; Huang et al., 2025), where
the next-token probability distribution is sharply
peaked at a few tokens. While investigating this
limitation, we found that next token probability
distribution inherently affect how much, or even
whether, we can effectively bias the green set of to-
kens, and consequently, the watermarking effective-
ness. We refer to this characteristic associated with
the probability distribution of next token prediction
as watermark strength. Formally, it quantifies the
normalized probability shift toward the green set at
next token prediction. Under random vocabulary
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partitioning - the strategy hired by KGW, the lower
bound of watermark strength is dictated by the next-
token probability distribution (detailed analysis pro-
vided in Section 4.1). Low watermark strength is
usually observed when most high-logit tokens are
in the same subset—a situation that arises non-
negligibly in low-entropy tasks where the number
of high-logit tokens is quite limited.

To mitigate this problem, we propose SSG (Sort-
then-Split by Groups), a novel algorithm for im-
proving the lower bound of watermark strength,
thereby enhancing watermark detectability. SSG
sorts tokens by their logits, groups them, and then
applies a hash-based split such that the green and
red sets are approximately logit-balanced. By do-
ing so, SSG guarantees a higher lower bound on
watermark strength than KGW, and the proof is
presented in Section 4.4. Moreover, this proof ex-
tends to high-entropy tasks, demonstrating SSG’s
generalizability across all generation scenarios. Ex-
periments on multiple datasets demonstrate that
SSG can enhance watermark detectability on dif-
ferent tasks without compromising text quality.

Our main contributions are as follows:

* We analyze the limitations of KGW water-
marking in low-entropy settings and show
why random vocabulary partitioning leads to
weak watermark injection.

* We introduce watermark strength, a token-
level metric that provides fine-grained insight
into watermark injection.

* We propose SSG, a logit-balanced partitioning
scheme that improves watermark detectability.

* We conduct comprehensive evaluations on
low-entropy and high-entropy tasks, demon-
strating that SSG achieves superior detectabil-
ity over baselines without degrading text qual-

ity.
2 Related Works

Large language models (LLMs) such as GPT (Rad-
ford and Narasimhan, 2018), LLaMA (Touvron
etal., 2023), and GPT-4 (OpenAl et al., 2024) have
advanced rapidly in recent years, achieving state-of-
the-art performance across diverse tasks, including
machine translation (OpenAl et al., 2024), code
generation (Li et al., 2023), and many others (Tou-
vron et al., 2023). Alongside these successes, how-
ever, their widespread adoption raises concerns

over potential misuse and intellectual property pro-
tection, like unauthorized dataset usage(Sun et al.,
2023). To address these challenges, watermarking
has emerged as a promising approach for attribut-
ing and detecting LLM-generated content.

Watermarking methods can broadly be catego-
rized into three classes: logit-based (Kirchenbauer
et al., 2024; Lee et al., 2024; Lu et al., 2024; Chen
et al., 2024), sampling-based (Christ et al., 2023;
Kuditipudi et al., 2024; Hou et al., 2024), and
training-based (Sun et al., 2022, 2023; Gu et al.,
2024). Among these, logit-based approaches are
particularly attractive due to their simplicity, versa-
tility, and low computational cost (Liu et al., 2024).

A representative example is KGW (Kirchen-
bauer et al., 2024), which partitions the vocabu-
lary into “green” and “red” sets using a hash of
the preceding context, and then adds a bias to the
logits of green tokens. This encourages the model
to generate more green tokens, enabling detection
through a z-score statistical test.

While effective for high-entropy text, KGW per-
formance degrades substantially in low-entropy set-
tings such as code generation, where the next-token
distribution is concentrated on a small set of can-
didates (Lee et al., 2024; Lu et al., 2024). In such
cases, perturbing logits produces only a negligible
distributional shift, weakening the watermark sig-
nal and reducing detection accuracy. To mitigate
this, Lee et al. (2024) propose restricting water-
mark injection to high-entropy tokens, while Lu
et al. (2024) introduce entropy-weighted scoring to
prioritize high-entropy tokens during detection.

Overall, these studies (Lee et al., 2024; Lu et al.,
2024; Huang et al., 2025)focus on improving the
watermarking for low-entropy tasks via modify-
ing the detection algorithm, while SSG aims to
improve the injection algorithm.

A recent concurrent work Park et al. (2026) also
proposes a design of logit-balanced vocabulary par-
titioning for effective LLM watermarking. Simi-
larly, it sorts and groups all tokens by logits. Un-
like our strategy of assigning green and red colors
independently for each group, Park et al. (2026)
assigns colors uniformly across all groups. Both
approaches offer similar enhancements, but we also
provide a thorough theoretical analysis of the per-
formance improvements.
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3 Preliminaries

Language Model: A language model M is funda-
mentally a function for prediction the next token
in a sequence. M takes an input sequence x =
[zg, ..., Zn—1] and produces the logit L,, which
will be transformed into a probability distribution
P, over a vocabulary set V. Formally, we have
P, = softmax(Ly) = softmax(M(xo:n—1))-
The next token ¥, is selected based on P,, by sam-
pling. This generation process is auto-regressive
until a whole sequence y is finished.

Watermarking Algorithm aims to embed hid-
den pattern into LLMs’ output to help people iden-
tify its authorship. It comprises two stages: Water-
mark Injection and Watermark Detection. During
Watermark Injection, the probability distribution
output will be altered from P, to Pn, which is de-
termined by a secret key s. As a result, the output
sequence is changed to y instead of y. At Water-
mark Detection stage, the detection algorithm takes
a suspected sequence x* as input, and determines
if it is generated by M.

KGW scheme Watermarking Algorithm: To
embed watermark when predict y,,, KGW scheme
watermarking methods first divide vocabulary V
into green token set V9 with size of ~y * [V| where
- is green set ratio, and red token set V", via a hash
function determined by secret key s and context
x_p. Then, the logits of token v; in VY, denoted as
Lfm., will be increased by logit bias term J, to get
watermarked logit L,, = [L§, + 0, L%.]. At last, next
token g, will be sampled according to P,. During
watermark detection stage, for a suspected text x, a
statistical test is performed. The null hypothesis H,
is :The text is not watermarked. If the z-score
of statistical test is above a predefined threshold 7,
Ho could be rejected and one can conclude that «
is watermarked.

Low-entropy Generation Tasks: Low-entropy
generation tasks refer to scenarios in which the
language model’s next-token distribution is highly
concentrated on only a few candidates. Formally, if
the next-token distribution is denoted as P = {p;},
the entropy is given by H(P) = — ). p;log p;.
A low-entropy setting arises when H (P) is small,
meaning that most of the probability is assigned to
a small subset of tokens, while the rest receive neg-
ligible likelihood. Typical examples include code
generation, mathematical reasoning, structured for-
mats generation(e.g., JSON, SQL, or HTML).

4 Method

This section provides a detailed description of SSG.
In Section 4.1, we first explain why random vo-
cabulary partition, which is adopted in prior KGW-
scheme, induces the ineffectiveness in low-entropy
settings. Then the whole pipeline of SSG water-
mark injection stage is described in Section 4.2.
Section 4.3 details the process of watermark de-
tection. Finally, we analyze SSG in Section 4.4 to
show why it could achieve more reliable watermark
injection.

4.1 Motivation

We begin by formalizing the Watermarking
Strength, which is a token-level metric that highly-
related to watermark detectability of KGW-scheme
and then explain why KGW-scheme could have
poor Watermarking Strength on low-entropy tasks.
Let L; be the model logit for token v; € V. The
corresponding unnormalized weight after softmax
is
w; = el (D)
Given a partition of V into a green set VY and
ared set V", the total probability assigned to the
green set before watermarking is

pg= Y )

v; EVI Z’l}j 2% w]

In the KGW scheme, a fixed bias 6 > 0 is added
to the logits of all green tokens, yielding modified
logits

~ L;+9, , € VY,
L= %o ver 3)
L;, v; € V.

The total probability assigned to the green set

after watermarking becomes

P
- € Dg
Po= 5— 2. )
I eapg + (1 = py)

We define the Watermarking Strength as the nor-
malized increase in the green total probability due
to watermarking:

Fus(8,pg) = —22L9__ )

VPg(1— pg)'

which could be simplified as:

(66 —1) pg(l _pg)
1+ (e —1)p,

Juws(0,pg) = (6)
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Intuitively, f,,s measures how much the bias § al-
ters the model’s next-token distribution toward the
green set. Thus, f,,s, which is a concave function
about ¢ and p, depicted in Appendix B , serves
as a quantitative measure of the effectiveness of
watermark injection at each next-token generation
step. The lower bound of it implies that the green
set contains either the top or bottom 50% of logit
tokens.

In low-entropy settings, suppose the top m to-
kens have logits Ly > -+ > Ly, > > .. L.
With probability 2!~ random vocabulary split
places all m top tokens into the same subset, which
happens non-negligibly when m is small in low-
entropy settings, and hence p is close to 0 or 1 as
Y ismPi — 0. As aresult, f,s could be nearly
0 in Equation 6, causing a ineffective watermark
injection.

To improve on f,s, one option is increase the
bias term d, however, this could induce a signifi-
cant text quality drop (Kirchenbauer et al., 2024).
Instead, SSG aims to avoid such phenomenon by
guaranteeing the tokens can be divided into two
logit-balanced sets. By doing so, SSG enhances
watermark detectability without comprising text
quality.

4.2 Watermark Injection

Algorithm 1 describes how SSG generate water-
marked text with a language model M. First, the
model computes the logits L = M (x) for all vo-
cabulary tokens. The tokens are then sorted in
descending order of their logits, and the resulting
sequence is partitioned into consecutive groups of
size two.

Each group is processed independently: using
a pseudorandom generator seeded by the secret
key s combined with the token ids in every group
B, one token from the group is assigned to the
green set V9, and the other to the red set V. After
partitioning, the logits of all tokens in the green
set are increased by §, while the red tokens remain
unchanged. The modified logits L are then passed
through the softmax function to produce the biased
probability distribution P, from which the next
token y is sampled.

Despite the strong effectiveness of SSG demon-
strated in our experiments, the procedure of SSG
on the whole vocabulary can be computationally
expensive, as it requires sorting the logits at every
token prediction step. To strike a balance between
effectiveness and efficiency, we propose to con-

Algorithm 1 Single Step Watermark Injection of
SSG
Require: LLM M, context x, vocabulary V, se-
cret key s, watermark window size h, logit bias
0, Green list ratio -y, Top-k hyperparameter %k
Ensure: Next token y, Green set V9, Red Set V"
1. L+ M(:B)
2: 7 < indices of V sorted by L; in descending
order
3: Partition mp.,—; into consecutive groups
By, Ba, ..., Byo of size 2
4 VI~ 0,V 0
5: for each group B do
6:  (v1,v2) < tokens in B
7
8
9

Seed RNG with hash(s, v, va, T _p.)
r <— RNG output from (0, 1)
:ifr <= 0.5 then
10: VI~ VIU{vi}, V'« V" U{va}
11: else
12: VI~ VIU{ve}, V'« V' U{v1}
13:  endif
14: end for
15: T <y x|[V] —k/2
16: Seed RNG with hash(s, x_.)
17: V* < Permutate V. seed by RNG
18: V9« VIU {V*O:T—l},
19: V'« V" uU{V*p}
20: for each v; € V9 do
21: IN/l +— L;+9
22: end for
23: P « softmax(L)
24: Sample next token y ~ P
25: return y, V9, V"

duct SSG only on top-k logits tokens. The key
observation is that in low-entropy settings, only
a few tokens dominate the probability. Thus, en-
suring that these high-logit tokens are evenly dis-
tributed between the green and red sets is sufficient
to achieve a balanced vocabulary split. Based on
this insight, SSG applies only on the top-% highest-
probability tokens, while randomly splitting the
remaining tokens. Our experiments show that this
approach substantially reduces computational cost
while maintaining watermarking effectiveness.

4.3 Watermark Detection

As an algorithm for logit-balanced vocabulary parti-
tion, SSG can incorporate any KGW-scheme detec-
tion algorithm like (Kirchenbauer et al., 2024; Lee
et al., 2024; Lu et al., 2024; Huang et al., 2025). In
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Algorithm 2, we adopt the design from (Lu et al.,
2024) as an example for detection due to its re-
ported high performance, which uses the entropy
value of every token to determine its weight on
final detection result.

4.4 Analysis of SSG

In this section, we present an analysis of SSG to
demonstrate why it can guarantee the lower bound
of watermark strength even in low-entropy settings.

Let all p; be sorted descendingly: p1 > p2 >
p3 > -0 > pm > D0, Pi ~ 0 and pr., are
high-probability tokens. SSG forms consecutive
pairs (p1,p2), (p3,p4), - .. and assigns one token
from each pair to V9. Define

a = Zij”B = ij—l' (7
J J

Then we have:

14 p;

B < 5 ®)

1—pm

>
@ =T

Based on this, the lower bound plgb and upper
bound pgb of p, are:

lb_l_p1< =Dg - )

Py 5 =P

Because f,s is a concave function about p,, we
then have:

fus(pg) > min{ fus(P), fus(pi?)} > 0. (10)

which means f,,s has a lower bound and it is
determined by p;. In this formulation, the value
of p; directly controls the tightness of the lower
bound. When p; is very large, the distribution is
dominated by a single high-probability token. In
this extreme case, the residual probability becomes
small, resulting in a looser lower bound. Intuitively,
if the model is already overwhelmingly confident
in predicting one token, no watermarking scheme
can substantially alter the distribution without com-
prising text quality, and thus the strength of the
watermark signal is inherently limited.

Conversely, when p; is moderate, the probability
is more evenly distributed among the top tokens.
In this case, SSG ensures that both o and 3 are
bounded away from 0 and 1, leading to a tighter
bound on fs.

Taken together, this analysis demonstrates that
SSG provides a provable guarantee of watermark
strength that scales with the concentration of the

next-token distribution. While extremely peaked
distributions (large p;) inherently limit the effec-
tiveness of watermarking, SSG ensures that as long
as probability is shared among multiple candidate
tokens, the watermark signal remains detectable.

It is worth noting that, although SSG is designed
to improve watermark detectability on low-entropy
tasks, such analysis can still hold on high-entropy
tasks. In the following, we validate its performance
on both task types.

S Experiments

We conduct experiments across multiple datasets,
models, and watermarking methods using the open-
source toolkit MarkLLLM (Pan et al., 2024).

Tasks and Datasets. We evaluate SSG on both
low-entropy and high-entropy tasks. The two repre-
sentative low-entropy tasks selected are code gener-
ation and mathematical problem solving. For code
generation, we use HumanEval (Austin et al., 2021)
and MBPP (Chen et al., 2021), both consisting of
Python programming problems with reference solu-
tions. For mathematical reasoning, we sample 10%
problems from GSMS8K (Cobbe et al., 2021), which
contains grade-school level math questions in En-
glish. For the high entropy tasks, we use C4 (Raffel
et al., 2023) and CNN/DailyMail (Hermann et al.,
2015). Following prior work (Lee et al., 2024; Lu
et al., 2024; Huang et al., 2025), we only consider
generations longer than 15 tokens for watermark
detection.

Models. For code generation, we employ
Qwen2.5-Coder-7B(Hui et al., 2024), a model spe-
cialized in programming tasks. For mathemat-
ical reasoning, we use DeepSeekMath-7B(Shao
et al., 2024), which is trained specifically for math
problem solving. To assess the generalizability of
SSG, we also evaluate the versatile LLaMA-3-8B
(Grattafiori et al., 2024) on both code and math
tasks. The max generation lengyh is set to 512 in
all experiments.

Watermarking Methods. We compare three
representative watermarking methods: KGW,
SWEET, and EWD. KGW is the classical baseline
in this line of research, while SWEET and EWD
are methods designed to better handle low-entropy
scenarios. Without lossing generality, we set wa-
termark context window h as 1, § as 2.0, green set
ratio y as 0.5 for all methods.

Baselines and Metrics. Since SSG can be in-
corporated into any KGW-scheme watermarking
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Humaneval MBPP
Model Method oy 1@1 Fl@l Te@5 Fl@s | Pel Tel Flel T@5 Fl@s
UW 318 0.6 12 37 67 | 423 1.9 3.6 5.8 10.5
KGW 262 220 358 360 513 | 384 378 546 640 759
Qwen2.Scoder78  TSSG 256 390 559 457 60.7 | 370 587 736 77 83
SWEET 262 293 451 361 661 | 402 537 695 728 820
1+SSG 299 500 664 780 842 | 376 622 835 762 842
EWD 265 329 493 524 667 | 376 574 757 746 832
1+SSG 278 506 669 707 806 | 381 743 849 841  89.1
UW 341 8.5 156 152 254 | 563 136 183 297 105
KGW 274 134 235 226 354 | 519 211 276 283 425
L LaMA.3-8B 1+SSG 323 140 245 494 640 | 516 8.5 89 89 924
SWEET 29.3 7.9 146 262 400 | 519 741 785 810 872
1+SSG 293 244 390 378 530 | 532 930 960 968  96.1
EWD 341 268 421 549 687 | 516 8.7 913 942 947
1+SSG 299 591 740 732 82 | 516 971 981 989  97.1

Table 1: Evaluation of watermarking methods on Humaneval and MBPP. For every setting, we run 5 times and
report the average result. Numbers are percentages (i.e., original scores x100). UW denotes the unwatermarked
baseline. UW denotes the unwatermarked baseline. Metrics are reported as percentages (original scores x100):
P@1 =Pass@1, T@1 = True Positive Rate (TPR) at 1% False Positive Rate (FPR), F1@1 = F1-score at 1% FPR,

T@5 =TPR at 5% FPR, F1@5 = F1-score at 5% FPR. Best results in each column are bolded.

method, we report results for each method both
with and without SSG, thereby isolating the effect
of our contribution. Following prior works (Lu
et al., 2024; Lee et al., 2024), we report true posi-
tive rates (TPR) at 1% and 5% false positive rates
(FPR), along with the corresponding F1-score. For
generation quality, we measure Pass@1 accuracy
on HumanEval and MBPP for code generation, and
answer accuracy on GSMS8K for mathematical rea-
soning. Besides, we use perplexity to measure text
quality on C4 and CNN/DailyMail. These metrics
together reflect the trade-off between watermark
detectability and text quality.

5.1 Main Results

Table 1 and Table 2 show the performance of mul-
tiple watermark algorithms on code generation and
mathematical reasoning tasks, respectively, while
Table 5 shows the results on high-entropy tasks.
Across all models and datasets, the introduction
of watermarking results in a drop in Pass@1 rela-
tive to the unwatermarked baseline. This indicates
that watermarking inevitably perturbs the next-
token distribution, and such perturbations come at
a cost of text quality. In other words, watermarking
strengthens attribution and traceability but reduces
the probability of generating the correct solution.

For all three watermarking methods (KGW,
SWEET, and EWD), the corresponding SSG vari-

Model Method P@1 T@l Fl@l T@5 Fl@5
uw 273 45 86 68 122
KGW 217 417 585 57.6 710

DSMath-7B +SSG 258 909 949 91.7 934
SWEET 273 947 969 97.0 96.2
+SSG 250 947 969 97.0 96.2
EWD 212 932 96.1 955 955
+SSG 250 962 97.7 97.0 96.2
Uw 386 53 100 129 219
KGW 371 636 774 652 768

LLaMA-3-8B +SSG 341 894 940 91.0 955
SWEET 38.6 795 882 947 951
+SSG 341 100 99.6 100 978
EWD 356 742 848 955 955
+SSG 356 992 992 992 974

Table 2: Evaluation of watermarking methods on

GSMSK.

ants yield substantial improvements in detection
performance. In particular, SSG consistently raises
TPR and F1 under both the 1% and 5% FPR thresh-
olds, in some cases by large margins. Importantly,
these gains are achieved without further degrading
Pass@ 1, demonstrating that SSG can significantly
strengthen watermark detectability while preserv-
ing text quality.
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Figure 1: Influence of top-k on SSG performance.
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Figure 2: Examples of the watermark strength distribu-
tions on Qwen2.5-Coder-7B and LLaMA3-8B for code
generation tasks.

5.2 Analysis on Watermark Strength

To further assess the effect of SSG on token-level
watermark detectability, we analyze the distribu-
tion of Watermark Strength on code generation
tasks with Qwen2.5-Coder-7B and LLaMA-3-8B.
Figure 3 illustrates the comparison between KGW
and SSG. The key difference is that KGW pro-
duces a substantially larger proportion of tokens
with near-zero Watermark Strength. Such tokens
contribute little to the statistical signal and ulti-
mately lower the overall z-score of the sequence,
impairing detection. By contrast, SSG reshapes
the distribution by reducing the probability of near-
zero values and enforcing a lower bound on Water-

mark Strength, thereby ensuring more consistent
detectability across tokens.

5.3 The choice of Top-k

We further investigate how the choice of top-k in
SSG influences watermarking performance, text
quality, and decoding efficiency. Experiments are
conducted across six settings: Qwen2.5-Coder-7B
and LLaMA-3-8B on HumanEval and MBPP for
code generation, and DSMath-7B and LLaMA-3-
8B on GSMS8K for mathematical reasoning. We
compare the baseline EWD with its variants com-
bined with SSG, varying k € {2,4, 8,16} to con-
trol the number of top-logit tokens used for bal-
anced vocabulary partitioning. For decoding effi-
ciency, we normalize the speed of EWD to 100%.

The results in Figure 1 show that even when
SSG is applied only to the top-2 logits, it yields
substantial improvements in detection performance
(TPR@1, TPR@5, and F1) compared to the
baseline. Increasing k beyond 2 brings only
marginal gains in detection while leaving text qual-
ity (Pass@1) unchanged, but incurs additional over-
head that slows down decoding. Thus, larger k
values fail to provide further detectability benefits
and instead reduce efficiency.

Considering this trade-off, we recommend mod-
erate settings of £ = 2 or k = 4, which offer strong
detection capability without significant efficiency
loss.
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Humaneval MBPP
Model Method 16, T1@1 Fl@l Te@5 Fles | Pel Tel Fl@l Te5 Fl@s
Uw 318 06 12 37 67 |43 19 36 58 105
KGW 262 220 358 360 513 | 384 378 546 640 759
Qwen2.Scoder78  TSSG 256 226 366 317 464 | 370 556 TL1 675 783
SWEET 262 323 486 530 672 | 402 571 724 722 816
1+SSG 299 305 465 543 682 | 37.6 722 802 757 83.7
EWD 265 433 602 591 721 | 37.6 675 802 754  83.7
1+SSG 278 280 436 421 573 | 381 683 717 683 789
UW 329 85 156 152 254 | 563 136 183 297 297
KGW 274 134 235 226 354 | 519 221 276 283 425
LLaMA-3-8B +8SG 323 67 125 232 362 | 51.6 608 800 825  88.1
SWEET 293 85 156 183 297 | 519 418 586 60.1 729
4+SSG 293 104 187 146 245 | 532 945 945 913  93.1
EWD 341 189 316 427 579 | 516 829 89 8.1 885
1+SSG 299 195 325 348 498 | 51.6 858 858 873  90.9

Table 3: Evaluation of watermarking methods on Humaneval and MBPP without original prompts. All numbers

are percentages; bold indicates the best per column.

Model Method P@I T@l Fl@l T@5 Fl@5
UW 273 45 86 68 122
KGW 217 417 585 576 71.0
DSMath7g +SSG 258 818 896 856 90.0
SWEET 27.3 947 969 962 958
+SSG 250 780 873 826 883
EWD 212 924 957 955 955
+SSG 250 864 923 886 918
UW 356 53 100 129 219
KGW 356 636 774 652 768
LLaMA3.ggTSSG 341 712 828 788 860
SWEET 386 60.6 75.1 84.1 892
+SSG 341 977 985 977 96.6
EWD 356 70.5 823 924 9338
+SSG 356 682 807 758 84.0

Table 4: Evaluation of watermarking methods on
GSMBSK. All numbers are percentages; bold indicates
the best per column.

5.4 Results without Original Prompts

In realistic scenarios such as code authorship detec-
tion, the original prompts used during generation
may be unavailable at the time of watermark de-
tection. To evaluate this setting, we follow prior
work (Lu et al., 2024; Lee et al., 2024; Huang et al.,
2025) and conduct experiments using a general
prompt. Table 3 and Table 4 report the detection
results under this condition for code generation and
mathematical reasoning, respectively. Compared
to the case where original prompts are accessible,
detection performance generally decreases across

all methods, except for KGW without SSG. This
is expected since KGW is the only method that
does not depend on the original prompt for detec-
tion. Moreover, the effect of incorporating SSG is
mixed: it improves detection in some cases but de-
grades it in others, reflecting the inherent reliance
of SSG on logit values conditioned by the original
prompts.

5.5 Results on Robustness

We also evaluate the robustness of SSG against
paraphrase attack by using GPT-40-mini to para-
phrase watermarked sentences. The experiment re-
sults showed in Table 6 and 7 demonstrated that the
robustness of SSG varies on different LLMs com-
pared to other methods without SSG. Compared to
the results in Table 1 and Table 2, we can find that
TPR drops significantly in all settings, demonstrat-
ing that paraphrasing attack is an effective way to
erase watermark. SSG exhibits strong robustness
on LL.aMA-3-8B across both code generation and
mathematical reasoning tasks. Conversely, it shows
poor robustness on DSMath-7B. As for Qwen2.5-
Coder-7B, its robustness remains largely on par
with the baseline.

6 Conclusion

In this paper, we introduced a token-level met-
ric, Watermark Strength, to evaluate watermark
detectability at the granularity of individual to-
kens. Using this metric, we revealed why the KGW
scheme suffers in low-entropy settings such as code
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generation and mathematical reasoning. To ad-
dress this limitation, we proposed SSG (Sort-then-
Split by Groups), a logit-balanced partitioning algo-
rithm that improves the lower bound on Watermark
Strength of watermark injection. Extensive exper-
iments on multiple large language models across
code and mathematic reasoning tasks demonstrate
that SSG achieves consistently stronger detection
performance while maintaining text quality.

Limitations

Although SSG proves effective in our evaluations,
the experimental scope remains limited. Future
work should expand to additional low-entropy do-
mains and diverse datasets to further validate its
performance. Moreover, while SSG improves wa-
termark injection reliability, it still depends on the
availability of the original prompt for optimal de-
tection, which restricts its applicability in realis-
tic settings. An important research direction is to
design prompt-free watermarking algorithms that
retain effectiveness even in low-entropy tasks.
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Algorithm 2 SSG Watermark Detection

Require: LLM M, suspected text &, vocabulary
V, secret key s, threshold 7, green-list ratio v,
context window size h, Top-k hyperparameter
k

Ensure: Decision on whether x is watermarked

1: Initialize F < 0,g < 0

2: for each token x; in xj. do

3 L+ M(wo;i_l)

4: P <« softmax(L)

5:  E; < Entropy(P)

6

7

8

9

(VI9, V") < SSG(M, V, s, z, h, k)
if z; € V9 then

g; 1

end if
10: end for
11: for each F; in E do
12: W; + E; — min(E)
13: end for
14: ’8’@ +~W-.g
O L y o,

\/7 L - Lmlh Wi2

16: if z > 1 then

17:  return x is watermarked

18: else

19:  return x is not watermarked

20: end if

A  Watermark Detection

Algorithm 2 explains how SSG works with another
detection algorithm like EWD.

B Curve of Watermark Strength

Curve of WS for different 6 and p_g

3.0

Watermark Strength

0.5

0.0

Pg

Figure 3: Curve of Watermark Strength over p, and 4.

C Text Quality of SSG

We show that SSG and KGW are equivalent in
the expected logit shift across the parameter space
€ (0,1). Let E[L;(v)] be the expected logit of
token v; for a given 7.
In the KGW framework, the expectation is triv-
ially:

Exew|Li(v)] = Li + 6 (11)

In SSG, the probability of green tokens P (v; €
V9 ~) is piecewise-defined by the token’s rank Z;.
The total bias injected into the vocabulary V is:

$5G() = Y (BssolL;()] - L;)  (12)
UJ‘EV
- 3 0ss+ Y 7|v k/25
v;€Vtop Vj€Vrem ’ |
(13)
k
=50+ (VI=k/2)6 =~VI6 (14)

Dividing by the vocabulary size |V|, the mean
expected logit for SSG is:

|V| Y EssalL

vV

=L+~ (15

Thus, the global expectation of the logit shift in
SSG is identical to KGW:
= Exew[L(7)]

=L+~

Essc[L(7)] (16)

This confirms that SSG preserves the quality qual-
ity of KGW.

D General Prompts

For Humaneval and MBPP, we use "Please write a
Python function that solves a given task.\n Output
only valid Python code without explanations. \n\n
def solve_problem(input_data): \n" as our General
Prompt for experiments without original prompts.
While on GSMBSK, the General Prompt is "Solve
the following math word problem step by step, and
in the last line output the final numeric answer in
the format: \n #### <answer>.\n".

E Experiments
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c4 CNN/DM
Model Method  pp 191 Fl@l T@5 Fl@s | PPL T@l Fl@l T@5 Fl@5
Uw 265 30 58 40 73 | 260 00 00 20 37

KGW 3.01 81.0 89.0 90.0 923 | 286 720 83.2 91.0 929
+SSG 280 930 959 95.0 950 | 284 98.0 985 99.0 97.1

SWEET 3.01 91.0 948 93.0 939 | 289 88.0 931 99.0 97.1
+SSG 280 940 96.8 952 958 | 284 950 950 990 971

EWD 3.01 950 96.9 97.0 96.0 | 286 92.0 95.3 95.0 95.0
+SSG 2.80 96.0 97.5 98.0 96.6 | 2.84 98.0 98.5 99.0 97.1

LLaMA-3-8B

Table 5: Evaluation of watermarking methods on C4 and CNN/DailyMail . All numbers are percentages.

Humaneval MBPP
Model Method 16, pl@1 Tes Fle@s5 | T@l Fl@l T@5 Fl@5
Uw 0.6 12 37 67 1.9 36 58 105

|
KGW 3.0 5.9 9.1 16.1 | 32 6.1 14.3 24.0
Qwen2.5-coder-7B. SWEET 1.2 24 8.5 151 | 26 5.1 9.3 16.2
EWD 5.5 10.3 11.0 18.9 ‘ 4.8 9.0 8.7 15.4

|

|

|

+SSG 7.3 13.6 20.1 322 24 4.6 6.1 11.0
Uw 6.1 11.4 11.6 19.9 1.6 3.1 4.5 8.2
KGW 0.6 1.2 1.2 2.3 1.1 2.1 5.0 9.2

LLaMA-3-8B SWEET 0.6 1.2 1.2 23 1.1 2.1 5.0 9.2
EWD 7.3 13.6 23.8 37.0

4.0 7.6 12.7 21.6
5.

+SSG 28.0 43.6 53.0 67.2 6 10.4 19.6 31.5

Table 6: Evaluation of watermarking methods on Humaneval and MBPP when watermarked sentence has been
paraphrased by GPT-40-mini. All numbers are percentages.

Model Method T@1 Fl@1 T@5 F1@5
uw 45 86 68 122
KGW 1.5 3.0 61 110
SWEET 25.0 398 447 599

EWD 2277 36.8 288 432
+SSG 00 00 98 172

UW 23 44 38 70
LLaMA3.sgKGW 00 00 136 231
SWEET 00 00 136 23.1

EWD 1.5 3.0 121 208
+SSG 121 215 250 38.6

DSMath-7B

Table 7: Evaluation of watermarking methods on
GSMS8K when watermarked sentence has been para-
phrased by GPT-40-mini. All numbers are percentages.
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