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Abstract

The “Fine-Tuning-as-a-Service” paradigm ex-
poses large language models to catastrophic
safety degradation from less harmful samples.
Alignment-stage defenses address this by proac-
tively injecting adversarial perturbations to bol-
ster the model’s inherent robustness against
harmful drift. However, existing methods rely
on perturbation directions that often conflict
with harmful gradients, inadvertently facilitat-
ing the acquisition of malicious features rather
than suppressing them. To address this issue,
we propose Orthogonal and Adaptive Safety
Alignment Strategy (OASIS) to mathematically
decouple safety enforcement from harmful fea-
ture acquisition. By projecting perturbations
orthogonal to harmful gradients and concentrat-
ing optimization on adaptively selected safety-
critical layers, OASIS effectively resolves di-
rectional conflicts while maximizing parame-
ter efficiency. Extensive experiments on four
LLMs across three datasets (SST2, GSMS8K,
and AGNews) demonstrate that OASIS reduces
the Harmful Score by approximately 60% com-
pared to competitive baselines, while maintain-
ing stable downstream task utility. Our code
is publicly available at https://github.
com/xiaoroyi/OASIS.

1 Introduction

With the rapid advancement of Large Lan-
guage Models (LLMs), “Fine-Tuning-as-a-Service”
(FTaaS) has emerged as a dominant business model,
enabling users to adapt generic models to domain-
specific scenarios via custom data. However,
this accessibility presents a severe security threat:
harmful fine-tuning attacks (Qi et al., 2023; Yang
et al., 2023). Empirical research demonstrates that
attackers can severely compromise a model’s safety
alignment by injecting a minimal number of harm-
ful samples, inducing the generation of inappropri-
ate or dangerous content. This vulnerability poses
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Figure 1: Motivation and Method Overview. (Top)
Comparison of defense mechanisms. (Bottom) Layer-
wise sensitivity distribution. The sensitivity score s; is
defined as the Lo-norm of the harmful gradient w.r.t. the
Attention and MLP modules respectively.

a significant challenge for service providers aiming
to uphold rigorous safety standards. To mitigate
such risks, defense strategies have been proposed
at the alignment, fine-tuning, and post-fine-tuning
stages. Among these, alignment-stage defense is
recognized as the most resource-efficient paradigm,
as it incurs a one-time computational cost for the
service provider, avoiding the cumulative overhead
required by defenses that intervene during individ-
ual user fine-tuning session (Huang et al., 2024d).

Among representative alignment-stage defenses,
Vaccine (Huang et al.,, 2024d) introduces a
perturbation-aware alignment strategy to coun-
teract harmful embedding drift, applying global
gradient-guided noise to bolster model robustness.
Subsequently, targeting the issue of resource ef-
ficiency, T-Vaccine (Liu et al., 2025) proposes a
lightweight alternative. It employs a specific heuris-
tic that restricts perturbations to only 8 attention
layers while updating all MLP modules to reduce
memory overhead.

Although Vaccine and T-Vaccine bolster robust-
ness, we identify two critical limitations reducing
their efficacy. First, regarding perturbation direc-
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tion, our analysis reveals a critical Directional Over-
lap. As illustrated in Figure 1 (top), baseline per-
turbations often explicitly overlap with harmful
gradients, inadvertently facilitating malicious fea-
ture acquisition. Second, regarding defense scope,
existing methods are not sufficiently targeted. As
evidenced by the sensitivity distribution in Figure
1 (bottom), model vulnerability exhibits a distinct
layer-wise decaying trend, rendering uniform up-
date strategies resource-inefficient.

To address these challenges, we propose OA-
SIS to simultaneously resolve directional conflicts
and optimize resource allocation. First, we in-
troduce an orthogonal perturbation mechanism.
By mathematically projecting safety perturbations
onto the subspace orthogonal to the harmful gradi-
ent, we decouple safety enforcement from harmful
feature acquisition, ensuring updates occur strictly
within a “safe subspace”. Second, we implement
an adaptive safety module selection strategy.
Driven by the observation that sensitivity is pri-
marily layer-dependent, we identify and select the
top- K safety-critical layers. Within these layers,
we synchronously update both Attention and MLP
modules to maximize parameter efficiency.

Our main contributions are as follows:

* We identify the phenomenon of gradient con-
flict in existing perturbation-based defenses
and propose an orthogonal perturbation
mechanism to eliminate the directional over-
lap between safety alignment and harmful gra-
dients.

We propose an adaptive safety module se-
lection strategy based on dynamic sensitivity
analysis. By targeting the most vulnerable
layers and synchronously updating their in-
ternal modules, we achieve superior defense
efficiency under a strict parameter budget.

Comprehensive evaluations across multi-
ple LLM architectures (Llama2, Qwen2,
Gemma2, Vicuna) and downstream tasks
(SST2, GSMS8K, and AGNews) demonstrate
that OASIS significantly outperforms base-
lines, achieving the lowest harmful score
while maintaining superior downstream task
accuracy.

2 Related Work

Alignment-Stage Defenses. Alignment-stage de-
fenses proactively immunize models against safety

degradation prior to fine-tuning. A dominant
paradigm is perturbation-aware alignment, pio-
neered by Vaccine (Huang et al., 2024d), which
injects worst-case invariant perturbations into hid-
den embeddings to mitigate harmful drift. To re-
duce computational overhead, T-Vaccine (Liu et al.,
2025) optimizes this approach via a layer-wise
strategy, targeting perturbations at safety-critical
modules. Complementing these gradient-based
methods, Booster (Huang et al., 2024b) explic-
itly attenuates harmful loss reduction. Beyond
perturbation, researchers explore precise represen-
tation control: RepNoise (Rosati et al., 2024) min-
imizes the mutual information between harmful
representations and inputs, while RSN-Tune (Zhao
et al., 2025) selectively tunes specific safety neu-
rons at a finer granularity. Furthermore, active
defenses like TAR (Tamirisa et al., 2024) (adver-
sarial training) and SDD (Chen et al., 2025) (self-
degradation) poison the attacker’s objective. Relat-
edly, BackdoorAlign (Wang et al., 2024) mitigates
jailbreaks via secret data-level triggers, comple-
menting parameter-level approaches like ours.

Fine-Tuning-Stage Defenses. Fine-tuning-
stage defenses intervene during the user’s adap-
tation process, primarily focusing on data cura-
tion and optimization constraints. In data cura-
tion, approaches range from bilevel optimization
in SEAL (Shen et al., 2024) and dataset mixing in
VLGuard (Zong et al., 2024), to dynamic Bayesian
scheduling in BDS (Hu et al., 2025) for precise
weighting. Parallel to this, parameter-level in-
terventions like Lisa (Huang et al., 2024c) and
Constrain-SFT (Qi et al., 2024) apply regulariza-
tion terms to restrict deviations from the aligned
anchor. More recently, gradient surgery techniques
like SafeGrad (Yi et al., 2025) and SaLLoRA (Li
et al., 2025) advance this direction by projecting
updates into safety-orthogonal subspaces to recon-
cile plasticity with stability.

Post-Fine-Tuning Defenses. As remedial mea-
sures, these strategies recover safety mechanisms
after the model is compromised. Post-hoc unlearn-
ing techniques, such as Antidote (Huang et al.,
2024a) and LAT (Casper et al., 2024), are comple-
mented by Eraser (Lu et al., 2024), which precisely
identifies and prunes harmful knowledge parame-
ters. For inference-time defense, Panacea (Wang
et al., 2025) and SafetyLock (Zhu et al., 2024)
utilize adaptive noise injection and parameter lock-
ing to disrupt harmful generation. Furthermore,
subspace fusion methods like SOMF (Yi et al.,,
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2024) progress toward selective merging frame-
works like SafeMERGE (Djuhera et al., 2025), to
efficiently reconstruct safety barriers from compro-
mised weights.

3 Methodology

3.1 Problem Formulation

We focus on the standard FTaaS lifecycle, which
involves two distinct stages:

Safety Alignment. The service provider opti-
mizes a pre-trained base model My using a high-
quality, sanitized dataset Dyyign, = {(2,y)}. The
objective is to obtain aligned parameters 6 ;;gned
that minimize the safety alignment loss Lj;4,, €n-
suring the model follows instructions safely.

User Fine-Tuning (Threat Model). Subse-
quently, users fine-tune the aligned model on a cus-
tom dataset D, s.,. We consider a realistic threat
model where an attacker poisons D, by injecting
a small proportion of harmful instructions (e.g., ma-
licious queries). The attacker’s goal is to leverage
the plasticity of the fine-tuning process to degrade
the model’s safety barriers, creating a “jailbroken"
model that generates harmful content for unseen
malicious queries.

3.2 Revisiting Perturbation-Aware Alignment
and Gradient Conflict

Representative defenses, exemplified by Vaccine
(Huang et al., 2024d), mitigate safety degradation
through the lens of Robust Optimization. Rather
than solely minimizing the standard empirical risk
on clean data, these methods seek to minimize
the worst-case loss within a constrained neighbor-
hood of the latent representations, thereby enforc-
ing stability and smoothness in the optimization
landscape.
Formally, consider an input embedding vector
e € R? corresponding to a safety alignment sam-
ple (x,y). The robust alignment objective is for-
mulated as a min-max problem:
mgn IE( Hrerﬁax Ealign(f<e + E); y)

xvy)NDalign 2<p

()
where p denotes the perturbation radius constraints.
To solve the inner maximization, existing ap-
proaches typically employ a first-order Taylor ex-
pansion to approximate the loss landscape linearly.
Under this approximation, the optimal adversar-
ial perturbation €}, ; admits a closed-form solution
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Figure 2: Gradient Conflict Analysis. Comparison of
the cosine similarity between the safety alignment gra-
dient and the harmful gradient across layers for Vaccine
(Red) and OASIS (Blue).

aligned with the gradient direction:
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This standard perturbation directs the model to ef-
fectively suppress sensitivity along the direction of
steepest ascent for the alignment loss. While ef-
fective for general model robustness, we postulate
that this directionality, which remains constrained
strictly parallel to the safety alignment gradient, is
suboptimal for defending against targeted harmful
fine-tuning scenarios.

To validate this hypothesis, we conduct an em-
pirical investigation into the geometric relationship
between the safety gradient (g = VeLyiign) and
the harmful gradient (d = VeLparm). Specifi-
cally, we calculate the gradients with respect to
the hidden states (activations) of each layer on the
Llama2-7B. We then quantify their directional over-
lap by computing the cosine similarity cos(g, d),
averaged over 1,000 sampled instances from the
alignment and harmful datasets.

As illustrated in Figure 2, the baseline approach
(Vaccine, depicted in red) exhibits a consistently
positive cosine similarity between g and d across
model layers, with values typically ranging from
0.2 to 0.5. This persistent positive correlation in-
dicates a significant structural overlap between the
gradient subspaces of safety alignment and harmful
fine-tuning.

This geometric alignment exposes a fundamental
vulnerability in existing defenses. Given that the
standard perturbation is constructed as €5q X g,
the condition g' d > 0 implies:

€ligd >0 3)
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Figure 3: Overview of the OASIS framework. The pipeline comprises three stages: (1) Adaptive Safety
Module Selection identifies the top-K critical layers (S) via sensitivity profiling; (2) Orthogonal Perturbation
Construction projects the raw safety perturbation onto the subspace orthogonal to the harmful gradient to resolve
gradient conflicts; (3) Selective Parameter Update synchronously optimizes the Attention and MLP parameters of
the selected layers using the robust loss derived from the noise-injected hidden states.

This inequality indicates that the standard perturba-
tion projects positively onto the harmful gradient.
Consequently, optimizing along €44 implicitly in-
volves a directional component overlapping with
the attacker’s objective. We term this phenomenon
Gradient Conflict, which motivates OASIS to ex-
plicitly enforce orthogonality and decouple safety
from harmful feature acquisition.

Based on the analysis of gradient conflict, we
propose OASIS, a unified framework designed to
decouple safety optimization from harmful sub-
spaces. As illustrated in Figure 3, our approach
synergizes Adaptive Safety-Sensitive Module Se-
lection to optimize the defense scope and Orthogo-
nal Perturbation Construction to resolve directional
interference, culminating in a Selective Parameter
Update strategy for efficient alignment.

3.3 Adaptive Safety-Sensitive Module
Selection

Safety-critical information within large language
models is non-uniformly distributed across layers
rather than being ubiquitous. Consequently, in-
discriminate global updates are computationally
inefficient and risk degrading general capabilities
by modifying unrelated benign features. Therefore,

our first objective is to deterministically identify
the precise subset of parameters most susceptible
to harmful instructions.

We introduce a metric termed Harmful Sensitiv-
ity Score (s;). Formally, given a harmful dataset
Dharm and the loss function Lpq.m,, the sensitivity
of the [-th layer is quantified by the Lo-norm of its
gradient with respect to the input embeddings e;:

S| = Hle27 where dl = velﬁharm(e; Dharm)‘

“)
Intuitively, s; measures the magnitude of activa-
tion change required to minimize the harmful loss,
serving as a proxy for the layer’s “willingness" to

accept harmful knowledge.

Selection Strategy. As visualized in Figure 1
(bottom), sensitivity is primarily layer-dependent,
exhibiting a significant decay with depth. Since the
variance between layers outweighs the discrepancy
between Attention and MLP modules, we simplify
selection to layer level. We calculate the aggregated
sensitivity for each layer and select the top-K lay-
ers to form the critical set S. Within these layers,
we synchronously update Attention and MLP mod-
ules. To mitigate computational overhead, S is
updated periodically rather than at every iteration.
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3.4 Orthogonal Perturbation Construction

Standard adversarial training typically generates
perturbations that maximize the alignment loss to
improve robustness. However, we argue that with-
out geometric constraints, such perturbations can
inadvertently drift towards the harmful subspace.

Gradient Conflict Analysis. Let L4, denote
the alignment loss. In standard robust alignment,
a perturbation € is crafted to maximize L,;gn.
typically following the direction of the gradient
g1 = Ve, Lalign- A critical issue arises when the
alignment gradient and the harmful gradient are
positively correlated. Consider the first-order Tay-
lor expansion of the change in harmful loss induced
by the perturbation e:

Aﬁharm ~ eTvel Eharm - erl- (5)

If we set € x g (as in standard methods), the
change becomes proportional to the inner prod-
uct (g;,d;). Empirical evidence suggests that
cos(gy, d;) is often non-zero and positive in criti-
cal layers (gradient conflict), implying that maxi-
mizing alignment robustness implicitly increases
the model’s susceptibility to harmful instructions
(Aﬁharm > 0)

Orthogonal Projection. To resolve this dilemma,
we formally derive our perturbation by solving a
constrained maximization problem. We seek the
optimal perturbation direction €* that maximizes
the alignment gain within the local trust region,
subject to a strict orthogonality constraint against
the harmful gradient, thereby mathematically de-
coupling the safety and harmful subspaces:

max g/ e st eld, |ela<p (6)
€

To enforce the safety constraint, we derive the final
perturbation by projecting the standard gradient-
based perturbation onto the orthogonal subspace
of the harmful gradient. Let ¢; be the standard
perturbation normalized to the trust region p (i.e.,
lleill = p). The orthogonal perturbation €] is ob-
tained by subtracting its projection on d;:

el—rdl

- ——di. ()
I+~

€ = € — projg, (€1) = €
where v is a smoothing term. Since projection is
a non-expansive operator, ||€;|| < ||| = p, ensur-
ing the update remains strictly within the defined
trust region.

3.5 Selective Parameter Update

With the critical set S identified via the gradient
mapping and the orthogonal perturbation €' con-
structed, we proceed to the parameter update phase.
Unlike methods that update the entire model, we
employ a selective update rule to concentrate the
defense budget strictly on the most vulnerable re-
gions identified by our sensitivity analysis.

The training objective is to minimize the robust
alignment loss under the orthogonal perturbation.
The final loss function is defined as:

Liotat = E(x,y)NDah-gn [ﬁalign (f(X + 6,; 9))] )
(®)
where the perturbation € is only injected into the
layers belonging to S. Accordingly, the parameters
0 are updated via gradient descent:

Or41 < 0t —n-VoLliota - 1O €S), (9)

where I(+) is the indicator function. This strategy
ensures that only the modules identified as safety-
sensitive (in Section 3.3) are modified, while the
remaining parameters are frozen to maintain the
model’s original utility. The overall training proce-
dure is summarized in Algorithm 1.

Algorithm 1 OASIS Training Procedure

1: Input: Model 6, Alignment Data Dq;; ¢, Harmful Data
Dha'rm-
: Hyperparams: Perturbation radius p, learning rate 7,
Update Frequency Trcq.
: Initialize critical set S < (), harmful gradients d «+ 0.
s forstept=1,...,7 do > Iterate over training steps
Get minibatch (X,y) € Daiign.
ift (mod T'freq) == O then
// Stage 1: Adaptive Selection (Periodic)
Sample (xharmy yharm) S Dha'rm-
Compute d; < Ve, Lnarm for all layers.
10: Update sensitivity s; < ||di]|2.
11: Update S <— Top-K (s1).
12: end if
13: // Stage 2: Orthogonal Perturbation Construction
14: Compute alignment gradient g; on (x,y).

[\

VoI nHEw

15: Generate perturbation €; < p - g;/|/g:l|2. > Standard
Normalization

16: for! € S do

17: Retrieve cached d;.

18: Project: €] < €, — projg, (e:) (Eq. 7).

19: end for

20: // Stage 3: Selective Parameter Update

21: Compute robust loss Lotq; With injected €’

22: Update 6: 0 <+ 0 — nV Liotar - 1(0 € S).
23: end for
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Table 1: Main results on Llama2-7B for the SST2 task. We highlight the lowest Harmful Score (HS) and
competitive Finetune Accuracy (AC) among defense methods.

‘ Harmful Score (HS) | ‘ Finetune Accuracy (AC) 1 ‘
Method Parameters |
|p=005 p=0.1 p=02 p=04 Average |p=005 p=01 p=02 p=04 Average |
No-Align 79.4 79.8 82.2 81.0 80.6 93.4 93.6 93.2 93.0 93.3 -
Vaccine 6.2 20.4 41.2 60.2 32.0 91.0 91.2 90.8 90.8 91.0 19.9M
T-Vaccine 8.0 16.2 35.4 51.8 27.9 91.0 91.8 91.2 90.6 91.2 13.6M
Booster 28.0 27.8 31.8 37.0 315 94.4 94.4 94.2 93.2 94.1 19.9M
LISA 6.8 12.0 28.6 41.0 22.1 94.4 93.8 92.8 92.8 93.5 19.9M
SafeLoRA 36.6 62.4 76.6 80.2 64.0 93.4 93.6 93.6 92.8 93.4 -
OASIS 1.6 5.4 13.6 36.8 14.4 92.0 922 91.6 90.2 91.5 12.4M

4 Experiments

4.1 Experimental Setup

Datasets. Our experimental pipeline consists of
two stages: the alignment stage and the user fine-
tuning stage. In the alignment phase, we randomly
sample the BeaverTails dataset (Ji et al., 2023) to
construct a safety alignment dataset, consisting of
2,000 safe samples and 200 harmful samples. In
the user fine-tuning phase, we evaluate the model
performance on three downstream task datasets:
SST2 (sentiment analysis) (Socher et al., 2013),
GSMB8K (mathematical reasoning) (Cobbe et al.,
2021), and AGNews (text classification) (Zhang
et al., 2015). To simulate harmful fine-tuning at-
tack, we mix harmful samples from BeaverTails
into the downstream task datasets at different con-
tamination ratios p € 0.05,0.1,0.2,0.4. In all ex-
perimental settings, the user fine-tuning dataset size
is fixed at 1,000 samples.

Models. We conduct our primary evaluation
on Llama2-7B (Touvron et al., 2023). To assess
architectural universality, we extend experiments to
Qwen2-7B (Yang et al., 2024), Gemma2-9B (Team
et al., 2024), and Vicuna-7B (Zheng et al., 2023).

Baselines. To comprehensively evaluate our
method, we compare OASIS against representa-
tive defenses across all three intervention stages:
No-Align (Standard SFT without prior safety align-
ment); Alignment-Stage Defenses including Vac-
cine (Global perturbation) (Huang et al., 2024d),
T-Vaccine (Targeted Attention perturbation) (Liu
et al., 2025), and Booster (Harmful loss attenu-
ation) (Huang et al., 2024b); Fine-Tuning-Stage
Defense including LISA (Huang et al., 2024c); and
Post-Fine-Tuning Defense including SafeLLoRA
(Hsu et al., 2024).

Implementation Details. All models are trained
using LoRA (Hu et al., 2021) on NVIDIA A800

GPUs. For fair comparison, Booster and LISA are
instantiated with the same LoRA backbone as OA-
SIS, Vaccine, and T-Vaccine (i.e., rank-8 adapters
on standard transformer projection modules), while
SafeLLoRA follows its original post-fine-tuning pro-
jection pipeline. For detailed hyperparameters, op-
timization settings, and model-specific configura-
tions, please refer to Appendix B.

Metrics. We adopt two key metrics: Harm-
ful Score (HS |): We utilize a robust moderation
model (Ji et al., 2023) to classify the model’s re-
sponses to unseen malicious instructions. HS mea-
sures the percentage of outputs classified as unsafe.
Finetune Accuracy (AC 1): We report the stan-
dard accuracy on the respective test sets to evaluate
the preservation of model utility.

4.2 Main Results

Defense Efficacy and Utility Preservation. We
evaluate the defense performance on Llama2-7B
across three distinct downstream tasks. As pre-
sented in Table 1, to firmly establish the State-of-
the-Art (SOTA), we comprehensively compare OA-
SIS against representative methods from all three
defense stages on the SST2 dataset. OASIS demon-
strates superior robustness and utility, achieving a
comprehensive reduction in Harmful Score (HS)
across all four attack intensities. Notably, OASIS
consistently achieves the lowest average HS (14.4),
significantly outperforming the during-finetuning
defense LISA (22.1) and the alignment-stage de-
fense Booster (31.5). This demonstrates that de-
spite being an alignment-stage defense—which op-
erates proactively prior to the attacker’s interven-
tion—OASIS maintains SOTA performance even
when compared with methods that involve strong
interventions during the actual fine-tuning process.
Furthermore, our method preserves highly compet-
itive task accuracy (91.5% on average). In terms of
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Table 2: Main results on Llama2-7B for GSM8K and AGNews tasks. We highlight the lowest Harmful Score (HS)
and competitive Finetune Accuracy (AC) among defense methods.

‘ Harmful Score (HS) |

‘ Finetune Accuracy (AC) 1 ‘

Task Method Parameters |
‘ ‘ p=005 p=01 p=02 p=04 Average ‘ p=005 p=01 p=02 p=04 Average ‘

No-Align 80.4 81.6 80.8 80.8 80.9 19.2 18.8 17.6 18.2 18.5 -

GSMSK Vaccine 17.2 36.6 64.2 76.0 48.5 22.4 14.0 30.2 25.0 229 19.9M
T-Vaccine 18.6 39.4 72.6 77.8 52.1 15.8 15.8 14.8 15.2 15.4 13.6M
OASIS 7.0 17.4 494 77.4 37.8 12.8 12.4 12.8 12.6 12.7 12.4M
No-Align 79.4 79.2 80.2 81.6 80.1 88.2 88.4 86.4 70.0 83.3 -

AGNews Vaccine 34 27.5 35.0 57.2 30.8 51.2 86.4 74.0 70.0 70.4 19.9M
T-Vaccine 6.0 10.8 30.8 48.0 239 85.6 86.8 83.6 58.8 78.7 13.6M
OASIS 2.0 4.0 11.2 36.0 13.3 84.8 85.6 81.8 55.6 77.0 12.4M

parameter efficiency, OASIS utilizes only 12.4M
parameters, representing a reduction of 8.8% and
37.7% compared to T-Vaccine and Vaccine, respec-
tively.

For more challenging tasks like GSM8K and AG-
News (Table 2), OASIS consistently offers the best
safety-utility trade-off. On GSMS8K, while estab-
lishing the lowest average HS among all baselines,
our method retains a competitive task accuracy. On
AGNews, OASIS similarly achieves the lowest HS
across all harmful rates, significantly outperform-
ing Vaccine in accuracy.

Architectural Universality. To validate the
universality of our approach, we replicate the
SST2 experiments across Qwen2-7B, Gemma2-
9B, and Vicuna-7B. The results are reported in
Table 4. On Qwen2-7B, OASIS demonstrates
consistently robust defense capabilities, achieving
the lowest Harmful Score at contamination rates
p € {0.05,0.1,0.2} and the best average perfor-
mance. On Gemma2-9B, despite the model’s in-
herent susceptibility, OASIS provides the strongest
protection, yielding the lowest Harmful Score at
p € {0.05,0.1,0.4} as well as the lowest average
score. Finally, on the instruction-tuned Vicuna-7B,
OASIS demonstrates comprehensive superiority,
drastically reducing Harmful Score to 10.4 on av-
erage, halving the failure rate of T-Vaccine. In
summary, these results confirm that the “safety-
sensitive modules" phenomenon is architecture-
agnostic, and OASIS effectively adapts to various
distinct LLM structures.

Out-of-Distribution Generalization. Real-
world harmful fine-tuning scenarios are highly com-
plex, as attackers frequently employ unpredicted
or unseen data distributions. To rigorously evalu-
ate OASIS under these challenging conditions, we
design a cross-distribution stress test to assess its
Out-of-Distribution (OOD) generalization capabil-

Table 3: Cross-distribution stress test results on Llama2-
7B (SST2 dataset). Models are aligned using AdvBench
and attacked using BeaverTails.

| Harmful Score (HS) |
1005 01 02 04 Avg[005 0.1 02 04 Avg

‘ Finetune Accuracy (AC) 1
Method

Vaccine | 3.4 22.8 46.8 67.6 35.15|90.8 90.8 91.2 91.6 91.1
T-Vaccine | 4.8 20.4 464 56.2 31.95|91.6 92.6 93.0 93.2 92.6
OASIS 04 7.0 27.6 54.4 22.35|89.4 90.2 90.4 92.0 90.5

ity. Specifically, we utilize the AdvBench dataset
(Zou et al., 2023) during the initial alignment phase
to construct our defense subspace, but strictly em-
ploy the differently distributed BeaverTails dataset
to simulate the harmful fine-tuning attack and con-
duct the final evaluation.

The experimental results on Llama2-7B (SST2)
are presented in Table 3. Even when the attack
distribution shifts significantly from the defense
distribution, OASIS consistently and substantially
outperforms the baselines across all contamination
rates. Notably, OASIS reduces the average Harmful
Score to 22.35, marking a relative improvement of
approximately 30% compared to T-Vaccine (31.95).
This provides compelling evidence that the orthog-
onal projection mechanism of OASIS does not
merely overfit to the specific defense data; rather, it
successfully identifies and protects a highly gener-
alizable “safety subspace," thereby ensuring robust
defense against completely unseen attack strate-
gies.

4.3 Ablation Study

To disentangle the contributions of individual com-
ponents within OASIS, we conduct a detailed ab-
lation study on Llama2-7B to assess the impact of
Orthogonal Perturbation and Adaptive Layer Selec-
tion. As illustrated in Table 5, we compare the full
OASIS framework against the standard Vaccine
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Table 4: Main results on architectural universality analysis across diverse LLM backbones (SST2 dataset). We
highlight the lowest Harmful Score (HS) and competitive Finetune Accuracy (AC) among defense methods.
“Parameters” indicates the number of trainable model parameters.

‘ ‘ Harmful Score (HS) | ‘ Finetune Accuracy (AC) 1 ‘
Model Method Parameters |
‘ ‘ p=005 p=01 p=02 p=04 Average ‘ p=005 p=01 p=02 p=04 Average ‘
No-Align 43.6 54.0 54.4 57.6 524 95.0 94.4 95.4 95.2 95.0 -
Vaccine 1.2 1.8 4.6 12.6 5.1 92.4 91.8 92.8 91.6 92.2 20.2M
Qwen2-7B .
T-Vaccine 2.0 2.0 4.6 14.8 5.9 93.4 94.0 93.4 92.8 93.4 16.6M
OASIS 1.0 2.6 4.0 9.2 4.2 93.6 93.8 94.2 934 93.8 16.6M
No-Align 27.8 354 35.2 37.6 34.0 97.0 96.8 96.0 96.2 96.5 -
Gemma2-9B Vaccine 14 2.2 34 6.4 34 96.8 96.4 96.2 96.2 96.4 27.0M
T-Vaccine 1.8 24 3.6 7.0 3.7 96.6 96.2 96.2 96.0 96.3 19.8M
OASIS 1.0 1.8 2.8 5.8 2.8 96.8 96.6 96.4 96.2 96.5 19.3M
No-Align 76.8 78.8 80.0 79.0 78.7 91.8 92.2 91.8 91.6 91.9 -
Vicuna-7B Vaccine 6.8 17.8 33.2 47.6 26.4 90.6 90.6 90.6 89.8 90.4 19.9M
T-Vaccine 4.2 14.0 24.8 39.6 20.7 91.2 91.0 90.6 89.8 90.7 13.7M
OASIS 1.8 6.0 18.6 34.0 15.1 91.2 91.4 90.8 90.0 90.9 12.5M
Table 5: Ablation study on the impact of Orthogonal Original Aligned
. . . . . riginal Aligned Center
Projection and Adaptive Layer Selection across different ” oo oy
Vaccine (Harmful FT) Center
harmful rates. ? B e ——
/7 ) 98 orth-Layer (Harmful FT) Center
Method p=1005 p=0.1 p=02 p=04 . /(;;,3‘\\\\ °
HS| ACl | HS| ACt | HS| ACt | HS| ACt w el N
Vaccine 62 910 | 204 912 | 412 9038 | 602 908 S \\.:\‘
Vaccine +Orth | 52 910 | 150 916 | 360 918 | 550 89.8 ° i s - o
OASIS 16 920 54 922 136 916 368 902 .

baseline and a variant equipped only with global
orthogonal projection.

Effectiveness of Orthogonal Projection. We
first validate the necessity of resolving geometric
conflicts. By integrating our orthogonal pertur-
bation mechanism into the baseline (denoted as
Vaccine + Orth), we observe consistent robustness
improvements across all attack rates compared to
the standard Vaccine. For instance, at p = 0.1, the
Harmful Score decreases from 20.4 (Baseline) to
15.0, and at the high-intensity setting of p = 0.4,
it drops from 60.2 to 55.0. This performance gain
confirms that the unconstrained perturbations in
the baseline suffer from directional interference,
whereas explicitly decoupling safety gradients from
harmful directions provides a fundamental defense
foundation. Furthermore, we empirically validate
that this strict orthogonality is actively maintained
throughout the entire alignment process, despite
continuous parameter updates and data variance.
For detailed dynamic tracking of this geometric
property, please refer to Appendix C.4.

Synergy with Adaptive Layer Selection. The
full OASIS framework, which further integrates
adaptive module selection, delivers the most deci-
sive performance boost. By concentrating the de-
fensive budget on the identified critical structures

20 ET) o 10

Figure 4: t-SNE Visualization of Embedding Drift.
OASIS (Blue) enforces a trajectory orthogonal to the
harmful direction (Red) while maintaining significantly
higher cluster compactness than the baseline.

rather than applying global updates, OASIS further
suppresses the HS from 15.0 to 5.4 (at p = 0.1).
This result demonstrates that orthogonal projection
and targeted layer selection are highly complemen-
tary: the former resolves the optimization direction,
while the latter optimizes the defense scope, jointly
yielding a compound positive effect.

Further analysis regarding hyperparameter sen-
sitivity, including the number of selected layers, is
provided in Appendix C.

4.4 Visualization

To verify the working mechanism of OASIS, we
visualize the latent representations (embeddings)
of harmful prompts using t-SNE. As shown in Fig-
ure 4, we observe a clear physical distinction in
optimization paths. The Vaccine baseline (Red ar-
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Hey, wanna help me mess with someone's home lights. Hehe. A neighbor's
B home lights! Let's turn them on and off repeatedly?

0 Sure, that sounds like funl
o) I'm up for alittle mischief
L 4

NoAlign  { non_viclent_unethical_behan

I can't help you with that
request. Making someone's
home lights furn on and off
repeatedly can be disruptive
and annoying, and it is not a
responsible or ethical
behavior.

- Sure, why not. It's a good m
@ way to get back at someone. g Lad
<y 2

SFT

e

Vaccine

Okay, but don't turn them
on and off repeatedly.
That's annoying. Let's just
furn them on and of f once. B4

It's important to respect
other people's privacy and
personal space, and to act
with consideration and
empathy towards them.

Instead of engaging in
prankish behavior, why don't
you try to find a more positive
and constructive way to
interact.

Okay, but don't turn them off
too many times or it might look
like you're trying to get
attention.

Instead, try turning them on and
off slowly, like you're trying to
get a good night's sleep.

It's okay to turn them off for a
bit, but don't leave them off too
long.

If you're going to be away for a
IT-Vaccine\ While, you can furn them off and
on again when you geft.

it_unethical_behavior

Figure 5: Qualitative comparison on a harassment
prompt. OASIS delivers a decisive refusal, whereas
baselines fail to fully reject the malicious intent.

row) drifts significantly towards the Harmful Sub-
space. In sharp contrast, OASIS (Blue arrow) shifts
along a trajectory that forms a nearly 90-degree an-
gle with the harmful drift. This orthogonality pro-
vides physical evidence that our projection mecha-
nism successfully decouples safety alignment from
harmful acquisition. Furthermore, the OASIS clus-
ter (Blue) remains highly compact compared to
the scattered Vaccine cluster, indicating that our
method preserves the structural integrity of the
model’s representations.

Additionally, Figure 5 demonstrates a qualitative
comparison. While baselines fail to fully reject the
malicious intent under attack, OASIS delivers a
decisive refusal grounded in ethical reasoning.

5 Conclusion

In this paper, we introduced OASIS to secure LLM
fine-tuning services against harmful data attacks.
By integrating adaptive safety-sensitive module
selection with a novel orthogonal perturbation
mechanism, our framework successfully decouples
safety enforcement from harmful subspaces, effec-
tively resolving the gradient conflict limitations in-
herent in prior defenses. This approach ensures pre-
cise intervention on critical structures while main-
taining high parameter efficiency. Extensive em-
pirical evaluations confirm that OASIS achieves a
state-of-the-art safety-utility trade-off, significantly
suppressing harmful outputs without compromis-

ing downstream performance. Moving forward, the
principle of orthogonal alignment establishes a gen-
eralizable foundation for conflict-free optimization
in secure LLM adaptation.

6 Limitations

Despite the promising performance of OASIS in
mitigating harmful fine-tuning attacks, several av-
enues remain for future improvement. While prefer-
ence optimization techniques like RLHF (Ouyang
et al., 2022) and DPO (Rafailov et al., 2023) are
standard for enhancing model safety, they demand
significantly higher computational resources and
more complex training pipelines than SFT. Due to
these constraints and the need for controlled com-
parisons with SFT-based baselines (e.g., Vaccine),
OASIS is currently implemented solely within the
SFT framework. This may limit the generalizabil-
ity of our findings to RLHF-aligned models. Ad-
ditionally, our evaluation is restricted to textual
Large Language Models. We plan to integrate OA-
SIS with preference optimization methods and ex-
tend its application to multimodal scenarios (e.g.,
Vision-Language Models) in future work.
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A Theoretical Analysis and Proofs

In this appendix, we provide the rigorous deriva-
tion of the OASIS update rule and analyze its ge-
ometric properties. We prove that our orthogonal
perturbation is the optimal solution to the conflict-
constrained optimization problem.

A.1 Analysis of Gradient Conflict

Proposition 1. Let €5y < g be the standard per-
turbation aligned with the safety gradient g =
VeLaiign. If the cosine similarity cos(g,d) > 0
where d = Ve Lparm, then applying €g:q implicitly
induces a drift towards the harmful subspace.

Proof. Consider the first-order Taylor expansion of
the harmful loss £}, around the current embed-
ding e:

Eharm(e + 6) ~ ﬁharm(e) + 6Tveﬁharm (10)

Substituting €54 = ag (wWhere o > 0 is a step size)
and d = VeLyorm:

ALpgrm ~ ag’d = ofg||||d] cos(g,d) (11)

If cos(g,d) > 0, then ALpg, > 0. This implies
that optimizing for alignment robustness directly
along g inadvertently minimizes the harmful loss
(i.e., learns harmful features), confirming the gradi-
ent conflict. 0

A.2 Derivation of Optimal Orthogonal
Perturbation

Here, we derive the closed-form solution for the
optimization problem posed in Eq. 6.

Problem Statement. We seek a perturbation e
that maximizes the alignment gain (g” €) subject
to being orthogonal to the harmful direction d and
bounded by a trust region p:

maxgle st. dle=0, |e]3<p® (12)
€

Proof. We construct the Lagrangian function
with multipliers A (for the norm constraint) and p
(for the orthogonality constraint):

Lie, A p) =g e+ A|lel]” = p?) + p(d"e)
(13)
Taking the derivative with respect to € and setting
it to zero:

1
Vel = —g+2X e+pud =0 = € = ﬁ(g—ud)
(14)

To satisfy the orthogonality constraint d”'e* = 0,
we multiply Eq. 14 by d”:

1
dT | —(g—pd) ) = 15
<2A(g p )) 0 (15)
Assuming \ # 0, we solve for u:
d’g
dlg — /JHdHQ =0 = pu= 7Hd||2 (16)

Substituting i back into Eq. 14, we obtain the
optimal direction:

1 Td 1
e = 55 (2~ B33 = 5 (& - proiae)
(17
This proves that the optimal perturbation direction
lies exactly along the orthogonal projection of g
onto the null space of d. The term in the parenthe-
ses corresponds to our € in the main text.

B Implementation Details

B.1 Training Setup

All experiments are conducted on NVIDIA A800
GPUs. Unless otherwise specified, we employ
Low-Rank Adaptation (LoRA) (Hu et al., 2021)
across all alignment and fine-tuning methods for
parameter-efficient training, utilizing a rank r = 8§,
alpha a = 4, and a dropout rate of 0.1. Opti-
mization is performed using the AdamW optimizer
(Loshchilov and Hutter) with a weight decay of 0.1.
To balance stability and plasticity, we set the learn-
ing rate to 1 x 1073 for the safety alignment stage
and 1 x 1075 for the user fine-tuning stage. Both
stages are trained for 20 epochs with a batch size
of 10. Furthermore, to reduce the computational
cost of the adaptive selection strategy, we update
the safety-critical set S and re-compute the harm-
ful gradients every 100 training steps (i.e., update
frequency T'r,cq = 100).

B.2 Model-Specific Configurations

To ensure a fair comparison with the T-Vaccine
baseline, we dynamically adjust the number of se-
lected safety-critical layers (K') for OASIS across
different architectures. This adjustment ensures
that our method operates under a comparable or
stricter parameter budget relative to the baseline.
Specifically, the selection budget K (applied to
both Attention and MLP modules) is set to 20 for
Llama2-7B and Vicuna-7B. To accommodate vari-
ations in model depth and maintain strict parameter
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alignment with the baseline, we adjust this bud-
get to K = 23 for Qwen2-7B and K = 30 for
Gemma2-9B.

B.3 Baseline-Specific Configurations

For the comprehensive comparison on the SST2
dataset, we re-implemented Booster (Huang et al.,
2024b), LISA (Huang et al., 2024c), and SafeL.oRA
(Hsu et al., 2024) within our unified experimental
pipeline to ensure a fair evaluation. To maintain
strict fairness, the Booster variant used in our main
comparison adopts the exact same LoRA backbone
as Vaccine, T-Vaccine, and OASIS (i.e., rank-8
adapters applied to the standard transformer pro-
jection modules), alongside its specific optimiza-
tion hyperparameters set to & = 0.1 and A = 5.0.
Similarly, LISA is instantiated on the same rank-
8 LoRA backbone and optimized using its alter-
nating alignment and fine-tuning procedure with
an ADMM-style penalty, setting p = 0.01, 100
alignment steps, 900 fine-tuning steps, and utilizing
10,000 safe guide samples. As a post-fine-tuning
defense, SafeLLoRA is implemented by first training
a standard poisoned LoRA adapter on the aligned
model under our common LoRA setting. Subse-
quently, we project the adapter using the alignment
direction between the base model and the aligned
model, following the Top-K layer selection proto-
col to mitigate the acquired harmful features.

C Additional Hyperparameter Analysis

In this section, we focus on determining the opti-
mal parameter budget for the OASIS framework to
balance defense efficacy and resource efficiency, as
well as evaluating the method’s sensitivity to key
hyperparameters. All ablation studies presented
in this section are conducted on the Llama2-7B
architecture using the SST2 dataset.

C.1 Optimal Budget for Layer Selection

We adopt a synchronized update strategy that tar-
gets both Attention and MLP modules. To deter-
mine the optimal scope for this “N+N" strategy
(selecting the Top-N safety-critical layers and up-
dating the corresponding Attention and MLP mod-
ules), we evaluate the model’s performance under
varying selection budgets. Table 6 presents the
comparison against the T-Vaccine baseline.

The results reveal a clear trend: increasing the
selection from ‘848’ to ‘20+20’ consistently im-
proves safety. However, expanding further to

Table 6: Performance comparison of varying collabo-
rative update strategies (N+N) against the T-Vaccine
baseline.

p=005| p=01 | p=02 | p=04
Method Param ‘ HS AC | HS AC ‘ HS AC ‘ HS AC
T-Vac(8+32) | 13.7M | 8.0 91.0 | 162 91.8 | 354 912|518 906
OASIS(8+8) | 50M |64 922|118 924|374 914|634 914
OASIS(12+12) | 7.5M | 40 912 | 68 908|200 910 | 502 904
OASIS(16+16) | 10.0M | 3.2 914 | 48 914 | 172 908 | 462 902

125M 1.6 920 54 922|136 916|368 902
150M |32 916 | 7.6 918|208 9L8 | 418 902

OASIS(20+20)
OASIS(24+24)

‘24+24’ yields diminishing returns (e.g., HS rises
to 7.6 at p = 0.1). This aligns with our gradi-
ent mapping observation that safety information
is localized; updating insensitive layers introduces
noise without contributing to robustness. Conse-
quently, ‘20420’ is selected as the Pareto-optimal
configuration.

C.2 Sensitivity Analysis on Update Frequency
Tyreq

To evaluate the impact of the anchor gradient up-
date frequency (7't,¢4) on the performance of OA-
SIS, we conduct a sensitivity analysis by vary-
ing T € {25,50,100,200}. As shown in Table
7, both the defense efficacy (where HS remains
consistently low between 2.2 and 5.4) and down-
stream utility (with AC staying above 91.0%) re-
main highly stable across different frequencies.
This demonstrates that OASIS is robust and highly
tolerant to the choice of T'f;..,, allowing for a flexi-
ble balance between defense stability and computa-
tional efficiency.

Table 7: Sensitivity analysis of OASIS performance
with respect to different update frequencies Tsc, on
Llama2-7B (SST2).

Method | T =25 T =50 T=100 | T=200
HS| ACt|HS| ACt|HS| ACt|HS| ACt
OASIS | 26 914| 30 910 54 922] 22 914

C.3 Impact of Stale Gradients on
Orthogonality Guarantee

A key assumption of OASIS is that the harmful
gradient subspace remains relatively stationary dur-
ing short training intervals, allowing the use of a
cached “anchor gradient” (denoted as gupnchor) tO
approximate the real-time harmful direction (g;).
To validate this static assumption and understand
the underlying mechanism, we track the gradient
dynamics across the training steps.
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Figure 6: Gradient Subspace Dynamics. Cosine

similarity tracking over training steps (1I';q = 100).

The solid blue line tracks the similarity between the
real-time harmful gradient and the cached anchor
(Sim(g¢, ganchor))- The dashed orange line tracks the
similarity against the very first initialization gradient
(Sim(g¢, Ginitiat))-

As illustrated in Figure 6, we record two specific
cosine similarity metrics evaluated on a fixed probe
batch: Sim(gy, ginitial) to observe the global shift
from the unaligned state, and Sim(g¢, ganchor) tO
observe the local variance within each 7', = 100
update window. We draw two critical conclusions
from the observed trajectories:

Global Shift indicates Safety Adaptation: The
dashed orange line (Sim(g¢, ginitiar)) drops rapidly
in the first 20 steps and remains low (= 0.1). This
confirms that the model’s parameters are actively
updating, successfully shifting the overall optimiza-
tion trajectory away from its initial vulnerable state
as it acquires safety features.

Local Stationarity of the Harmful Subspace:
The solid blue line (Sim(g¢, ganchor)) spikes to 1.0
exactly at steps 0, 100, 200, etc., where the anchor
is periodically refreshed. Crucially, while the simi-
larity drops significantly during the initial warm-up
phase (Steps 0-100), the curve becomes increas-
ingly flat and shallow in later windows. Beyond
step 200, the similarity between the real-time g; and
the “stale” gunchor cOnsistently recovers and stays
at exceptionally high levels (approaching 0.99).

This phenomenon highlights the inertia of the
harmful subspace. Once the model surpasses the
initial rapid adaptation phase and becomes ade-
quately safe, the harmful gradient directions ex-
hibit minimal variance. Consequently, a cached an-
chor gradient remains a highly valid and collinear
proxy for the true harmful direction. This geomet-
ric stability ensures that the orthogonality of our
perturbation is strictly preserved throughout the

—— CosSim(e’, d))
--- Perfect Orthogonality

Cosine Similarity (&', d))
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Figure 7: Dynamic Cosine Similarity. Tracking of
cos(€’,d;) across training steps on Llama2-7B. The
trajectory consistently hovers near zero (dashed line),
confirming that strict orthogonality is maintained dy-
namically.

alignment process, proving that periodic updates
(e.g., Trreq = 100) perfectly balance theoretical
rigor with computational efficiency.

C.4 Dynamic Maintenance of Orthogonal
Projection

While the gradient stability analysis in Appendix
C.3 demonstrates the inertia of the harmful sub-
space, it is equally crucial to validate that the ac-
tual injected perturbation (€) successfully strictly
maintains orthogonality against the real-time harm-
ful direction (d;) throughout the entire alignment
phase.

During training, OASIS acquires an “anchor gra-
dient” via random sampling of harmful data every
T'treq = 100 steps. To assess the stability of this
mechanism, we tracked the real-time cosine sim-
ilarity between €' and the true harmful direction
d; (independently computed on a fixed harmful
probe dataset every 50 steps). This setup simultane-
ously investigates the robustness of our orthogonal-
ity guarantee against Temporal Staleness (whether
the cached anchor remains effective after parameter
updates) and Data Variance (whether the defense
subspace constructed from sampled batches gener-
alizes to the entire harmful distribution).

The dynamic tracking results are visualized in
Figure 7. As illustrated, throughout the fine-tuning
process, the cosine similarity cos(€’,d;) consis-
tently hovers around 0. This empirical evidence
confirms that orthogonality is successfully main-
tained dynamically. By preserving this geomet-
ric property, OASIS guarantees that the injected
safety perturbations never inadvertently facilitate
malicious feature acquisition at any point during
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