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Abstract

Embeddings-as-a-Service (EaaS) is a service
offered by large language model (LLM) de-
velopers to supply embeddings generated by
LLM:s. Previous research suggests that EaaS is
prone to imitation attacks—attacks that clone
the underlying EaaS model by training another
model on the queried embeddings. As a result,
EaaS watermarks are introduced to protect the
intellectual property of EaaS providers. In this
paper, we first show that existing EaaS water-
marks can be removed by paraphrasing when
attackers clone the model. Subsequently, we
propose a novel watermarking technique that
involves linearly transforming the embeddings,
and show that it is empirically and theoretically
robust against paraphrasing.!

1 Introduction

Large language models (LLMs) represent the state-
of-the-art in natural language processing (NLP) due
to their remarkable ability to understand languages
and generate texts (Zhao et al., 2023). To make
LLMs more accessible, LLM developers such as
OpenAl and Google provide Machine-Learning-as-
a-Service (MLaaS) to assess their models.
Embeddings-as-a-Service (EaaS) is a variant of
MLaaS that offers feature extraction capabilities by
delivering embeddings generated by LLMs (Ope-
nAl, 2022). Alarmingly, Liu et al. (2022) demon-
strated successful imitation attacks on these ser-
vices. Specifically, they showed that it is possible
to clone the underlying EaaS model by training a
different model (with a different architecture) using
queried embeddings, thereby violating the intellec-
tual property (IP) of LLM developers.
Watermarking techniques have been proposed to
defend against these EaaS imitation attacks. Emb-
Marker (Peng et al., 2023) introduces a method that

'The code can be found at https://github.com/
anudeex/WET.git.

integrates a target embedding into the original em-
bedding based on the presence of trigger words—a
pre-defined set of words—in the input text. Such
techniques implant verifiable statistical signals, i.e.,
watermarks, for the service provider to verify if
their model has been copied. However, Shetty et al.
(2024) demonstrated that an attacker could circum-
vent EmbMarker by using a contrastive method to
identify and remove the single target embedding
from the embedding space. To counter this, they
introduced WARDEN, which strengthens the de-
fence by incorporating multiple target embeddings
instead of just one, making it more challenging for
an attacker to eliminate the watermarks.

Nonetheless, these methods rely on words to trig-
ger watermark injection, which we suspect could be
circumvented by paraphrasing the input texts and
using their queried embeddings during imitation at-
tacks. To this end, we show that paraphrasing does
dilute the watermark and thereby reveals a new
form of vulnerability in these watermarking tech-
niques. To address this vulnerability, we introduce
a new defence technique, WET (Watermarking
EaaS with Linear Transformation), which applies
linear transformations to the original embeddings
to implant watermarks that can be verified later
through reverse transformation. We analyse WET
both theoretically and empirically to show it is ro-
bust against the new paraphrasing attack. Extensive
experiments demonstrate near-perfect verifiability,
even with one sample. Additionally, the utility of
embeddings is mostly preserved due to the use of
simple linear transformations.

The contributions of our work are as follows:

* We introduce and validate paraphrasing attack
to bypass current EaaS watermarking tech-
niques.

* We design a novel EaaS watermarking
method, WET, and show that it is robust
against paraphrasing attacks.
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2 Related Work

2.1 Imitation Attacks

An imitation attack, also known as “model steal-
ing” or “model extraction” (Tramer et al., 2016;
Orekondy et al., 2019; Krishna et al., 2020; Wal-
lace et al., 2020), involves an imitator querying an
MLaaS (or EaaS) to construct a surrogate model
without the authorisation of the victim service
providers. The primary motivation is to bypass
service charges or even offer competitive services
(Xu and He, 2023). Imitation attacks extend be-
yond IP violations; they can also be used to craft
adversarial examples (He et al., 2021) and conduct
privacy breaches like attribute inference (He et al.,
2022a). Notably, Xu et al. (2022) demonstrated that
a copied model can outperform the victim model
through ensemble and domain adaptation. Recent
successful imitation attacks on EaaS (Liu et al.,
2022) not only compromise the confidentiality of
embeddings but also violate the copyright of EaaS
providers. These attacks constitute the threat model
we explore in our research.

2.2 Text Watermarks

He et al. (2022b) and He et al. (2022¢) introduced
early text watermarking techniques by selectively
replacing words in LLM-generated text with syn-
onyms. A more recent work by Kirchenbauer et al.
(2023) advanced text watermarks by biasing LLMs
towards a set of preferred words—verifiable later—
using a pseudo-random list based on the most re-
cent tokens. Building on this approach, several
works (Kuditipudi et al., 2024; Christ et al., 2024;
Aaronson, 2023) have applied cryptographic meth-
ods to watermarking, using a secret key to minimise
the gap between original and watermarked distribu-
tions, thereby making the watermark unbiased and
stealthy.

Recent studies (Sadasivan et al., 2023; Kir-
ishna et al., 2024) demonstrated that these water-
marks are vulnerable to paraphrasing-based attacks,
where paraphrasing the generated text disrupts the
token sequences, thereby evading watermark detec-
tion. Similarly, He et al. (2024) demonstrated that
round-trip translation, another form of paraphras-
ing, can diminish watermark detection. These ob-
servations motivate our attack, in which we explore
the use of paraphrasing and round-trip translation
to remove watermarks from embeddings.

2.3 Embedding Watermarks

Peng et al. (2023) proposed EmbMarker, the first
watermark algorithm designed to protect EaaS
against imitation attacks. This algorithm uses a
set of trigger words and a fixed target embedding
as a watermark, where the target embedding is pro-
portionally added to the original embedding based
on the number of trigger words present in the input
text. In other words, the number of trigger words
determines the watermark weight. However, Emb-
Marker has only been tested against a narrow range
of attacks and relies on the secrecy of the target
embedding.

Shetty et al. (2024) showed that it is possible to
recover the target embedding used in EmbMarker
and subsequently eliminate it from the embeddings.
To counter this, they proposed WARDEN, an im-
proved watermarking technique that incorporates
multiple target embeddings, making the watermark
more difficult to recover. WARDEN, howeyver, still
relies on trigger words and, therefore, might re-
main susceptible to paraphrasing during imitation
attacks.

3 Methodology

We first provide an overview of the existing EaaS
watermark techniques and their benefits in defend-
ing against imitation attacks. We then introduce
our paraphrasing attack and subsequently propose
a new watermarking technique, WET.

3.1 Preliminary Background

We assume that a malicious attacker conducts an
imitation attack on a victim EaaS service S, based
on model ©,,. The attacker queries S, to collect the
embeddings (which are watermarked, unbeknownst
to the attacker) for a set of input texts D,, which
will then be used for training an attack/surrogate
model ©,. The goal of the attacker is to provide
a competitive EaaS service S, and they may ac-
tively employ strategies to remove or bypass the
watermark. For the victim, i.e., EaaS provider, it is
crucial that the watermarked embeddings perform
similarly to the original non-watermarked embed-
dings on downstream tasks. To determine whether
their model has been copied, the victim will query
suspicious services S, to check if the returned em-
beddings contain the injected watermarks.
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Figure 1: An overview of our paraphrasing attack, where the (a) Green area shows the EaaS watermarks (presented
as the elements in Red) getting diluted due to paraphrasing and potentially bypassed. On the contrary, the (b) Red
area denotes a traditional imitation attack without paraphrasing, leading to copyright infringement.

3.2 Paraphrasing Attack

We propose generating multiple paraphrases and us-
ing their averaged embedding to train the surrogate
model so as to bypass the detection of embedding
watermark; see Figure 1 for an illustration.

Formally, we generate P paraphrased texts
Sp = {s',---,s"} given an input text s. Next,
we query the EaaS S, to get their embeddings and
aggregate them into a single embedding through
averaging (avg(-)):

Ey = {Sy(s")}_,, avg(Ea) =

S ef|Bdl.

ecE,

We will then use the aggregated embeddings
avg(E,) for training the surrogate model in an im-
itation attack (illustrated as the “Diluted Water-
marked Embeddings” in Figure 1). To measure
the success of this paraphrasing attack, we will
evaluate verification accuracy (verifiability) and
downstream task performance (utility), as detailed
in Section 4.1. The attack would be considered
successful if the downstream task performance is
high and verification accuracy is low.

We provide a theoretical validation in the Ap-
pendix B.1 to show that averaging paraphrase em-
bedding reduces the possibility of observing em-
bedding samples with high watermark weights. We
validate this hypothesis empirically in Section 4.4.

3.3 WET Defence

Next, we introduce Watermarking EaaS with Lin-
ear Transformation (WET), a new embedding wa-
termarking protocol (shown in Figure 2) that is
designed to be robust against paraphrasing attacks.

The core idea is to use a preset linear transforma-
tion matrix T (unknown to the attacker) to trans-
form an original embedding e, into a watermarked
embedding e,, (Figure 2 left part). Our watermark-
ing technique discards the original elements and
retains only the transformed ones, which makes
the watermark more difficult to be detected.” To
check for the watermark in a copied embedding e;
(produced by the surrogate model), we apply the
inverse of the linear transformation matrix T to it
and assess whether the recovered embedding e/, is
similar to the original embedding e, (Figure 2 right
part). An important consideration is constructing
the transformation matrix in a way that balances
the trade-off between utility and verifiability.

Watermark Injection. Given a transformation
matrix T, we (i) multiply it with the original em-
bedding e, and (ii) normalise it to a unit vector,

T e,

. 1
el Y

e, = Norm(T - e,) =

Note that, unlike previous EaaS watermarks, our

approach does not rely on trigger words for wa-

termark injection. Instead, we watermark all the

output embeddings, leading to denser signals and

making it more difficult to bypass while maintain-
ing the same level of utility for EaaS users.

Matrix Construction. One challenge for WET is
in designing the transformation matrix. In the wa-
termark verification process, we perform a reverse

“We initially explored embedding dimension obfuscation
by adding new dimensions mixed with the original ones, in-
spired by Yan et al. (2023), but found that these obfuscated
dimensions could be easily identified using feature correlation
and feature importance techniques; details in Appendix C.5.

23026



_________________________________________

EaaS Providers
(Victim Models)

I
|
I
| — [ — [
! € €p
| Original Watermarked
L Embeddings Embeddings
Queries o Watermark| o
04 06 0
@ [0 0.4 0.6] .
06 0 04 -
T L
D Secret Linear Imitation

a
Training Dataset Transformation Attackers

0
Z)

EaaS Providers
(Attack Models)

o .0

‘.w
PREIK
8

X X
\/Za\ B | o Yes
Copied . Recovered Original
Embeddings ] Embedding
“Copied?
[0.57 —0.85 1,28] .
e oee] T g
T+ e,
E,E, Inverse Linear Original Copyright
\erification Dataset Transformation Embedding  \erification

Figure 2: An overview of the workflow for WET. The left block illustrates the watermarking process using a secret
transformation matrix T'. The right block follows the watermark verification process, employing the pseudoinverse
of the transformation matrix T. The recovered embedding €], and the original embedding e, are compared in

copyright verification.

transformation (Equation 3) to recover the original
embeddings from the watermarked ones. There,
it is crucial that the transformation matrix is both
full-rank and well-conditioned to allow for accu-
rate pseudoinverse computation (Strang, 2016). To
meet the requirement, we adopt circulant matrices
(Gray et al., 2006) to ensure these properties. The
first row is generated randomly, and subsequent
rows are circulations of the initial row. The posi-
tions and values of non-zero entries in the first row
are selected randomly (see “Secret Linear Transfor-
mation” matrix in Figure 2). The circulant matrix
is full-rank if the first row has non-zero fast Fourier
transform (FFT) values (corresponding to eigen-
values of circulant matrix), which is more prob-
able by our row construction (Gray et al., 2006).
Moreover, full-rank guarantees a lower condition
number, which is beneficial for computing well-
conditioned pseudoinverses (Strang, 2016). Ad-
ditionally, cycle shifts ensure that all dimensions
in the original embedding contribute equally to
the watermark. Algorithm 1 details the generation
of the transformation matrix. The two hyperpa-
rameters to be considered are w and k. w repre-
sents the number of dimensions of the watermarked
embeddings. k represents the number of original
dimensions used to compute a dimension in the
watermarked embeddings. We explore and discuss
alternative matrix constructions by relaxing various
properties (like circularity, randomness, and others)
in Appendix C.3.

Robustness to Paraphrasing Attacks. We now
show theoretically how the linear transformation
used in WET is robust against paraphrasing during
imitation attacks and the watermark is still learned
by the surrogate model.

Theorem 1 (Robustness of WET) Given P wa-

termarked embeddings, e;', = f(€!), where f is a
linear transformation function, as defined in Equa-
tion 1 and i € [1..P]. The average of these para-
phrased embeddings is equivalent to a linear trans-
Sformation of a pseudo-aggregation of the original
embeddings, éf), i.e.,

avg(f({ep}iin)) = flavg({el} i) ()
Proof

avg(f({ep}i1)) = avg({Norm(T - €;)})
N———

La;-T-el
1 E . .
=T R e =T ase))
i= 240
= flavg({€}iZy).

The transformation T should be consistent re-
garding the aggregation on the pseudo embedding
é though distorted by a; = 1/||T - e ||. Given The-
orem 1, the WET watermark key (i.e., T') will not
be removed through the aggregation of paraphrased
embeddings.

Watermark Verification. The verification pro-
cess attempts to decode the watermarked embed-
ding using the authentic T and verify whether it
matches the original embedding. That is, we first
apply the pseudoinverse of the transformation ma-
trix T to the copied embedding e;, to produce
recovered original embedding e

e, =T" e, 3)
where T is Moore-Penrose inverse (a.k.a pseu-
doinverse) (Strang, 2016). When T has linearly
independent rows (guaranteed by the circulant ma-
trix), then T is a right inverse, i.e., T - TT = I,,.
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Algorithm 1 Transformation Matrix Generation.

Require:
n: # original dimensions
k: # original dimensions used in transformation

W: # watermarked embedding dimensions

1: function MATRIX_GEN(n, k)

2: Initialise T < ¢

3 row <~ ROW_GEN(n, k) > RIX™
4 cnt + 0

5: foreachi =1,2,--- ,wdo > Circular
6 T[i] < row

7 row < Roll(row)

8 cnt +=1

9: if cnt == n then > Re-generate
10: row <— ROW_GEN(n, k)

11: cnt +— 0

12: end if
13: end for

14: return T > RWx™

15: end function

16: function ROW_GEN(n, k)

17: Initialise row <— Zeroes(n)

18: positions <— Sample(n, k) > Correlations
19: for p in positions do

20: row[p] ~ U(0,1) > Random
21: end for

22: row <— Norm(row)

23: return row

24: end function

To check the transformation aligns with the au-
thentic watermark process, we measure the simi-
larity between the recovered embedding e/, by the
attack model and the original embedding e, by the
victim model. If the attacker has copied the victim
model, then the similarity score should be high.
In our experiments, we use cosine similarity for
measuring similarity.’

4 Experiments

4.1 Metrics

To evaluate the effectiveness of the paraphrasing
attack and our new watermarking method, we use
the following metrics to assess downstream task
utility and watermark verifiability.

3 Although I» distance is also used as a similarity metric
conventionally, we found similar performances in our experi-
ments and have omitted its results for brevity.

Downstream Task Utility. Using the EaaS em-
beddings as input, we build multi-layer perceptron
classifiers for a range of classification tasks and
evaluate the accuracy (ACC) and F}j-score (F1)
performance. This evaluation serves as an indica-
tor of whether watermarking degrades the quality
of the original embeddings: ideally, there should
be minimal performance difference between the
watermarked and original embeddings.

Watermark Verifiability. To quantify verifica-
tion performance, we create a verification dataset
containing two sets of embeddings: (i) watermark
set F,, (which contains watermarked embeddings)
and (ii) contrast set F. (which contains water-
marked embeddings generated with a different
transformation matrix).* The goal is that the ver-
ification process should have a high accuracy in
identifying E,, without confusing it with E..

Given the two sets, we compute the average co-
sine similarity between the recovered embeddings
(e’oi from Equation 3) and original embeddings (ef))
and then take their difference:

Acos = C0Sayg(Sw) — €OSayg(Se),

5] o )
|;| S cos(ell, eb),

COSave(S) =

where the sets of recovered and original embedding
pairs are constructed by:

Su = {(ell,el)eli € B} P, “
. . . Ec
Se={(ci,e)lel e B}

Based on the cosine similarity scores, we also
compute the area under the receiver operating
characteristic curve (AUC) (Mitchell et al., 2023),
which gives us a more intuitive interpretation of
verifiability: an AUC of 100% means the water-
mark set and contrast set are perfectly separable.
Additional details regarding the evaluation dataset
are provided in Appendix A.5.

4.2 Datasets

We use AG News (Zhang et al., 2015), MIND (Wu
et al., 2020), SST2 (Socher et al., 2013), and Enron
(Metsis et al., 2006) in our experiments. Table 1
provides the statistics for these datasets. These

“Note that for EmbMarker and WARDEN, we follow the
original studies where the contrast set are non-watermarked
embeddings (i.e., embeddings where their input text have no
trigger words).
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Figure 3: Watermark weight analysis for different datasets (in subcaption) based on GPT-3.5 paraphrases. In general,
aggregating watermarked embeddings from more paraphrases (larger P) reduces the watermark weights.

datasets are used to evaluate a variety of down-
stream classification performances, covering tasks
from spam classification (Enron) to sentiment clas-
sification (SST2) to news recommendation and
classification (AG News and MIND).

Dataset  #Class #Train  #Test Avg. Len.
Enron 2 31,716 2,000 34.57
SST2 2 67,349 872 54.17
MIND 18 97,791 32,592 66.14

AG News 4 120,000 7,600 236.41

Table 1: The statistics of datasets.

4.3 Experimental Settings

In terms of model configurations and hyper-
parameters, we largely follow the experimental
settings by Shetty et al. (2024). To simulate the
imitation attacks, we use GPT-3 text-embedding-
002 (OpenAl, 2022) as the victim EaaS to retrieve
the original (non-watermarked) embeddings and
BERT (Devlin et al., 2019) as backbone model for
the attacker’s surrogate model.”> We experiment
with three paraphrase methods: (i) prompting GPT-
3.5-turbo (prompts are given in Appendix A.1); (ii)
using an specialised paraphrasing model, DIPPER
(Krishna et al., 2024) (configuration is detailed in

SAll watermarking techniques (EmbMarker, WARDEN
and WET) inject watermarks post-hoc into the embeddings
produced by the API calls.

Appendix A.2); and (iii) round-trip translation us-
ing NLLB (Costa-jussa et al., 2022), a multi-lingual
translation model. We present more details for
these models (e.g., pivot languages and translation
setups) in Appendix A.3. When paraphrasing, we
first generate P unique paraphrases for each in-
put text and then filter out bad paraphrases based
on their cosine similarity with the original input
text (details in the Appendix B.7). Consequently,
on average, we have 2.68, 3.30, 3.41, and 4.89
paraphrases (using GPT-3.5) across Enron, SST2,
MIND, and AG News, respectively. Appendix B.8
presents more analyses on the quality of the para-
phrases. For our main experiments, we set w = n
(recall that n and w are the number of dimensions
in the original and watermarked embeddings) to
avoid compressing the embeddings. We investigate
different values of w in Section 4.5.

4.4 Attack Experiments

We now present the results of our paraphrasing
attack against EmbMarker and WARDEN.

Watermark Weight Analysis. Figure 3 shows
the watermark weight distribution with varying
numbers of paraphrases P for EmbMarker and
WARDEN.® As P increases, we observe that
the watermark weight reduces, suggesting that the
more paraphrases incorporated, the more diluted

®EmbMarker and WARDEN use the same watermark
weight so these results apply to both methods.
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Method ACC t F11 Agos | AUC | Method ACC 1 F11 Acos T AUC 1

WARDEN 94504034 94.50+0.34 5.20+0.34 97.4040.54 WET 94584021 94.58+021 85.67+6.92 100.00+0.00

+GPT-3.5 Attack  92.81+0.21 92.814+0.21 0.704+0.22 68.90+7.79 +GPT-3.5 Attack  92.73+£0.25 92.73+£0.25 83.58+6.43 100.00+0.00

+DIPPER Attack 91.34+0.52 91.33+0.52 0.46+0.11 67.50+5.56 +DIPPER Attack 91.37+0.10 91.36+0.10 83.114+6.48 100.00+0.00

+NLLB Attack 93.354+0.23 93.35+023 0.654+0.12 71.95+4.04 +NLLB Attack  93.244+0.24 93.2440.24 84.284+6.04 100.00+0.00
(a) Enron (a) Enron

WARDEN 93.10£0.12  93.10+£0.12 2.57+1.19  86.75+6.20 WET 93.07+0.40  93.07+£0.40  88.974+6.62 100.00+0.00

+GPT35 Attlack 92754015 92754015 0.9310.09 75.90+2.91 +GPT-3.5 Attack  92.38+0.34 92.38+0.34 87.024+6.32  100.0040.00

+DIPPER Attack 91704027 91664027 0901017 71951269 +DIPPER Attack 91.7740.66 91.74:£0.67 86.59+6.33  100.00-£0.00

+NLLB Attack 92'57 i0.09 92'55 i0.08 1'06 i0.19 69'35 i2'94 +NLLB Attack ~ 92.75+0.34 92.744+0.34 87.7846.27 100.0020.00
(b) SST2 (b) SST2

WARDEN  773140.08 51474023 527+0.17 98.10+0.51 WET 77114008 5103+0.26 87.7446.17 100.00£0.00

+GPT-3.5 Attack  76.72+£0.05 50.62+0.25 87.44+6.17 100.0040.00

:ggjl;gi x::;t ;Z'gig'gg ;?ﬁg'ﬁ ;i;igﬂ ;g';‘gig'g? +DIPPER Attack 76.5840.08 49.99+0.23 86.81£5.90 100.00-£0.00

ANLLB Attack  76.642010 50362011 3894006 97 80-0.33 +NLLB Attack  76.47+0.14 49.85+0.26 87.54+5.91 100.0040.00
(c) MIND (c) MIND

WARDEN 93512013 93500013 12462068 100002000 WET 93.15+0.08 93.1440.08  88.3546.6  100.00-0.00

+GPT-3.5 Attack  92.22:£0.10  92.20+0.10 88.02+6.14  100.0040.00

*GPT-3.5 Attack 92284012 92.26+0.13 723034 100.0040.00 +DIPPER Attack 92.4640.18 92.45+0.18 87.79+6.14 100.00-£0.00

+DIPPER Attack  92.500.11 92.48+0.11 11.04+0.40 100.00+0.00 "NLLB Attack 92431008 92424008 $8442591 100.000.00

+NLLB Attack  92.70+0.10 92.69+0.10 10.564+0.44 100.004-0.00 : : : : : : : :
(d) AG News (d) AG News

Table 2: The performance of paraphrasing attack against
WARDEN on SST2, MIND, AG News, and Enron.
From an attacker’s perspective, 1 means higher met-
rics are better and | means lower metrics are better.

the watermark. In other words, these results para-
phrasing might be able to circumvent the water-
mark detection for an imitation attack. We present
other attack setups in Appendix Figures 6 and 7.

Utility and Verifiability Evaluation. Table 2
presents the utility and verifiability of WARDEN’
under paraphrasing attack.® In terms of utility, the
paraphrasing attack only has a small negative im-
pact on downstream performance. In terms of veri-
fiability, for A¢os We see the numbers drop signif-
icantly after paraphrasing, showing that it is now
harder to detect the watermark. AUC tells a simi-
lar story, with one exception: watermarks for AG
News are still verifiable, suggesting the paraphras-
ing attack is less effective for this dataset. We
suspect this is because AG News has much longer
texts (see Table 1), which means paraphrasing has
the possibility of introducing new trigger words not
in the original text. This is supported by our theoret-
ical analyses (Section B.1), which showed that al-
though with paraphrasing we reduce the probability
of higher watermark weights, at the same time this
effect diminishes with longer text. As an attacker
has the freedom to select their training strategy, this

"The number of watermarks, R, is 4 for this experiment.
Results of the impact of different R are in Appendix B.2.

$We omit the results for EmbMarker here as they show
similar observations; but that results are included in Appendix
Table 5.

Table 3: The performance of WET watermark for dif-
ferent scenarios on SST2, MIND, AG News, and Enron
datasets. From a defender’s perspective, 1T means higher
metrics are better. All the metrics are in %.

means they can technically still exploit this para-
phrasing vulnerability by using shorter texts when
cloning the victim model.

Ablation Study. In the Appendix B, we present
additional studies to examine the impact of var-
ious factors, such as the number of watermarks
(Appendix B.2), numbers of paraphrases (Ap-
pendix B.3), non-watermark case (Appendix B.4),
attack model size (Appendix B.5), and training data
size (Appendix B.6).

4.5 Defence Experiments

Watermark Performance. We present the util-
ity and verifiability performance of WET against
paraphrasing attacks in Table 3. If we compare
WET to WARDEN in Table 2, their downstream
performance is about the same, suggesting they
are all competitive in terms of maintaining utility.
However, WET is better when it comes to verifia-
bility, as its AUC is 100% in all cases. Examining
the impact of the paraphrasing attack, WET is a
clear winner here, as all verifiability metrics see
minimal changes (most importantly, AUC is still
100%). These results empirically validate that WET
is not susceptible to paraphrasing attacks. We now
present additional analyses to understand the im-
pact of hyper-parameters k£ and w. For these, we
only look at utility performance as verifiability does
not change based on these hyper-parameters.
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Figure 4: Impact of different values of correlations (k)
on watermark utility. We ignore verifiability as they are
always perfect (i.e., 100%). The red vertical dashed line
represents our chosen value (k = 25).

Number of correlations (k). In Figure 4, we
can see that for higher values of £ (> 100), we
start seeing degradation in the watermarked embed-
ding utility. When we consider more original em-
bedding dimensions for calculating watermarked
embedding, the increased complexity introduces
confusion, making it harder for the surrogate model
to learn the underlying semantic properties of the
embeddings. Hence, we chose & = 25 in our ex-
periments. A more comprehensive table with full
results is provided in Appendix Table 13.
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Figure 5: Impact of different values of watermark di-
mensions (w) on watermark utility. The red vertical
dashed line represents our chosen value (w = 1536).

Number of watermarked dimensions (w). We
can observe from Figure 5 that smaller values might
also work. This demonstrates another benefit of
our WET technique: it can also be used for com-
pression. That said, utility is only measured using

simple classification tasks (following prior studies)
and as such these results may be different if the em-
beddings are used for more complex tasks. As such,
we use w = n in our experiments. For more results
on different values of w, see Appendix Table 14.

Ablation Study. In our watermark verification
process, which includes reverse transformation, we
evaluate the resilience of WET to perturbations.
Our findings show that WET remains verifiable
even under significant utility loss, highlighting its
robustness; see Appendix C.1 for results. In Ap-
pendix C.2, we demonstrate that WET requires
very few samples (even one) for watermark veri-
fication; a contrast to EmbMarker and WARDEN
which require multiple samples for verification. In
Appendix C.3 we present additional results with
different configurations of the transformation ma-
trix, a critical component of WET'. Lastly, in Ap-
pendix C.4 we show that WET is not affected by
the attack model size.

5 Conclusion

We highlight the vulnerabilities of existing EaaS
watermarks against paraphrasing in an imitation
attack. Our approach involves generating multi-
ple paraphrases and combining their embeddings,
which effectively reduces the impact of trigger
words and thereby removes the watermark. To
address this shortcoming, we devise a simple wa-
termarking technique, WET, which applies linear
transformations to the original embeddings to gen-
erate watermarked embeddings. Our experiments
demonstrate that WET is robust against paraphras-
ing attacks and has a much stronger verifiability
performance. Additionally, we conduct ablation
studies to assess the contribution of each compo-
nent in the paraphrasing attack and WET.

Limitations

With the current design of the circulant transfor-
mation matrix, the matrix is compromised if an
attacker manages to recover any single row in the
matrix. A better approach could be to use differ-
ent weights (more in Appendix C.3) for each row
in the circulant matrix, but this means we would
lose crucial properties such as invertibility and full
rank. Therefore, we opted to retain the current de-
sign, though we acknowledge that the design can
be potentially further improved.

For utility, we focus on simple classification
tasks in line with existing studies; however, these
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tasks may not be sufficient to fully validate em-
bedding quality. Moving forward, we believe it
is important we start exploring other more com-
plex NLP tasks, such as retrieval and generation, to
gain a deeper understanding of the true impact of
introducing watermarks into embeddings.

Ethics Statement

We introduce paraphrasing as a new form of attack
against EaaS watermarks. We want to clarify that
our intention here is to raise awareness about this
new form of attack, as we believe the first step in
improving security is by exposing vulnerabilities.
As a countermeasure, we therefore also introduce a
new watermarking technique, WET, that is resilient
against paraphrasing attacks.
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Appendix
A Experimental Settings

A.1 Prompt-Based Paraphrasing Attacks

We utilise the prompts chosen through the be-
low analysis and query the gpt-3.5-turbo-0125
model using the maximum token length of 1000
and temperature of 0.7. One must note that for
all paraphrasing attack setups, it is up to P para-
phrases. We query the models to generate P para-
phrases; however, we do not make repeated queries
to ensure we have P paraphrases for cases where it
generates fewer paraphrases.

Prompts. We evaluated two prompts:

PROMPT 1 (Kirchenbauer et al., 2024): “Asan
expert copy-editor, please rewrite the following text
in your own voice while ensuring that the final out-
put contains the same information as the original
text and has roughly the same length. Please para-
phrase all sentences and do not omit any crucial
details. Additionally, please take care to provide
any relevant information about public figures, or-
ganisations, or other entities mentioned in the text
to avoid any potential misunderstandings or bi-
ases.”

PROMPT 2 (He et al., 2024):  “You are a helpful
assistant to rewrite the text. Rewrite the following
text:”

We use PROMPT 2 in our experiments unless
stated. Performance of PROMPT 1 was evaluated
for Enron, it was subpar compared to PROMPT 2. It
was because PROMPT 1 could explain and expand on
short (few or single words) input text. This leads
to a significant deviation from the original text.
Moreover, increases the chances of incorporating
the trigger words.

Attack Cost. The approximate total number of
tokens for all the datasets is Enron (377K), SST2
(1IM), MIND (2M), and AG News (7M). Consid-
ering P = 5 and assuming similar tokens in the
output, the expected cost of generating paraphrases
using GPT-3.5 (input - $0.50 / 1M tokens and out-
put - $1.50 / IM tokens) would be just under $105.

A.2 DIPPER Paraphrasing Attacks

We employ DIPPER (Krishna et al., 2024), an ex-
plicitly trained paraphraser with hyperparameters
(lex and div), to control the paraphrasing quality.
As per findings in Krishna et al. (2024), DIPPER

performs at par with GPT-3.5 models in terms of
controlling the diversity and quality of paraphrases.
We adopt a moderate setting for all our experiments:
lex =40 and div = 40. It still ensures significant
changes to the text but, at the same time, maintains
a high quality of paraphrases.

A.3 Round-Trip Translation Paraphrasing

Attacks
Language IDO 639-1 ISO 639-2/T Language family
Chinese (Simpl) zh zho_simpl Sino-Tibetan
Japanese ja jpn Other
French fr fra Indo-European-Romance
German de deu Indo-European-Germanic
Hindi hi hin Indo-European-Indo-Aryan

Table 4: For each language we use in RTT, we list its
language name, ISO code and language family (Zhu
et al., 2024).

Round-trip translation (RTT) involves trans-
lating text to another language and then back-
translating to the original language (e.g., English
— German — English). It is commonly used for
evaluating machine translation systems because
the original and resulting text could vary signif-
icantly (Somers, 2005). We explore translations
(represented in Table 4) for languages consider-
ably different from English (our original language),
such as Chinese, German, and others, covering a
diverse group such that the translated text will prob-
ably have more modifications. GPT-3.5 is still not
SOTA for multilingual translations, as found in Zhu
et al. (2024). Hence, we use the 1.3B NLLB model
variant, an open-source multilingual model.

A.4 Baseline Method Details and
Hyperparameters

For fair comparisons, we use the original default
settings of the baseline methods unless specified
otherwise.

EmbMarker. The size of the trigger word set is
20, and the maximum number of trigger words m
is 4, with a frequency interval for trigger words of
[0.5%, 1%]. We use BERT (Devlin et al., 2019)
as the backbone, with a two-layer feed-forward
network for imitation attacks and a mean squared
error (MSE) loss for training.

WARDEN. The settings remain the same as de-
scribed for EmbMarker above, with the number of
watermarks (R) set to 4.
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A.5 Definition of Positive and Negative Test
Samples for Watermark Verification

These are used for the calculation of AUC metrics.

“Positive” Samples. In all the WET experiments,
these are (copied) embeddings F,, returned by the
copied model S, that should be classified as wa-
termarked embeddings. Whereas, for paraphrasing
attack experiments, these are embeddings from the
backdoor (all trigger words) verification dataset.

“Negative’” Samples. In all the WET experi-
ments, these are contrast (copied) embeddings E.
returned by another copied model S}. We train
another copied model following a similar process
using a different transformation matrix and use
this model’s embeddings as the non-watermarked
embeddings to make it more challenging. Simi-
larly, in paraphrasing attack experiments, these are
embeddings from the benign (no trigger words)
verification dataset.

A.6 Code and Compute Details

We expand on the watermarking implementation
by Shetty et al. (2024). We make extensive use of
the Huggingface Transformers (Wolf et al., 2020)
framework and AdamW (Loshchilov and Hutter,
2019) for models and datasets library (Lhoest et al.,
2021) for data assessed in this work. To spur fu-
ture research in this area, we intend to make the
embeddings and code available post-acceptance.

All experiments were conducted using a single
A100 GPU with CUDA 11.7 and PyTorch 2.1.2.
To ensure that the impact of the watermarking tech-
nique is isolated from other variables, we assume
that both the victim model and imitators utilize
the same datasets. Additionally, we presume that
the extracted model is trained solely on the water-
marked outputs of the victim model.

B Paraphrasing Attack Analyses

In this section, we perform detailed analysis and
ablation studies for paraphrasing attack.

B.1 Analysis of Watermarking Weight
Distribution after Paraphrasing

We analyse the impact of paraphrasing on water-
marking weights in a simplified setting as follows:

» Each token has low probability P; of being in
the trigger words set ¢.

Method ACC 1 F11 Acos | AUC |
EmbMarker ~ 94.5840.09 94.58+0.09 5.4440.13 93.50-£0.97
+GPT-3.5 Attack  92.80+0.19  92.80+0.19 -0.03+0.07 49.80+1.35
+DIPPER Attack 92.35+£0.48 92354049 0.63+0.16 61.85+4.52
+NLLB Attack ~ 93.3840.20 93.38+0.20 0.69+0.20 65.2543.68
(a) Enron
EmbMarker ~ 92.894+0.25 92.89+0.25 4.05+2.70 95.04+2.30
+GPT-3.5 Attack  92.86+0.17  92.86+0.17 0.6840.10 68.20+2.94
+DIPPER Attack 91.31£0.24 91.27+0.25 0.94+0.12 79.95-+3.89
+NLLB Attack  92.6640.55 92.64+0.55 0.76£0.11 78.2043.60
(b) SST2
EmbMarker ~ 77.3440.06 51.63+0.16 3.93+0.11 93.10-:0.94
+GPT-3.5 Attack  77.01+£0.07  51.2340.13  1.044+0.08 67.75+1.66
+DIPPER Attack 76.83+0.09 50.56£0.11 2.224+0.09 90.15+1.68
+NLLB Attack ~ 76.5940.14 50.3240.26 2.11£0.07 85.8041.34
(c) MIND
EmbMarker ~ 93.4740.12 93.4740.12 12.5340.67 100.00-0.00
+GPT-3.5 Attack  92.17+0.04 92.15+0.04 4.66+0.36  99.1540.34
+DIPPER Attack 92.4740.10 92.45+0.10  6.68+£0.40  100.00-£0.00
+NLLB Attack  92.76+0.13 92.74+0.13  6.3+0.35  100.0020.00

(d) AG News

Table 5: The performance of paraphrasing attack against
EmbMarker for different scenarios, similar to Table 2.

* Sentences with equal or more than one trigger
acquire the same watermark weight A > 0.

* Average of P paraphrase sentences gives wa-
termark weight A - Qp and single sentence
gives watermark weight A - Qg.

As per the above assumptions, the probability of
a sentence S having trigger words is

Pg=1—(1-P)"

The weight by a single sentence is A - () 5, where

Q@s ~ Bernoulli(Pg). 6)

The weight by averaged paraphrasing embed-
dings are equivalent to A - () p, where

b P

P .

Qp="5Xp= ;Qg, (7
1=

Xp ~ Binomial(P, Pg). ®)

As per WARDEN setting used, trigger word
frequency is [0.5%, 1%]. Therefore, assuming a
generic case, P, = 0.005 and |S| = 50 (refer to
Table 1), Pg = 0.222.

When P = 10, P(Qs > a) > P(Qp > a) for
all @ > 0.3. Similarly, when P = 5, P(Qg > a) >
P(Qp > a) for all @ > 0.4. This demonstrates
that paraphrasing will give the attackers a higher
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Figure 6: The analysis of watermark weight on different datasets using NLLB paraphrases. We queried NLLB up to

P = 5 times to produce paraphrases.

—pr=1
4 = pr-2
= r-3 5
= Pt
=y = P=5 i=
z 3 P=6 z
S 2y 0= p=7 < /\
A 1 P=s s A
3 P=9
0 P=10
Original .
B0 0.1 02 0.3 04 05 to 0.1 02 03 01 05
Watermark Weight (Q) Watermark Weight (Q)
(a) Enron (b) SST2
7\
3 A
/ 151
S T
z A 210
<]
A A
1% A 0.5} \ A
B0 0.1 0.2 0.3 04 05 4.0 0.1 0.2 03 0.1 05
Watermark Weight (Q) Watermark Weight (Q)
(c) MIND (d) AG News

Figure 7: The analysis of watermark weight on different datasets using DIPPER paraphrases. We queried DIPPER

up to P = 10 times to produce paraphrases.
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Figure 8: P for different values of sentence length |S)|.
With increasing text length (S), there are higher chances
of trigger words in the text Pg.

chance of getting watermark weights lower than
a low threshold. As a result, watermarks will be
diluted and neglected in the training for imitation
attacks. However, this diminishes with increasing
text length (|S|), as observed in AG News dataset
in Section 4.4.

B.2 Number of Watermarks (1) in WARDEN

As expected, watermark verification performance
(green and yellow lines) shows an upward trend
with stable watermark utility (blue line) as shown
in Figure 9.

B.3 Number of Paraphrases (P)

In Figures 10 and 11, we study the influence of
the number of paraphrases (P) in paraphrasing at-
tack. We observe there are no significant changes
in attack performance with 1+ P. This shows lower
number of paraphrases might suffice in the attack.

B.4 Non-Watermark Case

It will be unknown to an attacker whether the
model they are attempting to copy has watermarks.
Table 6 demonstrates the suitability of paraphrasing
attack by causing minimal degradation in the utility
and verifiability metrics.

B.5 Impact of Attack Model Size

Dataset Size Utility Verifiability
ACCT FI1T Aunsd AUCY
Enron 92.60 92.60 0.12 57.75
SST2 Small 92.55 92,55 037 63.75
MIND 7693 51.17 2.18 83.50
AG News 9242 9240 861  100.00
Enron 9245 9245 057 66.50
SST2 Base 92.78 92.77  0.82 75.25
MIND 76.99 5148 215 82.25
AG News 9239 9238 7.54  100.00
Enron 92.70  92.70  0.39 61.50
SST2 93.12 93.12 0.31 62.50

Large

MIND 7695 5134 216 78.75
AG News 9251 9249 729  100.00

Table 7: The impact of extracted model size on para-
phrasing attack performance.

We assess whether our attack’s performance
varies with the attacker model’s size. We conducted
experiments for GPT-3.5 paraphrasing attack using
small, base, and large variants of the BERT (Devlin
et al., 2019) model to test this. The results, sum-
marised in the Table 7, demonstrate that the attack
consistently circumvents the watermark, regardless
of the model size.

B.6 Impact of Scaling Train Dataset

Utility Verifiability
— — Dataset Type
Dataset Paraphraser Utility Verifiability ACCT FIT Aws{ AUCY
ACC?T F11 Ayl AUC| GPT-35 9530 9530 6.65  98.50
GPT-3.5 9285 9285 032 57.25 Enron DIPPER 9530 9530 847 99.50
Enron DIPPER  92.00 91.99 -0.18 4225 NLLB 9495 9495 864  99.25
NLLB 9325 9325 027 58.00 GPT-3.5 9335 9334 6.69 9625
GPT-3.5 92.43 92.43 0.65 70.75 SST2 DIPPER 92.66 92.65 8.73 99.50
SST2 DIPPER  91.17 91.13 054 67.50 NLLB 9323 9323 736 9825
NLLB 9220 92.18  0.22  59.50 GPT-3.5 77.06 5207 1274 100.00
GPT-3.5 76.97 51.29 1.09 70.75 MIND DIPPER 7723 5546 1558 100.00
MIND DIPPER 7698 50.68 123 76.25 NLLB  77.12  56.89 1497 100.00
NLLB 76.72 5047 1.17 7500 GPT-3.5 93.11 93.10 19.68 100.00
GPT-3.5 9222 9221 1.87 88.50 AG News DIPPER 93.59 93.58 19.26 100.00
AG News DIPPER 9251 9251 128 84.50 NLLB  93.39 93.39 1897 100.00
NLLB 9261 9259 135 8525

Table 6: Paraphrasing attack on a non-watermarked
victim model.

Table 8: The impact of scaling up the dataset with
paraphrases instead of averaging the paraphrased em-
beddings in paraphrasing attack.
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Figure 9: GPT-3.5 paraphrase attack performance different number of watermarks (R?) for all the datasets.
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Figure 12: GPT-3.5 paraphrase attack performance using different cosine similarity filters for all the datasets.
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Figure 13: Cosine similarity between original and paraphrased embeddings using different paraphrases (as denoted
in the captions).

A potential confound is that creating multiple  in the paraphrasing experiment; results in Table 8.
paraphrases effectively increases the training data  Interestingly, we found that watermark detection
size during the imitation attack. To tease out this  performance goes up, showing that the success of
effect, we run another experiment where we scale  paraphrasing in evading detection is not due to
up the training data size to match the size used increased training data size.
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B.7 Filtering with Different Cosine Similarity

We observed that the Enron dataset contains deroga-
tory or ambiguous text to which GPT-3.5 responds
with a general disclaimer or refusal to answer. We
implemented a filtering process to ensure that only
relevant content is used. If no valid paraphrases
are found after filtering, we revert to the default re-
sponse. We also conducted an ablation study (more
in Figure 12) to determine the optimal cosine sim-
ilarity threshold. We settle on 80% for filtering
providing a good tradeoff between quality and at-
tack performance. This process effectively filters
out texts with low paraphrase similarity, such as
derogatory content or extremely vague and short
texts like “swill” or “free” in the SST?2 dataset.

B.8 Quality of Paraphrases

Although the quality of paraphrases is not crucial
for the attack, poor-quality paraphrases can result
in utility loss. We did not conduct a human evalu-
ation, as all the paraphrasers we use have already
been evaluated for the same. Hence, we check the
cosine similarity between original and paraphrased
text embeddings. We can note from Figure 13 that
most paraphrases are similar to the original text
demonstrating good-quality paraphrases. Further-
more, with the implemented cosine similarity filter
(as discussed in Appendix B.7) we will remove
low-quality paraphrases corresponding to left-side
entries of the distribution plots.

C WET Analyses

We perform detailed ablation studies for WET.

C.1 Impact of Gaussian Noise

We want to evaluate the effect of adding Gaussian
noise to embeddings on watermark verification and
downstream utility. Following (Morris et al., 2023;
Chen et al., 2024), we consider different noise lev-
els (A\) and add noise as follows:

Gnoisy(z) = Norm(p(x) + X - €),e ~ N(0,1).

How much perturbation can be handled by WET?
From Table 9, we can see that from ¢ = 0.05, we
start seeing significant utility loss; however, we
have a perfect AUC for this case for all the datasets.
It demonstrates that WET has more capacity to
handle perturbations and is more robust.

Dataset é Utility Verifiability
ACC?T FI1T Ags T AUCT
0.01 9345 9345 62.29 100.00
0.05 84.00 84.00 17.39 100.00
Enron 0.10 73.60 7359 8.84 99.00
0.50 5230 51.30 1.77 70.62
1.00 5095 49.52 0.88 61.71
0.01 91.40 91.39 64.78 100.00
0.05 8429 84.26 18.09 100.00
SST2 0.10 7374 73.65 9.17 99.55
0.50 53.67 4987 1.79 69.03
1.00 5172 4576 0.86 59.32
0.01 7037 44.18 63.61 100.00
0.05 6320 3334 17.76 100.00
MIND 0.10 49.83 15.87 9.03 99.26
0.50 31.60 4.85 1.82  69.78
1.00 2934 485 092 60.60
0.01 9228 9225 64.09 100.00
0.05 8392 83.84 17.73 100.00
AGNews 0.10 6558 6552 9.00 99.33
0.50 30.00 29.88 1.79 69.59
1.00  25.16 25.00 0.89 59.92

Table 9: Impact of different Gaussian noise (¢) in WET
for all the datasets.

C.2 TImpact of Size of Verification Dataset

In this, we investigate the number of samples (V')
we need in the verification dataset. From Table 10,
we can observe that WET’s verification technique
is not dependent on the number of verification sam-
ples, even just a single verification sample might
suffice. This is another advantage of our technique,
do note in our experiment we use v = 250 unless
specified otherwise.

C.3 Different Transformation Matrices
Construction

We investigate different alterations to our construc-
tion of the transformation matrix T, discussed in
Section 3.3.

New Wts. Circulant Matrix. In this, we con-
struct new weights for each row in the circulant
matrix. However, with this, we also lose the full-
rank and well-conditioned properties.

Random Matrix. This is a pure random genera-
tion process where we randomly pick k£ non-zero
positions and assign random values to them, for
each row.
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Dataset v Verifiability
Acos T AUC T
1 90.00  100.00
88.26  100.00
Enron 20 89.90  100.00
100 89.14  100.00
500 89.67 100.00
1000 89.34  100.00
1 90.29  100.00
5 93.75  100.00
SST2 20 93.67 100.00
100 93.77 100.00
436 93.89  100.00
1 92.28  100.00
5 89.90  100.00
20 90.74 100.00
MIND 100 90.54 100.00
500  90.97 100.00
1000 90.87  100.00
1 96.13  100.00
5 93.62  100.00
20 92.63 100.00
AGNews 160 9177 100.00
500  92.10 100.00
1000 92.00  100.00

Table 10: Impact of different size of verification dataset
sizes (V') in WET verifiability for all the datasets. Note:
SST?2 has only 872 test samples (see Table 1).

Eq. Wts. Circulant. We set the 1/k as the value
to non-zero positions in the row.

Seq. Pos. Circulant. We pick the first £ dimen-
sions in the row as the non-zero positions.

Seq. Pos. and Eq. Wts. Circulant. This is the
combination of the previous two matrix construc-
tions.

Discussion. We present the performance of such
matrices in Table 11. We see that equal weights
and sequential position-based matrices have strong
verifiability. However, such matrix constructions
are not stealthy with equal weights or sequential
positions. At the same time, the matrix combining
the above methods is much worse in terms of veri-
fiability. The other two constructions of new row
weights every time in circulant matrix and pure ran-

Dataset Type Utility Verifiability
ACCT FIT Ags T AUCT
Circulant 94.75 94.75 89.22 100.00
New Wts. Circulant 94.60 94.60 21.60 99.96
Enron Random 9430 9430 2295 99.96
Eq. Wts. Circulant 9440 9440 92.81 100.00
Seq. Pos. Circulant 93.40 93.40 69.91 100.00
Seq. Pos. and Eq. Wts. Circulant  92.45 9245 -0.23 47.69
Circulant 93.35 93.34  93.70 100.00
New Wts. Circulant 93.00 93.00 23.60 99.99
SST2 Random 92.55 92.54 25.02 100.00
Eq. Wts. Circulant 92.78 92.77 96.13 100.00
Seq. Pos. Circulant 91.97 91.97 7431 100.00
Seq. Pos. and Eq. Wts. Circulant  90.60 90.59  0.72 53.88
Circulant 7721 5136  91.12 100.00
New Wts. Circulant 76.97 50.83 23.56 100.00
MIND Random 77.00 50.94 24.82 100.00
Eq. Wts. Circulant 77.04 51.03 95.34 100.00
Seq. Pos. Circulant 76.61 50.06 71.93 100.00
Seq. Pos. and Eq. Wts. Circulant 7521 47.22  0.02 50.28
Circulant 93.03 93.02 92.05 100.00
New Wts. Circulant 9320 93.19 26.60 100.00
AG News Random 9295 9294 27.55 100.00
Eq. Wts. Circulant 93.07 93.06 96.47 100.00
Seq. Pos. Circulant 9241 9240 73.79 100.00

Seq. Pos. and Eq. Wts. Circulant  91.89 91.88  -0.27 50.37

Table 11: WET performance using different variation of
transformation matrix T as defined in the Section C.3.

dom matrix construction have low A, metric even
though it has perfect AUC. The reason is such ma-
trices are not full-rank and are not well-conditions
leading to poorer reverse transformation.

C.4 TImpact of Attack Model Size

Utility Verifiability

Dataset Size ACCT F14 Awst AUCH
Enron 94,55 94.55 88.74 100.00
SST2 Small 93.23 9323 93.12 100.00
MIND 77.15 51.00 90.25 100.00
AG News 9292 9291 91.30 100.00
Enron 9475 9475 89.22  100.00
SST2 Base 93.35 9334 9370 100.00
MIND ) 7721 51.36  91.12 100.00
AG News 93.03 93.02 92.05 100.00
Enron 9440 9440 8832 100.00
SST2 Laree 93.00 93.00 93.60 100.00
MIND & 76.95 50.77 90.94 100.00
AG News 9329 9328 9243 100.00

Table 12: The impact of extracted model size on WET
performance.

We assess whether our defence’s performance
varies with the attacker model’s size. We conducted
experiments for WET using small, base, and large
variants of the BERT model (Devlin et al., 2019).
The results, summarised in the Table 12, demon-
strate that the defence works effectively with simi-
lar utility and verifiability.
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Figure 14: Visualisation plots for feature importance of watermarked embedding dimensions in SST2.
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Figure 15: Visualisation plots for feature correlations of watermarked embedding dimensions in SST2.

C.5 Hyperdimension Obfuscation

In this section, we focus on the case where we add
extra dimensions (a.k.a hyperdimensions; w = 50)
among the original embeddings. The positions of
these hyperdimensions are randomly decided, and
the value is a linear transformation of some & exist-
ing original dimensions (similar to Algorithm 1 but
used as additional dimensions). For verification, we
use the same ideas as in WET, with the only differ-
ence being that we work only on these obfuscated
hyperdimensions. The utility and verifiability were
comparable to WET. To evaluate the stealthiness of
these hyperdimensions, we investigated feature cor-
relation and feature importance techniques between
hyperdimension and original dimensions. Properly
mixed feature importance weights illustrate that
hyperdimensions are indistinguishable. Similarly,
uncorrelated hyperdimensions are appreciated, or
else they are redundant. Note that these stealthi-
ness techniques are not applicable for WET as we
discard the original embedding dimensions.

C.5.1 Feature Importance

We train a linear regression (since we are work-
ing with linear transformations) with all the wa-
termarked embeddings (original and hyperdimen-
sions) for the downstream task. We use the weights
of the linear regression as the feature importance

weights. In Figure 14, we represent these plots
for different values of k. From this, we can con-
clude that we need k£ < 5, as for higher values,
hyperdimensions are discernible from the original
embedding dimensions. For higher values of k, we
have hyperdimensions that have more feature im-
portance, which is logical considering linear com-
binations used in hyperdimension will represent
the whole embedding with a higher value of k.

C.5.2 Feature Correlations

In this analysis, we use Pearson’s coefficient (Sedg-
wick, 2012) with a threshold of 0.4. The plots in
Figure 15 indicate that a k£ value between 5 and
50 is required. However, this range conflicts with
the values necessary (k < 5) to bypass feature
importance evaluation. Consequently, these plots
(Figures 14 and 15) lead us to conclude that hyper-
dimension obfuscation will not work as they are
easily detectable.
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Utility Verifiability

Dataset k' Acctr FI1 Au.t AUCH
I 9475 9475 89.13  100.00
2 9475 9475 8292  100.00
S 9480 9480 87.64 100.00

25 94.75 9475 89.22 100.00
Enron 50 9440 9440 90.86 100.00

100 9435 9435 82.84 100.00 Utility Verifiability

500 92.85 9285 81.70  100.00 Dataset ~ w

1000 92.15 92.15 8224 100.00 ACCT FIT AcsT AUCH

1536 91.70 91.70 85.50  100.00 50  88.05 88.04 1058 100.00
[ 9323 9323 9165 100.00 500 93.10 93.10 5334  100.00
5 oree 9r6s 8775 100.00 Enron 1000 94.15 94.15 7495 100.00
s 9300 9300 9159  100.00 1536 9475 9475 8922  100.00

25 9335 9334 9370  100.00 3000 9475 9475 90.49 100.00

SST2 50 9335 9334 9445 100.00 50 84.40 8434 10.20 100.00
100 92.89 92.89 &7.39 100.00 500 9323 9323 54.07 100.00

500 9232 9231 85.81 100.00 SST2 1000 93.58 93.57 77.07 100.00

1000 9255 9254 86.58 100.00 1536 9335 9334 9370 100.00

1536 91.63 91.62 89.38 100.00 3000 9255 9254 9447 100.00

1 77.25 5140 91.62 100.00 50 67.53 37.08 11.23 100.00

2 77.10 51.19 85.70  100.00 500 76.30 49.83 5296 100.00

5 77.16  51.05 89.19 100.00 MIND 1000 76.78 50.55 75.774 100.00

25 7721 5136 91.12 100.00 1536 7721 5136 91.12 100.00

MIND 50 76.95 50.71 9241 100.00 3000 7696 50.72 93.85 100.00

100 76.88 50.72 85.06  100.00
500 76.61 49.85 8542 100.00

1000 75.67 4824 84.74  100.00 AGNews 1000 9292 9291 7672 100.00
1536 7428 4296 8546 100.00 1536 9303 93.02 9205 100.00
9345 9344 9285 100.00 3000 93.05 93.05 94.19 100.00
9346 93.46 86.68 100.00
9322 9322 90.59 100.00 Table 14: Different w for k = 25 results. Expanding

25 93.03 93.02 9205 100.00 on Section 4.5, we provide detailed results here for
AG News 50 9322 9322 9330 100.00 CompleteneSS.

100 93.00 93.00 86.90 100.00

500 92.62 92.61 86.28 100.00

1000 92.18 92.17 86.22 100.00

1536 91.59 91.58 86.66 100.00

50 85.07 85.04 1244 100.00
500 9246 9245 53.55 100.00

N =

Table 13: Different k for 1 = 1536 results. Expanding
on Section 4.5, we provide detailed results here for
completeness.
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