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Adversarial defenses for textual data have gained considerable attention in recent years due to the
increasing vulnerability of Natural Language Processing (NLP) models to adversarial attacks.
These attacks exploit subtle perturbations in input text to deceive models, posing significant
challenges to model robustness and reliability. This article introduces Defensive Dual Masking
(DDM), a simple yet effective algorithm that uses two unique masking strategies to mitigate
adversarial threats. Specifically, during training, [MASK] tokens are directly inserted into input
samples to prepare the model for handling perturbed inputs. At inference time, suspicious
tokens are identified and strategically replaced with [MASK] tokens, effectively neutralizing
perturbations while preserving core semantics of the input text. The theoretical foundation of
DDM demonstrates how the proposed masking strategies enhance the model capacity to mitigate
adversarial attacks. Empirical evaluations based on four benchmark datasets and four adversarial
attacks consistently demonstrate that DDM outperforms state-of-the-art defense techniques,
achieving superior robustness and substantial improvements in model accuracy. Furthermore,
DDM seamlessly integrates with Large Language Models, enhancing their resilience to adver-
sarial attacks and providing a scalable defense solution for large-scale NLP applications.

1. Introduction

Language Models (LMs) significantly advance the performance of many Natural Lan-
guage Processing (NLP) tasks, spanning text/document classification, semantic analy-
sis, and topic clustering (Li et al. 2024a; Czinczoll et al. 2024; Li et al. 2024b). However,
extensive research reveals that LMs are susceptible to adversarial attacks, where even
subtle perturbations to input texts adversely affect model performance. Specifically,
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fine-tuned LMs demonstrate a significant decrease in performance, up to 85%, due to
the presence of even a single-character misspelling within input texts (Gao et al. 2018;
Li et al. 2019; Li et al. 2020; Jin et al. 2020), highlighting their limited robustness in
generalization. Consequently, considerable focus is placed on developing adversarial
detection and defense methods to ensure robust model performance on both original
(clean) and polluted (adversarial) inputs.

Adversarial detection aims to differentiate clean from adversarial inputs by analyz-
ing feature representations or model behavior (Carrara et al. 2018; Freitas et al. 2020; Li,
Angelov, and Suri 2025). While detection provides a critical safeguard to models, it does
not mitigate attack impact. On the other hand, adversarial defenses focus on proactively
enhancing model robustness through various strategies, including data augmentation,
model adaptation, and randomized smoothing. Data augmentation techniques, com-
monly referred to as adversarial training, introduce controlled perturbations to clean
data, generating noisy variants that are used alongside the clean data for model fine-
tuning (Yoo and Qi 2021; Li et al. 2021; Meng et al. 2022; Li, Song, and Qiu 2023;
Rafiei Asl et al. 2024). Although effective, these methods often demand substantial
computational resources due to the need for both generating and training on additional
augmented samples. Model adaptation approaches focus on refining the vanilla model
via either modifying the training loss function or adjusting the network architecture
(Wang et al. 2021; Liu et al. 2022; Zhan et al. 2023; Moraffah et al. 2024). However,
these modifications typically require extensive hyperparameter tuning and are prone
to overfitting, which may undermine the model’s generalization capabilities. Another
line of work explores ensemble-based randomized smoothing techniques (Ye, Gong,
and Liu 2020; Zeng et al. 2023; Zhang et al. 2024). These methods, however, incur
overhead due to the nature of ensemble classification and tend to exhibit inconsistent
performance against various attack types (Zhang et al. 2022; Xu et al. 2022). Detailed
elaboration on existing adversarial defense methods is provided in Section 2. Thus,
further investigations are necessary to improve the generalizability and robustness of
models against adversarial attacks.

This article introduces a novel algorithm, termed Defensive Dual Masking (DDM).
The core of DDM lies in strategically integrating [MASK] tokens during both training
and inference. Specifically, during training, DDM directly inserts [MASK] tokens into
input sequences rather than replacing existing tokens. This simple yet effective strategy
generates masked variants of input data, which fine-tune the model without requiring
training on the original unmodified data. During inference, DDM identifies suspicious
tokens in unseen samples and selectively masks them. Importantly, DDM does not
attempt to predict the content of masked tokens; instead, the masked samples are
fed directly into the fine-tuned model for inference. The proposed DDM demonstrates
simplicity and effectiveness compared to existing adversarial defense methods:

*  Unlike traditional data augmentation techniques, DDM injects a few
[MASK] tokens into the original inputs and fine-tunes using these masked
variants only. This slightly increases input length but eliminates the
computational overhead of generating and training on additional data.

*  In contrast to model adaptation approaches, DDM preserves the standard
model architecture and loss functions, ensuring consistency and
compatibility. Its plug-and-play design facilitates seamless integration
into other existing frameworks.
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Table 1

Summary of existing masking strategies used in adversarial defense, where RP, RO, and IM
refer to Replace-then-Predict, Replace Only, and Isert Mask processes, respectively, and M
denotes applying masking multiple times to a single input.

Method Training Inference

RP RO IM RP RO M
RMLM (Wang et al. 2023) v v
Adv-Purification (Li, Song, and Qiu 2023) v
MVP (Raman et al. 2023) v v
GenerAT (Zhao and Mao 2023) v
RanMASK (Zeng et al. 2023) v (M) v (M)
RSMI (Moon et al. 2023) v (M)
MI4D (Hu et al. 2023) v v
RobustSentEmbed (Rafiei Asl et al. 2024) v v
DeCoGLM (Li and Wang 2024) v v
MaskPure (Gietz and Kalita 2024) v v
Proposed DDM v v

¢  Compared with randomized smoothing methods relying on ensemble
learning, DDM eliminates ensembling requirements to reduce
implementation complexity.

. The proposed method also unifies adversarial detection and defense,
offering a systematic approach to utilize detection outcomes for
effectively mitigating the influence of adversarial tokens.

We further observe that several existing studies incorporate masking strategies for
adversarial defense. However, our proposed method differs from these masking-based
approaches in several aspects, as summarized in Table 1. First, most existing approaches
(Wang et al. 2023; Li, Song, and Qiu 2023; Zhao and Mao 2023; Raman et al. 2023;
Rafiei Asl et al. 2024; Li and Wang 2024; Gietz and Kalita 2024) utilize the [Mask] token
to occlude portions of the input sequence and then predict the missing tokens, either
during the training or inference stage. Their primary goal is to generate augmented
training data or modify unseen testing data. In contrast, DDM directly uses masked
variants for fine-tuning and inference, eliminating the need for prediction. This design
reduces potential noise and computational cost. Second, some methods (Zeng et al.
2023; Moon et al. 2023) generate multiple masked variants of the same input during
inference, leading to significant computational overhead. DDM, however, eliminates
this requirement by adopting a single-pass strategy to identify and discard suspicious
tokens. This design maintains computational efficiency without compromising robust-
ness against adversarial attacks. The above distinctions demonstrate that DDM offers
a streamlined and computationally efficient mechanism, setting it apart from prior
masking-based approaches.

A preliminary version of this work appears in Hu et al. (2023), where [MASK]
tokens are randomly inserted during both the training and inference stages. This article
extends the previous approach by specifically masking suspicious tokens during the in-
ference stage. Unlike prior work from Hu et al. (2023), which lacks targeted adversarial
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handling, this extension is non-trivial as it strategically identifies and neutralizes sus-
picious tokens during inference. Importantly, we provide a comprehensive theoretical
analysis to substantiate the robustness and effectiveness of the proposed approach.
Specifically, this analysis includes a formal proof of the method’s stability under mild
conditions and uninformative distributions, ensuring consistent performance under
varying conditions, as well as its defense guarantees. Furthermore, the proposed
method bridges adversarial detection and defense as a unified framework, providing
a systematic guideline for leveraging detection results to effectively mitigate the impact
of adversarial tokens. We conduct extensive experiments and ablation studies across
four widely adopted benchmarks and four adversarial attack methods to evaluate
the effectiveness and robustness of our approach. These experiments include direct
comparisons with the baseline results reported in Hu et al. (2023), as well as other recent
state-of-the-art baselines, and additional evaluations in the context of Large Language
Models (LLMs). Empirically, the proposed DDM method consistently outperforms ex-
isting methods, via achieving an absolute improvement of 1.4 to 12.1 points in accuracy
on average.

The article is structured as follows: Section 2 surveys existing work on adversarial
attack, detection, and defense methods. Section 3 introduces the proposed method and
offers theoretical analysis into the effects of masked variations on model fine-tuning
and inference. Section 4 evaluates the method across a combination of four highly
competitive benchmarks and four attacking mechanisms, followed by a comprehensive
ablation study and discussion in Section 5. Finally, Section 6 concludes and outlines
future research directions.'

2. Related Work

As Transformer-based LMs gain widespread use in tasks such as text classification
(Li et al. 2024a), topic clustering (Li et al. 2024b), and question answering (Yang et al.
2024), their susceptibility to adversarial attacks emerges as a critical research focus. This
section reviews existing literature on textual adversarial attack, detection, and defense
mechanisms, including techniques for generating adversarial examples at the character
and word levels, strategies for detecting these attacks, and methods for improving
model robustness.

2.1 Adversarial Attack

Textual adversarial attacks subtly alter input sequences to mislead vanilla models
into incorrect predictions while preserving coherence, semantic meaning, and natural
grammatical structure, ensuring alignment with human interpretation (Jin et al. 2020).
Adversarial attacks in the text domain are primarily categorized based on perturbation
granularity into two types: character-level and word-level perturbations.

Character-level Attacks. These attacks primarily manipulate individual characters
within words from the original sample. Yet, human prediction could still remain rel-
atively unaffected to a certain extent due to visual similarity. HotFlip (Ebrahimi et al.
2018) is a character-based attack method that leverages gradients from one-hot input
representations to identify changes maximizing the model training loss. It uses beam

1 The source code is publicly available on GitHub at https://github.com/wlyang538/DDM.

154


https://github.com/wlyang538/DDM

Yang et al. Defensive Dual Masking for Robust Adversarial Defense

search to discover character manipulations that effectively confuse the model. Deep-
WordBug (Gao et al. 2018) utilizes four scoring functions to identify crucial words.
Subsequently, different token transformers are utilized to alter these significant words,
which involves swapping two adjacent letters, substituting a letter with a random one,
deleting a random letter, and inserting a random letter. Similarly, Textbugger (Li et al.
2019) initially identifies important words by either computing the Jacobian matrix of
the model output or comparing the model changes before and after word deletion. For
identified words, Textbugger extends character-level attacks beyond inserting, deleting,
and swapping letters by suggesting the replacement of characters with visually similar
or adjacent ones from the keyboard.

Word-level Attacks. These attacks deceive models through subtle word manipulations,
such as synonym substitution, while maintaining grammatical correctness and semantic
similarity. The Probability Weighted Word Saliency approach (PWWS) uses probability-
weighted word saliency to evaluate the sensitivity of the victim model to each input
word. Subsequently, candidate words are replaced by their synonyms (from WordNet),
taking into account the magnitude of change in the model’s output probability. Wang
et al. (2020) propose the Fast Gradient Projection Method (FGPM) to construct a syn-
onym set for each input word using its nearest neighbors in the GloVe vector space.
Target words are then selected by evaluating the projected distance and gradient change
between the original word and its synonym candidates in the gradient direction. Finally,
this method achieves textual attack through word replacement using its synonym set.
In TextFooler (Jin et al. 2020), target words are identified by comparing changes in
prediction results before and after a word deletion. Subsequently, TextFooler replaces
these important words with synonyms that are both semantically similar (minimizing
their cosine distance) and grammatically correct (verified through part-of-speech check-
ing). To improve, Morris et al. (2020a) further introduce the TFAdjusted attack, which
strengthens the original TextFooler by applying more semantic and syntactic constraints
during the word replacement. BERT-Attack (Li et al. 2020) adopts the Masked Language
Modeling (MLM) approach by applying the [MASK] token to replace existing words in
the input sentence. Subsequently, the change in output from the victim model serves
as an importance score to select target words, which are then replaced by filling the
corresponding [MASK] token(s) as part of the MLM process. Recent adversarial attack
methods aim not only to deceive the target models but also to retain the semantic
meaning and linguistic fluency of the original inputs. For instance, the Semantic Spaces
Attack (SemAttack) (Wang et al. 2022) generates adversarial samples by optimizing
perturbations within multiple semantic spaces, including typo space, lexical-knowledge
space, and contextualized embedding space. Additionally, Liu et al. (2023) propose the
Simple and Sweet Paradigm Textual Adversarial Attack (SSPAttack), which initializes
adversarial examples through synonym substitution. It then refines these examples by
reverting unnecessary changes and adjusting substitutions to be semantically closer to
the original texts, thereby enhancing fluency and preserving meaning without requiring
an exhaustive global search.

2.2 Adversarial Detection
Adversarial detection aims to differentiate between clean inputs and adversarially
crafted ones. Specifically, the Frequency-Guided Word Substitution (FGWS) method

(Mozes et al. 2021) exploits word frequency patterns as the detection results, under
the hypothesis that adversarial attacks tend to substitute high-frequency words with
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low-frequency counterparts. Extending this idea, Mosca et al. (2022) introduce the
Word-level Differential Reaction (WDR) algorithm, which selectively deletes words
from input samples, measuring prediction difference to identify adversarial tokens. Re-
cent advances include the Local Outlier Factor (LOF) algorithm (Omar and Sukthankar
2023), which detects adversarial examples by identifying inputs that occupy low-
density regions within the data distribution. Similarly, the Class-Aware Score Network
(CASN) approach (Bao et al. 2023) uses log-density gradient estimation combined with
Langevin dynamics to analyze data distributional discrepancies. The Masked Language
Model Detection (MLMD) (Zhang et al. 2023) method leverages representation manifold
deviations to identify adversarial attacks. The Universal Adversarial Perturbations for
Adversarial Detection (UAPAD) algorithm (Gao et al. 2023) first obtains the universal
adversarial perturbations (UAPs). Then, by applying UAPs to testing samples, UAPAD
identifies adversarial examples based on prediction differences with and without UAPs.
Similarly, the Prediction & Attribution Sensitivity Analysis method (PASA) (Bhusal et al.
2024) introduces controllable perturbations to inputs. PASA then detects adversarial
manipulations via examining the sensitivity of model outputs.

Nevertheless, detection methods, while effective, are inherently reactive and do not
mitigate adversarial effects or adjust model outputs, usually leaving models vulnerable
during attacks. As such, researchers also explore proactive defense algorithms.

2.3 Adversarial Defense

Text adversarial defenses, in contrast to attacks, aim to form a resilient model main-
taining high accuracy on both clean (original) and polluted (adversarial) samples. To
mitigate the adverse impact of adversarial attacks, defense methods are typically cate-
gorized into three strategies (Hu et al. 2023): data augmentation, model adaptation, and
randomized smoothing, as shown in Figure 1.

Data Augmentation. This approach involves strategically augmenting original samples
to generate several noisy variants, which are simultaneously utilized to fine-tune the
victim model. Importantly, the noise introduced during augmentation typically differs
from that used in attacks (in a black-box manner). Specifically, Attacking to Training
(A2T) (Yoo and Qi 2021) generates noisy variants by utilizing a gradient-based method
to identify crucial words, iteratively substituting them with synonyms. The Free Large
Batch method (FreeLB) (Zhu et al. 2020), along with its variant FreeLB++ (Li et al. 2021),
imposes norm-bounded noise on input embeddings to generate diverse representations.
The Anomaly Detection with Frequency Aware Randomization method (Bao, Wang,
and Zhao 2021) uses frequency-aware randomization on original and adversarial exam-
ples (generated by other attack methods) to create a randomized adversarial set, which

DTrain

(a) Data augmentation (b) Model adaptation (c) Randomized smoothing
Figure 1

Summary of existing adversarial defense methods categorized by data augmentation, model
adaptation, and randomized smoothing.
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is then combined with the original samples for model training. Wang et al. (2023) in-
troduce Randomization Masked Language Modeling (RMLM), a synonym-based trans-
formation that randomly corrupts input samples (which could be adversarial) before
using an MLM-based defender to reconstruct denoised inputs. A similar approach,
termed Text Adversarial Purification (Adv-Purification), is presented in (Li, Song, and
Qiu 2023). This method iteratively introduces noise by masking input texts and recon-
structing them as part of a multi-run purification process. Additionally, Generative Ad-
versarial Training (GenerAT) (Zhao and Mao 2023) integrates a generative adversarial
attack with adversarial training, where the generative model uses classifier gradients to
generate perturbed tokens. Model-tuning Via Prompts (MVP) (Raman et al. 2023) uses
a prompt template with [MASK] tokens to perform classification by filling these tokens.
More recently, the Robust Sentence Embeddings method (RobustSentEmbed) (Rafiei Asl
et al. 2024) leverages an adversarial perturbation generator to produce high-risk token-
and sentence-level perturbations. DeCoGLM (Li and Wang 2024), built on the General
Language Model, uses a fault-tolerant detection template for error identification and
autoregressive mask infilling for localized correction. Fast Adversarial Training (FAT)
(Yang, Liu, and He 2024) addresses synonym-unaware scenarios by using single-step
gradient ascent and historical perturbations to generate augmented samples. These
augmented samples are typically combined with the original training data for fine-
tuning, enhancing the model robustness by exposing it to potential perturbations in
advance.

Model Adaptation. This strategy, without generating noisy variants, enhances the vic-
tim model architecture and/or training losses. For example, InfoBERT (Wang et al. 2021)
refines the model by introducing an Information Bottleneck regularizer to suppress
noisy information between inputs and latent representations. Similarly, the Informa-
tion Bottleneck algorithm (IB) (Zhang et al. 2022) inserts an additional Information
Bottleneck layer between the output layer and the encoder to robustify the extracted
representation. Le, Park, and Lee (2022) propose the Stochastic Multi-Expert Neural
Patcher framework (SHIELD) to modify the last layer of the victim model, formulating
it as an ensemble of multi-expert predictors. Flooding-x (Liu et al. 2022) adopts the
gradient consistency criterion as a threshold to monitor the training loss and introduces
an early-stop technique to prevent overfitting. Zheng et al. (2022) propose the Robust
Tickets method (RobustT), which identifies smaller matching subnetworks (robust tick-
ets) within the victim model using binary masks and L, regularization. An adversarial
loss is also used to ensure that these tickets perform well in terms of both accuracy and
robustness. Adversarial Text Interceptor and Rewriter (ATINTER) (Gupta et al. 2023)
integrates an additional encoder-decoder module to rewrite adversarial inputs, elimi-
nating adversarial perturbations before model inference. The Similarizing the Influence
of Words with Contrastive Learning method (SIWCon) (Zhan et al. 2023) introduces
a contrastive learning-based loss to ensure less important input words/tokens have
comparable influence on model performance as their more important counterparts.
The label smoothing technique (LSDefense) is systematically investigated in Yang et al.
(2023) to enhance the model robustness by modifying the loss function through altered
target labels. Specifically, the standard Label Smoothing method is utilized to soften the
target distribution by assigning a small uniform probability to non-target classes, while
Adversarial Label Smoothing allocates the entire smoothing weight to the class with the
lowest predicted probability, thereby introducing targeted uncertainty and promoting
robustness. More recently, Moraffah et al. (2024) propose the LLM-guided Purification
Method (LLMPM), which uses LLMs as purifiers to remove potentially adversarial
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perturbations from input texts. The RObust text Inference and Classification Diffusion
Model (ROIC-DM) is proposed in Yuan, Yuan, and He (2024), applying diffusion and
reverse processes to generate noise for label recovery. Additionally, ROIC-DM inte-
grates pre-trained language models as advisors to guide the denoising process. Another
diffusion-based approach, DiffuseDef (Li, Rei, and Specia 2024), uses a diffusion layer
to predict randomly sampled noise at a given time step, functioning iteratively as a
denoiser to remove adversarial noise from hidden states.

Randomized Smoothing. This approach typically utilizes ensemble-based methods to
enhance model robustness against adversarial attacks. A structure-free approach for
certified robustness, SAFER, is proposed in Ye, Gong, and Liu (2020) to construct
stochastic input ensembles and leverage their statistical properties for classification. In
RanMASK (Zeng et al. 2023), input tokens are randomly substituted with [MASK] during
fine-tuning, while testing samples are also masked to generate multiple masked ver-
sions. The final prediction is determined by a majority vote from the ensemble of these
masked versions. Randomized Smoothing with Masked Inference (RSMI) (Moon et al.
2023) is a two-stage framework to train a smooth classifier. Tokens with significant loss
gradients are selected for masking, followed by multiple Monte-Carlo sampling to craft
multiple masked samples. RSMI then produces the outcome by averaging predictions
from all these masked samples. The [MASK]-Insertion for Defense method (MI4D) (Hu
et al. 2023) randomly inserts [MASK] tokens into input sequences during training and
inference, maximizing the intersection between the new and original convex hulls. More
recently, Gietz and Kalita (2024) introduce MaskPure, a method that enhances robust-
ness by randomly masking and refilling portions of the input text prior to classification,
offering provable certified robustness guarantees. Text-RS (Zhang et al. 2024) treats
word substitutions as continuous perturbations on word embeddings and integrates
a random smoothing-based certified defense, achieving smooth text representations for
improved model robustness.

2.4 Section Summary

Despite demonstrating promising performance, existing methods often face challenges
balancing robustness and efficiency. Accordingly, we propose a novel approach leverag-
ing a token-masking mechanism. Our method differs significantly from existing defense
approaches by avoiding reliance on complex augmentation strategies for generating
additional data (e.g., data augmentation techniques), modifications to the training loss
function or model architecture (e.g., model adaptation approaches), and ensemble-
based training procedures (e.g., randomized smoothing). Furthermore, it distinguishes
itself from existing masking-based techniques by eliminating the need for a separate
prediction step for masked tokens, significantly improving computational efficiency
and being less susceptible to noise introduced by iterative predictions. Notably, our
method seamlessly integrates reactive detection with proactive defense mechanisms,
providing a unified framework to identify adversarial threats and mitigate their impact
effectively.

3. Proposed Method
This section introduces a simple yet effective algorithm designed to enhance the model

resilience against adversarial attacks, termed Defensive Dual Masking (DDM). The
proposed method is characterized by strategically injecting [MASK] tokens into input
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Figure 2

The workflow of our proposed DDM, which preserves the model architecture and loss function
as the vanilla model. Its distinctiveness lies in integrating [MASK] tokens into input sequences
during both training and inference stages.

sequences during both training and inference stages. The workflow of the proposed
DDM is shown in Figure 2.

3.1 Defensive Dual Masking

The proposed method involves two primary stages. In the training stage, DDM follows
the standard fine-tuning process, utilizing the identical network architecture and train-
ing loss as the vanilla model. However, it introduces a unique step of directly inserting
[MASK] tokens into input sequences. In the inference stage, our method substitutes
suspicious tokens with [MASK] before forwarding the sequence for prediction.

Specifically, consider the tokenized (clean) input sequence x (i.e., x = [CLS]
X1 -+ Xy [SEP]), where x; represents the i-th token from x. In the context of text clas-
sification, the goal is to optimize an encoder model Enc(-) and a Multilayer Perceptron
layer F(-) to map x to a desired label y, i.e., F(Enc(x)) = y. Note that, in this article, the
[CLS] token serves as the aggregate representation of the input sequence and is utilized
as the final input representation for downstream tasks.

Accordingly, during training, DDM injects M consecutive masks after [CLS] within
x to create a masked sequence, denoted as

x' = [CLS] [MASK]; --- [MASK]p X --- X[y [SEP]

where M is determined as [by X |x|], by is the predefined masking budget (or the
fraction of masked tokens) and |x| is the cardinality of x, i.e., the number of tokens
in x. Subsequently, only x’ (instead of x) is utilized for training, and a standard (Cross-
Entropy) loss function, denoted as £(F(Enc(x’)),y), is implemented.

During inference, when presented with an unseen sequence %, our method initially
computes a suspicious score for each input token. Subsequently, M tokens with the
highest suspicious scores from X are successively replaced by [MASK], resulting in a
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modified sequence ¥'. For example, with M = 2, let ¥; and X; be the two tokens with
the highest suspicious scores. The modified sequence ¥’ then can be expressed as:

¥ = [CLS] X1 -+ X;_1 [MASK] Xi1 .’2]‘_1 [MASK] f]'_;,_l cee i‘m [SEP]

The label of ¥ accordingly is determined by F(Enc(%’)). Notably, when either inserting
or substituting [MASK] tokens in DDM, we set the position embeddings of [MASK] as
zero to minimize the positional impact, while preserving their relevant token and token

type embeddings.

3.2 Analysis on DDM

Our approach leverages [MASK] tokens during both the training and inference phases,
each with distinct objectives. During training, [MASK] tokens are inserted at the be-
ginning of samples to introduce perturbations that deviate from the original dataset,
effectively acting as a form of noise. This use of [MASK] as a placeholder helps the
model learn to generalize by exposing it to incomplete or partially obscured data, thus
preparing against unseen or adversarial inputs. In the inference phase, [MASK] tokens
are strategically utilized to replace suspicious tokens, allowing the model to mitigate
the influence of adversarial perturbations while preserving the semantic integrity of the
underlying context.

This method builds upon the approach introduced in Hu et al. (2023) by addressing
a critical limitation in the previous method that lacks targeted mechanisms to mitigate
adversarial attacks. That is, unlike the indiscriminate insertion of [MASK] tokens and the
retention of all tokens as proposed in Hu et al. (2023), our method adaptively neutralizes
adversarial inputs by identifying suspicious tokens and selectively replacing them with
[MASK]. This adaptive masking strategy, while conceptually straightforward, represents
a significant advancement in adversarial defense, enabling the retention of essential
contextual information while effectively mitigating the impact of perturbations. The
proposed detect-then-mask strategy also effectively bridges the gap between identify-
ing adversarial threats and defending against their impact. A comprehensive theoretical
analysis below further demonstrates these advantages.

Let a, r, S, and m represent the victim token (being attacked), the replaced token
(after the attack), the remaining unchanged tokens, and the [MASK] token, respectively,®
and the hidden dimension is d. Unchanged tokens, i.e., tokens that are not subjected to
adversarial attacks, can be “folded” into a single contracted point. The rationale behind
is rooted in the attention mechanism of a Transformer model. Consider three tokens, x,
s, and p, with their corresponding projections resulting from the linear transformations
applied within the attention mechanism:

Xi:XW,’, i= 1,2,3

2 Notation: lowercase letters denote single values; bold lowercase/uppercase letters, e.g., a/A, represent
vectors/matrices, respectively.
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Similarly for the other two tokens, i.e., s; = sW; and p; = pW,. The reconstructed token
X after the attention mechanism then is expressed as:

exp(xlx;— X3 + exp(xls;r )s3 + exp(xlp;— )ps X3 +w'ps

x= exp(x1x) ) +exp(xis, ) + exp(x1p, ) o 1+w
where
X = exp(x1x; )x3 + exp(x;s, )33, ) exp(x;p; )
exp(xlx;r )+ exp(xls;'— ) exp(xlx;— )+ exp(xls;

That is, x3 is independent of p, and can be regarded as a contraction of x and s. Due
to the flexibility of W,, we have w’ € R™, i.e., w’ can take any non-negative real value.
Applying these observations to the tokens in S leads to a contracted single point s,
whose position is determined by the model parameters W;.

We continue by analyzing the reconstruction of the [CLS] token as the final input
representation. The original reconstructed [CLS] token, denoted as X,, can be computed
using the vectors s and a. However, X, is perturbed and replaced by X,, when a is
substituted with r. In the proposed DDM, we further introduce the [MASK] token,
represented as m. Ideally, the reconstructed [CLS] token should now be derived solely
from s and m, denoted as X,,. Nevertheless, if the perturbation token r is retained, the
resulting reconstructed [CLS] lies within the convex hull of s, m, and r, which follows
the MI4D process (Hu et al. 2023). The geometric relationships between these tokens are
illustrated in Figure 3. Here, s represents the compressed token from the intact token
set S (the remaining unchanged tokens). All tokens are assumed to lie on a manifold
embedded in R?, represented as a smooth surface. Due to the attention mechanism, the
reconstructed [CLS] token must reside within the convex hull formed by the relevant
tokens. For example, X, lies within conv{s, a}, where conv{s, a} denotes the convex hull
between s and a, geometrically a straight line connecting s and a. Similarly, this applies
to other reconstructions, such as %, and X,. Additionally, we have X,,, € conv{s,m,r},
where conv{s, m,r} forms a triangle enclosed by s, m, and r. Given the model’s high
complexity, precisely locating the reconstructed [CLS] token is challenging. Therefore,

Figure 3

The token geometry where a, r, s, and m represent the victim token, replaced token, compressed
unchanged tokens, and [MASK] token, respectively. X,, X, X,, and X,,, denote the reconstructed
[CLS] token using combinations of a, m, r, and s.
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we assume uniformity in the distribution of the reconstructed token within the convex
hull of the relevant tokens, which we formalize in the following assumption:

Assumption 1
The reconstructed [CLS] token is uniformly distributed within the convex hull formed
by the relevant tokens.

For example, X,, is then uniformly distributed within conv{s, m}. This represents
an uninformative distribution assumption with no preference, i.e., all modes of the
random variable are treated equally within its space. Now we can establish the expected
distance between a pair of reconstructed [CLS] by the following Lemmas.

Lemma 1
Let two vectors a, b € R?. & uniformly distributed between the origin o and a, and
similarly b uniformly distributed between o and b independent of a. Then

E(|la—b[?) = 3[lal® + 3[IbJ? -~ 32" b

where ||x]| is the {; norm of vector x and E is the expectation.
Proof. We rewrite the expectation as
E(|a—b[*) = E(|aa - Bb]*)

where « and {3 are two independent random variables uniformly distributed in [0, 1],
ie, « B ~U(0,1). Then we have

E(|laa — Bb||?) = E(a?|[al|* + B2[[b][* — 2a3a"b)
= E(o®)alf” + E(B*)|[b]* — 2E(xB)a"b
= Zllal® + (bl - 2aTb
In the last equality, we used the second momentum of uniform distribution, i.e.,

E(B?) = 1, and expectation of a product of two independent random variables, i.e.,
E(xp) = E()E(B). U

We further extend the above to the case with three vectors.
Lemma 2

Let three vectors a, b, c € R%. a uniformly distributed between the origin o and a, and
m uniformly distributed within conv{o, b, ¢} independent of a. Then

E(la—m?) = a2 + 3 bI? + Jflel? ~ 2aTb —~ LaTe+ IbTe

l‘ l|
3 9

Proof. Let x,y,z ~ U(0,1) independently. We first construct m from b and c as

m = z(yb + (1 —y)c)
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It is easy to see that m C conv{o,b,c} as the coefficient for 0 is 1 —z(y + (1 — y)) =
1 —z € [0,1]. By following a similar approach as outlined in the proof of Lemma 1, we
can rewrite the expectation as follows:

E(Ja - @) = E(Jxa - yzb — 2(1 - y)el])
and we further derive

E(||xa — yzb — z(1 — y)c||*) = E(<|[al]* + y*2*||b]|* + (1 — y)*2*||c||?
— nyzaTb —2xz(1 — y)aTc +2y(1 — y)zszc)
= E(?)|al* + E@*2%)|b|* + E(1 - y)*2) | c|?
—2E(xyz)a' b — 2E(xz(1 — y))a' ¢+ 2E(y(1 — y)z*)b ' ¢

Note that (1 —y) ~4(0,1) and E(y(1 —y)) = E(y — y*) = ;. By using independence
of x, y, and z, we have E(xyz) = §, E(z%y?) = E(z*)E(y?) = §, and E(y(1 — y)z*) = &.
Similar results for switching variables. Substituting these values into the above gives
the claimed result. O

Theorem 1 (Success condition for DDM)
Let v,, v,;, and v, be the vectors of a, m, and r rooted at s, respectively, I, I,,, and
I,y be cosine similarities between v, and v,,, v, and v,, and v,, and v,, respectively, for

example, I, = IIVEHW Assuming X,, X,,, X,, and X,,, are uniformly distributed in their

corresponding convex hulls (Assumption 1) and [,,,, > 0, then we have
E([% = %nl|?) < E(lI%; — %) < E(lI% — %%) (3.1)

when the following condition is satisfied

ol > max {183 > 003 vl + /B0, 1082 > 03 vl + 2v/52), 12

[
" } (3.2)

where

2
V, V,
A —(9H Vil — ” “” o — | ”H (e (3.3a)
”Va”
2

||VaH2

Ay =(3 lam)? — (an (3.3b)

and 1(e) is an indicator function returning 1 when e is true and 0 otherwise.
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Proof. By setting s as the origin, and defining a = v,, b = v,,;, and ¢ = v,, we can apply
Lemma 1 and Lemma 2 to derive all the expectations in Equation (3.1). Consequently,
we obtain the following result

31IbJ — 3ab < 3le| ~ Ja'c (3.42)
HiplP—1a™e < Ljp2 + el - 2aTb — Ja e+ LbTc (3.4b)

if Equation (3.1) holds. Note that the common terms related to ||a|| in Equation (3.4) are
omitted, as they do not affect the inequalities.

We first prove that if inequalities in Equation (3.4) hold, then Equation (3.1) holds
naturally, i.e.,

Tel?+ 2p2 — JaTe > §bJ2 + Sl — 1aTb ~ JaTc+ gbTe  (35)

Assuming the above Equation (3.5) is false, then we have

2P~ LaTe < Lyp2 - 1aTo + LbTC (3.6)
2\ p2 — 1,7 Tien2 = LTy 1T
9||b\| 72 b< 9||c|| ja ctgbe (3.6b)

where Equation (3.6a) is from the assumed contradiction, and Equation (3.6b) is from
the second inequality of Equation (3.4). Adding both sides gives §||c[|? + §|[b]|*> < b T¢c
leading to ||c — b||? < 0, which is impossible. Therefore Equation (3.5) must be true and
hence we prove the equivalency between Equation (3.1) and Equation (3.4).

We now focus on Equation (3.4). Consider a general function in the following form

fo(x | a,b,1) =ax*> —b(l —e)x, (Vx,a,b >0, e € R)

where a and b are fixed constants. Hereafter we omit |a, b, for simplicity, and some
examples of function fy(x) and f,(x) are shown in Figure 4. We examine the conditions

Jo(X)/fe(x)

folx) = 1x* 4 0.48x
Jfo(x) = 32> 4+ 0.2x

‘ o folx) = $x% — 0.16x
o) :x$x2 — 0.24x

Figure 4
fo(x) and f,(x) function values.
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for f,(y) > fo(x) for given x and e but varying y. Since a > 0, f.(y) > fo(x) is always
possible and

R — LB(b(I—e)),VA), A>0

3.7
Rt, A<O0 (3.7)

fey) > folx) &y € {

where A = dafy(x) + b*(l — e)? and B(x,r) = (x — r,x +r) is the disc at x with radius r
without the boundary. The above is derived by solving f,(y) = fo(x) for a fixed x. We
identify Equation (3.4) to fo(x | 1, 3|lal|, lsm) and fo(x | &, }l|a||, L), for example, Equa-
tion (3.4a) can be rewritten as

a a
fO(Hb” | %r @/lam) SfE(”C” | %r @/lam)

where e is to account for the difference between I,,, and I,, so that [,, = I;,, — e. By using
Equation (3.7), we observe that

(3.42) & y € RY — 3B(|Val|ley, 4/A) (3.8)

Similarly we have
Lipl2 - 1aTp < Lyjg2 — 1aT RT — 3B(|[va|llyr, 2/A 3.9
9“ || 4a = 9HC|| 4a coye 4 (HVaH ars 2) ( : )

It is important to note that in both Equation (3.8) and Equation (3.9), we omit the case
when A;, fori = 1,2, where y € RT. It is now evident that the desired condition defines
a subset of the intersection of the sets specified in Equation (3.8) and Equation (3.9)
(appearing on the right-hand sides of the inequalities). By leveraging the fact that x* <

Xyly, when y > /= for I, > 0, we deduce that |b]|> < bTc holds when ||v,|| > %
This completes our proof.

Remark 1

Theorem 1 establishes that, when the condition in Equation (3.2) is satisfied, the recon-
structed [CLS] token, obtained by leveraging only the [MASK] token and residual tokens,
is closer to the original reconstructed [CLS] token (before the attack) than any other
reconstructed version. This result is formalized in the inequality presented in Equa-
tion (3.1). Consequently, this validates the proposed DDM in identifying the suspicious
token(s) for masking. In cases where multiple tokens are attacked, the analysis remains
applicable due to the contraction in convex reconstruction. Specifically, the vectors a and
r can be understood as contracted versions of the vector forms of the attacked/victim
tokens and the replacement tokens, respectively. Notably, the condition in Equation (3.2)
is relatively mild, primarily stating that the distributions of a, m, and r are centered
around s. Although the underlying manifold may influence the token locations, as it
directly impacts their spatial configuration, the analysis itself does not depend on any
specific manifold geometry.
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Remark 2

It is worth noting that replacing a normal token, incorrectly identified as adversarial,
with [MASK] could introduce semantic information loss. As demonstrated later in the
ablation study on the masking budget, when too many normal tokens are masked,
the input suffers from semantic distortion, leading to degraded model performance.
A potential solution could involve enhancing the detection of suspicious tokens or,
alternatively, making a random injection of [MASK] tokens rather than substituting
them. Detailed results are discussed in Section 5.3.

4. Experiments
4.1 Set-up

Datasets. To evaluate the effectiveness of DDM, we use four highly competitive text
classification datasets for benchmarking adversarial defense methods: SST2 (Socher
etal. 2013), AGNEWS (Zhang, Zhao, and LeCun 2015), IMDB (Maas et al. 2011), and MR
(Pang and Lee 2005). The SST2 dataset comprises binary sentiment classification tasks
derived from movie reviews, requiring the prediction of positive or negative sentiment.
AGNEWS contains news articles categorized into four classes: World, Sports, Business,
and Science/Technology. IMDB provides binary sentiment classification with signifi-
cantly longer reviews compared to SST2. The MR dataset involves a four-class sentiment
polarity classification task for reviews. These datasets span diverse domains, binary and
multi-class classification settings, and varying text complexities. This diversity ensures
a comprehensive evaluation of adversarial defense methods. Table 2 summarizes the
dataset statistics.

Attacking Algorithms. We utilize four different attack strategies, implemented using
the TextAttack framework (Morris et al. 2020b), including;:

1.  TextFooler (Jin et al. 2020) introduces word-level perturbations by
replacing original words with their synonyms.

2. BERT-Attack (Li et al. 2020) applies word-level perturbations by
leveraging a pre-trained masked language model to substitute candidate
words.

Table 2

Statistics on the utilized text classification benchmarks, where #. Train, #. Test, #. Length, and
#. Class represent, respectively, the number instances in the training and test sets, the average
length of input text, and the number of class labels.

Dataset #. Train #. Test #. Length #. Class
SST2 67,791 1,821 19 2
AGNEWS 120,000 7,600 43 4
IMDB 25,000 25,000 215 2
MR 8,530 1,070 20 4
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3. DeepWordBug (Gao et al. 2018) focuses on character-level perturbations,
including letter substitutions, deletions, insertions, and swaps within
words.

4. TextBugger (Li et al. 2019) combines both symbol- and word-level
perturbations, utilizing techniques such as inserting spaces, replacing
words, deleting characters, and swapping adjacent letters to craft
adversarial examples.

Defense Algorithms. The proposed DDM is evaluated against state-of-the-art methods
across three categories, as outlined below:

1.  Data augmentation: FreeLB++ (Li et al. 2021), RMLM (Wang et al. 2023),
Adv-Purification (Li, Song, and Qiu 2023), MVP (Raman et al. 2023), and
FAT (Yang, Liu, and He 2024).

2. Model adaptation: InfoBERT (Wang et al. 2021), Flooding-x (Liu et al.
2022), RobustT (Zheng et al. 2022), ATINTER (Gupta et al. 2023), SIWCon
(Zhan et al. 2023), LLMPM (Moraffah et al. 2024), and ROIC-DM (Yuan,
Yuan, and He 2024).

3. Randomized smoothing: RanMASK (Zeng et al. 2023), RSMI (Moon et al.
2023), MI4D (Hu et al. 2023), and Text-RS (Zhang et al. 2024).

Among these methods, RMLM, Adv-Purification, MVP, RanMASK, RSMI, and
MI4D also use masking strategies. A detailed review of these contender methods can
be found in Section 2.3. The majority of baseline results are directly sourced from their
respective original papers to ensure consistency, except for MI4D. Due to the unavail-
ability of results, we reimplemented MI4D using its default configuration, including a
30% masking rate, a learning rate of 2¢~>, and the minimum learning rate of le .

Implementation. For our main experiments (Section 4.2), we use the BERT-base model
(Devlin et al. 2019) as the encoder. Training is conducted using a batch size of 32
sequences, each with a maximum length of 128 tokens. We reserve 10% of the training
set for validation, and early stopping is applied if the validation accuracy does not
improve with 10 epochs. A dropout rate of 0.1 is applied across all layers. We utilize
the Adam optimizer with a learning rate that warms up to 5¢~> over the first 10,000
steps and then decays linearly to 1le~° following a cosine annealing schedule. Gradient
clipping is enforced within the range (—1, 1). During inference, DDM masks suspicious
tokens by using the FGWS strategy (Mozes et al. 2021) to estimate the suspicious score
for each candidate token, where we calculate their occurrence frequency within the
training dataset. For inputs with very short lengths, at least one [MASK] token is applied;
otherwise, the masking budget (bys) during both training and testing is set to 20% of the
inputlength. All experiments are repeated five times using different random seeds, with

the results averaged to ensure reliability. Finally, all computations are performed on an
NVIDIA A100 GPU server.

Evaluation Metrics. Following the experimental setup outlined in previous work
(Zhang et al. 2022; Hu et al. 2023; Yuan, Yuan, and He 2024), we select 1,000 samples
that were successfully attacked, originally drawn at random from the testing set, to

167



Computational Linguistics Volume 52, Number 1

evaluate the model robustness. The following metrics are employed: (1) CLA%, which
represents the classification accuracy of the model on the original (clean) data; (2)
CAA%, denoting the classification accuracy under specific adversarial attacks. A higher
CAA% reflects better defense performance; and (3) SUCC%, which measures the success
rate of adversarial attacks, defined as the proportion of examples successfully misclas-
sified out of the total attack attempts. A lower SUCC% indicates greater robustness of
the model.

4.2 Main Results

In addition to existing defense methods, the Baseline, implemented using the vanilla BERT-
base model, is also employed as a reference. Table 3 summarizes the average results
over five trials for adversarial defense performance, while detailed statistical results
and the relevant computational complexity analysis of our method are provided in
Appendix A. Key observations are as follows: (1) TextFooler is considered the most
challenging adversarial attack due to its ability to generate semantically coherent per-
turbations. In contrast, character-based attacks exhibit lower effectiveness compared
to word-based attacks. Additionally, datasets with lengthy inputs and larger training
sizes, such as AGNEWS and IMDB, demonstrate greater resilience against adversarial
attacks compared to shorter and smaller datasets like SST2 and MR. This difference
is attributed to the richer contextual information and broader coverage of linguistic
variations present in larger datasets, which enhance model robustness against adver-
sarial perturbations. (2) Classification accuracy (CLA%): the proposed DDM maintains
classification accuracy on clean test data, achieving performance comparable to the
standard Baseline. For the SST2, IMDB, and MR datasets, DDM even achieves a slightly
higher CLA% (91.9, 91.9, and 86.0) compared to the Baseline (91.6, 91.4, and 85.7). (3)
Defense performance (CAA% and SUCC%): our proposed method consistently achieves
superior or competitive results compared to state-of-the-art adversarial defense tech-
niques across all evaluated datasets. Specifically, against the TextFooler attack, DDM
achieves best CAA% values on three out of four datasets. Notably, it secures a CAA% of
76.3% on the IMDB dataset, ranking second only to Adv-Purification’s 81.5%. For BERT-
Attack, DDM demonstrates robust performance, achieving a CAA% of 70.3% on the
SST2 dataset, slightly below the top-performing MVP’s score of 75.9% and the second-
best InfoBERT. However, DDM significantly outperforms other methods under different
attack strategies, such as DeepWordBug, where it reports the highest CAA% values of
71.3%, 85.8%, and 68.7% on the SST2, AGNEWS, and MR datasets, respectively. This
indicates the stability and effectiveness of DDM across diverse adversarial scenarios.
When evaluated against TextBugger, DDM secures the leading position, achieving top
CAA% scores of 71.5%, 83.3%, 81.8%, and 63.3%, surpassing all competing methods.
On the other hand, the SUCC% scores, which quantify the success rate of adversarial
attacks, are typically inversely proportional to the CAA% results. Consequently, our
proposed method consistently demonstrates similar performance in terms of SUCC%
scores. Clearly, while our method may not achieve the best defense performance against
individual attack methods in certain cases (such as SST2 with BERT-Attack and IMDB
with TextFooler), its average defense effectiveness across the four evaluated attack
methods is the highest among all compared techniques.

We then focus on evaluating various masking strategies, denoted with x* in Table 3.
Typically, existing methods that incorporate masking into data augmentation primar-
ily adopt the replace-then-predict strategy (such as RMLM, Adv-Pur, and MVP), ie.,
replacing specific tokens and predicting their context. However, this approach could
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Table 3

Defense performance comparison between DDM and existing methods. Superscripts (1), (2),
and (3) indicate the use of data augmentation, model adaptation, and randomized smoothing
techniques, respectively. Additionally, methods using the masking strategy are further labelled
with *. Avg. is the average result of CAA%. The best performance is highlighted in bold, while

the second-best is underlined. Statistically significant results at p < 10> are marked with {,

while “—” indicates that no results are available in the original paper.
Datasets Methods CLA% TextFooler BERT-Attack DeepWordBug TextBugger Avg.
CAA% SUCC% | CAA% SUCC% | CAA% SUCC% | CAA% SUCC%

Baseline 916 16 941 5.1 943 15.3 81.1 27.1 69.6 13.0
FreeLB++1) 923 422 52.6 72.0 22.1 51.1 445 63.0 328 |57.1
RMLM®D* 87.9 52.6 39.5 18.5 78.7 — — — — 46.1
Adv-Pur(D* 92.7 | 62.9 27.5 47.7 48.1 - - - - 55.3
MVPD* 91.7 44.6 49.1 75.9 18.4 — — 65.1 285 61.9
ROIC-DM® 95.1 55.4 39.5 46.4 49.7 — — — — 50.9

SST2 InfoBERT® 91.8 43.1 493 72.8 22.4 59.7 35.4 64.6 31.8 60.1
ATINTER® 91.4 24.0 67.5 17.1 81.3 226 75.3 405 56.3 26.1
Flooding-X® | 91.9 349 62.4 27.7 70.7 345 62.4 51.7 453 37.2
SIWCon® 91.2 19.3 74.4 11.7 87.2 32.0 65.1 309 66.1 235
RobustT® 90.9 26.7 70.6 17.9 80.3 — — 421 537 | 289
RanMASK®* | 90.0 12.9 86.1 114 87.7 275 70.3 39.9 57.0 229
RSMI®)* 91.7 53.5 417 456 50.3 59.3 35.3 70.1 23.6 | 57.1
MI4D®)* 92.0 44.1 53.2 42.7 54.0 54.7 422 67.0 29.8 52.1
DDM 91.9t | 6331 2651 | 70.3t 25.2t | 71.3f 2181 | 715t  22.8t | 69.1t
Baseline 92.8 19.1 79.6 272 71.0 16.6 82.4 235 750 |21.6
FreeLB++(1) 93.3 51.5 46.0 418 56.2 55.1 421 55.9 414 |51.1
RMLM®D* 94.0 81.0 13.7 48.1 487 — — — — 64.6
Adv-Pur(D* 92.0 61.5 27.9 497 46.5 - - - - 55.6
MVPD* 93.7 46.3 493 82.1 11.4 — - 66.0 274 | 648
FAT® 95.1 62.3 332 48.0 474 — — 63.6 324 58.0
ROIC-DM® 94.1 78.7 18.4 49.0 47.0 — — - - 63.9

AGNEWS | InfoBERT® 93.2 440 522 80.7 15.4 53.9 424 64.1 329 | 607
ATINTER® 92.6 73.0 21.1 229 75.3 21.7 76.6 63.9 325 45.4
Flooding-X® | 92.7 24 54.9 274 71.0 54.1 4238 622 340 | 465
SIWCon® 926 19.7 78.7 23.1 75.1 20.6 77.8 529 429 |29.1
RobustT® 94.9 285 70.0 12.1 87.2 — — 53.4 43.7 31.3
LLMPM® 951 | 81.3 13.4 - — — — - - 81.3
RanMASK®* | 926 37.9 58.7 495 46.1 38.4 54.6 45.0 50.9 427
RSMI®)* 92.9 71.7 22.8 67.5 27.3 72.8 21.6 69.7 25.0 70.4
MHI4D®)* 93.0 67.3 29.1 70.1 25.6 66.7 31.0 75.1 20.3 | 6938
DDM 92.81 | 8231  10.61 | 83.61 9.8t 85.81 8.7t | 8331  10.1f | 83.8f
Baseline 91.4 10.3 88.8 5.8 93.7 12.3 83.4 53 943 |84
FreeLB++1) 923 453 51.0 39.9 56.9 783 16.1 429 536 | 516
RMLM®D* 92.3 547 39.4 325 64.0 - - - - 436
Adv-PurM* 94.1 815 11.8 76.7 16.3 — — — - 79.1
FAT®) 95.0 70.8 213 55.1 34.7 — — 75.0 18.3 | 70.0
InfoBERT® 91.8 16.9 81.6 15.8 82.8 62.3 32.1 37.6 59.0 33.2

IMDB ATINTER® 91.2 13.9 84.8 23.6 74.1 52.5 424 252 724 | 288
Flooding-X® | 91.6 405 58.5 323 65.8 77.9 18.5 62.3 35.8 533
SIWCon® 91.7 10.3 85.9 20.1 78.1 223 74.1 16.8 81.7 17.4
RobustT® 93.8 55.6 40.7 55.2 412 — — 57.6 38.6 56.1
LLMPM® 94.5 735 19.8 — — — — — — 735
RanMASK®* | 91.1 22.0 74.6 36.0 58.4 66.0 28.7 18.0 792 |355
Text-RS®) 91.2 — — 383 55.7 — — — — 383
RSMI®)* 91.3 54.8 40.0 60.1 342 56.4 38.2 51.5 436 55.7
MI4D®)* 91.8 56.6 403 63.5 33.1 89.9 5.8 74.3 21.0 71.1
DDM 91.91 | 76.3t 17.4f | 79.6t 1341 | 84.2f 85t | 81.8f 1131 |80.5f
Baseline 85.7 6.5 924 8.7 89.8 19.4 77.4 263 69.3 15.2
FreeLB++() 86.4 10.8 87.5 11.2 87.0 223 742 31.8 63.2 19.0
ATINTER® 85.6 21.1 74.6 19.3 77.5 30.6 64.3 45.7 478 292

MR SIWCon®@ 85.4 30.7 64.2 17.6 79.4 60.3 36.1 36.8 56.9 36.4
RanMASK®* | 85.1 12.9 84.8 16.8 80.3 19.6 77.0 33.1 61.1 20.6
RSMI®)* 86.1 | 47.6 44.7 39.5 54.1 58.1 325 56.4 34.5 |50.4
MI4D®)* 85.8 45.7 47.1 50.8 44.4 59.5 35.3 542 403 52.6
DDM 86.01 | 55.21  37.91 | 6261 299t | 68.7f 19.6f | 633t 26,51 | 625t
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introduce substantial noise due to incorrect predictions. Similarly, when integrating
masking with randomized smoothing, existing techniques also rely on random masking
to produce multiple variants for ensemble prediction. In contrast, DDM uses distinct
masking strategies tailored for adversarial defense. During training, [MASK] tokens are
inserted at the beginning of clean sequences as a placeholder to prepare the model for
perturbations. Compared with the replace-then-predict strategy, this approach reduces
noise caused by prediction errors. During inference, DDM substitutes suspicious tokens
with [MASK] to mitigate adversarial influence, eliminating the need for random-based
ensemble mechanisms. Overall, our approach consistently achieves the best perfor-
mance across diverse attack types on average, demonstrating absolute improvements
in CAA%by 7.2,2.5,1.4, and 12.1 points over state-of-the-art methods.

4.3 Ablation Study

To provide a comprehensive analysis and deepen the understanding of the proposed
DDM, we conduct ablation studies to address the following research questions:

e  Effectiveness across encoders: How does DDM perform when integrated
with different encoder architectures?

®  Adversarial detection capability: How accurately can the detection
mechanism identify adversarially perturbed tokens? How does its
performance compare when combined with other detection methods?

*  Masking strategy evaluation: How effective is the proposed masking
strategy? How does it compare to alternative masking strategies?

e  Masking budget: How does the number of applied [MASK] affect model
performance? What is the optimal number of masks required?

¢  Performance of different maskers: What are the impacts of employing
different types of maskers on adversarial defense?

As in the main experiment, all reported results are averaged over five independent
experimental runs to ensure consistency.

Effectiveness across Encoders. To validate the generalizability of DDM across different
encoders, we use a RoBERTa-based model (Liu et al. 2019) as the encoder while main-
taining consistency with the BERT-base configuration in all other settings, such as batch
size and training epochs. For comparative analysis, we select top performing defense
methods from Table 3, including MVP and Adv-Purification for data augmentation,
Flooding-X for model adaptation, and RSMI and MI4D for randomized smoothing. The
vanilla RoBERTa model is also used for reference. To ensure consistency and fairness
in evaluation, baseline results are sourced from their respective original publications if
available.

Results in Table 4 highlight the consistent efficacy of DDM across diverse encoders,
datasets, and attack scenarios. For instance, on the SST2 dataset, DDM achieves the
highest CAA% in three out of four attack scenarios. Similarly, on AGNEWS, IMDB, and
MR, DDM achieves the best average CAA% (83.0, 82.2, and 63.4, respectively), demon-
strating superior robustness across varying textual domains. In contrast, alternative
methods such as Adv-Purification show significant performance fluctuations when
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Table 4

Performance comparison of DDM with a RoBERTa-based encoder. The best results are marked in
bold, and the second-best are underlined. Baseline results are directly cited from the respective
original papers, and a “—" indicates unavailable results.

Datasets | Methods CLA% TextFooler BERT-Attack DeepWordBug TextBugger Ave.
CAA% SUCC% | CAA% SUCC% | CAA% SUCC% | CAA% SUCC%
RoBERTa 94.1 54 94.3 6.2 93.4 17.0 81.9 29.7 68.4 14.6
MVP 93.9 46.9 48.5 78.1 18.4 - - 69.8 25.5 |64.9
SST2 Flooding-X 94.2 32.2 65.8 35.4 62.4 38.2 59.4 49.9 47.0 38.9
RSMI 94.2 | 52.1 44.7 335 64.4 61.9 34.3 60.6 357 | 520
MI4D 94.3 36.4 61.4 34.5 63.4 45.6 51.6 58.3 38.2 43.7
DDM 94.2 68.5 27.8 71.6 25.8 70.8 24.8 73.4 23.2 711
Roberta 94.2 15.8 83.2 26.7 71.7 33.0 65.0 49.2 47.8 31.2
Adv-Purification | 96.1 34.2 63.3 19.5 77.1 - — - — 26.9
MVP 94.5 51.5 46.3 85.3 11.5 - — 68.7 27.1 68.5
AGNEWS | Flooding-X 94.4 68.9 27.0 56.4 40.3 65.3 30.8 70.3 255 | 652
RSMI 96 | 741 215 | 663 299 | 68.8 273 | 726 233 |70.5
MI4D 94.2 66.7 29.2 69.7 26.0 62.4 33.8 73.9 21.5 |68.2
DDM 95.1 78.8 16.3 84.9 12.5 86.0 8.7 82.4 12.5 83.0
Roberta 91.5 0.5 99.4 0.6 99.3 48.5 47.0 119 87.0 154
Adv-Purification | 96.1 54.3 43.1 52.2 43.7 — - — - 53.3
IMDB Flooding-X 94.7 48.5 48.8 33.4 64.7 83.1 122 62.3 34.2 56.8
RSMI 912 | 73.4 21.1 60.5 33.7 86.9 4.7 75.3 17.4 | 74.0
MI4D 94.5 56.2 40.5 54.2 42.6 93.6 1.0 69.8 26.1 68.5
DDM 94.9 80.3 12.2 79.4 16.2 84.3 78 84.9 7.2 82.2
Roberta 85.9 6.0 93.0 6.6 92.3 15.9 81.5 29.8 65.3 14.6
MR RSMI 86.8 58.1 33.1 45.3 47.8 62.6 27.9 64.3 259 |57.6
MI4D 87.6 51.9 40.8 44.7 49.0 61.9 29.3 58.6 33.1 54.3
DDM 87.9 56.1 35.0 66.0 29.4 66.8 222 64.7 24.7 63.4

switching between encoders. For example, Adv-Purification with BERT attains average
CAA% scores of 55.6 (AGNEWS) and 79.1 (IMDB), compared with 26.9 and 53.3 with
the RoBERTa encoder. These fluctuations show the sensitivity to encoder configurations,
whereas DDM maintains strong stability and consistent efficacy regardless of the under-
lying encoder. To ensure alignment with the primary results, subsequent experiments
adopt the BERT-base encoder for consistency.

Adversarial Detection Capability. To mitigate adversarial attacks during inference, the
proposed DDM identifies and masks suspicious tokens within each input. This section
presents a comprehensive analysis of how token-level detection accuracy influences
overall defense performance. Specifically, three detection methods are considered: WDR
(which identifies adversarial tokens by selectively removing words and measuring pre-
diction shifts [Mosca et al. 2022]), MLMD (which leverages Masked Language Models to
detect tokens that cause substantial changes in the representation manifold [Zhang et al.
2023]), and FGWS (the frequency-based heuristic proposed in Mozes et al. [2021]). For
each method, the top 20% of suspicious tokens per input are masked. Evaluations are
conducted across four benchmark datasets (i.e., SST2, AGNEWS, IMDB, and MR) under
four adversarial attacks (i.e., TextFooler, BERT-Attack, DeepWordBug, and TextBugger).

To quantify detection effectiveness, token-level performance is measured by com-
puting True Positives (TP), False Positives (FP), True Negatives (IN), and False Neg-
atives (FN), where adversarial tokens are treated as the positive class and normal
tokens as the negative class. This setup reflects the objective of accurately identifying
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adversarial perturbations while preserving clean input tokens. Accordingly, the follow-
ing evaluation metrics are reported:

o Recall (= TP/(TP + FN)): the proportion of adversarial tokens correctly
identified;

. False Positive Rate (FPR= FP/(FP + TN)): the proportion of normal
tokens incorrectly identified as adversarial;

. False Negative Rate (FNR= FN/(FN + TP)): the proportion of
adversarial tokens that remain undetected (i.e., left unmasked);

*  Weighted F1 (WF1): an aggregated F1 score that accounts for class
imbalance as adversarial tokens are typically sparse compared to normal
ones.

In addition, the corresponding CAA (i.e., the final classification accuracy after ap-
plying token-level masking) is also reported to reflect the extent to which the detection
influences model robustness under adversarial attacks.

The averaged results from five runs are summarized in Table 5, revealing several
notable trends.

First, we observe that detection methods with higher Recall scores (i.e., lower
FNR, since Recall + FNR = 1) consistently achieve superior CAA performance across
various datasets and attack types. For example, on the AGNEWS dataset under the
TEXTFOOLER attack, MLMD achieves a Recall of 98.5%, an FNR of 1.5%, and a peak
CAA of 88.7%. In contrast, FGWS yields a lower Recall of 91.8%, a higher FNR of
8.2%, and a reduced CAA of 82.3%. Notably, higher Recall and lower FNR values are
attributed to an increased number of TP and a reduced number of FN, highlighting the
importance of accurately identifying and removing adversarial tokens. This observation
is also consistent with the analysis in Equation (3.1), which examines the perturbation
effects associated with both TP and FN cases. As a result, the model is better able to
maintain stable predictions and achieve improved overall robustness.

Second, detection methods with lower FNR scores are often associated with lower
FPR scores, and, consequently, tend to exhibit improved defense performance. There are
two cases, however, that reveal the impact of FNR and FPR. Specifically, on the IMDB
dataset under the TEXTFOOLER attack, both WDR and MLMD report the same FPR
of 14.4%. Nevertheless, MLMD, which achieves a lower FNR, also yields higher CAA
scores. One intuitive explanation is that highly important tokens are often the primary
targets of adversarial attacks and are thus more likely to be identified as adversarial.
Consequently, mistakenly masking a small number of less-important normal tokens
(FP) tends to have a smaller impact on the overall semantics than leaving adversarial
tokens unmasked (FN). That said, this does not imply that FP can be overlooked. As
demonstrated later in the ablation study on the masking budget, excessively masking
normal tokens (i.e., high masking rates) introduces semantic distortion, ultimately
degrading model performance. In other words, while minimizing FN is crucial for
adversarial robustness, limiting FP is also essential to preserve semantic meaning and
maintain model robustness.

Finally, under the same dataset and attack settings, we also observe a strong cor-
relation between WF1 and CAA. For instance, on the AGNEWS dataset under the
TEXTFOOLER attack, MLMD achieves a WF1 of 90.1% and a CAA of 88.7%, whereas
FGWS, with a lower WF1 of 82.1%, yields a lower CAA (82.3%) result.
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Table 5
Performance comparison of various detection methods under four adversarial attacks, evaluated
by detection effectiveness (Recall, Error Rates, Weighted F1) and classification accuracy (CAA).

Attack Dataset |Method| TP TN FP FN |Recall% (1) FPR% (J) FNR% ({) WF1% (1) CAA% (1)
WDR 25241 142127 12764 986.8 719 8.2 28.1 88.3 66.7
SST2 MLMD | 2566.4 142549 12344 944.2 73.1 8.0 26.9 88.7 67.0
FGWS | 2425.0 14115.0 1375.0 1085.0 69.1 8.9 30.9 87.2 63.3
WDR 7407.3 339762 14024 2219 97.1 4.0 29 96.3 87.5
AGNEWS |MLMD | 7203.8 34375.5 1309.3 108.2 98.5 3.6 15 96.8 88.7
FGWS | 7144.0 33574.0 1654.0 636.0 91.8 47 8.2 94.8 82.3
TextFooler
WDR 14209.2 171152.3 28790.8 840.8 94.4 144 5.6 89.0 84.5
IMDB MLMD (14252.4 171205.2 28747.7 797.7 94.7 144 53 89.0 86.5
FGWS |13365.0 170314.0 29634.0 1684.0 88.8 14.8 11.2 88.4 76.3
WDR 2356.2 14959.2 1643.8 1043.8 69.3 9.9 30.7 87.0 62.5
MR MLMD | 25874 151834 1412.6 812.6 76.1 8.5 23.9 89.2 65.3
FGWS | 2145.0 14748.0 1854.0 1254.0 63.1 11.2 36.9 84.9 55.2
WDR 1626.3 14716.1 2173.7 4827 77.1 129 229 87.7 71.5
SST2 MLMD | 1683.6 14776.2 21164 4254 79.8 125 20.2 88.2 73.1
FGWS | 1618.0 14710.0 2181.0 490.0 76.7 129 23.2 87.6 70.3
WDR 6077.9 33855.6 2522.1 544.1 91.8 6.9 8.2 93.2 83.3
AGNEWS |MLMD | 6197.4 33974.2 2402.6 424.6 93.6 6.6 6.4 93.8 84.2
BERT-Attack FGWS | 6117.0 33898.0 2482.0 504.0 924 6.8 7.6 93.4 83.6
WDR 10078.5 171325.5 32921.5 671.5 93.8 16.1 6.2 88.4 85.7
IMDB MLMD |10402.6 171651.2 32598.1 348.7 96.8 15.9 3.2 88.6 88.5
FGWS | 9449.0 170704.0 33550.0 1300.0 87.9 16.4 12.1 88.0 79.6
WDR 1852.0 154129 21479 587.8 75.9 12.2 24.1 87.7 67.3
MR MLMD | 1970.1 15531.3 2029.9 469.9 80.7 11.6 19.3 88.7 68.9
FGWS | 1745.0 15306.0 2254.0 694.0 715 12.8 28.5 86.7 62.6
WDR 2568.4 141774 1231.6 1022.6 715 8.0 28.5 88.3 65.5
SST2 MLMD | 2847.7 14456.7 9523 743.3 79.3 6.2 20.7 91.2 73.5
FGWS | 2795.0 14404.0 1005.0 796.0 77.8 6.5 22.2 90.6 71.3
WDR 3299.4 34044.2 5301.1 355.7 90.3 13.5 9.7 88.9 82.8
AGNEWS |MLMD | 3435.1 341814 51642 219.1 94.0 13.1 6.0 89.5 84.4
DeepWordBug FGWS | 3483.0 34229.0 5116.0 171.0 95.3 13.0 47 89.7 85.8
WDR 10659.6 170834.6 32340.4 1165.4 90.2 159 9.9 88.2 82.7
IMDB MLMD |11065.8 171240.8 31934.2 759.2 93.6 15.7 6.4 88.5 85.4
FGWS |10538.0 170715.0 32461.0 1286.0 89.1 16.0 10.9 88.1 84.2
WDR 1784.1 15583.5 2215.8 4159 81.1 12.5 189 88.5 70.3
MR MLMD | 18122 156119 2187.8 387.1 82.4 12.3 17.6 88.5 70.7
FGWS 1727.0 15528.0 2273.0 473.0 78.5 12.8 215 87.8 68.7
WDR 2205.9 145559 1594.1 644.1 77.4 9.9 22.6 88.9 70.7
SST2 MLMD | 2131.8 14481.8 1668.2 718.2 74.8 10.3 25.2 88.1 68.5
FGWS | 2226.0 14576.0 1574.0 624.0 78.1 9.7 21.9 89.0 71.5
WDR 3922.8 34122.8 46772 2772 93.4 12.1 6.6 90.1 86.1
AGNEWS |MLMD | 3990.1 34189.5 4610.3 210.1 95.0 119 5.0 90.4 86.9
FGWS | 3834.0 34036.0 4765.0 365.0 91.3 12.3 8.7 89.8 83.3
TextBugger
WDR  |13958.2 171123.3 29041.8 876.7 94.1 14.5 59 88.9 86.1
IMDB MLMD |14175.3 171340.3 28824.7 659.7 95.6 144 44 89.1 87.3
FGWS |13602.0 170767.0 29399.0 1234.0 91.7 14.7 8.3 88.7 81.8
WDR 1667.6 15467.6 23324 5324 75.8 13.1 24.2 87.4 66.1
MR MLMD | 1793.6 15591.8 2207.3 407.3 815 124 185 88.5 69.4
FGWS 1632.0 15427.0 2373.0 570.0 74.1 13.3 259 87.0 63.3

In summary, for token-level detection methods, those that achieve high Recall,
low FNR/FPR, and high WF1 performance tend to provide more effective adversarial
defense, indicating a strong correlation between accurate adversarial detection and the
preservation of both semantic integrity and model robustness.
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Masking Strategy Evaluation. DDM utilizes two distinct masking strategies during the
training and inference stages. To evaluate their effectiveness, we enumerate alternative
masking approaches, including;

*  RO-S: Strategically replace tokens with [Mask] only, without predicting
the masked content.

*  RO-R: Randomly replace tokens with [Mask] only, without predicting the
masked content.

*  RP-S: Strategically replace tokens and further substitute them with
predictions for the masked content.

¢  RP-R: Randomly replace tokens and further substitute them with
predictions for the masked content.

e IM:Insert [Mask] at the beginning of the input sequence.

For the variants RP-S and RO-S, the FGWS strategy is adopted. That is, tokens are
ranked by their frequency of occurrence in the training dataset, and least-frequent
tokens are to be replaced. In the RO-S method, selected tokens are directly replaced
with the [Mask] token. On the other hand, the RP-S method takes an additional step:
After replacing selected tokens with [Mask], it utilizes a pre-trained MLM to predict and
replace those masked tokens. Similarly, the RO-R and RP-R methods randomly select
tokens for replacement, instead of relying on FGWS. The replacement process mirrors
that of RO-S and RP-S, but RO-R directly replaces the tokens with [Mask], while RP-
R uses an MLM to predict and substitute [Mask] with predicted tokens. Additionally,
the IM method inserts a [Mask] token at the beginning of the sequence. In all masking
based scenarios, we set the masking budget by; = 20%. At last, for comparison purpose,
we also adopt the vanilla model (i.e., NO) where no masking is used.

We systematically evaluate five masking strategies during both the training and
inference phases and present the corresponding defense performance (CAA%) in Fig-
ure 5. Not surprisingly, the worst performance occurs when no masking mechanism
is utilized during training or inference (i.e., the NO model), leaving the model highly
susceptible to adversarial manipulations.

Then, analyzing the training strategies, we observe that models fine-tuned with
RO-S and RP-S (i.e., the 2"! and 4™ rows) exhibit superior robustness compared to their
counterparts, RO-R and RP-R (i.e., the 3" and 5 rows). This improvement is attributed
to the strategic token selection in RO-S and RP-S, which prioritizes masking or replacing
the least important tokens. As a result, this approach effectively preserves critical con-
textual information in the original (clean) training samples. In contrast, random token
selection (i.e., RO-R and RP-R) risks masking or altering semantically important tokens,
leading to degraded training performance. Additionally, the IM model, which directly
inserts [Mask] tokens, achieves the best average training performance. This outcome
is due to its ability to maintain the original semantic structure while minimizing the
introduction of noise.

On the other hand, a similar pattern is observed during the inference phase. Specif-
ically, strategic masking or replacement (i.e., the 2" and 4% columns) consistently
outperforms their random-selection-based counterparts (i.e., the 3™ and 5% columns).
While IM performs better than RO-R and RP-R, it still retains adversarial tokens, po-
tentially introducing noise into the subsequent classification process. By contrast, RO-S
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Figure 5

Defense performance (CAA%) comparison for different masking strategies. Darker colors
indicate better performance, while lighter colors correspond to worse outcomes. The horizontal
axis represents masking strategies used during training, and the vertical axis denotes those
applied during inference.

explicitly removes suspicious tokens, preventing them from influencing downstream
predictions. Meanwhile, RP-S also eliminates suspicious tokens but remains sensitive
to the quality of token predictions; inaccurate predictions may mislead the classifier,
resulting in suboptimal performance. Therefore, RO-S demonstrates the most reliable
performance, as it not only eliminates adversarial perturbations but also bypasses the
token predictions.
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Figure 6
Model performance (CAA%) as a function of the masking budget (by,) against four adversarial
attack methods across four benchmarks.

The above analysis justifies our choice of the proposed DDM, which integrates a hy-
brid masking strategy tailored for different stages. During training, the IM mechanism
inserts [MASK] tokens into clean samples, maintaining the original semantic structure
while minimizing the introduction of noise. During inference, the RO-S mechanism dy-
namically identifies and removes adversarial tokens, preserving the semantic integrity
of the input. By leveraging this dual-phase architecture, DDM effectively enhances the
model robustness across diverse adversarial scenarios.

Masking Budget. The following section analyzes the impact of the masking ratio (bys) on
the performance of the proposed method. Increasing by introduces more [MASK] tokens
in the input sequence, and vice versa. To evaluate this effect, we systematically vary by,
from 10% to 50% of the total number of tokens in an input, in increments of 5%.

The results presented in Figure 6 demonstrate that the proposed method maintains
strong performance across different masking budgets, in particular when 15% < by, <
30%. Specifically, at a 10% masking rate, the model’s performance is moderate, likely
due to insufficient coverage of adversarial tokens. As the masking rate increases, per-
formance progressively improves, generally peaking around 20% in most cases. This
improvement can be attributed to a balanced trade-off between the removal of adver-
sarial tokens and the preservation of sufficient contextual information from the original
input. In certain scenarios, for example in AGNEWS and IMDB, optimal performance
is observed at higher masking rates (i.e., 25% or 30%), suggesting that some datasets
might require more [MASK] to effectively neutralize adversarial effects. However, with
by > 30%, further increases lead to a decline in performance. This decline is likely
caused by excessive masking disrupting the original input semantics, thereby reducing
the overall contextual coherence necessary for accurate predictions. Therefore, it is
recommended to set by; = 20%, as this setting consistently achieves optimal defense
performance across diverse scenarios.

While this configuration proves effective in our experiments, the optimal mask-
ing budget by, is inherently dataset-dependent, influenced by factors such as average
sequence length, linguistic complexity, and task-specific tolerance to token-level per-
turbations. For instance, shorter inputs tend to benefit from lower masking ratios to
preserve core semantics, whereas longer documents may favor larger values of by to
effectively mitigate adversarial attacks. To eliminate the manual tuning of the masking
budget, one could use the adaptive masking scheme that determines by, on-the-fly using
the following complementary strategies: (1) curriculum schedule: A global masking ratio
can be set to decay linearly over training epochs (Ankner et al. 2024), ensuring the model
is first exposed to heavily masked instances and gradually transitions to lightly masked
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ones. (2) detection confidence or token-level suspiciousness scores: Rather than relying on a
fixed masking budget, masking decisions can also be guided by the relative ranking of
token-level detection scores (e.g., thresholding accumulative probability derived from
the scores) instead of absolute value cut-off. This approach adapts to the suspiciousness-
score distribution of each token, allowing for context-sensitive masking without the
need for manual hyperparameter tuning.

These heuristics offer promising directions for eliminating the need for a
fixed masking budget by by dynamically aligning masking behavior with input
characteristics. Exploring and refining such strategies remains an important direc-
tion for future work to enhance adversarial robustness across diverse datasets.

Performance of Different Maskers. DDM uses the [MASK] for token replacement during
adversarial defense. To examine the impact of alternative token choices, we evaluate
the effectiveness of using [PAD] (used for input length uniformity) and [UNK] (used for
handling out-of-vocabulary tokens) as replacements for [MASK]. This analysis aims to
explore the influence of token selection on adversarial defense performance. All other
configurations remain constant (such as the encoder and training settings), with only
the replacement token ([PAD] or [UNK]) differing in place of [MASK].

The comparison results are shown in Figure 7. The variant using different replace-
ment tokens achieves comparable performance. For instance, on the IMDB dataset
under the BERT-Attack, the [MASK], [PAD], and [UNK] tokens achieve 79.6%, 79.3%,
and 77.6% in terms of CAA, respectively. This suggests that the choice of token has
limited impact under certain adversarial conditions. We further notice that, in specific
cases, the [PAD] token even demonstrates superior defensive performance than that
of [MASK], as evidenced by SST2 under DeepWordBug attack and AGNEWS under
TextFooler/TextBugger attack. The comparable performance of the [PAD], [MASK], and
[UNK] tokens arises from their role as neutral placeholders within the proposed DDM.
During inference, replacing adversarially perturbed tokens with these placeholders mi-
grate the impact of perturbations, without significantly disrupting the model’s compre-
hension of the remaining context. Consequently, the choice of token minimally affects
performance under adversarial conditions.

5. Discussion
5.1 Robustness Against Semantically Preserving Attacks

This section evaluates the adversarial resilience of the proposed method against se-
mantically preserving perturbations (Morris et al. 2020a; Wang et al. 2022; Liu et al.
2023). Specifically, the SemAttack framework (Wang et al. 2022) is used, in which
inputs are perturbed in the embedding space while sentence-level semantic similarity
is maintained. Following its configuration, at most 5 tokens are allowed to be perturbed
per example. Substitutions are restricted to the Top-10 nearest neighbors in the latent
space, provided that their cosine similarity with the original token exceeds 0.7. An
attack is considered successful when it both alters the model prediction and preserves
a sentence-level semantic similarity of at least 0.9 between the original and perturbed
examples. Subsequently, experiments are conducted on all four benchmarks, i.e., SST-2,
IMDB, AG NEWS, and MR, to ensure a comprehensive evaluation under semantically
consistent adversarial scenarios.

The proposed method is compared with two strong defense baselines: LSDefense
(Yang et al. 2023), in which label smoothing is applied to reduce reliance on discrete
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Figure 7
Impact analysis of the marker. Blue, orange, and green bar represents DDM using the [MASK],
[PAD], and [UNK] token for masking.
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tokens and enhance semantic robustness; and MI4D (Hu et al. 2023), a top-performing
method evaluated under the standard adversarial setting (as shown in Table 3). For
fairness, LSDefense results are reported directly from the original paper, whereas MI4D
is re-implemented under the previous experimental setup. For DDM, all hyperparame-
ters are kept consistent with those in Section 4.2, including the use of BERT-BASE as the
backbone, frequency-based token detection, and a masking budget of by; =20%.

As observed from Figure 8, DDM consistently outperforms the baselines across all
four datasets, achieving the highest average CA A score of 61.7%, compared with 54.2%
of LSDefense and 54.8% of MI4D. This gain is likely attributed to two key factors: (1) the
introduced masking enables selective suppression of high-risk tokens while preserving
the remaining informative content; and (2) suspicious tokens are masked rather than
substituted, which avoids introducing semantically incompatible replacements. Such a
strategy preserves sentence fluency and mitigates unintended semantic drift introduced
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Figure 8
CAA% under SemAttack on four classification benchmarks.

by latent-space perturbations, as exploited by SemAttack. Consequently, these compar-
ison results highlight that the proposed DDM remains robust and competitive even
under semantically preserving adversarial attacks, particularly SemAttack.

5.2 Generalization to Paired-Input Benchmarks

The primary datasets used in the previous study are single-input classification tasks,
such as SST-2, AG NEWS, and so forth. In contrast, paired-input classification tasks
require reasoning about the relationship between two sentences. For instance, the MNLI
dataset (Williams, Nangia, and Bowman 2018), a representative benchmark for Natural
Language Inference (NLI), involves predicting the logical relationship, i.e., entailment,
contradiction, or neutrality, between two sentences (e.g., a premise and a hypothesis) in
a paired-input setting. This added complexity introduces greater challenges for defense
methods, as subtle perturbations to either sentence can significantly affect the inferred
relationship.

To evaluate the proposed method on paired-input tasks, the same adversarial attack
strategies, i.e., TextFooler, BERT-Attack, DeepWordBug, and TextBugger, are applied
to the MNLI dataset, and the BERT-BASE encoder is adopted as the Vanilla baseline.
Unlike single-input tasks, each input in MNLI consists of a premise-hypothesis pair.
Accordingly, all four attacks (with the same configuration described in Section 4.1)
are applied to both sentences. In addition, the following defense methods, including
InfoBERT, RSMI, and MI4D, are included for comparison. Their results are either re-
implemented under the same attack configuration or directly reported from their orig-
inal papers if available. Experimental settings for DDM, including model fine-tuning
hyperparameters, are kept consistent with those used in the main experiments. In
particular, the frequency-based detection is employed with a masking budget of 20%.
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Figure 9
CAA% on MNLI under four different attacks.

The experimental results are presented in Figure 9, where DDM demonstrates
competitive defense performance against all evaluated attack methods on the MNLI
dataset. Specifically, the highest CAA is achieved across all four attacks, yielding the
best overall average CAA of 64.0%. These results indicate that DDM provides robust
adversarial resilience in the paired-input setting, where adversarially suspicious tokens
are effectively masked while semantically informative ones are preserved, thereby pre-
serving the logical consistency essential for sentence-pair inference.

5.3 Dependency on Detection Accuracy

Our method utilizes a two-step inference process: first, identifying anomalous tokens;
second, substituting them with [MASK]. Detection accuracy, accordingly, plays a critical
role in defense robustness, as shown in our ablation study (Table 5). A direct correlation
exists between higher detection accuracy and improved adversarial resistance, and
vice versa. To further strengthen adversarial robustness and reduce the dependency
on detection performance, we introduce two improvements. First, one could use the
ensemble detection to aggregate predictions from multiple detection models, leveraging
diversity to enhance detection accuracy. Second, one could utilize the probabilistic
token replacement to dynamically adjust the masking strategy based on a probabilistic
replacement. These enhancements aim to reduce the reliance on single-model detection
and establish a more resilient mechanism for countering adversarial attacks.

To begin with, we explore the effectiveness of the ensemble detection method by
combining WDR, MLMD, and FGWS for suspicious token identification. The ensemble
adopts a soft voting strategy based on normalized score averaging to determine which
tokens to mask. Specifically, each base detector produces a token-level suspiciousness
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Figure 10
A comparison of DDM implemented using single (blue using FGWS, green using MLMD) and
ensemble (red) detection.

score, which is first normalized and then averaged across detectors. To maintain consis-
tency with prior experiments, the masking ratio is fixed at by; = 20%.

Figure 10 shows that the ensemble approach consistently outperforms FGWS-based
methods across all cases, surpasses MLMD-based detection in 11 out of 16 cases, and
achieves comparable CAA scores in two additional cases. This improvement can be
attributed to the ensemble ability to mitigate the biases of individual detectors, thereby
enhancing overall adversarial token detection across diverse perturbations.

In addition, Table 6 presents a detailed evaluation of adversarial-token detection
effectiveness achieved by the ensemble-based approach. The results reveal consis-
tent trends aligned with previous findings: Detection methods with high Recall, low
FNR/FPR, and high WF1 often lead to robust classification performance. Specifically,
the ensemble method significantly improves Recall and reduces FNR compared to

Table 6
Comparison of adversarial-token detection performance using the single and ensemble-based
methods.

Datasets | Methods TextFooler BERT-Attack DeepWordBug TextBugger
Recall%(T) FNR%({) WF1%(T)|Recall%(T) FNR%(]) WF1%(T)|Recall%(T) FNR%({) WF1%(T)|Recall%(T) FNR%({.) WF1%(T)
FGWS 69.1 30.9 87.2 76.7 232 87.6 77.8 222 90.6 78.1 219 89.0
SST2 MLMD 73.1 269 88.7 79.8 202 88.2 79.3 20.7 91.2 74.8 252 88.1
Ensemble 74.0 26.0 88.9 80.1 19.9 88.2 79.3 20.7 91.2 78.9 21.1 89.5
FGWS 91.8 8.2 94.8 924 7.6 93.4 95.3 47 89.7 91.3 8.7 89.8
AGNEWS |MLMD 98.5 15 96.8 93.6 6.4 93.8 94.0 6.0 89.5 95.0 5.0 90.4
Ensemble 98.6 14 97.9 945 55 94.0 95.5 45 90.9 95.0 5.0 904
FGWS 88.8 11.2 88.4 87.9 12.1 88.0 89.1 109 88.1 91.7 8.3 88.7
IMDB MLMD 94.7 53 89.0 96.8 3.2 88.6 93.6 6.4 88.5 95.6 44 89.1
Ensemble 93.9 6.1 88.9 95.8 4.2 88.4 93.8 6.2 88.6 95.8 42 89.6
FGWS 63.1 36.9 849 715 285 86.7 785 21.5 87.8 74.1 259 87.0
MR MLMD 76.1 239 89.2 80.7 19.3 88.7 824 17.6 88.5 81.5 18.5 885
Ensemble 70.2 29.8 87.7 81.0 189 88.9 83.1 17.0 89.6 81.8 18.2 88.6
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FGWS, while achieving performance comparable to MLMD. This is supported by an
average Recall of 87.0% for the ensemble method, versus 82.3% for FGWS and 86.8% for
MLMD across all attacks. These gains likely stem from the ensemble’s ability to integrate
the complementary strengths of individual detectors, thereby enhancing robustness
against diverse adversarial perturbations.

Second, we introduce the probabilistic replacement based on a randomized strat-
egy. In pre-training language models such as BERT (Devlin et al. 2019), the MLM is
commonly adopted. Specifically, MLM randomly replaces 80% of selected tokens with
[MASK], 10% with random words, and leaves 10% unchanged. Inspired by this random-
ized masking strategy from MLM, we introduce additional rules for token replacement
rather than the only process of masking identified tokens in our method. Specifically,
for the identified token during inference, our approach adopts the following rules:

®  60% chance: replacing with a [MASK] token.
*  30% chance: inserting a [MASK] token before.

®  10% chance: leaving unchanged.

That is, the token replacement introduces greater randomness compared with the pre-
vious directly-masking strategy, leaving up to 40% of identified tokens unchanged.
Among these, 75% include the insertion of an additional [MASK] token before the
identified tokens, following a similar approach to the insertion strategy in MI4D (Hu
et al. 2023). Notably, this approach is not applied during model training but only for
inference, as the training input consists of clean data.

Figure 11 illustrates the performance with the probabilistic token replacement ap-
proach. Compared with the previous directly-masking strategy, the probabilistic based
approach achieves better defense accuracy (CAA, %) in almost all scenarios. As exem-
plified by the SST2 and IMDB datasets, the previous direct-masking strategy achieves
average CAA% scores of 69.1 and 80.5, respectively, while the probabilistic replace-
ment approach demonstrates superior performance with scores of 71.4 and 82.3. The
observed improvement can be attributed to an effective balance between preserving
contextual integrity and mitigating the influence of adversarial tokens. Under this new
probabilistic replacement, replacing 30% of the tokens with [MASK] while keeping 10%
unchanged helps in retention of the original context, minimizing the risk of information
loss. In other words, this strategy reduces the impact of detection errors by maintaining
valuable context through minimally altered or unmodified tokens. Moreover, it is also
noteworthy that [MASK] insertion simplifies DDM to MI4D, reflecting its flexibility.

DeepWordBug DeepWordBug DeepWordBug DeepWordBug

80 90
7075 85
TextFooler BERT-Aftacks TextFooler BERT-Attack

TextBugger TextBugger TextBugger TextBugger

(a) SST2 (b) AGNEWS (c) IMDB (d) MR

BERT-Aftacl

Figure 11
A comparison of the defense accuracy (CAA, %) with the probabilistic token replacement
approach (red), compared with the previous directly masking strategy (blue).
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5.4 Integration with LLMs

The following section examines the adversarial robustness of LLMs enhanced by the
proposed DDM. The aim is to determine whether the proposed method effectively
improves LLM performance when exposed to adversarial inputs. To integrate DDM
into LLMs, the following adaptation steps are used: (1) few-shot prompt learning is
utilized to guide the LLM. Specifically, 1,000 training samples are randomly selected as
exemplars, with by;% [MASK] tokens inserted at the beginning of these clean samples;
(2) 100 testing samples are randomly drawn from the testing dataset and subjected to
four types of adversarial attacks; (3) the LLM is prompted to identify adversarially
modified tokens within the perturbed inputs and replaces the most suspicious ones
with [MASK], using a fixed masking budget by (see the example prompt from “Prompt
for detection”); (4) the LLM predicts the labels of the masked samples using in-context
learning, leveraging the exemplars generated in the first step (see the example prompt
from “Prompt for classification”).

Prompt for detection

You are an expert in adversarial detection. The text below may have been
perturbed by attack methods. Identify the top 20% of tokens most likely to be
disturbed and replace them with [MASK]. An example output is provided below,
where [MASK] replaces suspicious tokens.

Input: Ky. Company Wins Grant to Study Peptides (ABP) AP - A company
founded by a chemistry researcher at the University of Louisville won a grant
to develop a method of producing better peptides, which are short chains of
amino acids, the building blocks of proteins.

Output: Ky. Company Wins Grant to [MASK] Peptides ([MASK]) AP - A com-
pany [MASK] by a chemistry [MASK] at the [MASK] of [MASK] won a grant to
develop a method of [MASK] better peptides, which are short chains of amino
acids, the [MASK] blocks of [MASK].

Based on the example above, detect the following input.

Input: - --

Prompt for classification

You are an expert in text classification. Below is the input context and its related
label.

Input: [MASK] [MASK] [MASK] [MASK] [MASK] Fearsfor T N pension after
talks. Unions representing workers at Turner Newall say they are "disappointed’
after talks with stricken parent firm Federal Mogul. Label: business.

Based on the examples above, classify the following input test and output its
label within the list of ‘World, Sports, business, Science/Technology’:

Input: Ky. Company Wins Grant to [MASK] Peptides ([MASK]) AP - A company
[MASK] by a chemistry [MASK] at the [MASK] of [MASK] won a grant to
develop a method of [MASK] better peptides, which are short chains of amino
acids, the [MASK] blocks of [MASK].
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Table 7
Performance evaluation of DDM integrated with LLM for adversarial defense (in terms of CAA
%), where the best results are marked in bold.

Datasets Methods TextFooler | BERT-Attack | DeepWordbug | TextBugger
Llama3-8B 75.1 80.9 86.1 91.7
SST2 +DDM 82.3 87.5 90.1 93.2
GPT3.5 78.4 82.1 89.1 94.2
+DDM 84.4 88.1 91.2 94.7
Llama3-8B 69.4 68.9 76.1 715
+DDM 86.7 85.8 88.2 89.9
AGNEWS |\ —p135 70.9 70.3 747 712
+DDM 89.9 87.8 90.3 91.5
Llama3-8B 85.5 84.3 88.7 89.3
+DDM 89.7 90.1 93.4 95.3
IMDB GPT35 914 90.5 944 95.7
+DDM 92.9 94.3 96.1 96.9
Llama3-8B 71.7 83.9 79.9 84.2
MR +DDM 81.1 90.2 87.4 92.7
GPT3.5 73.8 83.7 814 86.3
+DDM 82.5 89.4 88.9 93.2

Table 7 presents the performance gains achieved by integrating DDM with LLMs,
specifically, Llama3-8B and GPT-3.5. Several key observations can be made: (1) The
vanilla LLMs already outperform smaller-scale models (see Table 3). Highlighting the
inherent advantages of LLMs in understanding the input context. (2) DDM enhances
GPT-3.5 across four adversarial attack methods, yielding an average improvement of
6.0 on SST2, 6.0 on AGNEWS, 2.1 on IMDB, and 0.5 on MR. A similar improvement is
observed when integrating DDM with Llama3-8B. (3) The combination of DDM with
GPT-3.5 achieves a higher absolute performance than its integration with Llama3-8B.
However, the relative improvement rate seems higher for Llama3-8B (with the SST2,
IMDB, and MR benchmarks), suggesting that Llama3-8B benefits more from DDM due
to its relatively weaker robustness in the vanilla setup, leaving more room for improve-
ment. Overall, DDM demonstrates strong effectiveness in enhancing LLM robustness
by filtering adversarial inputs and preserving critical information. This capability high-
lights its utility in improving LLM resilience under adversarial conditions.

6. Conclusion

In this article, we propose a novel adversarial defense method leveraging the strategic
insertion and replacement of [MASK] tokens during both training and inference stages.
Specifically, during training, [MASK] tokens are injected into samples as placeholders to
prepare the model for unseen inputs. During inference, suspicious tokens are replaced
by [MASK] tokens for enhanced classification robustness.

The proposed method unifies adversarial detection and defense, offering a system-
atic approach to utilize detection outcomes for effectively mitigating the influence of
adversarial attack. More importantly, a comprehensive theoretical analysis is provided
to validate the proposed method’s effectiveness. We need to point out that in our
analysis, we assumed that the reconstructed [CLS] token is uniformly distributed in
the convex hulls. For the scenarios that this assumption may not hold, especially for
complex adversarial attacks, more detailed analysis is desirable, for example, using
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multi-modal distributions for the latent feature space and a full-scale geometric analysis
on transformer block behavior to adapt to various scenarios. We leave it to our future
work. Experimental results across diverse datasets and attack models demonstrate that
the method consistently outperforms existing defense approaches, significantly enhanc-
ing the model robustness. Furthermore, applying our method to LLMs also shows sub-
stantial improvements in robustness, demonstrating its adaptability to various language
models.

These findings highlight the potential of our approach to advance NLP security.
Moreover, the proposed method is agnostic to downstream tasks, enabling its seamless
integration into diverse applications.

Appendix A. Statistical and Computational Evaluation

Statistical Analysis. To assess the statistical significance of our experimental results,
we utilize the one-sample t-test, which evaluates whether the observed performance
improvement of our method over the strongest baseline is statistically significant. As a
result, statistically significant improvements at p < 10~ are marked with { in Table 3. In
addition, Table A.1 further reports the standard deviations from classification accuracy
(CAA%) and success rate (SUCC%) across four attack methods for each dataset.

Table A.1
Performance of DDM (in terms of average CAA%, SUCC%, and relevant standard deviations)
against four adversarial attacks across each dataset.

Datasets TextFooler BERT-Attack DeepWordBug TextBugger
CAA% SUCC% CAA% SUCC% CAA% SUCC% CAA% SUCC%
SST2 633+09 26513 703£12 252+£15 713£13 218£10 715+£09 228+14
AGNEWS | 823+17 106+£07 836=%1.0 98+£07 858+19 87+12 833%16 101+£11
IMDB 763+13 174+10 796+17 134+£08 842+12 85+05 818+13 11.3+£09
MR 552+£09 379+£18 626+10 2994+09 687+24 196+12 633+13 265+16

Overall, the consistently-low standard deviations across all datasets and attack
types indicate that DDM maintains stable performance under diverse perturbations and
random seeds. These results highlight the robustness and reliability of the proposed
method, demonstrating its effectiveness across a broad range of adversarial scenarios.

Computational Evaluation. To provide a comprehensive view of the computational
cost introduced by our method, we report the training time per epoch, average infer-
ence latency across all test samples, and FLOating-Point operations (FLOPs). FLOPs
are computed based on standard multiply-accumulate operation counts for both the
forward and backward passes. Specifically, the Vanilla model with a BERT-base encoder
is employed as the baseline. The proposed DDM is implemented with a masking budget
of by = 20%. That is, during training, we inject [MASK] tokens equivalent to 20% of the
input sequence length to each clean sample for model fine-tuning. At inference time,
the top 20% of tokens with the highest suspicious scores are identified and replaced
with [MASK] tokens.

As shown in Table A.2, the proposed masking-based training introduces moderate
computational cost. On AGNEWS, for instance, DDM takes 612.57 seconds and 5.61
GFLOPs per epoch, while the Vanilla model requires 552.39 seconds and 4.75 GFLOPs,
resulting in a relative increase of approximately 10.9% in training time and 18.1% in
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Table A.2

Comparison of computational efficiency between the Vanilla model and the proposed DDM
with the BERT-base encoder, measured in terms of training time, inference time, and FLOPs. In
the DDM (Infer) column, the number in parentheses represents the detection time, and the
number outside denotes the classification time.

Dataset Vanilla (Train) DDM (Train) Vanilla (Infer) DDM (Infer)

Time (s) FLOPs (G) Time (s) FLOPs (G) Time (s) FLOPs (G) Time (s) FLOPs (G)
SST2 164.58 1.11 181.99 1.30 0.89 343 0.87 (+0.83) 2.57
AGNEWS 552.39 4.75 612.57 5.61 2.82 7.01 2.76 (+1.12) 421
IMDB 560.57 24.61 641.71 29.03 5.81 38.65 5.86 (+4.95) 32.27
MR 26.01 2.31 29.55 2.75 1.11 1.62 1.06 (+0.56) 1.28

FLOPs. Similar trends are observed across other datasets, primarily due to the increased
input length after inserting additional [MASK] tokens during training.

Despite this overhead, DDM introduces minimal additional cost during inference.
Specifically, the classification time (excluding detection) remains almost identical to that
of the vanilla model, averaging 2.63s compared to 2.65s across all datasets. The detection
stage itself is lightweight: for example, on AGNEWS, the FGWS takes only 1.12s, and on
SST2, just 0.83s. These results confirm that the proposed method can efficiently identify
suspicious tokens without significantly slowing down prediction.

Moreover, DDM consistently reduces FLOPs during classification, as evidenced by
the drop from 3.43G to 2.57G on SST2 and from 7.01G to 4.21G on AGNEWS. This reduc-
tion is attributed to the masking of low-frequency or suspicious tokens during inference,
which bypasses their contextual encoding and decreases self-attention computations in

the BERT layers.
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