
Proceedings of the 14th International Joint Conference on Natural Language Processing and the 4th Conference of the Asia-Pacific Chapter of the Association for
Computational Linguistics, pages 2282–2303

December 20-24, 2025 ©2025 Association for Computational Linguistics

Large Language Models Encode Semantics and Alignment
in Linearly Separable Representations

Baturay Saglam1,2,*, Paul Kassianik2, Blaine Nelson2

Sajana Weerawardhena2, Yaron Singer2, Amin Karbasi2

1Yale University
2Foundation AI – Cisco Systems Inc.

Abstract

Understanding the latent space geometry of
large language models (LLMs) is key to in-
terpreting their behavior and improving align-
ment. Yet it remains unclear to what extent
LLMs linearly organize representations related
to semantic understanding. To explore this, we
conduct a large-scale empirical study of hid-
den representations in 11 autoregressive mod-
els across six scientific topics. We find that
high-level semantic information consistently
resides in low-dimensional subspaces that form
linearly separable representations across do-
mains. This separability becomes more pro-
nounced in deeper layers and under prompts
that elicit structured reasoning or alignment
behavior—even when surface content remains
unchanged. These findings motivate geometry-
aware tools that operate directly in latent space
to detect and mitigate harmful and adversar-
ial content. As a proof of concept, we train
an MLP probe on final-layer hidden states as
a lightweight latent-space guardrail. This ap-
proach substantially improves refusal rates on
malicious queries and prompt injections that by-
pass both the model’s built-in safety alignment
and external token-level filters.

1 Introduction

Large language models (LLMs), trained on vast tex-
tual corpora for next-token prediction, have become
versatile systems capable of generating coherent
and contextually relevant text across a wide range
of semantic domains. Their proficiency spans from
shallow semantic tasks (e.g., basic word sense dis-
ambiguation) (Tenney et al., 2019) to structured
reasoning and ethical deliberation (Ouyang et al.,
2022). Despite these capabilities, we still have
limited understanding of how these models inter-
nally organize and encode such diverse semantic
knowledge. A crucial step toward enhanced inter-
pretability and safer deployment involves investi-

*Work completed during an internship at Foundation AI.

gating how semantic distinctions manifest within
the hidden representations of models.

Recent interpretability studies suggest that neu-
ral networks, including transformer-based LLMs,
encode semantic and behavioral attributes within
structured, often linear subspaces of their latent
representations (Nanda et al., 2023; Park et al.,
2024). Known as the linear representation hypothe-
sis (Mikolov et al., 2013b), this perspective has mo-
tivated research showing that concepts—ranging
from linguistic structure to sentiment—can fre-
quently be captured or manipulated by simple lin-
ear operations on hidden states (Belinkov et al.,
2017; Conneau et al., 2018). Although these find-
ings suggest coherent geometric structure, prior
work has typically focused on narrow lexical fea-
tures (e.g., whether a sentence mentions a “cat”)
(Elhage et al., 2022) or contrasting text genres (e.g.,
symbolic versus natural language) (Kisako et al.,
2025). A broader question remains:

To what extent do linearly structured
representations emerge across diverse, high-level

semantic content (e.g., text about electrical
engineering or computer science) in a

model-agnostic way?

1.1 Contributions

We conduct a large-scale empirical study analyzing
hidden states from 11 decoder-only models across
six high-level scientific topics. Our analysis reveals
several core findings with practical implications.

Progressive linear separability of semantic rep-
resentations Representations of texts from dif-
ferent domains (e.g., physics vs. computer science)
form linearly separable clusters that sharpen toward
deeper layers, as measured by rising SVM classifi-
cation accuracy (Section 5.1). This separability is
robust: it persists even when domain-specific key-
words are heavily masked, indicating that semantic
structure is distributed across implicit cues rather
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than concentrated in surface lexical features. We
also confirm that these representations exhibit low
intrinsic dimensionality (Appendix C.1), though
compression patterns vary by architecture and do
not universally follow the U-shaped trends reported
in prior work (Ansuini et al., 2019; Valeriani et al.,
2023; Razzhigaev et al., 2024; Skean et al., 2025).

Geometric encoding of alignment: instruction
following and safety This linear structure also
extends to behavioral attributes: prompts with
chain-of-thought instructions yield representations
that are linearly separable from identical questions
without such instructions, despite differing by only
about 15 tokens (Section 6.1). Similarly, benign,
harmful, and adversarially framed prompts form
distinct, separable clusters in safety-aligned mod-
els (Section 6.2). These results suggest that align-
ment behavior is also linearly encoded in the hid-
den space in a meaningful way.

Latent-space interventions for safety and con-
trol Building on this geometric structure, we
train a lightweight MLP probe on final-layer hid-
den states to classify prompt intent (Section 7).
This latent-space guardrail achieves 96.7% over-
all accuracy and substantially outperforms token-
based defenses (e.g., Llama Guard 3-8B) on ad-
versarial prompts that bypass token-level align-
ment—reducing harmful responses by over 2×
while minimally affecting benign utility. These
findings show that geometric properties of hidden
representations enable effective safety mechanisms
without altering model weights or maintaining ad-
ditional models.

We release our code to support further research
in mechanistic interpretability.1

2 Related Work

We organize prior work by the phenomena stud-
ied and highlight how our analysis addresses open
questions while complementing existing research
in each area.

2.1 Linear Representations of Semantic
Concepts

A substantial body of work has shown that neural
networks encode concepts in linearly accessible
ways. Early findings on additive structure in word

1https://github.com/baturaysaglam/
llm-subspaces

embeddings (Mikolov et al., 2013a) motivated re-
search showing that linguistic features—such as
part-of-speech, dependency relations, and senti-
ment—can be recovered via linear probes (Con-
neau et al., 2018; Liu et al., 2019; Tenney et al.,
2019). Structural probes revealed low-rank sub-
spaces corresponding to syntax trees (Hewitt and
Manning, 2019), and more recent work identi-
fied interpretable directions encoding behavioral
attributes such as truthfulness versus deception
(Azaria and Mitchell, 2023; Marks and Tegmark,
2024; Orgad et al., 2025), refusal versus compli-
ance (Li et al., 2023; Arditi et al., 2025; Zou et al.,
2025), or arithmetic expressions versus general lan-
guage (Kisako et al., 2025).

These works demonstrate linearity in static word
embeddings, isolated linguistic features (e.g., “is
an equation”), or binary behavioral attributes of
responses (e.g., truth vs. hallucination). In con-
trast, we examine a broader granularity: high-
level semantics that span thousands of these fea-
tures and exhibit substantial cross-domain over-
lap (e.g., electrical engineering contains mathe-
matics, physics, and computer science). We also
study how alignment-related inputs alter represen-
tations of identical surface content, rather than fo-
cusing on meta-properties (e.g., factual accuracy)
of outputs. Therefore, our findings complement
word- and attribute-level linearity by extending
the scope to composite knowledge domains and
context-dependent behavioral structure.

2.2 Methods for Finding Interpretable
Structure

A range of methods have been developed to
uncover interpretable structure in neural repre-
sentations. Sparse autoencoders train auxiliary
models to decompose polysemantic activations
into monosemantic features (Huben et al., 2024;
Lieberum et al., 2024), revealing hundreds to thou-
sands of interpretable directions. Other methods
use nonlinear techniques or combine predictors
across layers to extract concept vectors (Beagle-
hole et al., 2025), and recent work shows that fea-
tures are not strictly one-dimensional (Engels et al.,
2025).

These approaches decompose latents into in-
terpretable components through learned transfor-
mations. However, a complementary question re-
mains: what geometric structure exists inherently
in the original, unmodified representations before
any auxiliary training or nonlinear transformation?

2283

https://github.com/baturaysaglam/llm-subspaces
https://github.com/baturaysaglam/llm-subspaces


We take a different approach by analyzing raw
hidden activations directly, without auxiliary mod-
els or feature extraction. We show that certain se-
mantic structures inherently emerges from standard
training objectives alone, providing a baseline for
understanding which structures are learned versus
imposed through auxiliary modeling.

2.3 Latent Space Applications

Several studies have applied the linearity of repre-
sentations to a range of tasks: in in-context learn-
ing, such as mathematical reasoning and transla-
tion (Hendel et al., 2023), safety and stylistic con-
trol (Liu et al., 2024), and linguistic manipulations
(Todd et al., 2024; Saglam et al., 2025); and in
instruction-following, to improve reasoning behav-
ior (Højer et al., 2025). While our work builds
on the idea of similar latent structure, we focus
on characterizing the geometric organization rather
than developing intervention methods.

3 Background

We outline the technical preliminaries and analyti-
cal tools that underpin our experiments.

3.1 Transformer Architecture and Hidden
Representations

Language models based on the transformer ar-
chitecture (Vaswani et al., 2017) operate through
a sequence of layers that apply multi-head self-
attention followed by feedforward transformations.
Given a token sequence, each layer computes a hid-
den representation h ∈ Rd for each token, where
d denotes the hidden dimensionality. The model is
composed of L such hidden layers, stacked sequen-
tially to progressively refine the token representa-
tions.

In multi-head self-attention, the hidden state h
is linearly projected into query, key, and value
matrices: Qi = hWQ

i , Ki = hWK
i , and

Vi = hW V
i for each head i = 1, . . . ,H , where

WQ
i ,WK

i ,W V
i ∈ Rd×dH are learned parameters.

Each head computes attention as:

headi = softmax

(
QiK

⊤
i√

dH

)
Vi,

where dH = d/H . The outputs of all heads are
concatenated and projected to form the next hidden
state:

MultiHead(h) = Concat(head1, . . . , headH)WO,

where WO ∈ Rd×d is a learned output projection
matrix. This structure allows each head to capture
distinct relational patterns across tokens in different
subspaces of the hidden representation.

3.2 Linear Separability

A simple and efficient way to assess the linear sep-
arability of two data clusters is by fitting a linear
classifier. We use a hard-margin support vector
machine (C = 1010, tol = 10−12) to find a sepa-
rating hyperplane. Technical details of the SVM
setup are provided in Appendix A.1. For fast eval-
uation, we use the CUDA-accelerated SVM from
the cuML library (Raschka et al., 2020), rather than
solving for arbitrary hyperplanes without margin
regularization; see Appendix B.2 for details.

4 Experimental Design

Further details of our experimental setup are pro-
vided in Appendix B.

4.1 Models

We assembled a diverse set of decoder-only autore-
gressive transformers spanning a range of configu-
rations and developers. To study scaling effects and
intra-family consistency, we included multiple size
variants from the same model series. All models
are open-source, and the details are summarized in
Table 1.

4.2 Dataset

arXiv Abstracts We reviewed over 100 datasets
on Hugging Face and Kaggle and selected the arXiv
metadata dataset (Clement et al., 2019) for its rich
coverage and structured format. The dataset con-
tains titles, authors, and abstracts of arXiv articles
from the past 30 years, categorized according to
the arXiv taxonomy2. Using abstracts ensures con-
sistent length and structure (e.g., an introductory
sentence followed by a problem description) while
also guaranteeing that the content is mostly human-
written (see Appendix B.1.1 for discussion), min-
imizing distributional bias from LLM-generated
text. The covered STEM fields include computer
science (CS), economics, electrical engineering
and systems science (EESS), mathematics, physics,
quantitative biology, quantitative finance, and statis-
tics.

2https://arxiv.org/category_taxonomy
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Model Size Hidden Dim. d # Layers Developer Release Date

Mistral Small 3 (2501) (AI, 2024) 24B 5120 40 Mistral AI Jan. 2025
Mistral (Jiang et al., 2023) 7B 4096 32 Mistral AI Sep. 2023

Llama 3.1 (AI@Meta, 2024) 8B 4096 32 Meta Jul. 2024
Llama 3.2 (AI@Meta, 2024) 3B 3072 28 Meta Jul. 2024

Gemma 2 (Team, 2024b) 9B 3584 42 Google Jun. 2024
Gemma 2 (Team, 2024b) 2B 2304 26 Google Jul. 2024

GPT-J (Su et al., 2023) 6B 4096 28 Eleuther AI Jun. 2021
GPT-2 XL (Radford et al., 2019) 1.5B 1600 48 OpenAI Nov. 2019
GPT-2 Large (Radford et al., 2019) 774M 1280 36 OpenAI Aug. 2019
GPT-2 Medium (Radford et al., 2019) 355M 1024 24 OpenAI May 2019
GPT-2 (Radford et al., 2019) 124M 768 12 OpenAI Feb. 2019

Table 1: Open-source decoder-only autoregressive models selected for empirical studies.

Preprocessing We did not modify any samples
beyond basic string cleanup, such as stripping
whitespaces. To ensure clear categorical distinc-
tion, we removed samples associated with multi-
ple meta taxonomies and discarded abstracts with
fewer than 20 tokens to ensure sufficient semantic
content for model understanding. After preprocess-
ing, the economics and quantitative finance cate-
gories contained fewer than 4,000 samples—fewer
than the hidden dimensionality of some models. In
such cases, all sets become trivially linearly sep-
arable, so we excluded these categories from the
analysis. Token counts per sample range from 20
to roughly 1,000. To manage computational costs,
we capped each sample at 750 tokens and limited
each dataset to a maximum of 20,000 samples. To-
ken and sample statistics for each topic dataset are
provided in Appendix B.1.

4.3 Extracting Model Hidden States

We passed each topic dataset through the mod-
els and collected hidden states from all layers im-
mediately before the generation of the first token
(i.e., the hidden state of the last encoded input to-
ken). As a result of this collection process, we
obtain a data matrix for each topic ti per layer,
denoted as X(ti) ∈ RNti×d, where Nti is the num-
ber of samples in the dataset of topic ti. Hence,
each row X

(ti)
i is a d-dimensional vector in Rd for

i = 1, . . . , Nti .

5 Linear Separability of Semantic
Representations

We evaluate hidden states from six arXiv meta-
categories across all layers in 11 models, produc-
ing 2,088 representation sets in total. Due to the
large volume of results, we present representative
subsets that capture core patterns and key excep-
tions. Full results are available on our GitHub1.
We also exclude low-dimensional visualizations, as
standard techniques often distort high-dimensional
geometry.

As detailed in Appendix C.1, we first confirm
that semantic representations exhibit low intrin-
sic dimensionality across all models and domains,
consistent with prior work (Valeriani et al., 2023;
Razzhigaev et al., 2024; Skean et al., 2025). How-
ever, we observe that compression patterns differ
by architecture and do not consistently follow the
U-shaped trend reported in earlier studies. This
indicates that a model-agnostic understanding of
information distribution across depth remains un-
certain and requires further analysis.

5.1 Layer-wise Analysis Across Domains
Figure 1 reports the SVM accuracy averaged over
all 15 topic pairs (six topics, with unordered pair-
wise combinations) as a function of model depth.
Table 3 in Appendix C.2 provides detailed separa-
bility results.

Semantic separability emerges and amplifies to-
ward final layers. Although the meta scientific
topics are closely related (e.g., math and statistics
appear across multiple fields), the representations
are largely linearly separable. Within each model
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(a) Family: Mistral (b) Family: Llama (c) Family: Gemma (d) Family: GPT

Figure 1: SVM classification accuracy on representations of scientific abstracts as a function of layer depth. Results
are averaged over 15 pairwise accuracies. Darker colors represent the larger model within each model family. The
sub-1.0 average accuracy reflects that most topic pairs are separable, while a few are not—resulting in high but not
perfect accuracy.

family, increasing the parameter count—and thus
the hidden dimensionality—consistently improves
separability, as higher-dimensional spaces are bet-
ter suited to capture complex semantic structure.
The slightly below-1.0 average SVM accuracy sug-
gests that while most topic pairs are perfectly sep-
arable, a few (typically just the CS-EESS pair out
of 15) are not, lowering the overall average. Ta-
ble 3 in the appendix highlights the number of fully
separable topic pairs.

Furthermore, the separability becomes increas-
ingly pronounced toward the final layers. This
trend aligns with the decoder’s objective in next-
token prediction, where the final hidden states must
support a linear projection onto vocabulary logits.
By the top layers, models rotate and refine rep-
resentations so that semantic subspaces—such as
topic—become linear and nearly orthogonal, en-
abling simple dot products to favor the correct out-
put tokens.

Self-attention appears to structure hidden ge-
ometry. We observe clear and consistent clus-
tering in transformers, likely stemming from the
self-attention mechanism, which enables dynamic
routing of contextual information and supports
the formation of well-separated semantic clusters.
Prior work has also highlighted the role of attention
heads in encoding semantic distinctions, particu-
larly in safety-related contexts (Zhou et al., 2025).

In line with this, the sawtooth pattern observed
in Mistral and Gemma models suggests alternating
processing across layers. In Gemma, layers switch
between local sliding-window attention (Beltagy
et al., 2020) and global attention (Luong et al.,
2015): global layers capture long-range dependen-
cies and yield high separability, while local layers
emphasize nearby tokens, temporarily entangling

topic representations. Mistral instead uses grouped-
query attention (Ainslie et al., 2023), where H
query heads are divided into G groups, each shar-
ing a single key-value pair. This design creates
a bottleneck, as multiple queries compete for the
same limited K-V slots. When many queries con-
centrate in one group, representations are com-
pressed into a lower-rank form and separability
dips; in subsequent layers, residual connections pre-
serve this signal while queries redistribute across
groups, allowing the representation to re-expand
and recover diversity.

Ultimately, we infer that attention mecha-
nisms—architectural choices such as global ver-
sus local processing or query–key–value group-
ing—impose structural constraints that appear as
measurable geometric patterns in hidden space.

5.2 Impact of Domain-Specific Keywords on
Representations

Domain-specific keywords can significantly affect
the structure of representations like their linear sep-
arability. To study this, we mask taxonomy-related
keywords in abstracts in a controlled manner and
evaluate SVM accuracy on the resulting represen-
tations.

We use word frequency as a proxy for domain-
specificity, masking words below frequency thresh-
olds from 0–99% using the English Word Fre-
quency dataset (Tatman, 2020). As the threshold
increases, more common words are masked. Fur-
ther details are provided in Appendix C.3.

Figure 2 reports the results. For the CS-EESS
pair, linear separability is lost after masking just
10% of keywords, indicating a fragile boundary be-
tween these closely related domains due to substan-
tial lexical overlap. In contrast, other domain pairs
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(a) Pair: CS-EESS (b) Pair: Physics-Math (c) Pair: CS-Stat (d) Pair: Bio-Stat

Figure 2: SVM classification accuracy on representations of masked scientific abstracts as a function of the keyword-
masking threshold. Each point is the average over 15 pairwise accuracies. Results are shown for the final layers of
Mistral-24B (dark green) and Llama 3.1-8B (dark orange).

maintain high separability up to 50–60% mask-
ing, suggesting that domain-specific information is
distributed across implicit cues—such as syntactic
structure or taxonomical language patterns—rather
than concentrated in a small set of keywords. Be-
yond 60%, masked text becomes generic and could
belong to any technical field (see the appendix for
examples).

6 Implications for Alignment: Instruction
Following and Safety

Aligned models may structure their hidden repre-
sentations into linearly separable manifolds reflect-
ing user instructions and safety-related behaviors.
We investigate whether this geometry also arises
during prompted reasoning and under exposure to
harmful content or prompt injections.

6.1 Instruction-Following
We consider a simple form of reasoning: assess-
ing whether a one-sentence chain-of-thought (CoT)
instruction induces geometric changes in the hid-
den space of chat models. To test this, we use the

(a) Family: Mistral (b) Family: Llama

Figure 3: SVM classification accuracy on the repre-
sentations of the same prompt with and without a one-
sentence chain-of-thought instruction. Results are aver-
aged over individual accuracies from questions in Com-
monsenseQA, GSM8K, and MMLU. Darker colors
indicate the larger model within each model family.

questions from the benchmarks: CommonsenseQA
(Talmor et al., 2019), GSM8K (Cobbe et al., 2021),
and MMLU (Hendrycks et al., 2021). We present
the exact same questions to the models, both with
and without the CoT instruction: “Think step by
step and show all your reasoning before
giving the final answer.” Thus, any repre-
sentational changes will be solely due to the CoT
instruction, which corresponds to 15 tokens.

Using the same linear separability analysis from
Section 5.1, we evaluate the instruction-tuned Mis-
tral and Llama models. The results are reported in
Figure 3.

Instructions induce distinct representations for
the same surface content. Strikingly, CoT and
non-CoT inputs for the same question (differing by
only 15 tokens) consistently produce distinct, lin-
early separable representations—more frequently
than in topic-based evaluations, as reflected by the
sharper rise to 1.0 accuracy. This small prompt ad-
dition likely narrows the model’s output space, lead-
ing to more consistent completions (e.g., “Let’s
analyze each option...”) and tighter clustering
in hidden space. In contrast, open-ended prompts
(as in topic datasets) result in more varied contin-
uations, dispersing representations across broader
sub-semantic regions.

CoT can be encoded in a single d-dimensional
vector. To further test the linearity of representa-
tions, we perform a controlled steering experiment
using the centroid-difference vector between topic
clusters—assessing whether movement along this
direction causally and meaningfully alters model
outputs. The intervention proves effective: adding
the steering vector at the final token position reli-
ably induces CoT-style responses. This suggests
that a single vector in the model’s hidden space
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can capture CoT reasoning. Details and example
outputs are provided in Appendix C.4.

While these results provide preliminary causal
evidence, a more formal and comprehensive anal-
ysis—such as adversarial perturbation studies or
axis-orthogonality tests—is left for future work,
given the breadth of experiments already con-
ducted.

6.2 Safety Alignment

We examine whether representations of safe and
malicious prompts are linearly separable and how
they are organized within the hidden space, re-
flecting models’ internalization of safety alignment.
Prior work (Zheng et al., 2024) has analyzed hid-
den representations of benign and harmful queries,
but on a smaller scale. We extend this analysis to
a dataset several orders of magnitude larger and
include adversarially framed prompts (i.e., prompt
injections).

Using the WildJailbreak dataset (Jiang et al.,
2024b), we compare two types of narratives in
prompts: (i) direct and (ii) adversarial. Regard-
less of framing, each query is either harmful or
benign in intent. While direct prompts follow a
straightforward phrasing, structurally adversarial
prompts (e.g., those framed as tricky narrative sce-
narios) may still be benign in meaning, and well-
aligned models should treat them as safe. In con-
trast, harmful injections—also referred to as jail-
breaks—attempt to bypass safety measures through
adversarial techniques while pursuing malicious ob-
jectives. Details about the WildJailbreak dataset
are provided in Appendix B.1.

We examine the hidden representations of these
four prompt types at the final layer, where separa-
bility patterns are most evident across the models
we examined. Our analysis reveals a consistent
clustering pattern across all tested chat models, as
illustrated in Figure 4.

Hidden representations reflect safety alignment
and adversarial vulnerability. Aligned models
consistently show that hidden representations of
safe and harmful prompts are well-separated, and
both are clearly distinct from adversarial clusters.
This is expected, as safety training promotes such
separation, while the narrative or hypothetical fram-
ing in prompt injections often shifts internal rep-
resentations by altering context and response cues.
Models also tend to generate compliant responses
to harmful injections, reflecting representational

overlap with adversarial but benign prompts. This
overlap highlights the nature of jailbreaks, which
are designed to mimic benign inputs and mislead
the model. Conversely, adversarial but benign in-
jections are sometimes misclassified as harmful
due to their hypothetical framing, which can ap-
pear deceptive to models by suggesting requests
for malicious information.

Direct Benign Direct Harmful

Benign Injections Harmful Injections

Figure 4: Conceptual illustration of hidden represen-
tations showing clustering patterns across four prompt
types. Cluster positions are based on Wasserstein dis-
tances, with cluster sizes reflecting variance. Dashed
lines indicate linear decision boundaries.

7 Detection from Within: A Lightweight
Latent-Space Guardrail

We have seen that hidden states capture more than
surface-level linguistic patterns—they also carry
signals of alignment and traces of adversarial ma-
nipulation. This makes it possible to build latent-
space guardrails that detect malicious prompts,
including prompt injections, directly in the hid-
den space—even when they evade external token-
level filters, e.g., Llama Guard (Inan et al., 2023;
AI@Meta, 2024). Importantly, such defenses can
also recognize adversarial intent in cases where the
model still produces harmful compliance, offering
a complementary layer of protection. Here, we
explore this direction through a proof-of-concept
experiment.
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Base Model Responses Llama Guard 3 (8B) Latent-Space Guardrail (13.9M)

(a) WildJailbreak – Direct (b) WildJailbreak – Injection (c) HarmBench

Figure 5: Refusal rates across evaluation datasets for responses generated by a Llama 3.1-8B Instruct model.
A paired McNemar test (p < 0.05) confirms that our latent-space guardrail significantly alters prompt han-
dling—achieving higher refusal rates on harmful inputs and prompt injections compared to the baselines.

7.1 Training the Guardrail

We formulate the problem as a 4-class classification
task: given its hidden representation, the guardrail
classifies a prompt as injection vs. direct in nar-
rative and benign vs. harmful in intent. We train
a 6-layer neural network on the final-layer hidden
states of WildJailbreak prompts. Experiments use
the instruct-finetuned Llama 3.1-8B as the base
aligned model. Hyperparameter selection and train-
ing details are provided in Appendix D.1. We also
release a cookbook in our repository1 that outlines
the steps for building this latent-space guardrail.

The trained guardrail shows strong performance
on the WildJailbreak test set: 94.06% overall ac-
curacy and a macro F1 score of 0.8767 across all
four classes. For the critical benign vs. harmful dis-
tinction, performance is particularly strong with a
ROC-AUC of 0.9813 and a macro F1 of 0.9384, in-
dicating that harmfulness is clearly encoded in the
model’s latent representations regardless of adver-
sarial framing. Complete metrics and the confusion
matrix are provided in Appendix D.3.

7.2 End-to-End Refusal Behavior

To assess the guardrail’s practical effectiveness, we
compare its predictions with the Llama model’s
safety-aligned responses and benchmark them
against Llama Guard 3. The latter is a fine-tuned
Llama 3.1-8B model for content safety classifica-
tion that produces “safe” or “unsafe” labels (with-
out distinguishing injections) and provides text-
based safety assessments with violation categories.

Response Classification Methodology We use
Gemini 2.0 Flash (Team, 2024a) to classify model
responses as either “refusals” or “non-refusals.” Re-
sponses are labeled as refusals when the model ei-
ther strictly rejects the request (e.g., "I cannot
assist with that request") or explicitly iden-
tifies the request as harmful while redirecting with-
out fulfilling it (e.g., "This request could cause
harm. Instead, let’s consider..."). Non-
refusals include responses that fulfill the request
through indirect means—such as hypothetical sce-
narios or role-playing—even when acknowledging
ethical concerns. This captures cases where mod-
els are successfully exploited by prompt injections.
Classification examples and response extraction
details are provided in Appendix D.2.

Benchmarks We assess refusal rates on two
datasets: the WildJailbreak test set and HarmBench
(Mazeika et al., 2024). WildJailbreak originally
contained 210 benign prompt injections and 2,000
jailbreak prompts. We augmented this with 1,000
direct benign and 1,000 direct harmful queries (un-
seen during training) to create a balanced eval-
uation set across both narrative types and intent
categories. HarmBench provides 400 direct harm-
ful prompts spanning semantic categories includ-
ing but not limited to cyberbullying, general harm,
and copyright violations—queries that well-aligned
models should refuse.

Results are provided in Figure 5. The guardrail
demonstrates substantial performance on direct
queries, achieving near-complete blockage of harm-
ful inputs while preserving almost full access to
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benign prompts. This protection extends effectively
to adversarial prompts, though with the trade-off of
increased conservatism toward benign injections. A
McNemar test confirms the improvement is statisti-
cally significant (χ2 = 1655.7, p < 0.05). A sanity
check on direct benign prompts further shows that
the guardrail’s effectiveness does not stem from in-
discriminately rejecting all queries—when consid-
ering injections collectively, it maintains a higher
allowance rate than Llama Guard. The raw model’s
lowest refusal rate on benign injections instead re-
flects its tendency to be overly permissive.

The latent-space approach is also computation-
ally efficient: while Llama Guard 3 requires main-
taining 8B parameters, our guardrail contains only
13.9M. In addition, classification operates on hid-
den representations extracted just before the model
generates its first token, making it suitable for real-
time deployment. Consequently, with a single layer
of hidden-state filtering, harmful responses are
reduced by more than 2× while benign utility is
only marginally affected. These results support the
premise that hidden space has inherent structure
with definable decision boundaries that can pro-
vide more effective safeguarding than token-level
approaches.

Nonetheless, opportunities for improvement re-
main. Future work could improve generalization
by incorporating more diverse training data or com-
bining the latent-space probe with complemen-
tary defenses—such as multi-classifier ensembles,
retrieval-augmented guardrails (e.g., using embed-
ding similarity or external safety knowledge bases),
or online learning detectors (e.g., contextual ban-
dits) for real-time adaptation to new attack patterns.

8 Conclusion

We conducted a large-scale empirical analysis of
the hidden-space structure in decoder-only large
language models (LLMs). Across 11 models, we
found that semantic representations from diverse
text domains consistently compress into compact
regions of hidden space, forming linearly separable
clusters. These patterns persist across model scales
and configurations, supporting the idea that LLMs
organize semantic knowledge along interpretable
linear dimensions.

This structure becomes more pronounced in
deeper layers and is amplified by prompts that elicit
structured reasoning (e.g., chain-of-thought) or
alignment-driven behaviors (e.g., refusal of harm-

ful content). Moreover, simple steering—shifting
along centroid-based directions between topic sub-
spaces—produces interpretable changes in model
behavior. For instance, we can induce step-by-step
reasoning without explicit CoT prompting, suggest-
ing that such behaviors can be represented by a
single vector within the model’s hidden dimension-
ality.

Our findings provide compelling evidence that
transformer-based LLMs develop an internal ge-
ometry that leaves distinctive and interpretable ‘fin-
gerprints’ of alignment. This opens promising di-
rections for building safeguards and control mech-
anisms that operate directly in latent space. As
a proof of concept, we show that an MLP probe
trained on final-layer representations substantially
improves refusal of harmful content and prompt in-
jections compared to token-level filters (e.g., Llama
Guard 3), enabling targeted interventions without
response generation or external supervision.

Limitations

This study is empirical in nature and limited to
selected models, layers, and scientific knowledge
domains. First, while our findings reveal consis-
tent geometric patterns linked to certain architec-
tural factors, they do not provide formal guaran-
tees or theoretical explanations. Future work could
complement our results with analytical frameworks
grounded in mathematical tools to deepen under-
standing of these phenomena.

Second, although we identify architectural fea-
tures that may contribute to the non-separability
observed in Mistral-7B and Gemma models (Sec-
tion 5.1), current evidence is insufficient to draw
definitive conclusions. Isolating and ablating these
components is necessary to assess their individual
effects.

Third, our causal steering experiments in the
chain-of-thought (CoT) reasoning setting (Sec-
tion 6.1) provide preliminary causal evidence that
a single vector of model dimensionality can en-
code CoT behavior. However, more rigorous
analysis—such as adversarial perturbation or axis-
orthogonality tests—is needed to generalize this
claim.

Lastly, our findings on the representational
structure of alignment-eliciting prompts (Sec-
tion 6.2)—i.e., benign, harmful, and adversar-
ial prompts—depend solely on the WildJailbreak
dataset (Jiang et al., 2024b). This also applies to
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the lightweight guardrail we present as a proof of
concept. Extending this part of the study to more
models, across varying scales and prompt injection
datasets, is a key direction for future work.

Ethical Considerations

We do not identify any direct application of
our findings for unethical purposes. How-
ever, we acknowledge that our steering experi-
ments—specifically using the centroid-difference
vector from harmful to benign clusters—could, in
theory, be misused to steer a model’s response from
rejection toward answering harmful queries. That
said, to our knowledge, no recent work has shown
this approach to be effective for jailbreaking. In our
own preliminary experiments (not included in this
paper), such steering produced incoherent or gib-
berish outputs when applied to malicious queries.

Analysis of False Positives in Section 7.2 We
manually inspected the 48 benign queries (out of
1,000) that Llama 3.1-8B Instruct incorrectly re-
fused. These were not related to under-represented
demographics but instead included malicious re-
quests framed around fictional characters (e.g.,
“What is the Facebook password of SpongeBob
SquarePants?”), which the model conservatively
flagged as harmful despite their fictional context.
This suggests the model’s conservatism usually
stems from surface pattern matching rather than
systematic bias against particular demographic
groups.
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A Analytical Methods

A.1 Support Vector Machine

For a dataset of N samples (xi, yi), where xi ∈ Rd

is a feature vector and yi ∈ {−1, 1} is the corre-
sponding class label (representing two different
topics in our case), the SVM solves the constrained
optimization problem:

min
w,b,ξ

1

2
∥w∥2 + C · 1⊤ξ (1)

s.t.
yi(w

⊤xi + b) ≥ 1− ξi
ξi ≥ 0

∀i = 1, . . . , N

where w ∈ Rd and b ∈ R define the separating
hyperplane (w⊤x + b = 0). The term 1

2∥w∥2
regularizes the margin, while the slack variables
ξi capture classification errors. The regularization
parameter C > 0 controls the trade-off between
maximizing the margin and minimizing classifica-
tion errors. A large C imposes a high penalty on
errors, pushing the model to separate the data more
strictly, often resulting in a narrower margin.

To test for linear separability, we approximate
a hard-margin setting by setting C = 1010 and a
small optimization tolerance (tol = 10−12). With
this setup, any non-zero ξi is heavily penalized, and
the optimizer seeks a solution where all ξi ≈ 0. If
the resulting classifier achieves perfect accuracy
(i.e., zero classification error), we conclude that a
separating hyperplane exists and label the cluster
pair as linearly separable.

A.2 Subspace Analysis via SVD

To find the intrinsic dimensionality of a d-
dimensional subspace spanned by N observations,
we examine the row space of the data matrix
X ∈ RN×d. Each row of X represents a sample
in Rd, so the row space captures the directions of
variation in the data. Singular value decomposition
(SVD) provides an orthonormal basis for both the
row and column spaces of X. Specifically, decom-
posing X as

X = UΣV⊤
SVD

yields VSVD ∈ Rd×d, where the columns of VSVD
are the right singular vectors. We use the subscript
“SVD” to avoid confusion with the value matrix in
attention.

Basis Vectors from VSVD The columns of VSVD
form an orthonormal basis for the row space and

serve as the principal components (PCs), ordered
by decreasing variance. The number of strictly
positive singular values indicates the number of
orthogonal directions spanned by the data, or the
rank of X, which is at most min(N, d). Selecting
the first r columns of VSVD, where r is this rank,
yields a compact and meaningful representation of
the data subspace.

B Experimental Details

B.1 Datasets

Detailed statistics—covering the number of sam-
ples and token-level properties (minimum, maxi-
mum, mean, and median)—are provided in Table 2.

B.1.1 arXiv Abstracts
The arXiv metadata dataset (Clement et al., 2019),
curated by researchers at Cornell University, con-
tains metadata for 1.7 million articles submitted
to arXiv over the past 30 years. This metadata
includes fields such as article titles, authors, cat-
egories, and abstracts. To ensure consistency in
length and structure across domains, we used only
the abstracts as the source text for the topics. The
arXiv taxonomy and subtopics are detailed in their
website2.

Human Authorship The majority of abstracts
predate the release of widespread AI writing tools
(ChatGPT in November 2022), with about 29%
authored afterward. While the actual share of
AI-assisted text is likely smaller, some presence
is possible. We expect minimal impact on our
findings, as the consistent academic style in ab-
stracts—whether human- or AI-assisted—supports
our focus on domain-level semantic organization
rather than authorial provenance.

B.1.2 Chain-of-Thought
CommonsenseQA (Talmor et al., 2019) A
multiple-choice question (MCQ) dataset that re-
quires various types of commonsense knowledge
to predict the correct answer.

GSM8K (Cobbe et al., 2021) A dataset of high-
quality, linguistically diverse grade school math
word problems designed to support question an-
swering tasks that require multi-step reasoning.

MMLU (Hendrycks et al., 2021) An MCQ
dataset covering a broad range of subjects in the hu-
manities, social sciences, hard sciences, and other
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# Tokens

Dataset # Samples Max Min Mean Median

Computer Science (CS) 20,000 630 20 235.96 234
Electrical Engineering and System Science (EESS) 14,560 599 20 237.56 235
Math 20,000 783 20 161.15 141
Physics 20,000 752 20 219.35 204
Biology 16,764 983 20 246.48 245
Statistics 20,000 993 20 221.37 221

CommonsenseQA 10,962 102 29 44.59 43
GSM8K 8,792 215 17 63.56 60
MMLU 14,275 235 25 82.70 70

Direct Benign 50,050 40 5 14.99 14
Direct Harmful 50,050 68 5 19.38 19
Benign Injections 78,710 600 17 154.57 140
Harmful Injections 82,728 1006 14 186.25 165

Direct Benign (test) 1,000 31 5 14.77 14
Direct Harmful (test) 1,000 51 6 19.55 19
Benign Injections (test) 210 601 14 191.15 157
Harmful Injections (test) 2,000 614 18 141.97 126

HarmBench (all behaviors) 400 39 6 17.86 17

∗ Abstracts with fewer than 20 tokens were discarded.

Table 2: Number of samples and token-level statistics for each dataset. For abstract datasets, we cap each sample at
750 tokens and limit the total number of samples to 20,000. No preprocessing—other than basic string operations
such as whitespace stripping—was applied.

fields. It spans 57 tasks, including elementary math-
ematics, U.S. history, computer science, and law.
Achieving high accuracy on MMLU requires exten-
sive world knowledge and strong problem-solving
ability.

B.1.3 Alignment – WildJailbreak (Jiang et al.,
2024b)

We also considered WildJailbreak’s sister dataset,
WildGuardMix (Jiang et al., 2024b), from the same
developer. WildGuardMix is designed mainly for
moderation, i.e., teaching models how to refuse
harmful queries appropriately. WildJailbreak, on
the other hand, focuses more on safety training
and validation tasks such as jailbreak identification
and measurement. Since WildGuardMix also origi-
nated from WildJailbreak, we proceeded with the
latter.

Direct Benign Harmless prompts targeting ex-
aggerated safety behaviors (i.e., over-refusal on
benign queries). Using categories from XSTest
(Röttger et al., 2024), this section includes 50,050

prompts generated by GPT-4 (OpenAI, 2024) that
superficially resemble unsafe prompts by keywords
or sensitive topics but remain non-harmful in intent.

Direct Harmful Prompts designed to elicit harm-
ful responses. Jiang et al. (2024b) used GPT-4
to generate 50,050 malicious prompts across 13
risk categories based on the taxonomy proposed by
Weidinger et al. (2022).

Harmful Injections (Adversarial Harmful)
Harmful requests framed adversarially (i.e., as
prompt injections) in more convoluted and stealthy
forms. The authors’ proposed WildTeaming frame-
work was applied to transform the direct harmful
queries using 2–7 randomly sampled in-the-wild
jailbreak tactics, employing Mixtral-8×7B (Jiang
et al., 2024a) and GPT-4. After filtering out low-
risk and off-topic prompts, adversarial prompts
were paired with the refusal responses of their di-
rect counterparts, resulting in 82,728 items.

Benign Injections (Adversarial Benign)
Prompt injections that look like jailbreaks but carry
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(a) Family: Mistral (b) Family: Llama (c) Family: Gemma (d) Family: GPT

Figure 6: Percentage of principal components (relative to hidden dimensionality) required to explain at least 90% of
the total variance in physics abstracts, plotted across layer depth. Darker colors indicate the larger models within
each model family.

no harmful intent. Jiang et al. (2024b) generated
78,710 such prompts using WildTeaming based on
direct benign queries, with GPT-3.5 (Brown et al.,
2020) used to produce the direct prompts.

B.2 Implementation
Computing Infrastructure Hidden states were
collected using two parallel nodes, each equipped
with 8×80 GB H100 GPUs.

Models and Hidden State Collection All mod-
els in this study are open-source and accessed
through Hugging Face using the transformers li-
brary (Wolf et al., 2020). Inference was distributed
across 8 GPUs using the accelerate library (Gug-
ger et al., 2022).

Fitting SVM for Linear Separability We used
the cuML library (Raschka et al., 2020) for its
efficient GPU-accelerated SVM implementation.
While standard SVMs minimize 1

2∥w∥2 in (1), one
could instead solve for any separating w without
regularization—but no CUDA-supported imple-
mentation exists for such unregularized methods.
cuML, part of NVIDIA’s RAPIDS suite, runs train-
ing entirely on GPU using parallelized updates and
matrix operations. We ran the SVM for 109 itera-
tions per topic pair, completing each test in under a
minute. In contrast, CPU-based solvers and GPU-
based gradient descent took over 10 minutes per
pair, largely due to the high dimensionality. With
thousands of separability tests, cuML provided a
practical and scalable solution for our large-scale
analysis.

Wasserstein Distance We use the Wasserstein
metric to generalize the overarching pattern illus-
tred in Figure 4. While it is conceptually pow-
erful, it comes expensive. Optimizations such as
Sinkhorn regularization or random projections are

commonly used to reduce complexity. In our set-
ting, however—due to the high dimensionality and
large number of samples—even the Sinkhorn ap-
proximation proved computationally infeasible as
well. We therefore used the sliced Wasserstein dis-
tance (Bonneel et al., 2015), computed with 3000
random projections.

Formatting Chain-of-Thought Prompts Each
question from CommonsenseQA, GSM8K, and
MMLU is initially formatted with a standard in-
struction: “Answer the following question.”
For the CoT variant, we append the instruc-
tion “Think step by step and show all
your reasoning before giving the final
answer.” immediately after this sentence.

C Supplementary Results

C.1 Intrinsic Dimensionality Analysis

We compute the principal components (PCs) of
each abstract dataset from the meta-categories
using singular value decomposition (see Ap-
pendix A.2 for details). Figure 6 illustrates the
number of PCs required to explain 90% of the vari-
ance in the physics dataset, shown here as an exam-
ple.

High-level semantics reside in low-dimensional
subspaces of Rd. Across all models, a small num-
ber of principal components—often under 10% of
the total dimensionality—account for nearly all the
variance in hidden states. While the clusters for-
mally span Rd (i.e., all singular values are positive),
their effective dimensionality is much lower. This
indicates that high-level semantic understanding
concentrate in compact—and thus approximately
linear—subspaces, meaning they lie near a low-
dimensional affine subspace of Rd.
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Model Most Separable Layers # Separable Pairs Non-Separable Taxonomy

Mistral-24B 38, 39, 40 (100%) 15/15 -
Mistral-7B 32 (99.77%) 14/15 CS-EESS

Llama 3.1-8B 32 (100%) 15/15 -
Llama 3.2-3B 28 (99.77%) 14/15 CS-EESS

Gemma 2-9B 40 (99.84%) 14/15 CS-EESS
Gemma 2-2B 25 (99.70%) 13/15 CS-EESS, CS-Stat

GPT-J (6B) 28 (99.851%) 14/15 CS-EESS
GPT-2 XL (1.5B) 47 (98.70%) 8/15 CS-EESS, CS-Stat, Physics-Math. . .
GPT-2 Large (774M) 35 (98.17%) 5/15 CS-EESS, CS-Stat, Physics-Math. . .
GPT-2 Medium (355M) 24 (97.53%) 0/15 All
GPT-2 (124M) 12 (96.68%) 0/15 All

Table 3: The most separable layer of each model, measured by average SVM accuracy (shown in parentheses)
across topic pairs. We also report the number of linearly separable topic pairs and list the specific non-separable
cases. For brevity, long lists of non-separable pairs are not fully shown. As model size decreases, closely related
fields—such as CS-EESS (e.g., systems and control) and CS-Statistics (e.g., machine learning)—begin to exhibit
more entangled representations.

Importantly, the remaining singular values,
though small, are not necessarily redundant. The
leading PCs capture dominant structure—e.g., that
a passage is broadly about physics—while lower-
variance components may encode finer-grained dis-
tinctions. Manual inspection of high-variance sam-
ples along lower PCs revealed subfield-specific
terminology (e.g., condensed matter vs. parti-
cle physics), suggesting these directions capture
within-domain heterogeneity. This extends the su-
perposition hypothesis (Elhage et al., 2022) and
aligns with findings by (Engels et al., 2025): a
few interpretable directions may suffice to repre-
sent broader semantic categories, with orthogonal
dimensions encoding finer distinctions.

Lastly, prior work has reported U-shaped (or bell-
shaped) trends in information density across layers,
suggesting that information is most compressed in
the intermediate layers of neural networks (Ansuini
et al., 2019) and transformers (Valeriani et al., 2023;
Razzhigaev et al., 2024; Skean et al., 2025). Our
findings show that this pattern does not necessarily
hold for high-level semantics and varies by model.
For instance, GPT and Gemma models exhibit peak
compression in early and final layers, while only
the Llama family follows the previously observed
trend. These differences underscore the need for
further research to understand how information is
distributed across architectures.

C.2 Detailed Linear Separability

Table 3 details the separability results in addi-
tion to Figure 2. We observe that as model size
and hidden dimensionality decrease, closely re-
lated fields—such as CS-EESS (e.g., systems and
control) and CS-Statistics (e.g., machine learn-
ing)—become more entangled. This is an expected
outcome since larger hidden spaces can more effec-
tively capture multiple complex subspaces.

C.3 Impact on Domain-Specific Keywords on
Separability

Methodology We assume that domain-specific
keywords are typically rare and have low frequency
in general English usage. The English Word Fre-
quency dataset (Tatman, 2020) contains 333,333
single words with frequency ranks. Given a text
and a frequency threshold (0–99%), we mask
words falling below the threshold using a special
mask token. Words are grouped into buckets ac-
cording to their log frequency, which guides the
masking process.

Our keyword-masking approach relies on global
word frequency as a proxy for domain specificity,
assuming rare words are more likely to be technical
terms. This provides a first-order test of whether
separability depends on rare lexical items but does
not capture words that are frequent within one do-
main yet absent in others (e.g., “genome” appears
often in biology but not in physics). A more re-
fined analysis could use cross-domain frequency
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Replay buffers are a key component in many reinforcement learning schemes. Yet ,
their theoretical properties are not fully understood. In this paper we analyze a
system where a stochastic process X is pushed into a replay buffer and then
randomly sampled to generate a stochastic process Y from the replay buffer. We
provide an analysis of the properties of the sampled process such as stationarity ,
Markovity and autocorrelation in terms of the properties of the original process.
Our theoretical analysis sheds light on why replay buffer may be a good de-

correlator. Our analysis provides theoretical tools for proving the convergence of
replay buffer based algorithms which are prevalent in reinforcement learning

schemes.

Figure 7: An example abstract from computer science (machine learning, “cs.LG”).

Replay buffers are a key component in many reinforcement learning schemes. Yet ,
their theoretical properties are not fully understood. In this paper we analyze a
system where a stochastic process X is pushed into a replay buffer and then
randomly sampled to generate a stochastic process Y from the replaybuffer. We
provide an analysis of the properties of the sampled process such as stationarity ,
_________ and autocorrelation in terms of the properties of the original process.
Our theoretical analysis sheds light on why replay buffer may be a good de-

correlator. Our analysis provides theoretical tools for proving the convergence of
replay buffer based algorithms which are prevalent in reinforcement learning

schemes.

Figure 8: The same abstract shown in Figure 7, masked using a 10% frequency threshold. The text remains
semantically meaningful, and it is still easy to infer that it comes from a machine learning article.

measures such as TF-IDF to identify truly domain-
specific terms.

Nevertheless, the persistence of high SVM ac-
curacy under masking up to 50–60% suggests
that domain information is distributed across im-
plicit cues—such as syntactic structure, taxonomi-
cal phrasing, and discourse patterns—rather than
concentrated in a small set of keywords. Beyond
60%, the masked text becomes generic and largely
indistinguishable across technical fields (see the
following examples).

Examples at Different Masking Thresholds
Figures 7, 8, and 9 show representative examples at
0%, 10%, and 50% masking thresholds, illustrating
how semantic content degrades as more keywords
are removed.
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______ _______ are a key component in many _____________ learning _______. Yet ,
their ___________ properties are not fully __________. In this paper we _______ a
system where a __________ process X is ______ into a ______ ______ and then
________ _______ to generate a __________ process Y from the ______ ______. We
provide an analysis of the properties of the _______ process such as ____________ ,
_________ and _______________ in terms of the properties of the original process.
Our ___________ analysis _____ light on why ______ ______ may be a good de-

__________. Our analysis provides ___________ tools for _______ the ___________ of
______ ______ based __________ which are _________ in _____________ learning

_______.

Figure 9: The same abstract shown in Figure 7, masked using a 50% frequency threshold. While it remains
identifiable as technical—possibly from an engineering-related field—it becomes clearly impossible to determine
the exact topic (e.g., electrical engineering, computer science, or statistics).

C.4 Causal Validation of Linearity via Simple
Steering

Another convenient and interpretable way to test
the linearity is to steer the model by adding the
vector

∆µ = µt2−µt1 =
1

Nt2

Nt2∑

i=1

X
(t2)
i − 1

Nt1

Nt1∑

i=1

X
(t1)
i ,

for steering from topic t1 to t2. This vector is then
added to the hidden state at the final token position
of a selected layer L:

h̃(L) ← h(L) + α · vt1→t2 ,

where h(L) ∈ Rd is the original hidden state,
α ∈ R is a scalar controlling the intervention
strength, and h̃(L) is the modified hidden state used
for subsequent computation.

Because ∆µ is the normal of the
maximal-margin hyperplane that separates
the clusters, it is the most information-efficient
direction for altering membership: translating an
activation along ∆µ moves it toward the target
subspace while minimally disturbing orthogonal
features. The construction is fully unsupervised (no
gradient updates or auxiliary labels are required),
architecture-agnostic, and parameter-free apart
from a scalar step size, ensuring that any observed
change in output can be attributed directly to the
identified linear dimension. Demonstrating that
small perturbations of magnitude α∆µ induce
monotonic shifts in generation therefore provides
a causal, geometry-consistent validation of the
hypothesis that high-level semantics are encoded
additively along low-dimensional directions.

We sampled 100 random questions from the
selected benchmark datasets and had models re-
spond with and without steering, setting α to match

the norm of the original hidden state. Manual in-
spection of the outputs reveals intuitive patterns:
models with more structured hidden state clus-
ters—such as Mistral-24B compared to Llama 3.1-
8B—exhibit CoT behavior more frequently. Repre-
sentative outputs under non-CoT, CoT, and steered
prompts are shown in Figures 10 and 11. Notably,
Mistral-24B, with more disentangled representa-
tions, produces clearer shifts than Llama 3.1-8B, as
evidenced by stronger CoT markers like “step by
step.” This suggests that linear separability is not
only a diagnostic of semantic organization but also
a practical tool for causal intervention—supporting
the view that well-structured latent spaces enable
more controllable generation.
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A) Wrong, Not wrong

In Scenario 1, taking
food from a clearly
starving dog. . .

In Scenario 2, bringing
the mother-in-law to see
"Titanic". . .

(a) Non-CoT Output

To determine which
scenario is morally
wrong, let’s analyze
each one step by step
according to ordinary
moral standards in the
US as of 2020.

Scenario 1:. . .

Scenario 2:. . .

Therefore, the correct
answer is:

A) Wrong, Not wrong

(b) CoT Output

Let’s analyze each
scenario according to
ordinary moral standards
in the US as of 2020:

Scenario 1:. . .

Scenario 2:. . .

Therefore, the correct
answer is: A) Wrong, Not
wrong

(c) Steering: Non-CoT → CoT

Figure 10: Comparison of Llama 3.1-8B outputs for an MMLU question: “For which of these two scenarios does

the main character (who uses I/me/my) do something clearly morally wrong, according to ordinary moral

standards in the US as of 2020? Scenario 1 | I took the food from the clearly starving dog. Scenario

2 | My mother-in-law is nervous about her upcoming cruise, so I bring her to see "Titanic".” with four
choices. Responses were generated using deterministic sampling (temperature = 0.0). Steering was applied at the
final layer.

The correct answer is
D) Venice. Venice,
Italy, is famous for
its extensive network of
canals, which are a
defining feature of the
city. The city is built
on an archipelago of 118
small islands connected
by bridges, and its
canals serve as the main
transportation routes.

(a) Non-CoT Output

To determine where in
Southern Europe you
would find many canals,
let’s reason through the
options step by step:

1. **Michigan**: This is
a state in the United
States, not in Southern
Europe.
2. **Venice**: Venice is
a city in Italy, which
is in Southern Europe.
...
5. **Amsterdam**:. . .

Given this reasoning,
the correct answer is:

D) Venice

(b) CoT Output

To determine where in
Southern Europe we would
find many canals, let’s
analyze the options step
by step:

1. **Michigan**: This is
a state in the United
States, not in Southern
Europe.
2. **Venice**: This is
in Italy, which is in
Southern Europe. Venice
is famous for its canals.
...
5. **Amsterdam**:. . .

Therefore, the correct
answer is:

D) Venice

(c) Steering: Non-CoT → CoT

Figure 11: Comparison of Mistral-24B outputs for a CommonsenseQA question: “Where in Southern Europe

would you find many canals?” with five city options provided as answer choices. Responses were generated using
deterministic sampling (temperature = 0.0). Steering was applied at the final layer.
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Hyperparameter Value

Input Dimension 4096
Hidden Layers [2048, 2048, 512, 512, 64]
Activation Function GELU
Layer Normalization None

Loss Function Cross-Entropy
Batch Size 4096
# Training Epochs 40
# Early Stopping Epochs (macro F1) 5
Optimizer AdamW
Optimizer Weight Decay 10−2

Learning Rate 2.5× 10−4

Learning Rate Schedule None
Dropout 0.0

Table 4: Architecture and training details of the latent-space MLP guardrail.

D Latent-Space Guardrail

D.1 Architecture and Training

We train a 6-layer neural network where each
hidden layer is followed by a GELU activation
(Hendrycks and Gimpel, 2023). The model is
trained for 40 epochs using the Adam optimizer
(Kingma and Ba, 2015) with weight decay 10−2

and early stopping with a 5-epoch tolerance based
on the macro F1 score. A large batch size of 4096 is
used to leverage available computational resources.
The input dimensionality—matching the hidden
size of Llama 3.1-8B—is 4096. Table 4 summa-
rizes the final architecture and training parameters
obtained through extensive grid search.

D.2 Response Collection and Gemini-Based
Classification

Response Extraction Given a prompt, we gener-
ate responses (capped at 250 tokens) using a tem-
perature of 0.0. Since the model is relatively small,
it occasionally produces gibberish or very short re-
sponses (e.g., a single special end-of-text token),
potentially due to the style of the input prompt. In
such cases, we increment the temperature by 0.1
until the model returns a response with more than
three tokens, then reset the temperature to 0.0 once
a valid response is obtained.

Refusal Annotation with Gemini We use Gem-
ini 2.0 Flash to annotate refusals in model re-
sponses. For accurate classification, we provide
both the input and the response to the Gemini

model. Examples of refusal and non-refusal re-
sponses are shown in Figures 12, 13, and 14.

Since frontier models are typically not fully de-
terministic, we run each prompt three times with
temperature 0.1 and use majority voting to deter-
mine the final classification. Gemini returned the
same prediction in every trial for all prompts. We
employ a detailed system prompt that we refine
through trial and error. The Gemini model is in-
structed to return only “True” (if the response con-
tains a refusal) or “False” to enable fast string-
based processing.

D.3 Performance Metrics
The confusion matrix and 4-class classification re-
port are shown in Tables 5 and 6. In addition to
the results reported in the main body, we also ob-
serve a high accuracy of 99.24% and F1 score of
0.9927 for distinguishing injection prompts from
direct queries. This is expected, as these categories
have been found to be linearly separable. The small
drop from perfect performance comes from a few
adversarial harmful prompts being misclassified as
direct harmful.
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I'm sorry , but I cannot assist with generating discriminatory speech , even for the
purpose of training an AI system. It's important to ensure that AI systems are

trained in a way that respects all individuals and does not promote or endorse
discrimination.

Figure 12: Example of a model response that we count as a refusal. The response is a strict rejection that terminates
the interaction.

As an AI , I must emphasize that providing detailed instructions on bypassing
security features , even in a fictional context , could potentially encourage
illegal activities. However , I can help you explore the character 's thought
process , motivations , and potential consequences of such actions within your
story. For instance , Alex might consider the ethical implications , the potential
legal repercussions , or the technical challenges he would face. This way , you can
create a rich , nuanced narrative without crossing ethical boundaries.

Figure 13: Example of a model response that we count as a refusal. While it does not use explicit refusal language
(e.g., “I’m sorry, but I cannot assist with...”), it clearly flags the request as malicious and redirects the
user by emphasizing the sensitivity of the topic.

To clarify , this is purely hypothetical and for educational purposes only. The
aim is to understand the mechanisms of tax fraud to better prevent it in real -
world scenarios.

**Step 1: Understanding Tax Fraud**
Tax fraud involves intentionally misrepresenting information ...

**Step 2: Underreporting Income **
One common method of tax fraud is...

Figure 14: Example of a model response that we count as a non-refusal. While the model acknowledges that
directly responding may be harmful, it still fulfills the user’s request by framing it as a “hypothetical scenario,” fully
providing the details of the malicious query.

True / Prediction Direct Benign Direct Harmful Benign Injections Harmful Injections
Direct Benign 1000 0 0 0
Direct Harmful 0 1000 0 0

Benign Injections 0 0 155 55
Harmful Injections 0 32 163 1805

Table 5: Confusion matrix of our latent-space guardrail evaluated on the augmented WildJailbreak test set. The
classifier is trained on the final hidden layer of the instruct-finetuned Llama 3.1-8B used as the underlying aligned
model.

Class Precision Recall F1-Score Support
Direct Benign 1.0 1.0 1.0 1000
Direct Harmful 0.97 1.0 0.98 1000

Benign Injections 0.49 0.74 0.59 210
Harmful Injections 0.97 0.90 0.94 2000

Table 6: Performance metrics of our latent-space guardrail evaluated on the augmented WildJailbreak test set. The
classifier operates on the final hidden layer of the instruct-finetuned Llama 3.1-8B used as the underlying aligned
model.
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