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Abstract

Current deep-research agents run in a “fire-and-
forget” mode: once started, they give users
no way to fix errors or add expert knowledge
during execution. We present RESEARSTUDIO,
the first open-source framework that places real-
time human control at its core. The system fol-
lows a Collaborative Workshop design. A hier-
archical Planner—Executor writes every step to
a live “plan-as-document,” and a fast commu-
nication layer streams each action, file change,
and tool call to a web interface. At any moment,
the user can pause the run, edit the plan or code,
run custom commands, and resume — switch-
ing smoothly between Al-led, human-assisted
and human-led, Al-assisted modes. In fully au-
tonomous mode, ResearStudio achieves state-
of-the-art results on the GAIA benchmark, sur-
passing systems like OpenAl’s DeepResearch
and Manus. These results show that strong au-
tomated performance and fine-grained human
control can coexist. The full code, protocol,
and evaluation scripts are available at https://
github.com/ResearAl/ResearStudio. We
will continue to update the repository to en-
courage further work on safe and controllable
research agents.'

1 Introduction

The advent of Large Language Models (LLMs)
(Ouyang et al., 2022; Achiam et al., 2023; Yang
et al., 2025) has catalyzed a new era in artificial
intelligence, providing powerful engines for rea-
soning (Weng et al., 2022; Besta et al., 2024),
comprehension (Rein et al., 2024; Weng et al.,
2024), and generation (Zhu et al., 2024; Li et al.,
2024). This has naturally led to the development of
LLM-based autonomous agents (Roy et al., 2024;
Huang et al., 2025), which leverage these models
as a cognitive core to tackle complex (Yao et al.,
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2023). These long-horizon tasks were previously
intractable (Zhang et al., 2025a). Most recently,
a new class of advanced autonomous systems,
termed Deep Research (DR) agents, have emerged,
exemplified by industry-leading solutions such as
OpenAl DR (OpenAl, 2025), Gemini DR (Team
et al., 2023), and Memento (Zhou et al., 2025).

Yet prevailing agent frameworks (Chen et al.,
2024; Zhu et al., 2025; Zheng et al., 2025; OpenAl,
2025) offer only a rigid, one-directional pipeline:
once a task is issued, the user is reduced to a pas-
sive observer. When the agent misinterprets goals
or pursues flawed strategies, there is no channel
for timely human intervention, leading to errors,
wasted compute, and diminished trust. Current
Deep Research agents, therefore, fall short of the
collaborative interface envisioned for Al.

We address this gap with the Collaborative Work-
shop, a shared, persistent, and interactive digital
interface characterized by three key properties: (1)
Transparency — all plans, intermediate artifacts, and
actions are visible; (2) Symmetrical Control — hu-
mans and Al possess equivalent authority to mod-
ify any element; and (3) Dynamic Role Fluidity —
control can seamlessly shift between Al-led and
human-led workflows.

To this end, we present RESEARSTUDIO, which
is the first open-source realisation of this paradigm.
Its layered architecture and custom protocol let
users pause or resume execution, edit any plan or
file, execute their terminal commands, and export
the full workspace at any time. Through the human-
intervenable interface, users are able to pause and
resume the agent’s execution, directly edit not only
the plan (TODO.md) but also any code or data
file, take control of the terminal to run commands,
and download the complete state of the workspace.
This capability enables two complementary collab-
oration modes: Al-led, Human-assisted: the agent
drives the workflow while the user audits, refines,
and injects domain knowledge. Human-led, AI-
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Table 1: Comparative analysis of Deep Research Agent features. Symbol guide: v* indicates explicit support for the
feature; x indicates no native support found in the provided materials.

assisted: the user orchestrates high-level strategy
and delegates well-defined subtasks to the agent.
Our contributions are three-fold:

1. We formalise the Collaborative Workshop,
unifying transparency, symmetric control, and
role fluidity for human-intervenable deep re-
search interface.

2. We release RESEARSTUDIO, a fully open-
source deep research agent that enables real-
time bidirectional collaboration and live plan
editing with the help of a search agent.

3. We empirically show that our design achieves
state-of-the-art performance on the GAIA
benchmark among existing Deep Research
agents from both industry and academia,
demonstrating that collaboration enhances,
rather than sacrifices, capability.

2 Related Work

The development of autonomous agents has been
accelerated by foundational LLM advancements in
reasoning, such as Chain-of-Thought (Wei et al.,
2022) and self-reflection (Shinn et al., 2023), and in
action, through tool-use integration (Schick et al.,
2023). Building on this, agent architectures have
explored multi-agent coordination, as in Auto-
Gen (Wu et al.), LangGraph and MetaGPT (Hong
et al.), or hierarchical task decomposition, such
as in AgentOrchestra (Zhang et al., 2025b) and
OWL (Hu et al., 2025). While these frameworks
significantly advance agent-to-agent and agent-to-
environment interactions, they largely overlook the
paradigm of direct, real-time human-agent collab-
oration. ResearStudio, in contrast, applies these
foundational reasoning and tool-use capabilities
within an architecture designed specifically to place
the human user at the center of the workflow.

This collaborative gap is highlighted by two re-
cent, divergent trends in Al systems, as summa-

rized in our comparative analysis in Table 1. On
one hand, highly capable autonomous agents like
OpenAl’s DeepResearch and Grok’s DeepSearch
demonstrate impressive performance on complex
tasks. However, they operate with limited inter-
activity, offering minimal support for the kind
of Real-time Content Adjustment necessary for
course correction, thus relegating the user to a pas-
sive role. On the other hand, collaborative inter-
faces like OpenAlI’s and Google’s Canvas offer rich
editing environments but are typically confined to
single-file manipulation (“Text editing Only”) and
lack the ability to execute complex, multi-tool tasks
across an entire project. ResearStudio bridges this
divide. It embeds a powerful autonomous agent
capable of complex task execution on par with
leading systems, but within a fully interactive and
multi-file workshop environment. As shown in
Table 1, ResearStudio is unique in providing an
open-source framework that supports intervention
at all stages, uniting state-of-the-art autonomy with
genuine human control.

3 The ResearStudio Framework

The “Collaborative Workshop™ paradigm is real-
ized through a three-layer architecture, as depicted
in Figure 1. Together, these tools form an inter-
venable substrate: every transformation is transpar-
ent, every action reversible, and every intermedi-
ate product editable, turning the agent from an
opaque executor into a controllable and reliable
research partner.

3.1 Tool Usage

To make deep-research agents human-intervenable,
each tool is exposed through the same live interface
that streams its inputs and outputs, allowing users
to override or refine any step in real time.
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Figure 1: The overall architecture of the ResearStudio framework. This diagram illustrates the three core layers
(L-1, L-2, L-3) and the primary workflow. The L-2 Agent Core, composed of a Planner and an Executor, processes
a user’s request. The Executor carries out steps by using tools from the L-1 MCP Toolbox. The entire process is
accessible to the user via the L-3 WebPage, linked by a central Communication Protocol.

Document-Processing Toolkit.
F with

Given a file f €

F = {jpg, png, mp3, pptx, xlsx, csv, zip,

txt, json, xml, docx, mov, pdf, . ..},

the system invokes a modality-specific extractor
D(f) that yields text, captions, or structured ob-
jects (e.g., VLM captions for images, ASR tran-
scripts for audio, slide-wise markdown for . pptx,
row-wise CSV for spreadsheets). Extracted arte-
facts immediately appear in the Ul, where the user
can edit, annotate, or discard them before the agent
continues — ensuring that downstream reasoning is
always grounded in vetted content.

Search Toolkit. In terms of the search agent, we
combine a self-hosted SEARXNG metasearch with
CRAWL4ALI page fetches. Results are re-ranked
by contextual similarity, then streamed to the inter-
face. The researcher can (i) accept, (ii) reject, or
(iii) request deeper crawling of any hit. This tight
human-in-the-loop filter cuts noise and steers the
agent toward authoritative sources.

Deliberate Browser Omission. Although full
browser automation offers rich interactions, we
observed that LLM planners overuse it, incurring

latency and extracting little structured data. By
default we exclude browser control; users can re-
enable it with a single toggle if a page truly requires
dynamic rendering. This design keeps the interface
fast and the provenance chain clean.

Code Toolkit. A sandboxed workspace lets the
agent (or the user) create files, run shell or Python
commands, and inspect outputs with state pre-
served across iterations. Every script is displayed
pre-execution; the researcher can modify code,
inject assertions, or roll back to a prior snap-
shot. Safe-exec guards whitelist common packages
(numpy, pandas, torch, etc.) to balance flexibility
and security. Every script or shell command is first
rendered in the UI; the user may edit, comment,
or disable the snippet before execution. Standard
output, error streams, and rich artefacts (tables, fig-
ures) stream back in real time and are logged as
immutable cells. A built-in diff viewer records suc-
cessive file changes, enabling one-click rollback or
branch creation for “what-if”” explorations.

Interactive Web Interface. We provide a com-
prehensive view of the agent’s conversation, the
workspace files, and global controls, enabling the
user to monitor progress and intervene at any time.
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Figure 2: Core interaction workflows of the ResearStudio communication protocol. This diagram details the
sequence of messages between the User, Planner, Executor, System (Toolbox), and Workspace for key operations,
illustrating the bidirectional flow of information that enables real-time collaboration.

3.2 Bidirectional Protocols

The framework’s collaborative capabilities are pow-
ered by a dual-layered communication system,
whose core workflows are detailed in the sequence
diagrams of Figure 2. At the machine level, the
Model-Context Protocol (MCP), implemented with
‘fastmcp®, standardizes the Executor’s tool calls
into reliable, JSON-based functions. This corre-
sponds to the agent’s autonomous execution loop
shown in Figure 2 (“Submit Task™ workflow). The
entire system is orchestrated by a central commu-
nication protocol that enables seamless interaction
between all components.

More central to our contribution is the event-
driven protocol governing the human-agent partner-
ship. This protocol provides the technical founda-
tion for the direct manipulation and control work-
flows. Upon starting a task, a long-lived connec-
tion is established between the frontend and back-
end. User actions are then translated into specific
API calls tagged with a unique task ID. For in-
stance, the “Change Files” workflow is enabled by
a ‘POST" request containing the new file content,
which updates the Workspace and notifies the Ex-
ecutor. Similarly, the “Pause/Resume” workflow
is implemented by a request that stalls all backend
LLM calls, effectively freezing the agent’s cogni-
tive state until resumed. All real-time updates from

the agent are streamed back to the user through this
persistent connection, with large file contents being
lazy-loaded on click to maintain Ul responsiveness.
This protocol transforms the system into a truly
interactive and auditable workshop, where the user
is a continuous collaborator rather than a passive
observer.

3.3 Backend Models

The Planner is powered by gpt-4.1, the Execu-
tor by o4-mini for datasets excluding GAIA, the
image processing by gpt-4o, the video agent by
gemini-2.5-pro and the audio agent by Assembly
AI. We select the 03 as the executor in the GAIA
benchmark. Each module is chosen to balance
efficiency and task-specific capability, ensuring re-
liable multimodal perception, robust planning, and
precise execution.

4 Experiments

To validate the effectiveness and capabilities of the
ResearStudio framework, we conducted a rigor-
ous evaluation on the GAIA benchmark (Mialon
et al., 2023), a standard for testing general-purpose
agentic systems on complex reasoning and multi-
step tool use. All experiments were performed
in a fully autonomous mode, with no human
intervention from task initiation to completion,
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Agent Level-1 Level-2 Level-3 Average
ODR-smolagents 67.92 53.49 34.62 55.15
AutoAgent 71.70 53.49 26.92 55.15
OWL 84.91 67.44 42.31 69.09
A-World 86.79 69.77 34.62 69.70
OpenAl-DeepResearch 74.29 69.06 47.60 67.36
ResearStudio (Pass@1) 77.36 69.77 61.54 70.91

Table 2: Performance comparison of our agent against
baseline methods ODR-smolagents (Roucher et al.,
2025), AutoAgent (Chen et al., 2024), OWL (Hu
et al., 2025), A-World (at Ant Group, 2025), and
OpenAl-DeepResearch (OpenAl, 2025) on GAIA
benchmark (Mialon et al., 2023). Average Task Run-
time across all GAIA levels is approximately 20 min-
utes, while simpler tasks or specific successful cases (as
discussed in Section 5) can be completed in under 10
minutes.

Agent Level-1 Level-2 Level-3 Average
OWL (Hu et al., 2025) 75.27 61.01 32.65 60.80
A-World (at Ant Group, 2025) 80.65 64.78 24.49 63.12
ResearStudio (Ours) 84.95 72.33 59.18 74.09

Table 3: Performance comparison of our agent against
open-source frameworks on the test set of the GAIA
benchmark.

thereby assessing the core performance of our ar-
chitecture. For our agent’s configuration, the Plan-
ner is powered by gpt-4.1, while the Executor
utilizes o4-mini for its tactical operations. To han-
dle multimodal tasks, the framework is equipped
with specialized models: gpt-4o for image-related
tasks, gemini-2.5-pro for video processing, and
Assembly Al for audio tasks. For evaluation, we re-
port the Exact Match (EM) metric, where a predic-
tion is considered correct only if it exactly matches
the reference answer after normalizing for case,
punctuation, and articles. The EM score is defined
as the percentage of answers that achieve a perfect
match.

Overall Results. Our experimental results
demonstrate that ResearStudio achieves state-of-
the-art performance on the GAIA benchmark
across both validation and test sets. As shown
in Table 2, on the GAIA validation set, our
framework achieves a leading average score
of 70.91%, outperforming other established
agents such as A-World (69.70%) and OpenAl-
DeepResearch (67.36%). Notably, ResearStudio
shows exceptional capability on the more complex
tasks, achieving the highest scores on both Level-2
(69.77%) and the highly challenging Level-3

(61.54%) tasks. To further validate these findings
on unseen data, we evaluated our agent on the
GAIA test set. The results, presented in Table 3,
solidify ResearStudio’s superior performance.
Our agent achieves an overall average score of
74.09%, surpassing all listed baselines across
every difficulty level, with scores of 84.95% on
Level-1, 72.33% on Level-2, and 59.18% on
Level-3. These robust results, obtained in a fully
autonomous setting, validate the efficacy of our
Planner-Executor architecture and modular tool
integration, proving that a framework designed
for human-collaboration can also deliver superior
performance on its own.

5 Discussion

The architecture of ResearStudio materializes into a
practical and effective collaborative workflow, as il-
lustrated by the user interface in Figure 3 and Table
4. The multi-panel design provides a user with com-
plete situational awareness. For instance, a user
can monitor the agent’s detailed execution steps
in the “Conversation & Activities” log while si-
multaneously inspecting the files it generates, such
as “analysis_penguin.py” and “todo.md”, in the
“File Explorer”. This transparent process allows
for timely and precise intervention. If the user
observes the agent writing flawed code into the
“File Editor”, they are not forced to wait for an
error. Instead, using the “Global Controls”, they
can pause the agent, directly correct the script, and
then resume the task. This action of switching from
passive observation to active contribution demon-
strates the fluid transition between an Al-led and a
human-assisted workflow.

Operational Parameter / Metric Typical Value
Average Task Runtime (GAIA) ~20 minutes
Max Concurrent Workers 50

Max Interaction Rounds 30

Average Steps per Task ~25

Typical Final Workspace Size ~100 MB

Table 4: Key operational parameters and metrics for a
typical ResearStudio run on a complex task. The system
is designed for both efficiency and the capacity to handle
long-horizon problems.

Beyond enabling a more collaborative workflow,
the ResearStudio architecture is also engineered for
practical efficiency and scalability, with typical op-
erational parameters summarized in Table 4. The

900



Prompt Input Conversation & Activities Project Info

The primary input
field for the user to type
commands, ask questions,
or provide instructions to
the Al agent.

A real-time log of the dialogue
between the user and the agent,
including all commands, agent
thoughts, and execution results.

Displays project name,
task ID, and status
indicators.

File Explorer

Lists files and folders in
project workspace. Users
can select to view or edit
in main panel.

Open Files Global Controls

A tab bar showing all
currently open files, allowing
for quick switching between
different documents, code
editors, and previews.

Provides session-wide actions such as managing
the workspace, pausing or resuming the agent, and
exporting the entire project.

Rescar Studio @ ]

Toolbar

Contains contextual
actions for the currently
active file, such as searching,
web, opening a terminal, or
executing code.

Allows the user to toggle
between different view
modes for the active file, such
as switching from a raw code
editor to a live web preview.

Analysis of Specific Penguin Sub-
population

File Editor
Table of Contents

The main content area
where users can edit and
interact with selected files,
such as documents, code, or
interactive previews.

File Preview
The main display area
for showing the content of
the opened file. This space
serves as both a previewer
for formats like txt, py, html,
and csv.

Final Result

Session History

Navigates back to previous
points in session timeline for
auditability.

Figure 3: An overview of the ResearStudio user interface, designed as an integrated workspace for human-agent
partnership. The layout provides a comprehensive view by juxtaposing the agent’s real-time execution trace in the
activity log with the tangible project artifacts in the file explorer and editor. This design allows a user to seamlessly

monitor autonomous operations while retaining the abil
system states through dedicated controls.

framework is capable of managing long-horizon
tasks, supporting up to 50 interaction rounds be-
tween the Planner and Executor, which allows for
deep, iterative problem-solving. This process is
highly efficient; a complex GAIA Level-3 task, for
example, completes in approximately 10 minutes, a
result of offloading heavy computation to dedicated
tools rather than relying on pure model reasoning.
Our system architecture supports a high degree of
concurrency, capable of handling up to 50 concur-
rent workers, which facilitates scalable deployment
for complex, multi-faceted projects. This efficiency
makes the human-in-the-loop paradigm practical
and appealing. A user is far more likely to en-
gage and collaborate with a system that produces
tangible results in minutes, not hours. The fully
auditable record of all actions in the “Conversation
& Activities” panel, combined with the “Session
History” feature, not only enhances trustworthiness
but also allows the completed workspace to serve
as a detailed, reusable template for future tasks,
further amplifying the long-term value of each col-
laborative session.

6 Conclusion

This work presented RESEARSTUDIO, an open-
source framework that makes human—AI collab-

ity to directly interact with and manage all project files and

oration a foundational element rather than an af-
terthought. We contribute (i) a practical architec-
ture that combines a hierarchical Planner—Executor
with a live, bidirectional protocol to expose the
agent’s reasoning as an editable document, and (ii)
an extensive empirical study showing that this trans-
parency and control do not diminish autonomous
performance. On the GAIA benchmark, RE-
SEARSTUDIO attains state-of-the-art results while
allowing users to intervene, correct, and guide the
system at any stage. These findings demonstrate
that accountability and efficiency can coexist in
deep research agents. Ultimately, ResearStudio pro-
vides a concrete path forward for building the next
generation of human-intervenable deep research
agent. By releasing the full codebase, we aim to
spur further work on Al systems that remain pow-
erful yet verifiable, fostering safer and more trust-
worthy deployment in high-stakes domains.

Limitations

We acknowledge several limitations in the current
version of ResearStudio. First, the framework’s
effectiveness in its collaborative mode is highly de-
pendent on the user’s domain expertise to identify
subtle errors, and the requisite continuous monitor-
ing can be cognitively demanding. This positions
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the system more as a powerful tool for experts
than a universally accessible partner for novices.
Furthermore, while our experiments validate the ar-
chitecture’s strong autonomous performance, they
do not yet formally quantify the practical bene-
fits of the human-in-the-loop features central to
our design. Finally, our current safety measures
are primarily architectural, focusing on operational
containment through sandboxing, but they have
not yet been rigorously stress-tested against active
adversarial attacks.

These limitations define clear avenues for our fu-
ture work. To mitigate cognitive load and broaden
the framework’s accessibility, we plan to develop
semi-autonomous intervention mechanisms, such
as Al-powered alerts that flag potential errors or
logical inconsistencies for human review. To em-
pirically validate the "Collaborative Workshop"
paradigm, a critical next step is to conduct for-
mal Human-Computer Interaction (HCI) studies.
These studies will measure key metrics—such as
task completion times with and without interven-
tion, error correction rates, and user satisfaction
scores—to provide direct evidence of collaborative
utility. Lastly, to bolster the system’s robustness,
we will undertake dedicated red-teaming efforts
to assess its resilience against threats like prompt
injection, data exfiltration, and the generation of
harmful content, using the findings to engineer
more sophisticated, dynamic safety protocols.
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A Discussion and Case Studies

While quantitative benchmarks validate the high au-
tonomous performance of ResearStudio, a deeper
understanding of its practical strengths and limi-
tations can be gained through qualitative analysis
of its operational workflow. This section presents
two contrasting case studies from the challenging
GAIA Level-3 benchmark. The first case illus-
trates the framework’s proficiency in autonomously
solving complex, engineering-style computational
tasks. The second, a failure case, reveals a com-
mon vulnerability in autonomous agents and, in
doing so, highlights the profound utility and core
design philosophy of our Collaborative Workshop
paradigm.

Our framework demonstrates remarkable effi-
ciency on tasks that require algorithmic thinking
and precise calculation. In one such GAIA Level-
3 task, the agent was presented with a complex
computational puzzle involving two 12-digit num-
bers, column transpositions, and a weighted-sum
checksum validation. ResearStudio solved this
intricate problem in approximately four minutes
over 16 discrete steps. An analysis of its execu-
tion trace, presented in Figure 4, reveals a highly
effective strategy. The Planner correctly identified
that a brute-force search was the optimal approach
and created a plan to first write a Python script to
codify the logic. The Executor then successfully
implemented this plan, generating and running a
‘solve_puzzle.py* script. By intelligently offload-
ing the complex computation to code rather than
attempting to reason through it in-prompt, the agent
demonstrated efficient and robust problem-solving.
This case underscores ResearStudio’s strength in
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Figure 4: A successful execution trace of a GAIA Level-3 computational puzzle within the ResearStudio UlI,
showcasing the agent’s ability to write and execute code to find a correct solution.

handling well-defined engineering and computa-
tional challenges where logic can be explicitly cod-
ified and executed.

However, when faced with tasks requiring a nu-
anced interpretation of ambiguous real-world data,
the limitations of pure autonomy become appar-
ent. For GAIA Level-3, the agent was asked to
calculate the volume of a Freon-12 container at the
bottom of the Mariana Trench. As shown in Figure
5, the agent’s workflow was initially logical, cor-
rectly identifying the need to find the temperature
and pressure to determine the substance’s density.
The failure occurred when its web search returned
conflicting information: the near-freezing ambient
temperature of the trench (1-4°C) and the extreme
temperature of hydrothermal vents located within
it (400°C). Lacking the human-like common sense
to disambiguate this context, the agent incorrectly
selected the extreme 400°C value. This single er-
ror created a cascading failure, leading it to select
a completely wrong density value and produce a
final answer that was orders of magnitude incor-
rect. This case highlights a critical vulnerability
in many autonomous systems: a conflict between
the model’s internal knowledge and conflicting in-
formation retrieved from the open web can lead to
catastrophic, yet logically consistent, failures.

While this failure reveals a limitation, it simulta-
neously provides the most potent demonstration
of ResearStudio’s core value. In a traditional
”black-box” system, this task would have simply

failed, leaving the user with a useless result and
no recourse but to restart. Within the Collabo-
rative Workshop, however, this catastrophic fail-
ure becomes a manageable, correctable mistake.
A human collaborator, observing the agent’s real-
time activity log, would immediately recognize the
400°C temperature as nonsensical. At that precise
moment, they could use the interface to ‘Pause‘ the
agent, directly edit the agent’s “TODO.md* plan
or a note file in the shared workspace to specify
”use ambient temperature of 4°C,” and then ‘Re-
sume* the task. This simple, intuitive intervention
would have guided the agent back to the correct
path, leveraging human expertise to resolve the ex-
act kind of contextual ambiguity that Al struggles
with. This ability to seamlessly transfer control and
inject human judgment into the loop is the ultimate
utility of ResearStudio. It transforms the agent
from an opaque, brittle tool into a resilient, trust-
worthy partner, providing the essential safeguard
needed to deploy autonomous systems on complex,
real-world problems.

B Safety Considerations

The introduction of autonomous agents that can in-
teract with file systems and external web content ne-
cessitates a robust safety framework. In ResearStu-
dio, safety is addressed through a combination of
architectural design choices and interactive over-
sight capabilities. This section discusses the key
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2. Freon-12 Properties under Extreme
Conditions

3. Final Volume Calculation

Figure 5: An execution trace of a failed GAIA Level-3 physics problem. The agent correctly structures the problem
but fails by selecting the wrong temperature (400°C), leading to a cascade of incorrect calculations.

safety mechanisms, focusing on operational con-
tainment and the safeguards against both external
and user-initiated threats.

B.1 Operational Safety and Sandboxing

A foundational element of ResearStudio’s safety
posture is the strict isolation of each task. Upon ini-
tiation, every task is assigned a unique workspace
that is fully sandboxed from the host system and
from other, concurrent tasks. This architectural
choice is critical for preventing risks such as data
exfiltration or unauthorized access to external re-
sources. All tool operations, whether writing a file
or executing a command, are confined within the
boundaries of this isolated directory. This contain-
ment ensures that even if an agent were to exhibit
unintended behavior, the potential impact would be
restricted to the immediate task environment.

Furthermore, the execution of tools is managed
through a layer of abstraction provided by the MCP.
The agent does not directly execute system calls;
instead, it formulates structured requests to inde-
pendent, sandboxed tool services. For instance, the
Python tool, as used in systems like Deep Research,
runs within its own constrained environment with-
out direct internet access, mitigating cybersecurity
risks associated with arbitrary code execution. Sim-
ilarly, while the agent can request actions via the
Terminal tool, it does so through this mediated pro-
tocol. This prevents the agent from gaining un-

restricted shell access and limits the scope of its
command-line capabilities to operations relevant to
the sandboxed workspace.

B.2 Interactive Oversight and Safeguards

While sandboxing provides technical containment,
an additional layer of safety is established through
interactive oversight and system-level safeguards.
The Plan-as-Document” principle is a key compo-
nent, as it externalizes the agent’s intentions into a
human-readable “TODO.md* file before execution.
This provides a critical checkpoint for a user to
review the agent’s proposed actions and intervene
to prevent the pursuit of flawed or unsafe strate-
gies. This is particularly relevant for mitigating
risks from external content, such as prompt injec-
tion, where a user can spot anomalous changes in
the agent’s plan or activity log and use the “Pause*
control to halt execution.

Crucially, these safeguards are not limited to
protecting against external threats; they also ad-
dress potential misuse by the user. Even within this
collaborative framework, the system is designed
to prevent the execution of malicious instructions.
All user prompts are evaluated by input classifiers
against safety policies to filter requests for disal-
lowed content. This layered approach ensures that
while the user is an empowered collaborator, the
system maintains its own independent capacity to
enforce safety protocols and prevent misuse.
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