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Abstract

Text anonymization is the process of removing
or obfuscating information from textual data
to protect the privacy of individuals. This pro-
cess inherently involves a complex trade-off
between privacy protection and information
preservation, where stringent anonymization
methods can significantly impact the text’s util-
ity for downstream applications. Evaluating
the effectiveness of text anonymization proves
challenging from both privacy and utility per-
spectives, as there is no universal benchmark
that can comprehensively assess anonymiza-
tion techniques across diverse, and sometimes
contradictory contexts. We present TAU-EVAL,
an open-source framework for benchmarking
text anonymization methods through the lens
of privacy and utility task sensitivity. A Python
libraryl, code, documentation and tutorials? are
publicly available.

1 Introduction

Privacy protection is a cornerstone of modern le-
gal frameworks, encapsulated in regulations such
as the European Union’s General Data Protection
Regulation (GDPR) and the United States’ Califor-
nia Consumer Privacy Act (CCPA). These regula-
tions underline the urgency of protecting personal
data, particularly in text-based formats—a com-
mon medium for sensitive information sharing in
domains like healthcare, legal proceedings, and so-
cial media. Text anonymization has emerged as a
critical tool for this purpose (Lison et al., 2021),
modifying texts to hide identifiable attributes while
aiming to preserve their usefulness for downstream
applications. However, this process inherently cre-
ates a tension: excessive anonymization risks ren-
dering the text unusable for practical tasks, while
insufficient redaction leaves private information
vulnerable to exposure.
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Figure 1: Summary of features in TAU-EVAL implemen-
tation. Each component can be customized and easily
expanded though the system structure. We also include
built-in examples for each component. TAU-EVAL relies
on a core Experiment structure that encapsulate Models
evaluated on Zasks in order to gather Metrics.

Current research on text anonymization often
prioritizes privacy preservation at the expense of
utility, relying on reference-based metrics like
ROUGE, BERTScore, or METEOR to measure tex-
tual fidelity (Staab et al., 2024a; Pil4n et al., 2022).
While these metrics assess surface-level content re-
tention and whether the resulting anonymized text
lands in the same distribution, they fail to account
for the context-dependent utility of anonymized
texts (Yang et al., 2025; Loiseau et al., 2025). For
instance, a medical report anonymized for public
research must retain clinically relevant patterns,
whereas a legal document might require syntac-
tic integrity for compliance analysis. Anonymiza-
tion methods that perform well on generic metrics
may strip task-specific features, undermining the
value of the data for real-world applications. Conse-
quently, the privacy-utility trade-off remains poorly
quantified, leaving practitioners without actionable
insights for domain-specific anonymization scenar-
ios (Riabi et al., 2024).

To bridge this gap, we introduce TAU-EVAL
(Text Anonymization Utilities Evaluation), a
framework designed to systematically evaluate
both privacy preservation and task-aware utility
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loss in text anonymization systems. Unlike exist-
ing frameworks, TAU-EVAL integrates privacy and
utility evaluations across various downstream tasks,
enabling granular analysis of how anonymization
impacts domain-specific applications. It supports
full specification of privacy and utility task tar-
gets, which empowers practitioners to evaluate
anonymization strategies for their unique require-
ments and create reproducible evaluation bench-
marks.

We showcase TAU-EVAL’s versatility through ex-
periments on two privacy and eight utility tasks.
With our framework, we support the development
of context-aware anonymization systems that bal-
ance privacy with the functional needs of domains
like healthcare, social science, and law.

2 TAU-EvAL

In this section, we present TAU-EVAL’s core design
principles, architecture, and the functionality of its
main components.

Problem formulation We formalize text
anonymization as a text-to-text transformation task
that applies privacy-preserving objectives (e.g.,
NER-based redaction, authorship obfuscation) to
an input text while aiming to preserve its utility.
To holistically evaluate anonymization methods,
we propose a two-pronged framework: (1) generic
metric analysis, measuring surface-level fidelity
between original and anonymized texts, and
(2) task utility loss quantification, assessing
downstream performance degradation caused by
anonymization.

Let D = {(;,¥;)}, denote a dataset of N
samples, where x; is an original text and y; its
task-specific label (e.g., classification targets). An
anonymization algorithm A : x — 2’ transforms
each x; into its private counterpart 27, yielding the
anonymized dataset Dpriy = {(2},y:)},. For
each sample pair (z;, 2}), we compute a similarity
metric s(x;, ;) to quantify the text transformation.
The overall generic fidelity of A is then:

N
S(AD) = = 3 sl 7)),
=1

providing a task-agnostic measure of anonymiza-
tion’s impact on textual integrity.

To evaluate task-specific utility degradation, we
first train a model fy on D, achieving a baseline
performance Uiz on a held-out test set. We then
anonymize the test set using .4 and evaluate fy

on Dyiy, obtaining U,,iy. This setup mirrors real-
world scenarios where users apply anonymization
to data before feeding it to a pre-trained task model,
which they cannot retrain or modify. The sensitiv-
ity for task 7 is: A7 (A) = Uorig — Upriv, Where
A7 captures the performance drop attributable to
anonymization. Methods with high S(A, D) may
still induce significant A if anonymization per-
turbs task-relevant features, underscoring the neces-
sity of joint analysis. More complex task schemes
are also possible, such as training models on par-
tially anonymized datasets to evaluate performance
on anonymized outputs (Zhai et al., 2022).

2.1 Design Principles

TAU-EVAL is guided by three core principles: ease
of use, modularity, and customizability, making it
a flexible and accessible framework for evaluation
in NLP.

Ease of use TAU-EVAL enables researchers to
build complete evaluation pipelines with minimal
code. It offers a simple interface and sensible de-
faults to support rapid development and experimen-
tation.

Modularity The framework is composed of in-
dependent components that can be used selectively.
This avoids unnecessary processing and supports a
wide range of use cases.

Customizability Thanks to its modular design,
users can easily integrate custom anonymization
models, define new features, and implement spe-
cialized metrics, allowing for tailored evaluation
workflows.

2.2 Core Elements and Functionalities

TAU-EVAL is an open-source Python framework de-
signed to unify and streamline the evaluation of text
anonymization systems. By abstracting fragmented
experimental workflows into a modular and exten-
sible framework, the library enables researchers
to benchmark anonymization models against di-
verse metrics and tasks with minimal coding ef-
fort. Below, we detail its core architecture, integra-
tion capabilities, and workflow. To accommodate
the rapid evolution of text generation models and
datasets, TAU-EVAL leverages the Hugging Face
ecosystem. It natively supports datasets (Lhoest
et al., 2021) within tasks, including local storage
and custom preprocessing pipelines, models (Wolf
et al., 2020), and evaluations metrics (Von Werra
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et al., 2022). TAU-EVAL’s architecture (Figure 1)
revolves around three modular pillars:

Anonymization Models: The framework treats
anonymizers as black-box text-to-text functions.
Requiring only a lightweight Anonymizer interface
(anonymize(text) —-> text). This perspective ac-
commodates a broad spectrum of anonymization
techniques; from traditional sequence-to-sequence
architectures to modern large-scale language mod-
els. Preconfigured templates simplify the use of
Hugging Face models (e.g., TS, BART, GPT-2) and
LLM APIs via LiteLLM?, enabling rapid prototyp-
ing.

Evaluation Metrics: Metrics are designed to
capture diverse dimensions of performance. We
integrate measures that assess both the retention
of semantic content (e.g., overlap-based and se-
mantic similarity scores) and intrinsic properties
of anonymized text (e.g., fluency and reference-
less evaluations), the framework provides a com-
prehensive basis for quantifying the efficacy of
anonymization methods. Metrics are computed on
each pair (D, Dy,iv) taken from task datasets. We
implement widely used metrics for text anonymiza-
tion taken from text generation evaluation, such
as ROUGE (Lin, 2004), METEOR (Banerjee and
Lavie, 2005), BERTScore (Zhang et al., 2020b).
We also support sentence-transformers similarity
(Reimers and Gurevych, 2019), and reference-less
metrics based on language models such as CoLA
(Warstadt et al., 2019), or Perplexity (Jelinek et al.,
1977).

Target Tasks: Tasks contextualize the evaluation
by framing anonymization within downstream ap-
plications. We abstract common-use scenarios (e.g.,
classification, multiple-choice inference) into a uni-
fied task paradigm, TAU-EVAL facilitates system-
atic comparisons across a variety of use cases. We
utilize the tasksource ecosystem (Sileo, 2024) to
empower rapid access to more than 600 structured
datasets and tasks preprocessing with the AutoTask
class.

from tasknet import AutoTask
imdb = AutoTask('imdb"')
dynahate = AutoTask('dynahate')

Using tasknet, we provide a streamlined interface
between evaluation tasks and the Hugging Face
trainer for efficient fine-tuning. This integration

Shttps://www.litellm.ai/

simplifies dataset importing, preprocessing, and
model configuration, allowing researchers to con-
centrate on designing text anonymization pipelines
rather than building evaluation frameworks. Addi-
tionally, we support additional built-in tasks that
don’t require model training, such as sensitive
entity detection. Table 3 in appendix gives an
overview of all features currently integrated into
TAU-EVAL.

3 Usage and Customization

This section provides implementation details for
conducting evaluation experiments and explains
how to further customize TAU-EVAL for specific
research needs.

3.1 Running Experiments

Running an experiment involves three steps: (1)
Implement custom anonymizers (see Section 3.2)
or load preconfigured models present inside
tau_eval.models. (2) Choose from built-in op-
tions or add custom metrics and tasks. (3) Instanti-
ate an Experiment object with models, tasks, and
metrics. All results are logged for visualization and
comparison.

Experiment The Experiment class takes care of
orchestrating the evaluation of each anonymization
model. It extracts task information from each task,
generates the anonymized task version, and com-
putes each chosen metric, while training relevant
models if needed. It relies on ExperimentConfig,
a class storing specific user-defined configuration
for evaluation.

ExperimentConfig The ExperimentConfig
class provides ways to customize the experiment
evaluation. In particular, it allows the user to spec-
ify which prediction model to train (from a local
model or on the Hugging Face Hub) and fine-tune
it on tasks, setting training hyperparameters, or
more advanced tasks strategies (should we train
the classifier on generated data or not) and logging
options.

Experiment results can be stored either as a dic-
tionary variable for immediate use or serialized to
a . json file. While the dictionary format is conve-
nient for most direct analysis, JSON serialization
helps to store experiment results for versioning and
future use.
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3.2 Customization

Models Anonymization models are defined as a
class which allow initialization i.e. model loading
and inference with the anonymization method. A
new anonymization model can easily be instanti-
ated using this interface:

class TestModel (Anonymizer):
def __init__(self):
self.name = "Test Model”

def anonymize(self, text) -> str:
# Implement anonymization logic

def anonymize_batch(self,
texts: list[str]) ->
— list[str]:
# Performs batch anonymization for larger
— datasets

Metrics Metrics are implemented as functions
that accept one or two text inputs and return one
or more scores. Experiments can utilize both TAU-
EVAL’s built-in metrics and custom functions, pro-
vided they follow the signature Callable[[str |

list[str], str | list[str]], dict]. The
experiment framework automatically detects and
handles both built-in and custom metrics.

Tasks Tasks enable data loading and classifi-
cation model integration. While tasksource and
tasknet simplify access to the Hugging Face Hub,
users can create more sophisticated tasks by im-
plementing the CustomTask interface. This in-
terface requires a dataset attribute containing
a Hugging Face dataset and an evaluate(self,
new_texts: list[str]) -> dict method that
processes anonymized texts. During experiments,
the system anonymizes the task dataset and passes
it to the evaluation method.

3.3 Visualization

In the evaluation of anonymization systems, TAU-
EVAL offers a suite of visualization tools designed
to streamline the comparative analysis of models
across specific tasks. Our system enables to as-
sess performance through one-to-one model com-
parisons, enhancing interpretability. Additionally,
TAU-EVAL supports the explicit definition of trade-
offs between key metrics (e.g., privacy vs. utility),
allowing users to explore the nuanced relationships
between competing objectives. To further refine
analysis, the framework provides flexible filtering
mechanisms, permitting users to isolate experimen-
tal results based on models, tasks, or evaluation
metrics. We also ensure a more structured and

granular assessment of anonymization techniques
by serializing parts of the anonymized datasets,
which is useful for qualitative analysis and to re-
launch experiments without model inference.

from tau_eval import Experiment, ExperimentConfig
from tau_eval.models.presidio import (
UniquePlaceholderPerEntity,
EntityDeletion,
UniformPlaceholder,
CategoryPlaceholder,
FakerPlaceholder,
)
from tau_eval.tasks import Deldentification
from tasknet import Classification
from datasets import load_dataset

ml = UniquePlaceholderPerEntity()
m2 = EntityDeletion()

m3 = UniformPlaceholder()

m4 = CategoryPlaceholder()

m5 = FakerPlaceholder()

mednli = Classification(
dataset=1load_dataset("bighio/mednli"),
s1="sentencel”, s2="sentence2”, y="label”

)

pii = Deldentification(
dataset="aidprivacy/pii-masking-400k"

)

config = ExperimentConfig(
exp_name="test-experiment"”,
classifier_name="answerdotai/ModernBERT-base",
train_task_models=True,
train_with_generations=False,

)

Experiment (models=[m1,m2,m3,m4,m5],
metrics=["bertscore"],
tasks=[mednli, piil],
config=config

).run()

Listing 1: Example running an experiment comparing
different de-identification strategies for the MedNLI and
pii-masking datasets. BERTScore will be computed
on each dataset for each model.

4 Experiments

To demonstrate the potential of TAU-EVAL, we
evaluate the utility loss of anonymization meth-
ods across two privacy objectives (PII redaction
and authorship obfuscation) and eight downstream
utility tasks, spanning diverse domains to capture
task-sensitive utility loss. Below, we detail our
benchmarking setup.

Privacy Tasks To quantify privacy risks, we fo-
cus on two objectives. First, personally identifiable
information (PII) redaction involves automatically
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PII Redaction
Original 0 95.2 77.6 75.6 83.0 56.5 66.3 99.7 98.5
Presidio 66.4 95.1 71.5 75.7 80.0 49.6 66.1 97.1 97.9
Gemini-flash-1.5-8b 96.6 93.7 77.1 56.8 45.0 50.2 65.3 98.3 78.9
Genmini-flash-1.5 98.4 94.8 77.4 532 41.6 47.8 61.9 97.3 71.1
Llama-3.1-8b 99.0 94.6 71.8 54.2 49.6 47.7 51.6 92.0 92.7
Llama-3.1-70b 98.7 95.6 74.6 60.8 51.2 49.2 59.8 98.8 852
Llama-3.3-70b 98.7 95.5 71.0 69.4 53.1 48.9 63.7 98.7 88.9
Qwen-2.5-7b 95.0 94.9 74.2 65.1 57.5 50.1 61.5 98.6 94.8
Qwen-2.5-72b 97.8 95.3 76.8 61.1 55.9 525 60.4 98.7 88.5
Phi-4 97.2 95.1 75.3 58.0 44.7 51.6 61.4 97.5 84.6
Authorship
Original 0.2 95.2 77.6 75.6 83.0 56.5 66.3 99.7 98.5
StyleRemix 70.4 82.9 73.2 50.8 47.5 4255 47.3 97.3 73.9
Gemini-flash-1.5-8b 80.6 94.3 70.9 524 52.7 45.0 45.9 96.7 47.9
Gemini-flash-1.5 65.6 95.2 71.1 56.9 57.7 442 46.2 96.8 584
Llama-3.1-8b 76.1 93.8 62.6 533 55.1 40.7 42.0 94.1 515
Llama-3.1-70b 69.7 95.2 65.1 513 57.7 423 413 95.3 54.8
Llama-3.3-70b 69.3 94.3 65.9 52.9 58.6 41.1 41.8 95.9 60.0
Qwen-2.5-7b 66.1 91.9 65.4 58.2 63.5 435 46.5 96.2 73.8
Qwen-2.5-72b 60.2 94.5 70.7 59.3 66.0 40.3 46.6 96.0 75.7
Phi-4 63.4 94.2 66.4 49.9 59.0 44.4 48.7 95.6 59.6
Random 10.1 50.0 333 50.0 50.0 333 333 50.8 50.4

Table 1: Task-specific degradation of each anonymization model (%). The PRIVACY column highlights the models
performance over the two privacy datasets: pii-masking and IMDBG62.

identifying and replacing sensitive personal data
that could potentially expose individual identities
(e.g., names, addresses, etc.). This task is eval-
uated using the synthetic pii-masking dataset*,
which generates realistic PII in contextual scenar-
ios while avoiding exposure of real private data.
This synthetic approach enables safe benchmarking
of anonymizers’ ability to mask sensitive entities
without compromising genuine user privacy, we
report the masked entity recall as a privacy goal
to maximize. Second, authorship obfuscation is a
privacy task that tests whether unique authorship
features can be used to identify or re-identify an
individual’s textual content despite anonymization
attempts. The task leverages the IMDB62 corpus
(Seroussi et al., 2014), a widely adopted bench-
mark for authorship attribution. Here, anonymiza-
tion aims to obfuscate stylistic fingerprints, testing
resilience against authorship inference attacks, we
evaluate this task with accuracy scores.

Utility Tasks To comprehensively measure task-
specific utility degradation, we select eight classifi-
cation tasks spanning diverse domains and linguis-
tic complexity, each chosen to probe distinct chal-
lenges in privacy-utility trade-offs. IMDB movie
reviews (Maas et al., 2011) and the adversarially
constructed DynaSent dataset (Potts et al., 2021)
serve as baselines for sentiment analysis. Toxic-

*https://hf.co/datasets/aidprivacy

ity and hate speech detection (Jigsaw Toxic Com-
ments (cjadams et al., 2019), DynaHate (Vidgen
et al., 2021)) evaluate anonymization’s impact on
socially critical tasks, where over-redaction may
obscure harmful language. ANLI (Nie et al., 2020),
an adversarial natural language inference (NLI)
dataset, assesses whether anonymization preserves
logical consistency between premises and hypothe-
ses. MedNLI (Romanov and Shivade, 2018) ad-
dresses the medical domain’s acute privacy needs,
where anonymization must protect patient identities
without distorting diagnostic inferences. CLAIR
(Radev, 2008) (fraudulent email detection) and Fak-
eNews detection® examines anonymization’s effect
on stylistic and structural cues critical for identify-
ing malicious intent and misinformation. We add
further details for each task in Appendix A.

For class-balanced datasets (IMDB, DynaSent,
ANLI, MedNLI, FRAUD, FakeNews), we report
accuracy; for imbalanced tasks (Toxicity, Dyna-
Hate), F1 scores are used. All tasks are fine-tuned
on ModernBERT-large (Warner et al., 2025), se-
lected for its balance of efficiency and state-of-the-
art NLP performance. We also include a random
classifier predicting the distribution of target labels
as a baseline.

Anonymization Models We benchmark two fam-
ilies of anonymization methods, each of them

Shttps://hf.co/datasets/GonzaloA/fake_news
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Figure 2: SBERT cosine similarity difference between each tested model and its smaller version.

corresponding to one or the other privacy task.
For PII redaction, we evaluate the NER-based
Presidio anonymizer (Mendels et al., 2018) as
a baseline and compare it against four state-of-
the-art LLMs: Gemini Flash 1.5 (Team et al.,
2024), Llama-3.1/3.3 (Grattafiori et al., 2024),
Qwen-2.5 (Qwen et al., 2025), and Phi-4 (Ab-
din et al., 2024) prompted for entity replacement.
For authorship obfuscation, we test StyleRemix
(Fisher et al., 2024), a state-of-the-art baseline,
alongside the same LLMs repurposed with style-
transfer prompts to disrupt stylistic cues while re-
taining task-relevant content. Model size effects
are analyzed by comparing parameter variants (e.g.,
Llama-3.1-8B vs. 70B). We access instruction-
tuned language models through the OpenRouter
APL

5 Results

Table 1 summarizes the performance of anonymiza-
tion methods across privacy and utility tasks.
LLMs emerge as the most effective anonymiz-
ers for both PII redaction and authorship obfus-
cation, achieving best privacy protection. How-
ever, this comes at a pronounced cost to utility.
Toxicity and hate detection tasks exhibit the steep-
est performance drops (up to 42% utility decrease
for Gemini-flash-1.5 on DynaHate), likely due to
LLMs’ fine-tuning safeguards against reproducing
harmful content. Notably, in the authorship setting,
model size inversely correlates with privacy and
utility: smaller models tend to do more content
modifications to the original text (see Figure 2),
leading to better privacy and worse utility. Util-
ity degradation varies dramatically across tasks.
Sentiment analysis tasks like IMDB and DynaSent
exhibit resilience to anonymization, whereas ANLI,
MedNLI and fake news detection degrade signifi-
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Task BERTScore METEOR ROUGE SBERT CoLA
IMDB 0.349 0.304 0.349 0.096  0.141
DynaSent 0.735 0.691 0.705 0.735  0.573
Tox 0.681 0.726 0.681 0.516  0.576
DynaHate 0.007 0.051 0.095 0.317  0.051
ANLI 0.627 0.573 0.720 0352 0.544
MedNLI 0.867 0.764 0.838 0.882  0.705
Fraud 0.518 0.464 0.464 0.597  0.420
FakeNews 0.699 0.759 0.774 0.248  0.323
Average 0.560 0.542 0.578 0.468  0.417

Table 2: Correlation of different metrics with task per-
formance for all utility tasks.

cantly. Crucially, no single anonymization method
dominates across all tasks, but each familly of mod-
els exibit similar performances accross tasks.

We also performed a correlation analysis be-
tween general purpose metrics commonly used
in state-of-the-art for utility preservation and
task-specific performance measures, computing
Kendall’s Tau correlation scores as reported in Ta-
ble 2. The results strongly emphasize the limi-
tations of generic metrics in reliably predicting
task utility across different domains. No single
metric consistently demonstrates strong correla-
tion with actual utility loss across the evaluated
tasks. The sole exception to this pattern was ob-
served in the MedNLI task, where moderate to
strong correlations were found. This anomaly can
be potentially attributed to the relatively short text
size in MedNLI samples, which may result in a
more direct relationship between surface-level text
modifications and task performance.

6 Related Work

Most existing research addressing similar chal-
lenges has primarily focused on evaluating model
robustness against sentence-level perturbations.
Tools like TextFlint (Wang et al., 2021) offer di-
verse text noising methods, but emphasize evalu-



ation of downstream task models rather than ana-
lyzing the noise mechanisms themselves. PrivKit
(Cunha et al., 2024) represents a notable exception
in its attempt to establish a comprehensive privacy-
utility evaluation pipeline for heterogeneous data
types. However, it was primarily designed for lo-
cation and facial data rather than natural language
processing applications and consequently lacks the
unified framework necessary to support the diverse
requirements of NLP evaluation tasks. Further-
more, PrivKit operates as a standalone system with-
out integration capabilities for popular machine
learning frameworks, limiting its accessibility and
adoption in existing workflows.

7 Conclusion

In this paper we introduce TAU-EVAL, an eval-
uation framework enabling unified, reproducible
benchmarking of text anonymization systems
across both privacy risks and task-specific util-
ity degradation. We study the task sensitivity of
language models instructed for anonymization on
eight downstream tasks and justify its relevance
as a complement to task-agnostic metrics. Our
experiments confirm the complexity of achieving
a clear trade-off, revealing that no single method
dominates across tasks.

Limitations

While our framework advances the evaluation of
task-sensitive anonymization, several limitations
highlight directions for future work. First, our
study operates within a monolingual (English)
context. Multilingual anonymization introduces
unique challenges (Riabi et al., 2024). Low-
resource languages further compound these issues
due to sparse PII detection tools and limited bench-
mark datasets, restricting the generalizability of
findings to global contexts.

Second, utility loss measurements depend on the
choice of task classifier. While we present evalua-
tions using ModernBERT-large for cross-task com-
parability, domain-specific architectures (e.g., Clin-
icalBERT (Huang et al., 2019), CamemBERT-bio
(Touchent and de la Clergerie, 2024)) or multilin-
gual models (e.g., XLM-T (Barbieri et al., 2022))
may yield divergent utility trade-offs. For instance,
medical anonymization evaluated via a clinically
fine-tuned model could reveal subtler impacts on di-
agnostic inference than our general-purpose setup
captures.

Finally, we did implement LLMs mainly us-
ing privacy-focused prompts, and could have
implemented utility-specific LLMs that perform
anonymization when given specific downstream
task requirements. Such task-aware anonymization
would fundamentally shift the privacy-utility trade-
off by limiting data usage to predefined tasks. This
presents an interesting direction for future research.

Ethics and Broader Impact Statement

While TAU-EVAL facilitates the benchmarking of
anonymization methods, it does not itself perform
anonymization or guarantee privacy. Users are re-
sponsible for interpreting results in context and for
deploying anonymization strategies that align with
applicable legal, ethical, and domain-specific stan-
dards. We emphasize that TAU-EVAL should not
be used as a substitute for legal compliance (e.g.,
GDPR) but as a research tool to assist in privacy-
aware NLP development.
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pii-masking This synthetic dataset simulates
real-world privacy risks by generating text
records containing 63 classes of personally iden-
tifiable information (PII) (see https://hf.co/
ai4privacy), including names, addresses, med-
ical IDs, and financial data. Unlike real-world
corpora, synthetic generation avoids ethical con-
cerns while enabling controlled benchmarking of
anonymizers’ ability to mask sensitive entities. We
sample 5,000 English texts from its 400k corpus,
ensuring representation of all PII categories. The
dataset’s structured noise injection (e.g., realis-
tic address formats, contextualized medical terms)
tests anonymizers’ precision in distinguishing sen-
sitive from non-sensitive content which is a critical
capability for GDPR/CCPA compliance.

IMDB62 Derived from the IMDb movie review
corpus (Seroussi et al., 2014), this dataset contains
62,000 texts from 62 distinct authors, equally dis-
tributed. We focus on a 10-class subset (first 10 au-
thors) to evaluate authorship obfuscation. The task
challenges anonymizers to disrupt stylistic finger-
prints (e.g., syntactic patterns, lexical preferences).

IMDB (Maas etal., 2011): A classic binary sen-
timent classification task (positive/negative) on 50k
movie reviews. Its balanced distribution and in-
formal language (e.g., user-generated reviews) test
anonymization’s impact on opinion-driven text util-

ity.

DynaSent (Potts et al., 2021): A ternary
sentiment dataset (positive/neutral/negative) con-
structed via the Dynabench platform (Kiela et al.,
2021), where adversarial examples are iteratively
generated to exploit model weaknesses. Dy-
naSent’s complexity evaluates whether anonymiza-
tion exacerbates or mitigates robustness to subtle
linguistic perturbations.

Toxicity (cjadams et al., 2019): A binary clas-
sification task identifying toxic language (“rude,
disrespectful, or disruptive” content) in online com-
ments. The dataset’s inherent class imbalance
(=~ 10% toxic) tests anonymization’s impact on
minority class performance and harmful content
detection, a critical consideration for moderation
systems.

DynaHate (Vidgen et al., 2021): Built using
Dynabench’s adversarial framework, this dataset
targets hate speech detection with examples de-
signed to bypass automated filters. Its adversarial

nature stresses anonymization’s ability to preserve
subtle hate indicators (e.g., dog whistles, coded
language) while removing identifiers.

ANLI (Nie et al., 2020): An adversarial natural
language inference (NLI) dataset where premises
and hypotheses are iteratively refined to challenge
model reasoning. By anonymizing both text spans,
we test consistency in logical inference: a mea-
sure of whether anonymization disrupts semantic
relationships critical for NLI.

MedNLI (Romanov and Shivade, 2018): A med-
ical NLI dataset derived from clinical notes, re-
quiring models to infer entailment/contradiction
relationships between patient descriptions and hy-
potheses. Anonymization here risks altering clin-
ically relevant entities (e.g., medications, symp-
toms), making it a benchmark for domain-specific
utility preservation.

Fraud (Radev, 2008): A corpus of fraudulent
emails spanning 1988—present, where anonymiza-
tion must balance redacting PII (e.g., names, ac-
count numbers) with preserving stylistic cues (e.g.,
urgency markers, grammatical errors) indicative of
fraud.

Fake News A binary classification task on
45k news articles (sourced from https://hf.co/
datasets/GonzaloA/fake_news) that evaluates
anonymization’s impact on semantic coherence
in misinformation contexts. Articles often con-
tain named entities (e.g., politicians, organizations)
whose anonymization may alter the perceived cred-
ibility of claims.

B Motivations from Related Work

This section presents a concise overview of the
background and related work on evaluating the util-
ity of text anonymization, providing the foundation
for the motivations of this paper.

Prior work on text anonymization utility has
been most extensive in the medical domain (Lange
et al., 2020; Ben Cheikh Larbi et al., 2023), where
protecting Protected Health Information (PHI) is
ethically and legally required. Studies show that
excessive anonymization can reduce clinical value
(Berg et al., 2020). Outside the medical domain,
utility assessments are narrower, often limited to
sentiment analysis (Yang et al., 2025; Patsakis and
Lykousas, 2023; Lampoltshammer et al., 2019).
Lothritz et al. (2023) provide a broader evaluation
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focused on GLUE tasks (Lothritz et al., 2023) but
target name redaction only, overlooking semantic
and syntactic effects. Recent findings highlight that
pseudonymization impacts tasks differently (Riabi
et al., 2024), motivating systematic, multi-task eval-
uation.

Other domains, such as authorship anonymiza-
tion, emphasize identity protection and utility is
often assessed narrowly through text generation
metrics like n-gram preservation and fluency (Xing
et al., 2024; Fisher et al., 2024; Kandula et al.,
2024; Bao and Carpuat, 2024). The rise of large
language models as both privacy attackers (Staab
et al., 2024b) and anonymizers (Staab et al., 2024a)
underscores the need for comprehensive evalua-
tion protocols that combine task-agnostic and task-
specific measures.

C Prompts

Figures 3 and 4 show the prompts used for author-
ship privacy and PII redaction tasks.

User: Rewrite the text to
significantly alter its style, tone,
and word choice while preserving the
original meaning. Use figurative or
descriptive language, vary sentence
structures, adjust tone (e.g., formal
to conversational), and employ unique
synonyms. Avoid retaining distinctive
stylistic markers. Respond only with
the transformed text.

Figure 3: Authorship obfuscation prompt

User: Anonymize user-submitted text
by replacing personally identifiable
information (PII) like names, dates,
locations, and professions with
alternate values. Ensure the
rewritten text is natural, coherent,
and contextually consistent while
preserving the original meaning and
tone. Respond only with the
transformed text.

Figure 4: PII redaction prompt

Already Implemented Models
Pseudonymization (Riabi et al., 2024)

— Entity Deletion

— Uniform Placeholder

— Category-Specific Placeholder

— Unique Placeholder per Entity

— Unique Substitute per Entity
Authorship Obfuscation

— StyleRemix (Fisher et al., 2024)

— Simplification (Laban et al., 2021)
— Back Translation (Fan et al., 2021)
— Paraphrasing (Zhang et al., 2020a)

[+] preconfigured templates for HF models &
API-based LLMs

Already Implemented Metrics

Reference-based

—ROUGE (Lin, 2004)

— METEOR (Banerjee and Lavie, 2005)

— BERTScore (Zhang et al., 2020b)

— NLI (Liu et al., 2022)

— LUAR similarity (Rivera-Soto et al., 2021)

— SBERT similarity (Reimers and Gurevych,
2019)

Reference-less
— CoL A (Warstadt et al., 2019)
— Perplexity (Jelinek et al., 1977)

[+] preconfigured templates for HF evaluate
metrics

Already Implemented Tasks

— De-identification
— IMDB Authorship Attribution

— Text Anonymization Benchmark (Pildn
et al., 2022)

— Sequence Classification
— Token Classification

— Multiple Choice

— Sequence-to-Sequence

[+] preconfigured templates for tasksource
tasks

Table 3: Overview of already implemented models, met-
rics, and tasks at the time of submission (July 2025).
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