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Abstract

IT-systems generate log messages contain-
ing important information about the system’s
health. To gather information about sys-
tem entities, we extract multi-word expres-
sions (MWEs) representing technical terms and
proper nouns from a wide range of log mes-
sages from 16 different real systems. We apply
Gries’ information-theoretic approach which
iteratively calculates the best MWE candidates
using an eight-dimensional ranking method.
These candidates are evaluated in an annota-
tion study, achieving a precision of 66 %. This
value is significantly higher than evaluations
on general-purpose texts, demonstrating the
higher occurrence of compound technical terms
and proper nouns in log messages. The MWEs
found can be used to reduce the number of
nodes in a system behavior graph while increas-
ing the information density of the nodes.

1 Introduction

Every computer system generates log messages.
Analyzing and interpreting these messages allows
conclusions to be drawn about the health of the sys-
tem and possible cyberattacks. Log messages are
intended to be read by developers who are familiar
with the computer domain and therefore contain
names of system parts, numbers, dates, memory
addresses, etc. Logs are often short incomplete
sentences (e.g. in most cases the subject is missing)
with few or no verbs but many technical terms (see
Listing 1 for examples). Thus, multi-word expres-
sions (MWEs) make up a larger proportion than in
general English texts.

This work forms the basis for our subsequent
research, in which we construct a behavior graph
from log messages. In the first modeling step, each
token represents a node in the graph, resulting in
large graphs. The more nodes we can eliminate
from this point onwards while retaining all relevant
information, the more efficiently the downstream

graph neural network (GNN) can work, since there
will be fewer nodes and higher information density.

Established methods for finding MWEs can help,
as several tokens can be merged into one that
is more descriptive. Technical terms and proper
nouns in log messages are valuable because they
describe or reference an entity in the system. This
allows us to reduce the number of tokens as well
as specify the systems entities more precisely.

The concepts of log parsing and current work in
the applications of NLP on log messages as well as
MWE extraction methods are described in Section 2.
Section 3 shows how we process log messages and
extract MWEs as technical terms and proper nouns.
The results of our annotation study are presented
in Section 4. Finally, we conclude our findings in
Section 5.

2 Related Work

Listing 1: Example log lines from the Linux dataset con-
taining month, date, time, log level, logging component
and the log message (bold).
Oct 23 12:40:02 combo cups -lpd [22514]:
↪→ Unable to get command line from client!

Oct 25 10:08:47 combo kernel:
↪→ Inode-cache cache hash table entries: 16384 (order: 4,
↪→ 65536 bytes)

Nov 22 14:31:58 combo kernel:
↪→ httpd: page allocation failure. order:0, mode:0x1d2

Nov 22 14:32:24 combo kernel:
↪→ sendmail: page allocation failure. order:0, mode:0x1d2

Dec 6 12:22:57 combo kernel:
↪→ PID hash table entries: 512 (order: 9, 4096 bytes)

2.1 Log Parsing
System logs are notoriously unstructured and often
include metadata such as timestamps, log levels,
or logging components. Parsing these raw logs
into their building blocks, metadata, and log tem-
plates by identifying static and variable parts is
a common method. Zhu et al. (2019) provide an
open-source toolkit to compare the accuracy of 13
different log parsers on a benchmark dataset, which
was later published independently as Loghub (Zhu
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Figure 1: Our automated data processing pipeline applying Gries’ MWE extraction method.

et al., 2023). The aim is to correctly assign each
log message to the corresponding template.

Listing 1 shows some example lines of the Linux
dataset with metadata, the message itself is high-
lighted. Splitting metadata and messages from
Listing 1 and parsing them leads to the templates
shown in Listing 2, where each variable part was re-
placed by <*>. Large amounts of log messages can
be reduced to a small number of templates. E.g.,
the Linux dataset consists of 25,000 log messages,
which result in 488 templates (Zhu et al., 2019).

Listing 2: Templates resulting from Listing 1. Under-
lined parts indicate the desired MWEs.
Unable to get command line from client!
<*> hash table entries: <*> (order <*>: <*> bytes)
<*>: page allocation failure. order:<*>, mode:<*>

2.2 NLP on Log Messages

NLP techniques are increasingly being used in log
parsing. PosParser (Jiang et al., 2024) uses PoS
tags to identify variable and static parts of log mes-
sages and thus infer the corresponding template.
The sequence of all verbs and the first noun play a
key role here. A similar approach is that of NLog
(Pi et al., 2019) in which all nouns are selected
as key candidates and filtered by frequency in the
dataset. The tool NERLogParser (Studiawan et al.,
2018) uses deep learning techniques to identify and
extract named entities from log messages. Shikha
and Timalsina (2022) use a similar deep learning
based named entity recognition (NER) method to
find templates in log messages.

Lv et al. (2021) use PoS tags to remove unnec-
essary words, and apply a multi-layer LSTM to
the embeddings of the remaining words to detect
anomalies. Li et al. (2022) use PoS tagging and
NER to generate a template vector again using
Word2vec that is used as input to a deep neural
network to find anomalies.

2.3 MWE Extraction

EXTERLOG is a tool for terminology extraction
from log files (Saneifar et al., 2009a,b). Co-

occurrences are extracted using PoS tags and the
resulting syntactic patterns. Pointwise mutual in-
formation (PMI) and the Dice coefficient are used
as ranking metrics. Gries (2022) uses 8 dimensions,
representing different, most information theoretic
properties of MWEs, in an iterative apporach.

Ben Youssef (2024) evaluated resulting MWE

candidates and reported a precision of 48% on En-
glish texts. Bagdasarov and Teich (2025) demon-
strate that Gries’ method can be transferred to Ger-
man and report a precision of 61 %.

3 From Logs to MWE Candidates

We use the 16 datasets from Loghub. They rep-
resent a wide range of software systems, such as
distributed systems, supercomputers, operating sys-
tems, mobile systems, server applications, and stan-
dalone software. In total, these datasets contain
over 400 million log lines.

We sampled 100,000 random lines from each of
the 16 datasets resulting in a total of 1.6 million log
messages. To achieve a sample that is diverse and
does not have many repetitions of almost identical
log lines, we used the established log parser Drain
(He et al., 2017) to extract log templates. For each
unique template we select one random example log
message. This prevents frequent templates from
being given excessive importance. After sampling
we have 10,631 log messages consisting of 121,310
tokens (see Figure 1).

To target technical terms, we pre-filter relevant
word types. Saneifar et al. (2009b) achieved better
results when they pre-filtered according to syntac-
tic patterns of PoS. With POSLOG (Dangendorf
et al., 2025), we have a tool that was developed
specifically for tagging log messages1. POSLOG

tags in Universal PoS-tags with 17 tags (Petrov
et al., 2012; Nivre et al., 2016).

For technical terms and proper nouns, nouns,
proper nouns, adjectives and adverbs are of special

1POSLOG also comes with a tokenizer that specializes in
log messages, which we have also used here.
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interest2. We mask tokens of other PoS so as not
to destroy the sentence structure. When forming
bigrams, masked tokens are skipped. For the MWE

extraction, 44,030 tokens remain unchanged.

3.1 Identifying MWE Candidates

To extract the MWEs, we use the method of Gries
(2022). This involves ranking all bigrams in several
iterations, with the best candidates being merged
into one token before the next iteration starts. This
way, even long MWEs are found if they achieve a
high ranking. For the ranking, an 8-dimensional
vector is generated for each bigram ab:

Frequency (1) is the overall occurrence of the
bigram, logarithmically dampened.

Dispersion (2) states how much the distribution
of the bigram across the 16 datasets deviates from
the distribution of the proportions of the respective
datasets using Kullback-Leibler divergence (KLD).

Type Frequency (3 & 4) counts how many dif-
ferent types follow a and precede b, dampened
logarithmically.

Entropy (5 & 6) calculates the normalized en-
tropy after a and before b. Similar to dimensions
3 and 4, but here the frequency distribution of the
following/preceding types is taken into account.

Association (7 & 8) gives the degree to which a
attracts b and b attracts a (calculated by KLD).

If not already normalized, these dimension val-
ues are min/max normalized to the interval [0;1]
for each iteration n. The dimensions are designed
in such a way that good MWE candidates generate
high values. In each iteration, the Euclidean dis-
tance to the origin of the hypercube is calculated.
The k MWE candidates with the highest distance
are selected as MWEs from the iteration and are
merged. For our experiment, we choose n=400 iter-
ations and k=5 and we get 2,000 MWE candidates.

Referring to the initial example in Listing 2, hash
table was found in iteration 22 and hash table en-
tries in iteration 47, page allocation in iteration
64 and page allocation failure in iteration 77, and
command line in iteration 159.

3.2 Post-Filter

We dropped MWE candidates based on three rules:
First, we filter out candidates whose tokens con-
tain punctuation characters like URLs, paths and
other tokens that are atypical for words (e.g.,

2A technical term built from adjective and noun would be
public key for example.

Table 1: Proportions of successful and unsuccessful
MWE candidates with majority vote.

MWE Candidates Count Rel.
Unsuccessful 253 34 %
Successful 492 66 %
Total 745 100 %

ccfile::copyfile, krbtgt/#24#@#24#). Sec-
ond, we filter out words with more than 15 char-
acters3 (e.g., ksserverupdaterequestdelegate).
Third, we exclude candidates whose last token does
not have the PoS tag NOUN or PROPN (e.g., too many,
so far). After filtering, we have 745 candidates.

4 Results

Three computer scientists annotated these 745 can-
didates. They annotated the extracted candidates as
being perceived as a technical term in the domain
of the dataset or not being a typical term in that
domain. The annotators agreed on 486 candidates:
346 accepted and 140 rejected. This results in a
Fleiss’ kappa for all annotators of 0.49, which is
in the middle range of moderate agreement. The
deviation in the annotation can be explained by
the fact that log messages are application-specific,
and each annotator has a different background of
experience. Additionally some phrases can be inter-
preted in multiple ways. The most common reason
for agreement deviation were noun phrases con-
sisting of adjective and noun. For example, public
key, floating point, and local host are established
terms in computer science and definitely belong to-
gether. Uncertain candidates include, for example
real time, excessive wakeups, read-only filesystem,
and remote host, where the annotators disagreed.

In the following we use the majority vote as gold
standard. For 66 % of the extracted MWEs (see
Table 1) the majority perceived the candidate as a
real technical term or proper noun, which proves
the effectiveness of the extraction method.

4.1 Classification

The annotators’ second task was to classify the
successful candidates, distinguishing between tech-
nical terms and proper nouns. The results can be
found in Table 2. A total of 424 technical terms and

3An analysis of over one million English words found
136 words longer or equal to 15 characters. We therefore
choose a limit of 15 characters to exclude long tokens
that are unlikely to be words. Archived link: https:
//web.archive.org/web/20090427054251/http://www.
maltron.com/words/words-longest-modern.html
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30 proper nouns were identified. The proportion of
proper nouns may seem small at first glance. How-
ever, we are dealing with MWEs, so single-token
proper nouns such as Linux or Google are not in-
cluded. The extracted proper nouns can be divided
into three subclasses: We found red hat linux in the
Thunderbird dataset as an example for a company,
dave jones in the Linux dataset as an example for
a person, and internet systems consortium in the
Thunderbird dataset as an example for a group.

Table 2: Classification results on successful MWE can-
didates with majority vote. Parity arises when two an-
notators voted for successful, but different classes.

Class Count Rel.
Technical Terms 424 86 %
Proper Nouns 30 6 %
Majority Vote 454 93 %
Parity 38 8 %
Total 492 100 %

4.2 Most Widely Spread Examples

The term file descriptor appears scattered across
most datasets: five times in four datasets in total.
Spread across three datasets each there are the fol-
lowing exemplary terms: configuration file appears
seven times, network connection six times, exit
status also six times, and lock file three times.

The low number of the same technical terms
across multiple datasets indicates that the language
used in the respective systems is largely indepen-
dent domain-specific terminology.

4.3 Occurrence in the Datasets

We found at least one MWE in every dataset sample.
In total, we found 454 technical terms and proper
nouns in 1,513 of the 10,631 (14.2 %) messages.

Combining these MWE tokens into one token
saves 1,859 of the 121,310 total tokens. This corre-
sponds to a savings rate of 1.5 %. The distribution
across the datasets is shown in Table 3. While the
Thunderbird dataset provides about a quarter of the
MWEs in this work, only one MWE was found in
the Apache dataset.

4.4 Longest Terms

The distribution of the successful MWEs candidates
by their count of tokens can be found in Table 4. Al-
most 80 % of MWEs consist of two tokens, 15.6 %
of three tokens, and 2.9 % of four. MWEs consist-
ing of five or more tokens make up the remaining
1.3 %. Examples are pci hot plug pci core from

Table 3: Token replacement counts per dataset. For ex-
ample, with the help of the successful MWE candidates,
490 tokens could be reduced in the Thunderbird dataset.

Dataset Count Rel. Dataset Count Rel.
Thunderbird 490 26.36 % OpenSSH 16 0.86 %
Android 361 19.42 % HPC 13 0.70 %
BGL 342 18.40 % Zookeeper 10 0.54 %
Mac 305 16.41 % Proxifier 5 0.27 %
Linux 168 9.04 % OpenStack 4 0.22 %
Hadoop 70 3.77 % HDFS 3 0.16 %
Windows 52 2.80 % HealthApp 2 0.11 %
Spark 17 0.91 % Apache 1 0.05 %

Total 1,859 100 %

Linux and google software update installer from
Mac. The longest technical terms we found con-
sist of six tokens coming from Thunderbird: usb
universal host controller interface driver.

Table 4: Distribution of successful MWE candidates by
their length in tokens.

Tokens Count Rel.
2 362 79.7 %
3 71 15.6 %
4 13 2.9 %
5 5 1.1 %
6 1 0.2 %

Total 454 100.0 %

5 Conclusion

Applying Gries’ method on log messages results in
a precision of 66 % for automatically finding tech-
nical terms and proper nouns, exceeding related
work and indicating more MWEs in log messages.

Limiting the results to these two classes reduces
the overall quality of finding MWEs in this evalu-
ation. Without pre- and post-filtering this method
also finds useful MWEs such as no such file or
directory, too many open files, or file not found.

As only very few MWEs appear in more than
three datasets, we conclude that logs use highly
domain-specific terminology. In other words, it
is to be expected that only a few of the MWEs
extracted here will appear in a new dataset.

Through multiple iterations, MWEs consisting
of up to six tokens were found. By combining
all successful MWEs candidates in the entire data
selection, we can reduce the number of tokens by
1.5 %. It should be noted that we have sampled
the data by templates, so this value may vary when
counted across all messages. However, this takes
us a step closer to our goal of reducing the number
of tokens and specifying the system entities more
precisely.
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