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Abstract
Transformers have become the standard in Nat-
ural Language Processing (NLP) and Computer
Vision (CV) due to their strong performance,
yet they remain highly sensitive to small in-
put changes, often referred to as adversarial
attacks, such as synonym swaps in text or pixel-
level perturbations in images. These adver-
sarial attacks can mislead predictions, while
existing defenses are often domain-specific or
lack formal robustness guarantees. We propose
the Attention-Regularized Transformer (ART),
a framework that enhances robustness across
modalities. ART builds on the Attention Sensi-
tivity Tensor (AST), which quantifies the effect
of input perturbations on attention outputs. By
incorporating an AST-based regularizer into
training, ART encourages stable attention maps
under adversarial perturbations in both text
and image tasks. We evaluate ART on IMDB,
QNLI, CIFAR-10, CIFAR-100, and Imagenette.
Results show consistent robustness gains over
strong baselines such as FreeLB and DSRM:
up to +36.9% robust accuracy on IMDB and
QNLI, and +5–25% on image benchmarks
across multiple Vision Transformer (ViT) archi-
tectures, while maintaining or improving clean
accuracy. ART is also highly efficient, training
over 10× faster than adversarial methods on
text and requiring only 1.25× the cost of stan-
dard training on images, compared to 1.5–5.5×
for recent robust ViTs. Codes are available at
https://github.com/cliclab-um6p/ART

1 Introduction

Transformer models have become increasingly pop-
ular in both Natural Language Processing (NLP)
and Computer Vision (CV) tasks due to their strong
performance and ability to capture complex depen-
dencies in data (Devlin et al., 2019; Vaswani et al.,
2017; Dosovitskiy et al., 2020). These models
are built around a key idea called attention, which
makes it possible to decide which parts of the input
are most important when making a prediction. De-
spite their success, these models are known to be

vulnerable to small changes in their input, known
as adversarial attacks or adversarial perturbations.
For instance, replacing a few words with synonyms
in text, or changing some pixels slightly in images,
can lead these models to produce incorrect pre-
dictions (Jin et al., 2020; Li et al., 2020). This
vulnerability poses a significant risk when deploy-
ing Transformers in real-world scenarios, where
reliability and robustness are crucial (Carlini and
Wagner, 2017; Mao et al., 2022).

Recent research has explored adversarial training
(Madry et al., 2017; Zhu et al., 2019) and input-
space regularization (Li et al., 2021; Mao et al.,
2022) to improve model robustness, though their
effectiveness varies across tasks and settings. De-
spite these efforts, two main limitations remain.
First, most methods are domain-specific, designed
separately for either text or image tasks, making
them hard to generalize. Second, they often lack
formal theoretical guarantees, making it unclear
why they improve robustness. In text classification,
FreeLB++ (Li et al., 2021) enhances robustness
through stronger embedding-space perturbations
during adversarial training, while DSRM (Gao
et al., 2023) models distributional shifts to estimate
adversarial risk without explicit adversarial sam-
ples. These methods, however, remain text-specific
and computationally expensive. In image classifi-
cation, approaches such as SpecFormer (Hu et al.,
2024) and LipsFormer (Qi et al., 2023) improve Vi-
sion Transformers (ViT) (Dosovitskiy et al., 2020)
robustness by controlling global Lipschitz proper-
ties, e.g., penalizing large singular values or ap-
plying cosine normalization to attention. These
techniques rely on loose global bounds that limit
the model’s ability to capture complex patterns.

To address these challenges, we introduce Atten-
tion Sensitivity Tensor (AST), a theoretical frame-
work that quantifies how input perturbations affect
attention outputs. Building on AST, we propose
the Attention-Regularized Transformer (ART), a
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unified and theoretically grounded framework that
enhances robustness across text and image domains
by incorporating AST-based regularization during
training, without altering model architecture.
Our main contributions are summarized as follows:
• Unified Framework: We formalize AST as a

mathematical framework for analyzing attention
sensitivity and propose ART, which leverages
AST regularization to promote stable and robust
attention patterns across text and image tasks.

• Robustness Across Domains: ART achieves
state-of-the-art adversarial robustness. On NLP
benchmarks (IMDB, QNLI), it improves robust
accuracy by up to 36.9% while preserving clean
accuracy; on vision datasets (CIFAR-10, CIFAR-
100, Imagenette), it outperforms strong baselines
by up to 29% under common attacks.

• Efficiency and Practicality: ART dramatically
reduces computational overhead, training > 10×
faster than adversarial methods on text tasks and
requiring only 1.25× the cost of standard training
on images.

2 Related Work

2.1 Transformer robustness in text
classification

2.1.1 Adversarial Training.
Adversarial training improves robustness by includ-
ing perturbed examples in training. PGD-based
methods (Madry et al., 2017) and FreeLB (Zhu
et al., 2019) generate embedding-space perturba-
tions via multi-step gradient updates. TA-VAT (Li
and Qiu, 2020) extends this idea with token-level
perturbations, enhancing interpretability, while
FreeLB++ (Li et al., 2021) increases perturbation
strength and steps, yielding stronger robustness
with minimal loss of clean accuracy. Despite their
effectiveness, these methods are computationally
costly and require careful tuning.

2.1.2 Certified Defenses.
Certified defenses aim to provide provable robust-
ness guarantees against perturbations. A widely
used approach is randomized smoothing, which
adds noise to the input and averages predictions
over the perturbed samples. In NLP, this has been
applied via synonym substitutions or noise added
to embeddings (Zhang et al., 2024; Ye et al., 2020;
Zeng et al., 2021). However, these methods often

assume prior knowledge of the attacker’s synonym
choices, which is unrealistic in practice.

2.1.3 Regularization-Based Defenses.
Regularization-based methods enhance stability
by encouraging consistent predictions under small
input changes. InfoBERT (Wang et al., 2020)
guides models to focus on important features,
while DNE (Zhou et al., 2020) and ASCC (Dong
et al., 2021) enforce consistency across semanti-
cally equivalent sentences, such as those modified
with synonyms. These approaches are simple to
apply, but generally less effective than adversarial
training against strong attacks (Li et al., 2021).

2.2 Transformer robustness in image
classification

2.2.1 Adversarial Training.
This approach improves robustness by training
models on perturbed images. Attacks such as
FGSM (Goodfellow et al., 2014) and PGD (Madry
et al., 2017) generate pixel-level noise to mislead
predictions, and ViTs trained with these perturba-
tions gain resistance to such attacks. PGD-based
training is a strong baseline, but as in text clas-
sification, adversarial training is computationally
costly and may reduce clean accuracy if not care-
fully tuned.

2.2.2 Regularization-Based Defenses.
These methods improve stability without generat-
ing adversarial samples. SpecFormer (Hu et al.,
2024) enhances robustness by penalizing large sin-
gular values, while LipsFormer (Qi et al., 2023)
applies cosine normalization to stabilize attention.
Other variants, such as L2Former (Kim et al., 2021)
and LNFormer (Dasoulas et al., 2021), impose Lip-
schitz constraints in different ways. Although sup-
ported by theory, these methods rely on a global
Lipschitz constant that measures sensitivity inde-
pendent of direction. This scalar bound is often
loose and conservative, particularly for Transform-
ers where sensitivity varies across input dimensions
or positions, failing to capture coordinate-wise vari-
ations and thereby limiting robustness precision
and model expressiveness.

3 Preliminaries

We consider a classification task where an in-
put X with label y is drawn from a dataset
D = {(Xi, yi)}Ni=1. Let f : X → ŷ denote a
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Transformer-based classifier that maps input X to
predicted label ŷ.

In text classification, X = ⟨w1, . . . , wN ⟩ is a
sequence of N tokens from a vocabulary V , where
N is the maximum sequence length. Transformers
encode X via token and positional embeddings,
followed by self-attention. In the context of text
classification, adversarial attacks are generated via
synonym substitutions: each token wi has a set
S(wi) of k nearest neighbors within Euclidean dis-
tance de in embedding space, with the adversarial
set defined as:

Sadv(X) = {⟨w′
1, . . . , w

′
N ⟩ | w′

i ∈ S(wi)∪{wi}}.

In image classification, where inputs X are images.
Vision Transformers (ViTs) divide each image into
N non-overlapping patches, embed them with posi-
tional information, and apply self-attention. These
models are commonly attacked using a bounded
additive perturbations δ under a norm constraint,
with the adversarial set defined as:

Iadv(X) = {X ′ | ∥X ′ −X∥ ≤ δ}.

Our goal is to design attention mechanisms that
preserve predictions under both synonym-based
substitutions in text and bounded additive perturba-
tions in images:

∀X ′ ∈ Sadv(X) ∪ Iadv(X), f(X ′) = f(X) = ŷ = y.

To this end, we propose a unified regularization
framework to enhance Transformer robustness
across text and image domains.

4 ART: Theory and Framework

In this section, we present our main contribution,
the Attention-Regularized Transformer (ART). We
propose a theoretical concept, the Attention Sensi-
tivity Tensor (AST), designed explicitly to quantify
and control the sensitivity of self-attention mecha-
nisms within Transformer models to input pertur-
bations. We unify this concept across both text and
image inputs, establishing a rigorous theoretical
foundation for enhancing Transformers robustness.

4.1 Attention Sensitivity Tensor (AST)
The Attention Sensitivity Tensor (AST) explicitly
quantifies the sensitivity of a Transformer’s atten-
tion mechanism to input variations. By controlling
AST values, we can directly enhance robustness
against adversarial perturbations.

4.1.1 Self-Attention Mechanism

Self-attention is a fundamental operation in
Transformer-based architectures, enabling each el-
ement in a sequence of text tokens or a grid of
image patches to interact with every other element,
and compute contextualized representations. As
introduced by (Vaswani et al., 2017), self-attention
operates over an input matrix X ∈ X ⊆ RN×d,
where X is the set of possible inputs (words or
images), N is the number of tokens in text or the
number of patches in images, and d is the embed-
ding size. The self-attention mechanism maps the
input matrix X to an output in RN×dv via the fol-
lowing mapping:

Z : X → RN×dv

X 7→ softmax
(
QK⊤
√
dk

)
V,

(1)

where the softmax function is applied row-wise
to produce attention weights. The query, key,
and value matrices Q,K, V are obtained through
learned linear projections of the input, where Q =
XWQ,K = XWK , V = XWV with WQ,WK ∈
Rd×dk , and WV ∈ Rd×dv . Here, dk and dv denote
the dimensions of the key/query and value vectors,
respectively.

4.1.2 Definition of Attention Sensitivity
Tensor (AST):

Consider the self-attention mapping Z : X →
RN×dv defined in Eq. 1. A tensor A ∈
RN×dv×N×d is said to be an Attention Sensitiv-
ity Tensor (AST) of Z , if the following condition
holds: For all (i, f, j, g) ∈ I, and for all X ∈ X

∥∥∥∥
∂Z[i, f ]
∂X[j, g]

∥∥∥∥ ≤ A[i, f, j, g], (2)

where I = {1, . . . , N} × {1, . . . , dv} ×
{1, . . . , N} × {1, . . . , d}, and A[i, f, j, g] ∈ R de-
notes an upper bound on the partial derivative of
the output feature f at position i with respect to the
input feature g at position j.

The AST quantifies the sensitivity of each at-
tention output dimension to input perturbations,
providing a principled framework to analyze how
variations propagate through the attention layer.
This makes it a valuable tool for understanding and
enhancing Transformer robustness, particularly un-
der adversarial settings.
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Figure 1: Overview of the ART training pipeline. Given text or image inputs, the data is first preprocessed and
processed by a Transformer model followed by a linear classification. The cross-entropy loss LCE is computed
from the output logits, while the regularization termRAST is computed from intermediate attention representations.
The final loss LART,θ, combines both terms, weighted by a regularization parameter λ, and is used to optimize the
model parameters θ.

4.1.3 Robustness Analysis with AST:
In the following, we establish formal robustness
guarantees for Transformer self-attention mecha-
nisms using the AST. A proof of this result can be
found in Appendix A.

Proposition 1. Let X ∈ X be an input matrix
and δ ∈ RN×d a perturbation. Define the perturbed
input as X ′ = X + δ, where X ′ ∈ RN×d. Let
Z[i, f ] : X → R denote the (i, f)-th scalar com-
ponent of the self-attention map defined in Eq. (1),
with (i, f) ∈ {1, . . . , N} × {1, . . . , dv}.

The following bound holds:

Z[i, f ](X)−
N∑

j=1

d∑

g=1

A[i, f, j, g] |δ[j, g]| ≤ Z[i, f ](X ′)

≤ Z[i, f ](X) +
N∑

j=1

d∑

g=1

A[i, f, j, g] |δ[j, g]|

The AST provides certified, element-wise robust-
ness guarantees by bounding the influence of each
input feature on attention outputs. Minimizing AST
values reduces local sensitivity, yielding more sta-
ble representations under perturbations. To com-
plement this results, we conduct theoretical and
empirical robustness evaluations using the certified
radius obtained from the AST (see Appendix D.1)

4.2 Analytical Expression of AST

While the AST is defined abstractly in Eq. (2), we
now derive its explicit form for the self-attention
mechanism introduced in Eq. (1). A detailed
proof of this result, as well as the algorithms used
to compute the AST, can be found in the Ap-
pendix (C.1,C.2). Moreover, as discussed in Ap-
pendix C.3, the AST generalizes the Lipschitz con-
stant by expressing sensitivity as a tensor, capturing
local and direction-dependent variations across in-
put dimensions for a finer measure of robustness.

Proposition 2. Let Z : X → RN×dv be the
self-attention mapping defined in Eq. (1), and let
X ∈ X be an input matrix. Then, each component
A[i, f, j, g] of the Attention Sensitivity Tensor can
be computed as:

A[i, f, j, g] = max
(
|A[i, f, j, g]| ,

∣∣A[i, f, j, g]
∣∣) ,
(3)

where

A[i, f, j, g] = min (J [i, f, j, g](X) | X ∈ X ) ,

A[i, f, j, g] = max (J [i, f, j, g](X) | X ∈ X ) ,
and the map X 7→ J [i, f, j, g](X) is defined as:

J [i, f, j, g](X) =

∣∣∣∣
N∑

m=1

(
C[i,m](X)1(j,m)(WV )[g, f ]

+C[i,m](X)V [m, f ](X)(Bm −
N∑

l=1

C[i, l](X)Bl)
)∣∣∣∣∣

With:
• C(X) = softmax

(
XWQ(XWK)⊤√

dk

)
∈ RN×N ,

where C[i,m](X) ∈ [0, 1] denotes the (i,m)-
th entry of the attention matrix (similarly for
C[i, l](X)), corresponding to the attention weight
assigned at position i to input position m.

• (WV )[g, f ] ∈ R is the (g, f)-th entry of the
learned value projection matrix WV .

• V [m, f ](X) ∈ R denotes the (m, f)-th entry
of the projected value matrix V = XWV ∈
RN×dv .

• For p ∈ {m, l}, the scalar Bp ∈ R is given by:

Bp =
1√
dk

[
1(j,i) · ((WQW

⊤
K )X[p, :]⊤)[g]

+ 1(j,p) · (X[i, :]WQW
⊤
K )[g]

]

where X[p, :] ∈ Rd denotes the p-th row of the
input matrix, ((WQW

⊤
K )X[p, :]⊤)[g] ∈ R and
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(X[i, :]WQW
⊤
K )[g] ∈ R denote the g-th compo-

nents of the projected key–query at position p,
and i, respectively.

where i, j ∈ {1, . . . , N}, f ∈ {1, . . . , dv}, and
g ∈ {1, . . . , d}. The indicator function 1{a=b} is
defined as 1 if a = b, and 0 otherwise.

4.3 Attention-Regularized Transformer
(ART) Framework

Building on the explicit AST formulation, we
propose the Attention-Regularized Transformer
(ART), a training framework that incorporates the
AST defined in Eq.(3) directly into the objective
function as a regularization term. The overall train-
ing procedure is illustrated in Figure 1. The ART
loss function is defined as:

LART,θ = (1− λ) · LCE + λ · RAST,

where LCE is the cross-entropy loss, λ > 0 is a
regularization weight, θ denotes model parameters,
and RAST is the AST-based regularization term,
defined as:

RAST =
N∑

i=1

dv∑

f=1

N∑

j=1

d∑

g=1

A[i, f, j, g]. (4)

This regularization penalizes high sensitivity in
the attention mechanism by minimizing the mag-
nitudes of the AST entries. As a result, the model
tends to learn smoother attention behaviors that are
less sensitive to small perturbations in the input.

Incorporating AST into the training objective
yields a principled and tractable framework for en-
hancing Transformer robustness without sacrificing
expressiveness, applicable to both text and image
domains through task-specific AST computation.

We study the effect of the regularization weight
λ, which balances LCE andRAST. As shown in Ap-
pendix D.2, ART maintains strong robustness and
clean accuracy across a broad range of λ values.

Algorithm 1 summarizes the ART training pro-
cess. The objective combines the cross-entropy
loss LCE with the AST-based regularizer RAST,
weighted by λ. For each batch, predictions are
obtained and LCE is computed. For every self-
attention layer, the local AST is calculated using
Algorithm 2 (in Appendix C.2), and aggregated
across layers. The final loss LART is minimized by
updating model parameters θ via gradient descent.

Algorithm 1 ART Training Framework

Require: Transformer with L self-attention layers,
training set Dtrain, regularization weight λ

Ensure: Parameters θ minimizing the AST regu-
larized loss

1: for each batch (x, y) ∈ Dtrain do
2: ŷ ← model(x); LCE ← CE(ŷ, y)
3: RAST ← 0
4: for self-attention layer ℓ = 1, . . . , L do
5: Compute Aℓ[i, f, j, g] using Algorithm 2

(in Appendix C.2)
6: RAST +=

∑
i,j,f,gAℓ[i, f, j, g]

7: end for
8: LART ← (1− λ)LCE + λRAST
9: Update model parameters θ

10: end for

5 Experiments

In this section, we evaluate ART on text and im-
age classification tasks, comparing its robustness
against multiple adversarial attacks and defense
baselines, and analyzing its efficiency and impact
on attention sensitivity. Appendix D provides de-
tailed experimental settings and analyses, including
certified robustness bounds from the AST (D.1),
a sensitivity study of the regularization weight λ
(D.2), layer-wise AST analysis showing reduced Ja-
cobian bounds under ART (D.3), and dataset statis-
tics with implementation details for reproducibility
(D.5, D.6).

5.1 Experimental Setup

5.1.1 Datasets
To evaluate the multi-modal robustness of ART, we
consider both text and image classification bench-
marks. For text, we use IMDB (Maas et al., 2011),
a binary sentiment dataset, and QNLI (Wang et al.,
2018), a binary entailment task from GLUE derived
from SQuAD. For image, we adopt CIFAR-10/100
(Krizhevsky et al., 2009) 60,000 images across
10/100 classes and Imagenette (Howard, 2019), a
10-class ImageNet subset for efficient evaluation.

5.1.2 Models
For text, we adopt BERT-base model (Devlin et al.,
2019), which has 12 Transformer encoder layers
with 12 self-attention heads each, fine-tuned fol-
lowing standard text classification practice. For
image classification, we evaluate ART using three
Transformer-based architectures: the Vision Trans-
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former (ViT-Small) (Dosovitskiy et al., 2020),
the Data-efficient Image Transformer (DeiT-Tiny)
(Touvron et al., 2021), and the Convolutional Vi-
sion Transformer (ConViT-Tiny) (d’Ascoli et al.,
2021). All models are trained using the original
default settings.

5.1.3 Evaluation Settings

We evaluate model robustness using adversarial
attacks. For text, we apply three token-level at-
tacks: TextBugger (Li et al., 2018), TextFooler (Jin
et al., 2020), and BERT-Attack (Li et al., 2020),
implemented via the TextAttack framework (Mor-
ris et al., 2020). To ensure a fair comparison with
the baselines, and due to their high computational
cost, adversarial examples are generated on 1,000
randomly selected test samples per dataset. The
detailed attack configurations are reported in Ap-
pendix D. For image, we employ the Fast Gradient
Sign Method (FGSM) (Goodfellow et al., 2014)
and Projected Gradient Descent (PGD-2) (Madry
et al., 2017), both constrained by an ℓ∞ perturba-
tion bound of 8/255.

We assess model performance using two stan-
dard metrics: Clean Accuracy, measuring the pro-
portion of correctly classified samples on the orig-
inal test set, and Robust Accuracy (RA), which
quantifies the model’s ability to maintain correct
predictions under adversarial perturbations:

RA =
1

|D|
∑

(X,y)∈D
1
[
f(X + δ(X)) = y

]
,

whereD is the test set, f the classifier, y the true la-
bel, and δ(X) an adversarial perturbation generated
by a fixed attack method. The indicator function
1[·] returns 1 if the prediction remains correct after
perturbation and 0 otherwise.

We also provide theoretical and empirical robust-
ness analyses based on the certified radius derived
from the AST (Appendix D.1).

5.1.4 Baseline Models

We compare ART against representative baselines
from both text and image domains, grouped by
widely used robustness techniques.
• Adversarial Training Methods: These methods

use training on adversarially perturbed samples.
This group includes PGD-K (Madry et al., 2017),
FreeLB (Zhu et al., 2019), FreeLB++ (Li et al.,
2021), and TA-VAT (Li and Qiu, 2020).

Method
IMDB

Standard TextFooler BERT-Attack TextBugger

baseline (BERT) 92.1 10.3 5.8 5.3
MixADA (Si et al., 2020) 91.9 19.0 7.6 11.5
PGD-K (Madry et al., 2017) 93.2 26.0 21.0 18.9
FreeLB (Zhu et al., 2019) 93.0 29.0 21.7 22.9
TA-VAT (Li and Qiu, 2020) 93.0 28.0 19.2 22.8
InfoBERT (Wang et al., 2020) 92.0 29.2 30.7 25.4
DNE (Zhou et al., 2020) 90.4 28.0 27.0 26.5
ASCC (Dong et al., 2021) 87.8 19.4 11.0 14.1
SAFER (Ye et al., 2020) 93.5 39.5 38.5 40.0
RanMASK (Zeng et al., 2021) 93.2 22.0 36.9 18.0
FreeLB++ (Li et al., 2021) 93.2 45.3 40.6 36.6
Text-CRS (Zhang et al., 2024) 91.5 84.4 – –
EarlyRobust (Xi et al., 2022) 91.8 49.7 43.8 46.8
RSMI (Moon et al., 2023) 92.2 56.4 51.1 54.4
DSRM (Gao et al., 2023) 93.4 56.3 54.1 67.2
SMAAT (Altinisik et al., 2024) 92.2 77.9 60.8 –

ART (Ours) 91.9 85.3 72.9 78.3
(↑ 0.9) (↑ 12.1) (↑ 11.1)

Table 1: Performance (%) of ART with different defense
methods on the IMDB dataset using BERT. The best
results are in bold, second-best are underlined. The last
row of each block indicates the gains of the RA between
our method and the best baseline.

• Adversarial Data Augmentation: MixADA (Si
et al., 2020) augments training with semantically
and syntactically transformed inputs.

• Smoothness and Certifiable Defenses: In-
foBERT (Wang et al., 2020), DSRM (Gao et al.,
2023), RSMI (Moon et al., 2023), and SMAAT
(Altinisik et al., 2024) use regularization, smooth-
ing, or certification.

• Consistency-Based and Contrastive Learning:
EarlyRobust (Xi et al., 2022), ASCC (Dong et al.,
2021), and Text-CRS (Zhang et al., 2024) deal
with perturbations through consistency training
and contrastive learning objectives.

• Adversarial Detection or Masking Strategies:
DNE (Zhou et al., 2020), SAFER (Ye et al.,
2020), and RanMASK (Zeng et al., 2021) de-
fend by identifying or masking perturbed tokens
or features.

• Regularized-based Models: LipsFormer (Qi
et al., 2023), L2Former (Kim et al., 2021), LN-
Former (Dasoulas et al., 2021) and SpecFormer
(Hu et al., 2024) enforce Lipschitz continuity
bounds to provide robustness against adversarial
perturbations.

5.2 Robustness on text classification tasks

We evaluate ART on text classification tasks under
multiple adversarial attacks. Across all datasets,
ART consistently improves robustness while main-
taining or even improving clean accuracy.
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Method
QNLI

Standard TextFooler BERT-Attack TextBugger

baseline (BERT) 90.6 5.8 3.5 10.9
PGD-K (Madry et al., 2017) 90.6 14.3 17.3 27.9
FreeLB (Zhu et al., 2019) 90.7 12.8 21.4 29.8
InfoBERT (Wang et al., 2020) 90.4 18.0 13.1 15.4
FreeLB++ (Li et al., 2021) 91.1 16.4 20.7 30.2
DSRM (Gao et al., 2023) 90.1 27.6 20.4 37.1

ART (Ours) 90.7 64.5 43.4 42.3
(↑ 36.9) (↑ 22.0) (↑ 5.2)

Table 2: Performance (%) of ART and prior defense
methods on the QNLI dataset using BERT. The best re-
sults are in bold, second-best are underlined. Final row
reports ART’s improvement over the strongest baseline.

5.2.1 Main Results

As shown in Tables 1 and 2, ART outperforms all
baselines on both IMDB and QNLI under multi-
ple adversarial attacks. On IMDB, it achieves the
highest accuracy under TextFooler (85.3%), BERT-
Attack (72.9%), and TextBugger (78.3%), exceed-
ing DSRM by 29.0%, 18.8%, and 11.1%, respec-
tively. On QNLI, ART delivers the best robustness,
improving by 36.9%, 22.0%, and 5.2% over prior
methods under the same attacks. These results
demonstrate that ART strengthens text robustness
without compromising clean accuracy.
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Figure 2: Training time per epoch (in minutes) for differ-
ent defense methods on the IMDB dataset using BERT.

5.2.2 Training Efficiency

Beyond robustness, we assess the training effi-
ciency of ART on IMDB with a BERT backbone.
As shown in Figure 2, adversarial methods such as
PGD and FreeLB++ require 45.56 and 49.53 min-
utes per epoch, respectively, whereas ART trains in
4.52 minutes comparable to standard fine-tuning.
This yields over 10× and 11× speedups relative to
FreeLB and FreeLB++, while attaining superior
robustness, underscoring the practicality of ART
when both robustness and efficiency are critical.

5.3 Robustness on Image Classification Tasks

We evaluate ART on image classification bench-
marks using Transformer-based models. Across
datasets and under adversarial settings, ART con-
sistently improves robustness while maintaining
clean accuracy.

5.3.1 Main Results

Table 3 reports ART’s performance on CIFAR-10,
CIFAR-100, and Imagenette with ViT-S, DeiT-Ti,
and ConViT-Ti backbones. ART consistently yields
the highest robust accuracy under FGSM and PGD-
2. For example, on CIFAR-10 with ConViT-Ti it
attains 53.79% (FGSM) and 49.57% (PGD-2), sur-
passing the next best method by > 5% and > 20%,
respectively. On Imagenette, ART reaches 88.80%
(FGSM) and 66.00% (PGD-2) while preserving
high clean accuracy (98.80%). Comparable gains
are observed on CIFAR-100. Overall, ART pro-
vides strong adversarial defense without sacrificing
clean performance.

5.3.2 Training Efficiency

We evaluate ART’s efficiency by measuring the
time for 10 training steps, normalized to a vanilla
ViT (1.0). As shown in Table 4, ART introduces
only a modest overhead (1.25×), substantially
lower than LipsFormer (5.5×), LNFormer (4.5×),
and even SpecFormer (1.5×). These results under-
score ART’s scalability and training efficiency.

5.3.3 Impact of ART on Attention Sensitivity

To examine the source of ART’s robustness, we
analyze the behavior of AST. Figure 3 compares a
vanilla ViT with ART-regularized model on CIFAR-
10, showing that ART markedly reduces sensitivity
magnitudes across all layers, thereby stabilizing at-
tention responses to perturbations. For instance, at
layer 6 the total AST drops from 833.38 to 0.0408,
a reduction of over four orders of magnitude. This
demonstrates how ART directly limits the sensi-
tivity that adversarial inputs can exploit. Full per-
layer AST values are provided in Appendix D.3.

5.3.4 Attack-dependent robustness behavior

The differences in robustness observed across ad-
versarial attacks are consistent with the theoretical
foundations of ART. As established in Section 4,
the AST regularizer explicitly constrains the first-
order sensitivity of the self-attention mechanism
by bounding the Jacobian of attention outputs with
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Model Method
CIFAR-10 CIFAR-100 Imagenette

Standard FGSM PGD-2 Standard FGSM PGD-2 Standard FGSM PGD-2

ViT-S

LipsFormer (Qi et al., 2023) 71.13 31.48 4.17 40.05 9.92 1.36 86.80 36.60 30.20
L2Former (Kim et al., 2021) 79.65 39.98 13.39 53.20 15.35 5.92 92.80 58.00 37.80
LNFormer (Dasoulas et al., 2021) 75.82 33.72 7.75 48.81 13.04 7.27 92.00 49.00 41.80
TransFormer (Dosovitskiy et al., 2020) 87.09 45.56 22.35 63.52 19.82 7.01 94.20 72.60 48.00
SpecFormer (Hu et al., 2024) 88.52 50.58 29.53 69.78 23.92 9.67 97.20 84.20 61.60

ART (Ours) 85.13 51.16 48.28 62.22 25.45 26.26 99.20 85.20 62.00
(↑0.58) (↑18.75) (↑1.53) (↑16.59) (↑1.00) (↑0.40)

DeiT-Ti

LipsFormer (Qi et al., 2023) 72.54 36.14 3.46 39.72 8.66 0.96 79.40 30.60 8.00
L2Former (Kim et al., 2021) 78.09 36.64 5.05 49.02 12.63 2.56 82.40 51.00 6.00
LNFormer (Dasoulas et al., 2021) 77.16 34.78 3.81 52.50 14.40 2.83 80.20 44.80 9.20
TransFormer (Dosovitskiy et al., 2020) 86.40 46.10 14.46 62.79 19.89 2.35 90.00 64.20 13.00
SpecFormer (Hu et al., 2024) 87.42 45.71 18.10 64.14 20.93 1.61 92.20 70.20 26.20

ART (Ours) 82.26 47.40 42.02 56.76 22.26 21.45 97.20 72.40 43.60
(↑1.30) (↑23.92) (↑1.33) (↑18.62) (↑2.20) (↑17.40)

ConViT-Ti

LipsFormer (Qi et al., 2023) 79.71 38.47 7.09 48.08 10.84 1.57 90.60 44.40 24.60
L2Former (Kim et al., 2021) 81.33 40.17 12.76 49.86 13.86 2.03 93.40 62.20 30.80
LNFormer (Dasoulas et al., 2021) 75.48 28.67 3.56 51.13 11.62 2.41 84.20 36.20 15.00
TransFormer (Dosovitskiy et al., 2020) 87.78 48.89 20.26 64.68 22.94 4.96 93.20 68.80 40.80
SpecFormer (Hu et al., 2024) 87.49 47.64 20.53 65.57 21.78 4.10 92.60 69.00 28.60

ART (Ours) 97.06 53.79 49.57 85.65 29.97 14.20 98.80 88.80 66.00
(↑4.90) (↑29.04) (↑7.03) (↑9.24) (↑19.80) (↑25.20)

Table 3: Robustness comparison of ART against baseline Transformer variants on CIFAR-10, CIFAR-100, and
Imagenette under standard and adversarial settings. The best results are in bold. Reported gains in the final row of
each block indicate the improvement of ART over the most competitive baseline.

Layer 0 Layer 1 Layer 2 Layer 3 Layer 4 Layer 5 Layer 6 Layer 7
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Figure 3: Comparison of AST across transformer layers for a vanilla ViT and our ART-based model on CIFAR-10.
ART reduces attention sensitivity throughout all layers, as shown by the lower magnitudes (logarithmic scale).

Transformer LipsFormer L2Former LNFormer SpecFormer ART

1.0 5.5 2.5 4.5 1.5 1.25

Table 4: Relative running time to complete 10 training
steps under standard training. All values are normalized
with respect to the vanilla Transformer (ViT) baseline.

respect to input perturbations. Consequently, at-
tacks that primarily exploit local, first-order gra-
dient information are expected to benefit most di-
rectly from AST-based regularization.

This behavior is clearly reflected in our results.
In the image domain, FGSM is a single-step attack
that follows the sign of the loss gradient, while
in the text domain, TextFooler similarly relies on
local gradient-based importance scores to guide
token substitutions. Because both attacks operate
within a locally linear approximation of the model,

reducing attention sensitivity leads to substantial
robustness gains under these settings.

In contrast, PGD is an iterative multi-step attack
that progressively explores a broader region of the
loss landscape beyond a single gradient step. Since
ART primarily targets local sensitivity through first-
order bounds, its impact on PGD robustness is natu-
rally more moderate. Nevertheless, we consistently
observe improved robustness under PGD across
models and datasets, indicating that limiting local
attention sensitivity still contributes positively even
against stronger iterative attacks.

For text-based attacks such as BERT-Attack and
TextBugger, robustness differences arise not from
higher-order gradient effects but from the underly-
ing perturbation mechanisms. These attacks gener-
ate adversarial examples through masked language
model substitutions or combined lexical–semantic
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transformations rather than direct gradient ascent
in embedding space. As a result, each attack in-
duces a distinct perturbation distribution, leading to
varying robustness gains from AST regularization.

Finally, the magnitude of improvement also de-
pends on dataset-specific sensitivity characteris-
tics. For example, CIFAR-10 and CIFAR-100 dif-
fer substantially in inter-class similarity and patch-
level variability, resulting in different baseline at-
tention sensitivities and thus different absolute ro-
bustness gains when AST is minimized. A simi-
lar phenomenon is observed in text classification,
where linguistic structure and label semantics shape
the perturbation distributions of different datasets.
These findings further support the interpretation
that ART improves robustness by systematically
reducing attention sensitivity in a manner that inter-
acts with both attack design and dataset structure.

6 Discussion

The results show that AST-based regularization is
improves Transformer’s robustness. By penalizing
attention sensitivity, ART promotes stable attention
patterns and achieves consistently higher robust ac-
curacy than strong baselines on both text and image
tasks, while maintaining competitive clean accu-
racy. For example, on IMDB and QNLI, ART sub-
stantially improves robustness under attacks such
as TextFooler, while on CIFAR-100 and Imagenette
it outperforms Lipschitz regularized models, con-
firming effectiveness beyond text. Importantly,
ART remains robust across a range of regulariza-
tion weights λ: although extreme values slightly
reduce clean accuracy, robust accuracy stays high
(e.g., > 82% on IMDB and > 60% on QNLI in
all cases; detailed analysis in Appendix D.2). Fig-
ure 3 further illustrates reduced attention instability
across layers, explaining the reliability of predic-
tions under adversarial perturbations. Compared
to costly, task-specific adversarial training, ART
is efficient, architecture-agnostic, and broadly ap-
plicable, providing a simple yet effective way to
enhance robustness. These findings support that
reducing attention sensitivity via AST is both theo-
retically sound and practically effective.

7 Conclusion

We presented ART, a unified and efficient frame-
work for improving Transformer robustness in both
text and image tasks. By minimizing the Atten-
tion Sensitivity Tensor (AST), ART stabilizes atten-

tion outputs under perturbations, yielding stronger
robustness without compromising clean accuracy.
Experiments across diverse benchmarks show that
ART outperforms strong baselines while remaining
efficient and compatible with existing architectures.

Limitations

While ART shows strong results, our current ex-
periments focus only on classification tasks. Ex-
tending the method to generation (e.g., summariza-
tion (Thota and Nilizadeh, 2024)) or cross-modal
tasks (Yin et al., 2023) remains an important direc-
tion. This work evaluates ART on widely used text
and image benchmarks. Extending the analysis to
larger models (Kumar and Mishra, 2025), or addi-
tional robustness settings (Wang and Zhao, 2024)
is left for future work.
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A Robustness Analysis with AST

This section offers the detailed proof of Proposition 1, showing how the Attention Sensitivity Tensor (AST)
bounds the influence of input perturbations on attention outputs, thereby providing certified robustness
guarantees.

A.1 Proof of Proposition 1
Fix an output coordinate (i, f) ∈ {1, . . . , N} × {1, . . . , dv}. Let X ∈ X ⊆ RN×d be an input matrix
and δ ∈ RN×d a perturbation. Define the perturbed input as X ′ = X + δ.

By the multivariate mean value theorem, there exists a point C ∈ X on the segment joining X and X ′

such that:
Z[i, f ](X ′)−Z[i, f ](X) =

〈
∇Z[i, f ](C), X ′ −X

〉
,

where ∇Z[i, f ](C) denotes the gradient of Z[i, f ] with respect to X ∈ RN×d, evaluated at the
intermediate point C, and ⟨·, ·⟩ is the inner product over RN×d.

Expanding the inner product, one gets,

Z[i, f ](X ′)−Z[i, f ](X) =
N∑

j=1

d∑

g=1

∂Z[i, f ](C)

∂X[j, g]
· δ[j, g].

Taking the absolute value and applying the triangle inequality:

∣∣Z[i, f ](X ′)−Z[i, f ](X)
∣∣ ≤

N∑

j=1

d∑

g=1

∣∣∣∣
∂Z[i, f ](C)

∂X[j, g]

∣∣∣∣ · |δ[j, g]| .

By the definition of the Attention Sensitivity Tensor (AST), we have:
∣∣∣∣
∂Z[i, f ](C)

∂X[j, g]

∣∣∣∣ ≤ A[i, f, j, g], ∀(i, f, j, g) ∈ I, ∀C ∈ X .

where I = {1, . . . , N} × {1, . . . , dv} × {1, . . . , N} × {1, . . . , d}.
Substituting this into the inequality above yields:

∣∣Z[i, f ](X ′)−Z[i, f ](X)
∣∣ ≤

N∑

j=1

d∑

g=1

A[i, f, j, g] · |δ[j, g]| .

Therefore, we obtain the certified bound for all (i, f) ∈ {1, . . . , N} × {1, . . . , dv} and all X ∈ X ⊆
RN×d,

Z[i, f ](X)−
N∑

j=1

d∑

g=1

A[i, f, j, g] · |δ[j, g]| ≤ Z[i, f ](X ′)

≤ Z[i, f ](X) +
N∑

j=1

d∑

g=1

A[i, f, j, g] · |δ[j, g]| .

□

B Auxiliary Results for AST computation

This section provides auxiliary mathematical results required to bound the intermediate quantities involved
in the computation of the Attention Sensitivity Tensor (AST) described in Eq. (3). These results form the
technical basis for the algorithms presented later in Appendix C.2.

First, we present a result on how to compute the interval bounds for affine functions, which serves as a
basis for bounding linear projections such as queries, keys, and values in the attention mechanism.
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Proposition 3: Consider the map

φ : X → R,
x 7→ a⊤x,

where X =
∏d

r=1[xr, xr] ⊂ Rd and a ∈ Rd is a fixed row vector. Then φ admits interval bounds

φ(x) ∈ [ a⊤x, a⊤x ], ∀x ∈ X ,

with

a⊤x =
d∑

r=1

ar ·
{
xr if ar ≥ 0,

xr if ar < 0,
a⊤x =

d∑

r=1

ar ·
{
xr if ar ≥ 0,

xr if ar < 0.

Next, we extend the previous result to the softmax operation by deriving explicit interval bounds on the
attention coefficients.

Proposition 4: (Bounds on Softmax Coefficients Under Logit Intervals) Let N ∈ N be fixed.
Consider a logit matrix Z ∈ RN×N . For a fixed index i ∈ {1, . . . , N}, denote by

Zi,: = (Zi,1, Zi,2, . . . , Zi,N ) ∈ RN

the i-th row of Z.
Let the softmax map acting on the i-th row be defined as

C : RN → RN ,

Z[i, :] 7→ C[i, :],

with entries

C[i,m](Z) :=
exp(Zi,m)

∑N
ℓ=1 exp(Zi,ℓ)

, ∀m ∈ {1, . . . , N}.

Assume that each logit component Zi,m is known only to lie within a closed interval

Zi,m ∈ [Zi,m, Zi,m ], ∀m ∈ {1, . . . , N},

where Zi,m, Zi,m ∈ R satisfy Zi,m ≤ Zi,m. Define the interval matrix as:

[Z,Z ] := {Z ∈ RN×N | Zi,m ≤ Zi,m ≤ Zi,m, ∀i,m }.

Then, for each m ∈ {1, . . . , N}, the corresponding softmax coefficient C[i,m](Z) satisfies

eZi,m

∑N
ℓ=1 e

Zi,ℓ
≤ C[i,m](Z) ≤ eZi,m

∑N
ℓ=1 e

Zi,ℓ
, ∀Z ∈ [Z,Z ].

Equivalently, defining the lower and upper softmax bounds as

C[i,m](Z,Z) :=
eZi,m

∑N
ℓ=1 e

Zi,ℓ
, C[i,m](Z,Z) :=

eZi,m

∑N
ℓ=1 e

Zi,ℓ
.
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Proof of Proposition 4. Let Z ∈ RN×N be a matrix with entries Zi,m, and define the softmax
coefficients as

C[i,m](Z) =
exp(Zi,m)

∑N
ℓ=1 exp(Zi,ℓ)

, for all i,m ∈ {1, . . . , N}.

Assume that Z is elementwise bounded by two matrices Z,Z ∈ RN×N , that is,

Z ∈ [Z,Z ] ⇐⇒ Zi,m ≤ Zi,m ≤ Zi,m for all i,m.

Fix i ∈ {1, . . . , N} and m ∈ {1, . . . , N}.
First, we bound the numerator. Because the exponential function is strictly increasing on R, from

Zi,m ∈ [Zi,m, Zi,m] we obtain

eZi,m ≤ eZi,m ≤ eZi,m .

Next, we bound the denominator. Monotonicity of the exponential and additivity yield

N∑

ℓ=1

eZi,ℓ ≤
N∑

ℓ=1

eZi,ℓ ≤
N∑

ℓ=1

eZi,ℓ .

We now pass to reciprocals. Since x 7→ 1/x is strictly decreasing on R>0, taking reciprocals reverses
the inequalities and gives

1
∑N

ℓ=1 e
Zi,ℓ

≤ 1
∑N

ℓ=1 e
Zi,ℓ

≤ 1
∑N

ℓ=1 e
Zi,ℓ

.

Finally, we combine the bounds. The softmax coefficient can be written as

C[i,m](Z) =
eZi,m

∑N
ℓ=1 e

Zi,ℓ
.

Multiplying the lower bound on the numerator with the lower bound (in the sense of reciprocals) on the
denominator, and similarly for the upper bounds, we obtain

eZi,m

∑N
ℓ=1 e

Zi,ℓ
≤ C[i,m](Z) ≤ eZi,m

∑N
ℓ=1 e

Zi,ℓ
.

Therefore, for all Z ∈ [Z,Z ], each softmax coefficient satisfies

C[i,m](Z) ∈
[

eZi,m

∑N
ℓ=1 e

Zi,ℓ
,

eZi,m

∑N
ℓ=1 e

Zi,ℓ

]
.

□

Finally, we recall the main operations of interval arithmetic to make the paper self-contained. The
following results can be found for example in (Meyer et al., 2021).

Proposition 5 (Interval arithmetic toolkit): Let [a, a], [b, b] ⊂ R be closed intervals with a ≤ a and
b ≤ b.

(i) Sum and difference.

[a, a] + [b, b] = [ a+ b, a+ b ], [a, a]− [b, b] = [ a− b, a− b ].

(ii) Product of two intervals.

[a, a] · [b, b] =
[
min{ab, ab, ab, a b}, max{ab, ab, ab, a b}

]
.
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(iii) Dot product bound. Let ut ∈ [ut, ut] and vt ∈ [vt, vt] for t = 1, . . . , dk. Then

dk∑

t=1

utvt ∈
dk∑

t=1

[
min{utvt, utvt, utvt, utvt}, max{utvt, utvt, utvt, utvt}

]
.

(iv) Product with an interval difference. If x ∈ [x, x], y ∈ [y, y], and s ∈ [s, s], then

x (y − s) ∈ [x, x] · [ y − s, y − s ],

with the product computed via (ii).
(v) Sum of interval products. If cℓ ∈ [cℓ, cℓ] and bℓ ∈ [bℓ, bℓ] for ℓ = 1, . . . , N , then

N∑

ℓ=1

cℓbℓ ∈
N∑

ℓ=1

[
min{cℓbℓ, cℓbℓ, cℓbℓ, cℓbℓ}, max{cℓbℓ, cℓbℓ, cℓbℓ, cℓbℓ}

]
.

(Each summand is bounded by (ii), then summed by (i).)

C Analytical Expression of AST

This section provides the full analytical derivation of the Attention Sensitivity Tensor (AST) introduced
in Eq. (2). Building on the self-attention definition in Eq. (1), we derive a closed-form expression for
each tensor component A[i, f, j, g] and discuss its theoretical relationship with Lipschitz constant. These
results form the computational and theoretical foundation of the ART regularizer.

We first present the detailed proof of Proposition 2, which derives the explicit analytical form of the
AST defined in Eq. (3).

C.1 Proof of Proposition 2 (AST)
Consider the self-attention map Z : X → RN×dv , defined for all i ∈ {1, . . . , N} and for all f ∈
{1, . . . , dv} by:

Z[i, f ](X) =
N∑

m=1

C[i,m](X) · V [m, f ](X),

where the input matrix X ∈ X ⊆ RN×d, and C(X) = softmax
(
Q(X)K⊤(X)√

dk

)
denotes the attention

matrix and V (X) = XWV ∈ Rd×dv is the value projection.
For all i, j ∈ {1, . . . , N}, f ∈ {1, . . . , dv}, and g ∈ {1, . . . , d}, and by the product rule, we have the

following:
∂Z[i, f ]
∂X[j, g]

=
N∑

m=1

∂C[i,m]

∂X[j, g]
· V [m, f ](X) +

N∑

m=1

C[i,m](X) · ∂V [m, f ]

∂X[j, g]
.

Now we compute each term in this expression.
First, since V (X) = XWV , we have:

∂V [m, f ]

∂X[j, g]
= 1(j,m) · (WV )[g, f ].

Next, to compute
∂C[i,m]

∂X[j, g]
, recall that the attention weights arise from a softmax over scaled dot

products:

C[i,m](X) = softmax(Zi,m) =
exp(Zi,m)

∑N
l=1 exp(Zi,l)

,

with
Zi,m =

1√
dk

(Qi ·Km) =
1√
dk

(X[i, :]WQ ·X[m, :]W⊤
K ).
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Differentiating Zi,m with respect to X[j, g], we get:

Bm =
∂Zi,m

∂X[j, g]
=

1√
dk

[
1(j,i) · ((WQW

⊤
K )X[m, :]⊤)[g] + 1(j,m) · (X[i, :]WQW

⊤
K )[g]

]
.

Now, using the derivative of softmax, we obtain:

∂C[i,m]

∂X[j, g]
= C[i,m](X) ·

(
Bm −

N∑

l=1

C[i, l](X) · Bl
)
.

Putting it all together, the partial derivative becomes:

∂Z[i, f ]
∂X[j, g]

=

N∑

m=1

C[i,m](X) · V [m, f ](X) ·
(
Bm −

N∑

l=1

C[i, l](X) · Bl
)

+
N∑

m=1

C[i,m](X) · 1(j,m) · (WV )[g, f ].

Taking the absolute value of this expression yields the Jacobian magnitude at index (i, f, j, g):

J [i, f, j, g](X) =
∣∣∣
∑N

m=1

[
C[i,m](X)V [m, f ](X)

(
Bm −

∑N
l=1 C[i, l](X)Bl

)
+ C[i,m](X)1(j,m)(WV )[g, f ]

]∣∣∣

Finally, since the AST must upper-bound the Jacobian over the entire input domain X , we define:

A[i, f, j, g] = max
(
|A[i, f, j, g]| ,

∣∣A[i, f, j, g]
∣∣) ,

where
A[i, f, j, g] = min

X∈X
J [i, f, j, g](X), A[i, f, j, g] = max

X∈X
J [i, f, j, g](X).

This completes the construction of the AST and concludes the proof. □

The computation of the Attention Sensitivity Tensor (AST) for self-attention layers follows a clear
and structured procedure based on analytical bounds and practical algorithms. For each Jacobian entry
(i, f, j, g), the process starts by bounding the linear projections of the input set X using Proposition 3,
which gives intervals for Q = XWQ, K = XWK , and V = XWV . These intervals are used to compute
the scaled dot-product logits Zi,m through Algorithm 3 and Proposition 5(iii). Then, the attention weights
C[i,m] are bounded using Algorithm 4 and Proposition 4.

Next, the weighted average S =
∑

ℓ C[i, ℓ]Bℓ is computed with Algorithm 5 using standard interval
arithmetic from Proposition 5. Each term Tm = C[i,m]V [m, f ] (Bm − S) is then bounded with
Algorithm 6, combining the intervals of C[i,m], V [m, f ], and (Bm − S). Finally, the total Jacobian
interval [J [i, f, j, g],J [i, f, j, g]] is obtained using Algorithm 7, which merges the effects of both the
context path (through C[i,m] and V [m, f ]) and the value path (through WV ).

The overall procedure is summarized in Algorithm 2, which loops over all layers and component pairs
(i, f, j, g) to compute the final sensitivity entries:

A[i, f, j, g] = max
(
|J [i, f, j, g]|, |J [i, f, j, g]|

)
,

as defined in Proposition 2. Each element of the tensor is thus described by upper and lower bounds
A[i, f, j, g] and A[i, f, j, g], which together form the complete Attention Sensitivity Tensor A.

C.2 Algorithms
This subsection details the complete algorithms used to compute the Attention Sensitivity Tensor (AST).
These procedures implement the theoretical formulations derived in Appendix B, enabling the practical
calculation of interval bounds and tensor entries during training.

Next, we establish the relationship between the AST and the Lipschitz constant of the self-attention
mapping. Specifically, we show that the global Lipschitz bound corresponds to the maximum value of the
AST components A[i, f, j, g].
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Algorithm 2 Computation of the Attention Sensitivity Tensor (AST)

Require: Input set X ∈ RN×d, model parameters (WQ,WK ,WV )
Ensure: Attention Sensitivity Tensor A[i, f, j, g]

1: for each layer ℓ = 1, . . . , L do
2: for each pair (i, f) in {1, . . . , N} × {1, . . . , dv} do
3: for each (j, g) in {1, . . . , N} × {1, . . . , d} do
4: Compute [Zi,m, Zi,m] via Algorithm 3.
5: Compute attention weight intervals [Ci,m, Ci,m] via Algorithm 4.
6: Compute weighted average [S, S] via Algorithm 5.
7: Compute each summand [Tm, Tm] via Algorithm 6.
8: Compute Jacobian interval [J [i, f, j, g], J [i, f, j, g]] via Algorithm 7.
9: Define AST entry A[i, f, j, g] = max(|J [i, f, j, g]|, |J [i, f, j, g]|).

10: end for
11: end for
12: end for
13: return A

Algorithm 3 Bounding the logits Zi,m

Require: Input set X ∈ X ⊆ RN×d, indices (i,m), matrices WQ,WK

Ensure: Interval [Zi,m, Zi,m]
1: Compute Qi = X[i, :]WQ, Km = X[m, :]WK .
2: For each coordinate t, bound Qi[t] and Km[t] using Proposition 3.
3: Apply Proposition 5(iii) to get ⟨Qi,Km⟩ interval.
4: Scale by 1/

√
dk to obtain [Zi,m, Zi,m].

Algorithm 4 Bounding the attention weights C[i,m]

Require: Intervals [Zi,m, Zi,m] for all m = 1, . . . , N

Ensure: Interval [Ci,m, Ci,m]

1: Compute exp(Zi,m) and exp(Zi,m).
2: Bound the denominator:

∑
ℓ exp(Zi,ℓ) ∈ [

∑
ℓ exp(Zi,ℓ),

∑
ℓ exp(Zi,ℓ)].

3: Apply Proposition 4 to obtain

C[i,m] ∈
[

eZi,m

∑
ℓ e

Zi,ℓ
,

eZi,m

∑
ℓ e

Zi,ℓ

]
.

Algorithm 5 Bounding the weighted average S

Require: Intervals C[i, ℓ] ∈ [Ci,ℓ, Ci,ℓ] and Bℓ ∈ [Bℓ, Bℓ]

Ensure: Interval [S, S]
1: For each ℓ, compute interval product C[i, ℓ]Bℓ using Proposition 5(ii).
2: Sum all intervals with Proposition 5(v) to obtain S.

Algorithm 6 Bounding each summand Tm

Require: Intervals Bm, S, V [m, f ], and C[i,m]
Ensure: Interval [Tm, Tm]

1: Compute Bm − S using Proposition 5(i).
2: Multiply by V [m, f ] using Proposition 5(iv).
3: Multiply by C[i,m] using Proposition 5(ii).
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Algorithm 7 Bounding the Jacobian entry J [i, f, j, g]

Require: Intervals from Algorithms 3–6
Ensure: [J [i, f, j, g], J [i, f, j, g]] and AST entry A[i, f, j, g]

1: Compute all Tm intervals via Algorithm 6.
2: Bound value-path term C[i,m]δj=m(WV )[g, f ] using Proposition 5(ii).
3: Sum all intervals to obtain J [i, f, j, g](X) ∈ [J [i, f, j, g], J [i, f, j, g]].

C.3 Relationship Between AST and the Lipschitz Constant

In the context of robustness analysis, the Lipschitz constant is widely used as a global measure of a
model’s sensitivity to input perturbations. It provides a uniform upper bound on the change in the output
norm relative to the input norm, independent of direction. While effective in theory, this scalar bound is
often loose and overly conservative in practice, especially for models like Transformers where sensitivity
may vary significantly across different input dimensions or positions.

The Attention Sensitivity Tensor (AST), introduced in ART, offers a finer-grained alternative. Rather
than summarizing sensitivity with a single scalar, the AST captures localized, coordinate-wise upper
bounds on the AST of the self-attention map. This structure-aware formulation allows ART to characterize
and regularize directional sensitivity, leading to tighter certified bounds and better interpretability.

We now formalize the link between the AST and the Lipschitz constant of the self-attention mapping,
as stated in the following proposition.

C.3.1 Proposition 6:
Consider the self-attention mapping Z : X → RN×dv and let a tensor A ∈ RN×dv×N×d be its Attention
Sensitivity Tensor (AST). Then

L = max
i,f

max
j,g
A[i, f, j, g]

is a Lipschitz constant of the map Z .

C.3.2 Proof of the Proposition 6:
Consider the map Z : X → RN×dv , where X ⊆ RN×d. Each component Z[i, f ] : X → R is a scalar
function. Given two inputs X,X ′ ∈ X , define the perturbation δ = X ′ −X ∈ RN×d.

Under the infinity norm, we have:

∥Z(X ′)−Z(X)∥∞ = max
i,f

∣∣Z[i, f ](X ′)−Z[i, f ](X)
∣∣ .

Now for each (i, f), the mean value theorem guarantees that:

∣∣Z[i, f ](X ′)−Z[i, f ](X)
∣∣ =

∣∣∣∣∣∣

N∑

j=1

d∑

g=1

∂Z[i, f ](Ci,f )

∂X[j, g]
· δ[j, g]

∣∣∣∣∣∣
,

for some intermediate point Ci,f ∈ X on the segment between X and X ′.
Taking absolute values and applying the triangle inequality, one gets,

∣∣Z[i, f ](X ′)−Z[i, f ](X)
∣∣ ≤

N∑

j=1

d∑

g=1

∣∣∣∣
∂Z[i, f ](Ci,f )

∂X[j, g]

∣∣∣∣ · |δ[j, g]|

≤
N∑

j=1

d∑

g=1

A[i, f, j, g] · |δ[j, g]|

≤ max
j,g
A[i, f, j, g] · ∥δ∥∞.

5527



Taking the maximum over all (i, f), we obtain:

∥Z(X ′)−Z(X)∥∞ ≤ L · ∥X ′ −X∥∞,

where L = max
i,f

max
j,g
A[i, f, j, g]. Hence, L is a Lipschitz constant of Z . □

D Experiment Details

This section provides detailed experimental results and settings supporting our main findings. We
begin with a certified robustness analysis based on our theoretical framework, followed by a hyper-
parameter study to assess sensitivity. We then examine the stability benefits introduced by ART, report
dataset statistics, and conclude with implementation and training details. Together, these sections offer a
comprehensive view of our evaluation methodology and reproducibility setup.

D.1 Certified Robustness Analysis
We evaluate the certified robustness of ART using the theoretical framework introduced in Section 4.
Specifically, we compute sample-wise robustness guarantees using the Attention Sensitivity Tensor (AST),
which upper-bounds how much attention outputs can change with respect to perturbations in the input.
This enables us to derive a certified ℓp-norm radius under which the model’s prediction is guaranteed to
remain stable. We first define the following Proposition 7:

D.1.1 Proposition 7: Certified Radius from AST.
Let Z : RN×d → RN×dv be the self-attention mapping as defined in Eq. (1), and let A ∈ RN×dv×N×d

be the Attention Sensitivity Tensor (AST), such that for all i, j ∈ {1, . . . , N}, f ∈ {1, . . . , dv}, and
g ∈ {1, . . . , d}, we have: ∣∣∣∣

∂Z[i, f ]
∂X[j, g]

∣∣∣∣ ≤ A[i, f, j, g].

Let h : RN×dv → RC be the classifier that maps attention outputs to logits, and let c = argmaxk hk(X)
be the predicted class. Define the classification margin as:

m(X) = hc(X)−max
k ̸=c

hk(X).

Then, for any perturbation δ ∈ RN×d satisfying ∥δ∥p ≤ ϵ, the prediction remains unchanged, i.e.,
h(X + δ) = h(X), provided that:

ϵ ≤ m(X)

∥∇Zhc(X)⊤ · A∥q
,

where∇Zhc(X) ∈ RN×dv is the Jacobian of the predicted class logit with respect to the attention output,
and q is the dual norm of p such that 1

p + 1
q = 1.

D.1.2 Proof of Proposition 7.
From Proposition 1, each output coordinate Z[i, f ] of the self-attention map satisfies:

|Z[i, f ](X + δ)−Z[i, f ](X)| ≤
N∑

j=1

d∑

g=1

A[i, f, j, g] · |δ[j, g]|. (5)

Let h : RN×dv → RC be the classifier mapping the attention outputs Z(X) to logits h(X). hc depends
on X only through the intermediate variable Z(X). By the multivariate mean value theorem applied to
the map hc along the segment joining Z(X) and Z(X + δ), there exists a point C ∈ X , such that

hc(X + δ)− hc(X) = ⟨∇Zhc(C), X + δ −X⟩ ,

where ∇Zhc(C) ∈ RN×dv denotes the gradient of hc with respect to its Z-argument, evaluated at the
intermediate point C, and ⟨·, ·⟩ is the standard inner product on RN×dv .
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Expanding this inner product gives

hc(X + δ)− hc(X) =
N∑

i=1

dv∑

f=1

∂hc
∂Z[i, f ] (C)

(
Z[i, f ](X + δ)−Z[i, f ](X)

)
.

Taking absolute values and applying the triangle inequality yields

|hc(X + δ)− hc(X)| ≤
N∑

i=1

dv∑

f=1

∣∣∣∣
∂hc

∂Z[i, f ] (C)

∣∣∣∣ · |Z[i, f ](X + δ)−Z[i, f ](X)| . (6)

Substituting the bound from Eq. (5) into Eq. (6) gives

|hc(X + δ)− hc(X)| ≤
N∑

i=1

dv∑

f=1

∣∣∣∣
∂hc

∂Z[i, f ] (C)

∣∣∣∣




N∑

j=1

d∑

g=1

A[i, f, j, g] |δ[j, g]|


 .

Rearranging the sums to collect terms depending on δ[j, g], we obtain

|hc(X + δ)− hc(X)| ≤
N∑

j=1

d∑

g=1

(
N∑

i=1

dv∑

f=1

∣∣∣∣
∂hc

∂Z[i, f ] (C)

∣∣∣∣ A[i, f, j, g]
)
|δ[j, g]|.

Defining the tensor contraction

(∇Zhc(C)⊤ · A)[j, g] :=
N∑

i=1

dv∑

f=1

∂hc
∂Z[i, f ] (C)A[i, f, j, g],

we can write the above bound compactly as

|hc(X + δ)− hc(X)| ≤
N∑

j=1

d∑

g=1

∣∣(∇Zhc(C)⊤ · A)[j, g]
∣∣ |δ[j, g]|.

Applying Hölder’s inequality with conjugate norms (p, q), such that 1
p + 1

q = 1, gives

|hc(X + δ)− hc(X)| ≤
∥∥∥∇Zhc(C)⊤ · A

∥∥∥
q
· ∥δ∥p.

To ensure that the prediction remains unchanged, we require this change to be smaller than the
classification margin:

|hc(X + δ)− hc(X)| < m(X).

Therefore, if

ϵ ≤ m(X)

∥∇Zhc(C)⊤ · A∥q
,

then for any perturbation δ with ∥δ∥p ≤ ϵ, the predicted logit hc remains strictly greater than all other
logits hk, and the classifier output is preserved:

h(X + δ) = h(X).

□
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D.1.3 Empirical Certification Results.

For each test input, we compute the predicted class logit margin and the sensitivity term from the corollary
above, approximated using the same gradient-based structure regularized during training. This yields a
sample-wise certified radius ϵ in embedding space.

Certified accuracy is reported as the percentage of test samples whose predictions are provably invariant
under perturbations of magnitude at most ϵ. As shown in Figure 4, ART achieves strong certified
robustness on both IMDB and QNLI. On IMDB, the model achieves 99.4% certified accuracy at ϵ = 0.1,
96.9% at ϵ = 0.5, and 93.8% at ϵ = 1.0. On QNLI, the model retains 98.8% certified accuracy at ϵ = 0.1
and 89.4% at ϵ = 1.0.

These results demonstrate that ART provides substantial certified robustness against continuous pertur-
bations in embedding space, far exceeding the granularity and interpretability of discrete synonym-based
certification approaches.
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Figure 4: Certified accuracy of ART under ℓ2 perturbations on IMDB and QNLI. Values reflect the percentage of
test inputs for which predictions are provably invariant up to the specified certified radius ϵ.

D.1.4 Certified Neighborhoods of Synonyms

To provide a more intuitive interpretation of certified robustness, we visualize certified neighborhoods in
the embedding space of individual words. Specifically, we consider synonym substitutions for the word
fantastic, identified using Counter-fitted embeddings and filtered for contextual plausibility with BERT’s
masked language model. Figure 5 shows the projection of these synonyms into a two-dimensional space,
with concentric circles denoting certified radii ϵ ∈ {0.3, 0.5, 0.7, 1.0}. Synonyms lying inside a given
radius correspond to substitutions that are guaranteed not to alter the model’s prediction. This visualization
highlights how the certified robustness framework translates into meaningful semantic neighborhoods in
natural language.
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Figure 5: Certified synonym neighborhood of the word fantastic. Concentric circles correspond to certified radii ϵ.
Synonyms within a circle are provably invariant substitutions at that robustness level.

Next, we study the effect of the regularization weight λ, which balances the cross-entropy loss and the
AST-based regularizer. This analysis demonstrates the stability of ART across a wide range of λ values.

D.2 Hyper-parameter Study.

D.2.1 Text classification tasks

We study the effect of the hyperparameter λ in the ART loss, which balances the standard cross-entropy
loss and the AST-based regularization. Figure 6 presents both clean accuracy and robust accuracy (RA)
across a range of λ values on IMDB and QNLI under the TextFooler attack.

On IMDB, we observe that extreme values of λ (very low or very high) lead to drops in clean accuracy,
while intermediate values yield a more favorable trade-off. Notably, values in the range λ ∈ [0.1, 0.3]
consistently achieve high clean accuracy (up to 99.72%) and robust accuracy above 82%. The best result is
obtained at λ = 0.6, with 99.76% clean accuracy and 85.20% RA, demonstrating that AST regularization
can enhance robustness without harming clean performance.

On QNLI, clean accuracy remains relatively stable around 90.5% across all λ, but RA is more sensitive
to λ. The highest RA of 64.50% is reached at λ = 0.8, while still maintaining 90.66% clean accuracy.
Even at less optimal λ values (e.g., 0.3 or 0.6), RA remains above 60%, confirming the robustness benefit
of the ART regularization.

Overall, these results confirm that λ has a measurable impact on the robustness–accuracy trade-off, and
that ART achieves strong performance across a broad range of settings, with RA remaining above 82% on
IMDB and above 60% on QNLI for all tested λ values.
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Figure 6: Effect of the trade-off parameter λ on clean accuracy and robust accuracy (RA) for IMDB and QNLI
under TextFooler attack. Optimal robustness is achieved at moderate λ values.

Finally, we perform a layer-wise analysis of AST magnitudes to empirically verify that ART effectively
reduces attention sensitivity throughout the Transformer architecture. These results quantitatively support
the theoretical claim that minimizing A tightens the Jacobian bounds and stabilizes attention responses.

D.2.2 Image classification tasks
We further examine the influence of the trade-off parameter λ in the ART loss in the context of image
classification. Table 5 summarizes standard (clean) accuracy as well as robust accuracy under FGSM and
PGD-2 attacks for different values of λ.

λ Standard FGSM PGD-2
0.1 83.49 48.08 46.17
0.2 83.71 48.36 46.72
0.3 84.32 49.29 46.88
0.4 84.19 49.79 46.78
0.5 84.62 48.67 47.45
0.6 85.13 51.16 48.28
0.7 84.92 49.35 47.40
0.8 85.29 49.66 47.21
0.9 85.15 48.26 46.92

Table 5: Effect of the trade-off parameter λ on standard accuracy and robust accuracy under FGSM and PGD-2
attacks for image classification.

Across the evaluated range, standard accuracy remains largely unaffected by the choice of λ, varying
only slightly between 83.5% and 85.3%. This stability reflects the fact that incorporating AST-based
regularization does not compromise clean performance, even when the regularization strength is increased.

Robust accuracy, however, shows a more pronounced sensitivity to λ. For FGSM, robustness improves
as λ increases, reaching its highest value at λ = 0.8, after which a minor degradation is observed. A
comparable pattern emerges under the PGD-2 attack, where robust accuracy increases up to λ = 0.6 and
then gradually decreases for larger values.

5532



Taken together, these observations indicate that intermediate values of λ provide a favorable balance
between robustness and accuracy for image classification models. In particular, setting λ between 0.5 and
0.8 yields consistently improved robustness under both FGSM and PGD-2 while preserving competitive
clean accuracy. The most favorable trade-off is observed around λ = 0.6–0.8, where robustness gains are
maximized without noticeable loss in standard performance.

Overall, the results demonstrate that the choice of λ plays an important role in shaping adversarial
robustness in image classification. Although overly large values may lead to diminishing returns, ART
delivers reliable robustness improvements across a wide range of λ, with robust accuracy under both
attacks remaining above 48% for appropriately selected settings.

D.3 Impact of ART on Attention Sensitivity
Table 6 provides a layer-wise comparison of the Attention Sensitivity Tensor (AST) values between the
standard Vision Transformer (ViT) and the Attention-Regularized Transformer (ART). The vanilla ViT
exhibits high AST values, particularly in the early layers (e.g., Layer 0), suggesting strong sensitivity of
the attention mechanism to input perturbations. In contrast, the ART-regularized model demonstrates a
consistent and substantial reduction in AST across all layers, indicating improved stability and robustness.
This shows that ART helps the model learn more robust and consistent internal representations.

Layer 0 1 2 3 4 5 6 7

Without ART 5381.81 865.51 998.99 990.60 1024.79 1026.09 833.38 824.38

With ART 0.0249 0.0283 0.0371 0.0324 0.0358 0.0293 0.0408 0.0366

Table 6: Sum of the Attention Sensitivity Matrix (AST) per layer, comparing vanilla ViT (without ART) and
ART-regularized models. The significantly lower AST values under ART indicate reduced attention sensitivity.

D.4 Dataset Statistics
Table 7 summarizes the datasets used in our experiments across both text and image domains. For text,
we use IMDB and QNLI, which are binary classification tasks with large-scale training sets. For image
classification, we include CIFAR-10, CIFAR-100, and ImageNette, covering a range of dataset sizes and
number of classes. This diverse set of benchmarks allows us to evaluate the effectiveness and generality
of our method across different domains and levels of classification difficulty.

Domain Dataset Training set Test set Classes

Text
IMDB 25,000 25,000 2
QNLI 104,743 5,463 2

Image
CIFAR-10 50,000 10,000 10
CIFAR-100 50,000 10,000 100
ImageNette 9,469 3,925 10

Table 7: Statistics of the datasets used in our experiments.

D.5 Detailed Setup
All experiments were conducted on a single NVIDIA A100 80GB GPU. Table 8 summarizes the ART
training configuration for the BERT model, and for ViT, DeiT, and ConViT models.

D.6 Detailed Attack Configuration
The following table 9 summarizes the adversarial attack configurations used in our experiments. For each
attack we report the substitution source, the maximum number of candidate replacements considered per
token (top-k), the maximum fraction of tokens allowed to be changed in a sample, the tokenizer used
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Domain Model Param. IMDB QNLI CIFAR-10 / CIFAR-100 ImageNette

Text BERT

Optimizer Adam – –
Batch size 64 16 – –

Hidden size 768 – –
Learning rate 2e−5 – –
Max length 256 – –

Early stopping Yes – –

Image ViT-S / DeiT-Ti / ConViT-Ti

Optimizer – – SGD
Batch size – – 64

Weight decay – – 1e−5

Learning rate – – 1e−1

Epochs – – 40

Table 8: ART Training Setup for BERT on IMDB and QNLI, and for ViT-S, DeiT-Ti, and ConViT-Ti on CIFAR-10,
CIFAR-100, and ImageNette.

(matched to the victim model), and brief implementation details. These settings were chosen to balance
attack strength and semantic/fluency preservation; stopword protection and semantic filtering are applied
where noted.

Attack Substitution source Max candidates / top-k Max % tokens changed Tokenizer Configuration details

TextFooler Counter-fitted embeddings 50 40% victim tokenizer Word-level synonym
substitutions via nearest-
neighbors in counter-fitted
embedding space; stop-
words protected.

BERT-Attack BERT masked-language model 50 40% victim tokenizer MLM-based candidate gen-
eration using BERT; pro-
posals ranked and filtered
by recipe constraints to pre-
serve fluency and seman-
tics.

TextBugger GloVe embeddings + character edits 8 40% victim tokenizer Hybrid character-level (ty-
pos) and embedding-based
word swaps; semantic-
similarity filtering and
stopword protection en-
abled.

Table 9: Text-Attack configuration.

D.7 Computational Efficiency Analysis

Beyond wall-clock training time, we report system-level efficiency metrics for ART and baselines under
identical hardware. To evaluate the computational footprint of ART across vision benchmarks, we extend
our analysis to the CIFAR-10 dataset. All models were trained and profiled under identical hardware and
batch configurations to ensure fair comparison.

Model Params (M) Inference FLOPs (G) Training FLOPs (G) Memory (GB) Throughput (samples/s)

ViT-Small-ART 21.67 6.44 19.32 1.36 342.5
DeiT-Tiny-ART 5.53 1.83 5.48 1.47 991.6
ConViT-Tiny-ART 5.52 2.17 6.50 1.81 541.0

Table 10: System-level computational efficiency on CIFAR-10. Parameter counts, FLOPs, memory usage, and
throughput are reported for ART-enhanced transformer models under identical hardware. ART maintains competitive
efficiency while scaling effectively across model variants.
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E Adversarial attack examples

This section illustrates representative adversarial examples for both text and image classification tasks.
These visualizations demonstrate how imperceptible perturbations, such as synonym substitutions or
pixel-level noise, can alter model predictions, highlighting the necessity of robustness-oriented approaches
like ART.

We first present examples of adversarial perturbations in text, showing how minor synonym replace-
ments can change the model’s prediction while preserving semantic meaning.

E.1 Text classification tasks
Figure 7 illustrates representative adversarial examples in text domain. A synonym substitution attack is
shown, where subtle word replacements preserve the original semantics but cause the model to flip its
sentiment prediction.

+
Synonym Substitution = 

Attack

I really enjoyed this movie. The plot was engaging, and
the actors delivered great performances. The direction
was solid, and the pacing kept me interested throughout.
I would definitely recommend it to others.

Original Text Prediction: Class 1 (80%)

I really liked this film. The story was engaging, and the
actors gave strong performances. The directing was
solid, and the tempo kept me interested throughout. I
would certainly suggest it to others.

Perturbed Text Prediction: Class 0 (60%)

Figure 7: Example of a Synonym Substitution Attack on a Sentiment Classifier. The original review is slightly
modified by replacing a few words with their synonyms (e.g., "enjoyed" → "liked", "movie" → "film"). Although
the meaning stays the same, the model’s prediction changes from positive (Class 1, 80%) to negative (Class 0, 60%).
This shows how vulnerable NLP models can be to small, semantic-preserving adversarial attacks.

We then illustrate adversarial examples in the image domain, where subtle pixel-level perturbations
cause incorrect classifications despite visually indistinguishable images.

E.2 Image classification tasks
Figure 8 illustrates representative adversarial examples in image domain. Imperceptible pixel-level
perturbations are applied, leading to incorrect classifications while the visual content remains unchanged
to the human eye.

Original Image Prediction: Frog (75%)

+
Adversarial 
Perturbation

=

Perturbed Image Prediction: Cat (65%)

Figure 8: Example of an Adversarial Perturbation on a CIFAR-10 Image. A small, imperceptible perturbation is
added to a clean image of a frog (predicted as Frog, 75%) to create an adversarial example. Although the perturbed
image appears visually identical, the classifier’s prediction flips to Cat (65%). This demonstrates the vulnerability
of image classifiers to adversarial attacks that preserve human-perceived semantics.
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