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Abstract

While large language models (LLMs) have
achieved remarkable success in providing
trustworthy responses for knowledge-intensive
tasks, they still face critical limitations such
as hallucinations and outdated knowledge. To
address these issues, the retrieval-augmented
generation (RAG) framework enhances LLMs
with access to external knowledge via a re-
triever, enabling more accurate and real-time
outputs about the latest events. However, this
integration brings new security vulnerabilities:
the risk that malicious content in the external
database can be retrieved and used to manipu-
late model outputs. Although prior work has
explored attacks on RAG systems, existing ap-
proaches either rely heavily on access to the
retriever or fail to jointly consider both retrieval
and generation stages, limiting their effective-
ness, particularly in black-box scenarios. To
overcome these limitations, we propose Token-
level Precise Attack on the RAG (TPARAG),
a novel framework that targets both white-box
and black-box RAG systems. TPARAG lever-
ages a lightweight white-box LLM as an at-
tacker to generate and iteratively optimize mali-
cious passages at the token level, ensuring both
retrievability and high attack success in gener-
ation. Extensive experiments on open-domain
QA datasets demonstrate that TPARAG con-
sistently outperforms previous approaches in
retrieval-stage and end-to-end attack effective-
ness. These results further reveal critical vul-
nerabilities in RAG pipelines and offer new
insights into improving their robustness.

1 Introduction

The rapid advancement of large language models
(LLMs) has led to impressive performance across
a broad range of NLP tasks (Ouyang et al., 2022;
Chang et al., 2024; Guo et al., 2025), including
but not limited to knowledge-intensive generation
(Singhal et al., 2025; Wang et al., 2023; Zhang
et al., 2023b,a). However, LLM-generated content
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Figure 1: Comparison between the general RAG system
(green background) and the RAG system attack (red
background). The attacker replaces key information in
the background knowledge to craft malicious passages,
tricking the reader into generating an incorrect answer.

still faces challenges such as hallucinations and
outdated knowledge (Liu et al., 2024a; Ji et al.,
2023). To address these limitations, the Retrieval-
Augmented Generation (RAG) framework was in-
troduced and has been widely adopted (Lewis et al.,
2020; Jiang et al., 2023b; Chen et al., 2024a). RAG
combines two core components: (1) a retriever that
searches for relevant information from an external
knowledge base, and (2) a reader that generates
more accurate and informative responses based on
the retrieved passages.

Although RAG enhances the generation qual-
ity of LLMs, it also introduces new potential risks
to the reader’s generation process, as the Figure
1 shows. Since the retriever gathers information
from external knowledge sources, the system is vul-
nerable to retrieving harmful or misleading content,
which can cause the reader to generate incorrect
or unsafe responses (Zeng et al., 2024; Jiang et al.,
2024). To exploit this weakness, recent studies
have proposed attack methods that inject harmful
information into the external database to manipu-
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late the reader’s output (Zou et al., 2024; Cheng
et al., 2024; Xue et al., 2024; Cho et al., 2024).

However, existing RAG attack approaches still
face some of the following limitations: 1) Lack of
joint consideration for the retrieval and generation.
Prior studies (Zou et al., 2024; Cheng et al., 2024)
often rely on teacher LLMs to generate malicious
passages targeting the reader, but overlook whether
the retriever can effectively retrieve these passages;
2) Overreliance on retriever models. For instance,
Xue et al. (2024) depends heavily on access to the
retriever to generate query-similar malicious pas-
sages, which limits applicability in realistic black-
box RAG settings; and 3) Lack of targeted control
over reader outputs. The crafted malicious passage
by the existing approaches is relatively random and
cannot intentionally guide the reader’s responses
(Cho et al., 2024; Chen et al., 2024b).

To address the limitations of existing RAG attack
methods, we propose Token-level Precise Attack
on RAG (TPARAG), a novel framework designed to
target both black-box and white-box RAG systems.
TPARAG leverages a lightweight white-box LLM
as the attacker to first generate malicious passages
and then optimize them at the token level, ensur-
ing that the adversarial content can be retrieved
by the retriever and effectively misleads the reader.
Specifically, TPARAG operates in two stages: a
generation attack stage and an optimization attack
stage. In the generation stage, TPARAG records
the top-k most probable tokens at each position as
potential substitution token candidates. These to-
ken candidates are then systematically recombined
during optimization to construct a pool of mali-
cious passage candidates. Each passage candidate
is further evaluated using two criteria to exploit
vulnerabilities in both the retrieval and generation
processes of the RAG pipeline: (1) the likelihood
that the LLM attacker generates an incorrect an-
swer given the passage, and (2) its textual simi-
larity to the query. The most effective malicious
passage will finally be selected and injected into
the external knowledge base to execute a targeted
attack.

We conduct extensive experiments on mul-
tiple open-domain QA datasets using various
lightweight white-box LLMs as attackers, under
both black-box and white-box RAG settings. The
results demonstrate that TPARAG significantly out-
performs prior approaches in attacking RAG sys-
tems, both in retrieval and end-to-end performance.
Moreover, we perform a series of quantitative anal-

yses to identify key factors influencing attack suc-
cess, critical vulnerabilities in RAG architectures
and offering insights into improving their robust-
ness. In summary, our contributions are as follows.

* We propose TPARAG, a token-level precise
attack framework that leverages a lightweight
white-box LLM as an attacker to exploit vul-
nerabilities in both the retrieval and generation
stages of RAG systems.

* We conduct extensive experiments on multiple
open-domain QA datasets, demonstrating the
effectiveness of TPARAG in both black-box
and white-box RAG settings.

* We perform detailed quantitative analyses to
identify key factors influencing token-level at-
tacks and explore strategies for maximizing
attack effectiveness with minimal computa-
tional resources in practical scenarios.

2 Related Work

2.1 Retrieval-augmented Generation

Owing to the flexibility and effectiveness of the
retriever model, it has become increasingly impor-
tant to enhance LLM performance on knowledge-
intensive tasks, driving the development of the
RAG framework (Lewis et al., 2020; Jiang et al.,
2023b; Gao et al., 2023). By incorporating informa-
tion retrieval, RAG equips language models with
more accurate and up-to-date background knowl-
edge, improving generation quality and address-
ing common issues such as hallucination (Shuster
et al., 2021; Béchard and Ayala, 2024). Leveraging
these advantages, RAG has been widely adopted
across various NLP tasks, including but not limited
to open-domain question answering (Siriwardhana
et al., 2023; Setty et al., 2024; Wiratunga et al.,
2024), summarization (Liu et al., 2024b; Suresh
et al., 2024; Edge et al., 2024), and dialogue sys-
tems (Vakayil et al., 2024; Wang et al., 2024b;
Kulkarni et al., 2024).

2.2 Risks in the RAG System

While RAG generally produces more reliable and
accurate outputs than only using LLMs, its reliabil-
ity remains subject to critical vulnerabilities. Prior
work (Zhou et al., 2024; Ni et al., 2025; Zeng et al.,
2024) has shown that the data leakage from the
external retrieval database can significantly affect
RAG’s reliability, primarily through two mecha-
nisms: (1) the accurate extraction of sensitive or
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Figure 2: The framework of our proposed TPARAG. TPARAG first generates parent malicious passages through the
generation attack stage (left). These passages are then recombined and refined during the optimization attack stage
(right), producing optimized malicious passages that effectively mislead RAG’s answer.

harmful information by the retriever, and (2) the
generation of responses that expose such retrieved
content. As a result, the external dataset becomes a
central point of attack.

Building on this vulnerability, previous RAG
attack studies have focused on knowledge corrup-
tion: injecting malicious content into the external
database to mislead the readers’ response (Wang
et al., 2024a; RoyChowdhury et al., 2024; Zou
et al., 2024; Cheng et al., 2024). For example,
Zou et al. (2024) and Cheng et al. (2024) use a
teacher LLM to craft query-specific malicious con-
tent that guides the reader to generate incorrect
outputs. However, these approaches often overlook
whether the malicious content can actually be re-
trieved, posing a challenge in real-world scenarios
where successful retrieval depends on sufficient
similarity to the query. To improve the recall rate
of the crafted malicious content, later studies have
introduced optimization techniques that align the
malicious content with query semantics using em-
bedding similarity scores provided by the retriever
(Xue et al., 2024; Cho et al., 2024; Jiang et al.,
2024). However, these approaches heavily rely on
the retriever’s parameters, limiting their applicabil-
ity in black-box RAG systems. Moreover, the op-

timization process often introduces excessive ran-
domness, reducing control over the reader’s final
output. To address these limitations, we propose
TPARAG, a token-level precise attack framework
designed explicitly for black-box RAG settings.
Additionally, TPARAG balances the likelihood of
being retrieved with the ability to induce specific,
incorrect responses from the reader.

3 Proposed Method

3.1 Problem Formulation

The Pipeline of RAG. A typical RAG system con-
sists of two main components: a retriever model
R (parameterized with 0g) that retrieves relevant
information from an external database, and a reader
G (parameterized with O ) that generates responses
based on the retrieved content. Specifically, given
a query ¢, the goal of the retriever model R is to
find a subset of the most relevant passages D =
{di1,da,...,d,,} from the knowledge database D,
where each d; represents a unique passage. Then,
this subset D is combined with the query g to form
the prompt input of the reader G, and then gener-
ates the corresponding answer a as follows:
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RAG Attack’s Objective. Given a query g, the ob-
jective of the RAG attack framework is to construct
a malicious passage subset D = {Jl, do, ..., Jm}
and inject it into the knowledge database ID. The
goal is for the retriever R to select d; € D and
forward it to the reader GG, thereby inducing the
generation for an incorrect response a’:

a' =G(q,D;0c), 2)

The construction of each JZ € D focuses on two
key objectives: 1) the retrieval attack, and 2) the
generation attack. The first one aims to prioritize
the retrieval of d; € D over d; € D. That is, max-
imizing the textual similarity between the given
query ¢ and each malicious passage d;:

s(q,d;; 0R)
"s(q,d;; Or)

where s(-;0r) denotes the cosine similarity be-
tween the embedding of the query ¢ and the mali-
cious passage d; encoded by the retriever R.

For the generation attack, the objective is to re-
duce the likelihood that incorporating d; into the
reader leads to the correct answer a, compared to
d;, and seeks to minimize this likelihood to the
greatest extent possible:

maxs(q,d};@;:;) s.t >1, (3

Pg(alg, di; 0c)

<1,
Pq(alq, d;; 0c)

C))

where Pg(al-; 0c) denotes the likelihood that the
reader G generates the correct answer a.

min Pg(alg, d;; Oc) st

3.2 Token-level Precise Attack on RAG

To achieve a dynamic balance between Equation
(3) and (4), we design TPARAG, which leverages
lightweight white-box LLMs to generate and then
optimize the malicious passage subset D at the
token-level, enabling precise, query-specific at-
tacks on the RAG systems.

As shown in Figure 2, given a query g, TPARAG
first uses a white-box LLM attacker LLM 414ck
to fabricate an incorrect answer and generate a
corresponding malicious background passage d;
based on d;, while maintaining high textual simi-
larity with g. During this generating process, the
attacker model L L M 44401 records the top-k most
probable generated tokens at each position. These
tokens are then recombined in the optimization to
form new malicious candidate passages at key po-
sitions by modifying key token positions. Then,

the candidates are further filtered based on 1) their
likelihood of inducing incorrect answers; and 2)
their textual similarity to the query ¢q. The final
optimized malicious passage set D is then selected
from this refined pool. The following subsections
detail each stage of the TPARAG pipeline, and we
also provide the detailed algorithm in Appendix A.

3.2.1 Initialization

Threshold for Generation Attack. TPARAG be-
gins with a data initialization step. Given a query
q and a set of m originally retrieved relevant back-
ground passages D = {dy,ds, ...,d,}, TPARAG
establishes a threshold [ that filters out less effec-
tive malicious passages, retaining only those more
likely to mislead the reader:

T ®

where L = {l1,ls, ..., 1,y } is the generation logits
for the correct answer a using the output of the
white-box LLM attacker LL M ,+1qck -
Threshold for Retrieval Attack. TPARAG com-
putes textual similarity scores S = {s1, S2, ..., Sm }
between the query ¢ and each passage d;, using
them to define a similarity threshold s:

s = glelg Si, 6)
This threshold helps identify malicious passages
that are more likely to be retrieved by the retriever.
Entity-Based Attack Localization. TPARAG em-
ploys a named entity recognition (NER) tool (Ak-
bik et al., 2019) as the attack locator Loc to anno-
tate the correct answer a with entity labels:

POSattack = LOC(CL) s (7)

which helps to identify the specific token types to
be targeted in its optimization attack stages.

3.2.2 Generation Attack Stage

After the initialization, TPARAG uses the white-
box LLM 40 to generate a set of parent mali-
cious passages subset D' = {d}, d,, ..., d, }, based
on the query ¢ and each background passage in D,
following a predefined prompt p as Figure 3 shows.
Therefore, the attacker generates parent malicious
passages as:

d; = LLMttack (g, di; 0Ly ), (8)

During the decoding process, the LLM attacker
records, at each token position j, the top-k tokens
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the words with new words in the background passage so
that the passage will prevent the generation of the
correct answers while maintaining maximum similarity
with the given background passage.

«Query>: [query q]

\<Passage>: [passage d;]

J

Figure 3: An example of the prompt for TPARAG’s
generation attack stage.

T;; with the highest generation probabilities:

Tij = Top-k(Prrm,,p0 (t1:i—-1,D)),  (9)

where ¢1.;_1 denotes the partially generated se-
quence up to position j — 1 and p denotes the input
prompt. These top-k tokens are later used in the op-
timization attack stage to further refine the parent
malicious passages.

3.2.3 Optimization Attack Stage

Entity-Based Token Filtering. In this stage,
TPARAG first reuses the attack locator Loc to per-
form NER on each token position j in d;, identi-
fying tokens that share the same entity type as the
target position posgiack. These tokens are then
used as candidate substitution points for the token-
level attack.
Token Substitution and Candidate Generation.
For each parent malicious passage d, € D',
TPARAG randomly selects the tokens that share
the same entity type as the target position posgttack»
based on a predefined maximum token substitution
rate prg,p, (i.e., the upper bound on the proportion
of tokens to be replaced). For each position j se-
lected for substitution, TPARAG generates multi-
ple variants by replacing the token with alternatives
from the previously recorded top-k token set T;.
This process produces a set of optimized malicious
passage candidates for each d;, denoted as:
D; = {di1,d;2, ..., din }, 10)
where n is the number of generated candidates.
Similarity-Based Filtering. For each candidate
a?ij € D;, TPARAG computes its textual similarity
to the query ¢ and compares it with the predefined
similarity threshold s. Candidates with similarity
below the threshold are discarded.

TPARAG supports attacks under both white-
box and black-box RAG settings. In the white-
box setting, the similarity between each candidate
passage and the query is computed using embed-
dings from the original retriever. In the black-box

setting, where access to the retriever is unavail-
able, TPARAG uses Sentence-BERT (Reimers and
Gurevych, 2019) as a substitute to estimate the
textual similarity, which also proves to be highly
effective in the attack process.

Likelihood-Based Selection. For the remaining
passage candidates generated from d;, the LLM at-
tacker LL M 44441 simulates the generation process
of the RAG system by computing the likelihood Lik
of generating the correct answer a, given the query
q and candidate passage dis:

(11)

lik = PLLMattack (a"(b de? QLLMattack:)‘

Among all candidates in D;, the one with the low-
est iik is selected as the final optimized malicious
passage d;.

Moreover, TPARAG performs iterative optimiza-
tion over multiple rounds of malicious passage gen-
eration. In each iteration, it applies this greedy
search strategy to select the candidate with the
strongest attack effect like d;, which is then used
as input for the next round.

Following this strategy, the resulting set of opti-
mized malicious passages D maintains high textual
similarity with the query ¢, while introducing pre-
cise and effective interference to disrupt the gener-
ation of the correct answer.

4 Experiment

4.1 Experiment Setup

Dataset. We conduct experiments on three open-
domain question-answering benchmark datasets:
NaturalQuestions (NQ) (Kwiatkowski et al., 2019),
TriviaQA (Joshi et al., 2017), and PopQA (Mallen
et al., 2022). For the external knowledge database,
we use Wikipedia data dated December 20, 2018,
adapting the passage embeddings provided by AT-
LAS (Izacard et al., 2023), and the poison ratio
(i.e., the proportion of malicious passages within
the retrieval corpus) is approximately 2e-5. We
randomly sample 100 query instances from each
dataset’s training set as the targeted queries for the
TPARAG attack.

Evaluation Metrics. Following the previous
work (Cho et al., 2024), we decompose ASR into
three components: ASRgr(%), ASR(%), and
AS Rr(%), which denote the attack success per-
centage of the retrieval, the attack success percent-
age of the generation, and the overall attack success
percentage, respectively. Specifically, ASRpr mea-
sures the proportion of the crafted malicious pas-
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\ \ NQ \ TriviaQA \ PopQA

RAG Sctting | LEMAttacker | g+ ASR, 1 ASRrt EM|  FL, | ASRpt ASR,t ASRrt EM, Fl| | ASRptASR,t ASRrt EM|  Fl
Qwen253B | 772 996 772 680 762 | 90.1 742 671 780 808 | 846 886 756 480 50.1
] Qwen257B | 790 1000 79.0 650 732 | 856 772 651 560 60.4 | 858 858 734 280 348
Black-box (TPARAG) | \roii7B | 767 1000 767 450 552 | 948 674 645 580 615 | 922 872 812 70 95
Gemma29B | 664 980 656 550 629 | 734 986 726 680 729 | 764 918 698 320 346
Qwen253B | 480 462 398 660 570 | 928 640 595 770 792 | 962 771 738 420 453
Black-box (PoisonedRAG) | QUen257B | 392 540 198 740 807 | 220 596 139 9L0 930 | 788 663 537 360 394
Mistral-7B | 815 728 576 720 764 | 913 761 707 770 822 | 948 732 680 380 433
Gemma29B | 67.6 862 590 500 561 | 90.6 700 646 690 732 | 97.8 929 907 240 289
Qwen25-3B | 83.6 872 724 590 657 | 998 703 702 640 686 | 99.6 89.6 892 390 450
- Qwen25-7B | 99.4 994 992 710 756 | 100.0 856 856 600 642 | 99.8 846 844 150 175
White-box (TPARAG) | \yiral7B | 994 992 986 520 617 | 1000 691 690 520 579 | 1000 850 850 9.0  10.3
Gemma29B | 100.0 998 99.8 500 627 | 1000 749 749 770 809 | 1000 912 912 330 335

White-box (GARAG)* | Miswal7B | 87.5 855 733 639 - | 888 864 752 662 - | - - - - -
White-box (PoisonedRAG) | 1000 898 898 830 879 | 1000 663 663 940 969 | 1000 718 718 870 931
wlo RAG | - - - 670 764 | - - - 940 955 | - - - 700 740
RAG | - - - 820 80| - - - 970 985 | - - ~ 920 9.3

Table 1: Comparison of LLM attackers with different RAG settings across three QA datasets.

Evaluation Metrics

Attack Setting LLM Attacker

ASRrTASR; T ASRr1 EM|  Fl1]
Qwen253B 772 99.6 772 680 762

Initialisai Qwen2.57B 71.8 1000 71.8 660  74.1
MUAZalon Nl 7B 767 1000 767 450 552

Gemma29B 664 980 656 550 629

Qwen253B 740 996 736 790 83.6

o Initialization QVen25-7B 748 1000 748 630 667
WO Imualzalion - \poral 7B 702 99.0  69.6 680 732
Gemma2-9B 657 996 657 520  59.0

Table 2: TPARAG’s performance on the NQ dataset
under black-box RAG setting without initialization from
the original relevant background passages.

sages satisfying Equation (3), AS Ry, measures the
proportion of malicious passages satisfying Equa-
tion (4), and ASRp measures the proportion of
malicious passages satisfying both conditions.
Meanwhile, we report the standard Exact Match
(EM) and F1-Score, which show the accuracy and
precision of the generated responses, to evaluate
the end-to-end attack performance.
Models. For the RAG system, we choose the
closed-source GPT-40 (OpenAl, 2023) as its reader,
and the off-the-shelf Contriever (Izacard et al.,
2021) as the retriever model. During the TPARAG
attack, we leverage various lightweight white-box
LLMs, including Qwen2.5-3B, Qwen2.5-7B (Bai
et al., 2023), Mistral-7B (Jiang et al., 2023a), and
Gemma2-9B (Team et al., 2024), as the LLM at-
tackers. We maintain the same LLM attacker in
the generation and optimization stage.
Baselines. To ensure a fair and reproducible com-
parison, we choose two representative prior ap-
proaches as our experimental baseline — Poisone-
dRAG (Zou et al., 2024) and GARAG (Cho et al.,
2024). In the white-box setting, we replicate
the PoisonedRAG setup using Contriever (Izacard
et al., 2021) as the publicly available retriever. In
addition, we conduct baseline evaluations using the

original RAG system and a reader-only QA setup
(i.e., w/o RAG), which serve as reference points
for comparison.

Implementation Details. Considering the trade-
off between computational cost and performance
improvement, we set the maximum iteration num-
ber Njr to 5, the candidate malicious passage
subset size to 20, and the maximum token sub-
stitution rate as 0.2. Additionally, we restrict the
size of the relevant document subset D to 5, and
each retrieved passage has a maximum length of
128. We will further discuss the impact of different
parameters on the attack outcomes in Section 5.

4.2 Experimental Results

Table 1' presents the experimental results on se-
lected attacked query instances from three datasets,
comparing our proposed TPARAG framework with
other baselines. For TPARAG, we report the end-
to-end performance corresponding to the iteration
with the highest ASR7. The results show that
TPARAG effectively performs end-to-end at-
tacks while simultaneously increasing the likeli-
hood of malicious passages retrieval across both
black-box and white-box RAG settings.
Specifically, in the black-box setting, TPARAG
achieves a retrieval attack success rate exceeding
66%, reaching up to 94% in the best case. In the
white-box setting, its performance improves fur-
ther, reaching a 100% success rate in half of the test
cases and maintaining a minimum of 83%, demon-
strating TPARAG’s effectiveness in misleading the
retriever regardless of system access level. Mean-
while, TPARAG’s optimized malicious passages

'Best performance values are highlighted in bold. Results
marked with * are from the original paper; others are tested
with our implementation and datasets.
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remain highly effective during the generation stage.
In the black-box setting, it achieves at least a 67%
attack success rate against the LLM attacker, show-
ing its capacity to disrupt answer generation with-
out internal model access. In the white-box setting,
the minimum end-to-end attack success rate rises to
70%, indicating that TPARAG can more precisely
exploit model vulnerabilities when partial access is
available. These results confirm that TPARAG’s
token-level passage construction is effective for
retrieval and misleading answer generation.
Regarding the end-to-end attack performance,
TPARAG consistently reduces the answer accu-
racy of the RAG systems under both black-box
and white-box settings. In all cases, accuracy drops
below that of the original RAG baseline, and in
most instances, it even falls below the performance
of using the reader alone without any retrieved
context. However, we observe that the LLM at-
tacker’s success rate (A5R;) does not always
align with the end-to-end attack effectiveness.
Two factors may cause this discrepancy: 1) limita-
tions of AS R;,: while it reflects whether the attack
successfully reduces the likelihood of generating
the correct answer using malicious passages, it does
not capture the degree of reduction or its actual im-
pact on final answer quality; 2) model discrepancy:

behavioral and sensitivity differences between the
white-box LLM attacker and the black-box reader
may lead to misalignment during generation.
Compared to the PoisonedRAG and GARAG
baselines, TPARAG offers more robust and
consistent performance. Under the white-box
RAG setting, TPARAG outperforms GARAG in
both retrieval and end-to-end attack effectiveness
when using the same LLM attacker. In addition,
although PoisonedRAG achieves perfect ASRg
through gradient-based optimization in the white-
box setting, it is considerably less effective in at-
tacking the generation stage. In the black-box RAG
setting, PoisonedRAG also exhibits unstable per-
formance (i.e., AS Ry varies significantly across
different LLM attackers), and generally underper-
forms TPARAG in most end-to-end evaluations.

5 Analysis

5.1 Strategy for Constructing Malicious
Passages in Black-box Generation Attack

In the black-box RAG setting, TPARAG initializes
malicious passage from the original background
passages D, which still introduces some depen-
dency on the retriever. To further evaluate its ro-
bustness, we adopt a fully black-box setting, where
the generation attack stage is performed without
any initialization from D. Instead, the LLM at-
tacker directly generates malicious passages based
solely on the query, followed by token-level opti-
mization using the TPARAG framework.

As shown in the Table 2, initializing with
the original background passages generally leads
to better retrieval-stage performance (i.e., higher
ASRR), suggesting that mimicking original con-
tent helps the malicious passages better deceive the
retriever. However, even without such initialization,
TPARAG still achieves strong end-to-end attack
performance: both EM and F1-Score drop signifi-
cantly compared to the RAG baseline, demonstrat-
ing the feasibility and effectiveness of TPARAG in
a fully black-box RAG setting.

5.2 Different Similarity Signal in Black-box
Optimization Attack

As described in Section 3, TPARAG employs
Sentence-BERT as a substitute retriever to perform
similarity-based filtering when attacking black-box
RAG systems. In this subsection, we evaluate the
effectiveness of Sentence-BERT as an alternative
similarity signal by comparing it with two widely
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Figure 6: The performance variation of TPARAG across
different numbers of optimization iterations.

used text similarity metrics: ROUGE-2 (Lin, 2004)
and BM25 (Robertson et al., 2009), while keeping
all other settings unchanged. As shown in Figure
4, Sentence-BERT best approximates the behavior
of BERT-based retrievers, allowing TPARAG to it-
eratively optimize malicious passages and achieve
a steady increase in ASRp across optimization
steps while maintaining strong end-to-end attack
performance. In contrast, ROUGE-2 and BM25
fail to improve retrieval attack effectiveness, and us-
ing ROUGE-2 leads to inconsistent attack success,
highlighting its limitation as a similarity proxy.

5.3 Impact of the Hyperparameter

In the following analysis, we examine the impact of
TPARAG’s key parameters on its performance. All
experiments are conducted on the NQ dataset using
Qwen-7B as the LLM attacker under black-box set-
tings, with training configurations identical to those
in Section 4 except for the varied hyperparameter.
Maximum Token Substitution Rate. To evaluate
the impact of the maximum token substitution rate
prsup on TPARAG’s performance, we vary prg,p
(0.0-0.8) under the black-box RAG while keeping
other settings fixed. As shown in Figure 5, higher
substitution rates increase flexibility in modifying
malicious passages but also cause greater seman-
tic drift, which in turn reduces their likelihood of
being retrieved. Meanwhile, this change also leads
to lower EM scores, indicating that higher token-
level variability more effectively disrupts the RAG
system’s answer generation.

Optimized Iteration. We further examine how
the number of optimization iterations affects
TPARAG'’s effectiveness. Figure 6 presents the
performance trends across the iterations from 15¢
to 5" under the black-box RAG setting, follow-
ing the setup in Section 4. The results show that
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Figure 7: The performance of TPARAG under different
sizes of malicious passage candidate sets.

the ASRp increases initially and peaks at the 37¢
iteration. Similarly, the AS R} exhibits an initial
upward trend and stabilizes after the 37 iteration,
indicating diminishing returns from further itera-
tions. For the end-to-end attack performance, we
observe a steady decline in answer accuracy with
more iterations, indicating a consistent degradation
of the RAG system’s ability to generate correct an-
swers as malicious passages become more refined.
The Number of Malicious Candidate Passages.
In TPARAG’s optimization attack stage, the size
of the candidate set D; may also impact the attack
effectiveness. Here, we experiment with candi-
date sets of size 10, 20, 30, 40, and 50 under the
black-box settings, while keeping all other settings
fixed. As the experimental results show in Figure 7,
TPARAG achieves better end-to-end attack perfor-
mance (i.e., lower EM and F1-Score) when using
larger candidate sets. However, the results also re-
veal a decline in retrieval attack effectiveness as
the candidate set size increases, with ASRp gradu-
ally decreasing beyond a size of 30. This trade-off
is likely due to TPARAG’s optimization strategy,
which emphasizes misleading the reader (i.e., min-
imizing the likelihood of generating the correct
answer) while treating textual similarity (and thus
retrievability) as a secondary evaluation factor.

5.4 Defense Strategy

Following prior work (Zou et al., 2024), we eval-
uate TPARAG against two widely used defense
strategies: perplexity-based detection and knowl-
edge expansion.

Perplexity-based Detection. Perplexity is a widely
used metric for assessing text quality, where higher
perplexity often indicates a higher likelihood of
malicious passage. Here, we use Mistral-7B as the
LLM attacker and present the proportion of mali-
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cious passages with perplexity scores lower than
the mean of the original passages. Table 3 shows
that different datasets exhibit varying sensitivity to
perplexity-based detection. For NQ and TriviaQA,
the malicious passages are relatively difficult to de-
tect (i.e., about half of the malicious passages still
pass the detection). In contrast, the malicious pas-
sages generated for PopQA can be more effectively
detected, as only around 20% of them fall below
the mean perplexity value of the original passages.
Knowledge Expansion. Assuming the attack in-
jects at most N texts into the knowledge database,
the knowledge expansion is configured to retrieve
k texts (k > N), then k — N texts would be clean
ones. This strategy mitigates the impact of ma-
licious passages by expanding the set of relevant
background passages, thereby providing the reader
with more reliable information. Here, we still in-
ject N = 5 malicious passages but retrieve k = 15
passages (instead of £ = 5 conducted in Section
4), and use Qwen-7B as the LLM attacker. Table
4 presents the results of knowledge expansion de-
fense, which shows that applying knowledge exten-
sion provides partial mitigation against TPARAG
(i.e., EM improves after defense). However, the
malicious passages continue to mislead the reader
model, as the defended answers still do not match
the performance of the original RAG baseline.

Dataset Black-box White-box
NQ 0.400 0.434
TriviaQA 0.483 0.525
PopQA 0.182 0.228

Table 3: The proportion of malicious passages that pass
perplexity-based detection.

Dataset k=15 (Black-box) k=15 (White-box)
NQ 74.0 75.0
TriviaQA 89.0 90.0
PopQA 34.0 42.0

Table 4: QA performance (EM value) under black-box
and white-box settings with knowledge expansion.

5.5 Retriever Analysis

Beyond the main experiments using Contriever
(Izacard et al., 2021) in Section 4, we further eval-
uate the generalizability of TPARAG by incorpo-
rating two additional retrievers: a fine-tuned Con-
triever on the MSMARCO dataset (Bajaj et al.,
2016) and ANCE (Xiong et al., 2020). Using

Qwen-7B as the LLM attacker, we conduct ex-
periments on the TriviaQA and PopQA datasets,
respectively. As shown in Table 5, the effectiveness
of TPARAG remains clear when integrated with
different retriever models, which underscores the
robust generalizability of our proposed framework.

Retriever Dataset Setting ASRgr ASR;, ASRt EM F1

QA Black-box 97.4 84.4 82.4 83.086.2
White-box 100.0 77.6 77.6 83.084.9

Black-box 98.2 82.0 80.6 33.037.9
White-box 100.0 86.8 86.8 39.043.7

Contriever,, . .
Trivia
(msmarco)

ANCE  PopQA

Table 5: Performance of TPARAG across two other
retriever models.

5.6 Multi-hop QA Task

Moving beyond evaluating on the single-hop QA
dataset instances in our main experiments in Sec-
tion 4, we investigate TPARAG’s performance on
multi-hop QA using the HotpotQA dataset (Yang
et al., 2018). We use Mistral-7B as the LLM at-
tacker while keeping other hyperparameters un-
changed, and the results are shown in Table 6.
The results show that TPARAG continues to in-
duce strong misleading effects on the RAG system,
even when challenged with multi-hop reasoning.
The fact that TPARAG outperforms other base-
lines across various settings provides evidence of
its broad generalizability and practical effective-
ness (see Appendix B for more details).

Method Setting ASRr ASR; ASRy EM F1

Black-box 81.4 903 756 28.0 30.4

TPARAG  white-box 1000 901 901 33.0 352
. Black-box 98.4 574 574 33.0 356

PoisonedRAG wie box 1000 84.0 840 52.0 53.6
w/o RAG - - § - 50.0 545
RAG - - § - 53.0 563

Table 6: Performance comparison of TPARAG and base-
line methods on the HotpotQA dataset.

6 Conclusion

We propose TPARAG, a novel framework that per-
forms token-level precise attacks on RAG systems
using a lightweight white-box LLM. The frame-
work is effective in both white and fully black-box
RAG settings. Moreover, we conduct extensive
experiments with various LLM attackers across dif-
ferent datasets, validating the effectiveness of our
proposed method.
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7 Limitation

While TPARAG demonstrates strong attack perfor-
mance on both black-box and white-box RAG sys-
tems, there remains room for further improvement.
First, the current experiments are limited by the
choice of retriever, as only Contriever is used for
both black-box and white-box RAG settings. Fu-
ture work could extend the evaluation to a broader
range of retrievers with diverse training objectives
and architectures. Second, due to computational
constraints, our main experiments are conducted
on datasets with hundreds of instances. Scaling
the evaluation to larger datasets (e.g., thousands of
queries) would further validate the robustness and
generalizability of TPARAG.
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A TPARAG Algorithm

Algorithm 1 illustrates the processing details of
TPARAG’s two-stage attack, where the malicious
passages are iteratively optimized through the gen-
eration and optimization attack stages, starting
from the initialization.

B Additional Experiments

In addition to the three commonly used QA bench-
mark datasets we utilized in Section 4, we extend
our evaluation to HotpotQA (Yang et al., 2018)
for multi-hop reasoning and LongForm-C (Kdoksal
et al., 2024) for the instruction-based text genera-
tion task. The experimental results, as shown in
Table 7 2, demonstrate that the TPARAG frame-
work’s superior performance across diverse tasks.

Best performance values are highlighted in bold. For the
LongForm-C dataset, we use only the F1-score to measure
token overlap between the predictions and the ground truth.
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Algorithm 1 TPARAG

Require: Query ¢, Answer a, m relevant document D = {d;, da, ..., d,, }, Iterations 7', Maximum Token
Substitution Rate pr,;, LLM attacker L L M 11401, Attack Locator Loc, Similarity metric Sim,
Compute the initial generation logits: L = {l1,ls, ..., } fora, l; := Prram,,,... (@4, di; On00M,,000n )
Initialization threshold for generation attack: | = maxy,cr, ;,
Compute the initial similarity score: S := {s1, s2, ..., i } for ¢, s; :== Sim(q, d;),
Initialization threshold for retrieval attack: s = ming,cg S;,
Entity-Based Attack Localization: posgsack := Loc(a)
loop 7' times
fori € [0...m] do
d; = LLMattack (g ®di;0LM,,,,..) € D' > Generate parent malicious passage set D' via
LLM g ttack
for j € [0...length(d})] do
Tij = Top-k(Prrm, 0. (t1:j—1, 4, ds)) > Compute/Save top-k token substitution candi-
| dates for each generated token t;;
fori € [0...m] do
for j € [ ...length(d})] do
Generate pr.qnd
if tij € DPOSattack and Prrand < PTsub then

‘ fij := Random(T};) > Random select the replacement token
else

=t

a? tl length(d’) > Reconstructed malicious passage candidate d ;

_ 31 = S'Lm(d Q)7 ll = PLLMattac (a|q d’L’eLLMu.ttack)

D = {d; | i € Top- magcendmg(ll, ), Sim(q, dy) > s,1; < 1} > Sort and find m optimal mali-
| cious passages

return: Optimal malicious passage set D for query ¢

‘ ‘ HotpotQA ‘ LongForm-C
RAG Setting | LLM Attacker | 4Ry +ASR, TASRr + EM|  F1| | ASRgtASR,tASRrt EM|  F1|
Qwen253B | 94.1 830 77.8 340 341 | 897 802 717 - 235
) Qwen257B | 96.6 855 828 320 343 | 917 798 720 - 221
Black-box (TPARAG) | U B | 814 903 756 280 304 | 900 790 716 - 228
Gemma29B | 76.6 917 700 360 393 | 747 823 630 - 240
Qwen253B | 97.6 755 73.1 360 390 | 90.6 784 69.1 - 224
. Qwen257B | 267 454 141 410 455 | 130 687 17 - 232
Black-box (PoisonedRAG) | "L o0 | 984 574 574 330 356 | 889 704 630 - 249
Gemma29B | 93.1 802 743 29.0 305 | 89.6 650 580 - 226
Qwen253B | 986 850 838 360 387 | 980 794 718 - 231
- Qwen25-7B | 99.4 838 832 31.0 31.6 | 954 745 717 - 239
White-box (TPARAG) | 08 11000 901 901 330 352 | 962 737 705 - 223
Gemma29B | 85.1 903 77.0 380 415 | 817 771 649 - 234
White-box (PoisonedRAG) (1000 772 772 480 514 [1000 753 753 - 257
wlo RAG | - - — 500 545 - - - — 250
RAG | - - — 530 563 | - - - 251

Table 7: Comparison of LLM attackers with different RAG settings across HotpotQA and LongForm-C datasets.
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