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Abstract

Strongly human-correlated evaluation metrics
serve as an essential compass for the develop-
ment and improvement of generation models
and must be highly reliable and robust. Re-
cent embedding-based neural text evaluation
metrics, such as COMET for translation tasks,
are widely used in both research and develop-
ment fields. However, there is no guarantee that
they yield reliable evaluation results due to the
black-box nature of neural networks. To raise
concerns about the reliability and safety of such
metrics, we propose a method for finding a sin-
gle adversarial text in the discrete space that is
consistently evaluated as high-quality, regard-
less of the test cases, to identify the vulnerabili-
ties in evaluation metrics. The single hub text
found with our method achieved 79.1 COMET%
and 67.8 COMET% in the WMT’24 English-to-
Japanese (En—Ja) and English-to-German (En—
De) translation tasks, respectively, outperform-
ing translations generated individually for each
source sentence by using M2M100, a general
translation model. Furthermore, we also con-
firmed that the hub text found with our method
generalizes across multiple language pairs such
as Ja—En and De-En.

1 Introduction

Automatic evaluation metrics for measuring the
quality of machine-generated content play a cru-
cial role in improving generation models and
must be highly reliable and robust. Recent
embedding-based neural evaluation metrics, such
as COMET (Rei et al., 2020, 2022) for translation
tasks, have achieved high correlations with human
assesments (Kocmi et al., 2021) and widely used in
both research and development fields (Kocmi et al.,
2024; Freitag et al., 2022, 2024; Rei et al., 2024;
Fernandes et al., 2022) compared with previous
lexical metrics, such as CHRF (Popovi¢, 2015).
Nevertheless, there is no guarantee that these
metrics yield reliable evaluation scores due to the
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Source But the new ones cover that area just fine.

Reference TH, FHLWLWPDIEH 15 ES> L ZFDU
D% JIN—=L T,

Score COMET% =91.7 CHRF% =4.8

Source It’s a year of transition for me.

Reference %12 & - TIEE(LDET,
Score COMET% = 89.6 CHRF% =3.8

Table 1: Hub text of COMET and its evaluation scores
in En-Ja translation. Even if other sources and their
corresponding reference translations are given, hub text
is evaluated with high COMET scores.

black-box nature of neural networks. Zhang et al.
(2025) created adversarial hubs in continuous space
for images and audio by exploiting the hubness
problem (Radovanovi¢ et al., 2010) in multi-modal
retrieval tasks. Hub vectors are known to appear in
high-dimensional continuous spaces and tend to be
close to many examples. However, unlike images
and audio, which can be searched via gradient de-
scent, a hub text is more difficult to find because
we need to search in a discrete space, i.e., NP-hard.

In this study, we first found that the hubness
problem also occurs in automatic neural evaluation
metrics operated in discrete space of text gener-
ation. Table 1 shows a hub text we discovered,
which is consistently evaluated as high-quality on
COMET (Rei et al., 2020, 2022), regardless of
source and reference texts, in English-to-Japanese
(En—Ja) translation. We propose a method for find-
ing hub texts and attacking neural metrics to reveal
their vulnerabilities. We first train a hub embedding
in the hidden space by maximizing the evaluation
score. We then decode it into its corresponding
hub text using an inversion model (Morris et al.,
2023). The obtained hub text appears to be a natu-
ral sentence, yet it already receives an inappropri-
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Figure 1: Overview of our proposed method for finding hub text

ately high score. To further exploit this issue, we
search for an even more overestimated sentence.
We then apply local search, a heuristic algorithm,
to refine the hub text so that it maximizes the eval-
uation score. Table 1 shows cases that are assigned
unreasonably high scores with evaluation metrics,
thereby exposing serious concerns about their re-
liability and robustness. Indeed, some real-world
situations rely solely on the COMET score, e.g.,
corpus filtering (Peter et al., 2023) and decision-
making (see Section 5.1), resulting in the existence
of hub text having practical impact.

We investigated a case study of COMET in the
WMT’23 and WMT’24 En—-Ja and En—De transla-
tion tasks (Kocmi et al., 2023, 2024). As a result,
we observed that the single hub text found using
our method achieved a higher COMET score than
M2M100-generated translations (Fan et al., 2021),
even though M2M100 translated for each source
text. Furthermore, we also confirmed that the hub
text generalizes across multiple language pairs such
as Ja—En and De—En. Our findings highlight the
necessity of using sanity checks or multiple metrics
from the perspective of the hubness problem.

2 Background and Related Work

Embedding-based text evaluation metrics Au-
tomatic evaluation metrics assess the quality of
machine-generated content. Recent embedding-
based neural metrics, such as COMET (Rei et al.,
2020, 2022) for machine translation tasks, have
achieved high correlations with human assessments.
They encode a hypothesis text into its embedding
and calculate similarity with the input and/or ref-
erence. In this study, we primarily focus on trans-
lation tasks and use one of its embedding-based
neural evaluation metrics, COMET, as a case study.

Let x € V*and y € V* be the input and ref-
erence output text, respectively, where V* is the
Kleene closure of vocabulary V. COMET evalu-

ates the hypothesis text h € V*, generated using a
translation model, and calculates its quality score,

S(hix,y) =5 (vx, Vn, vy), ey

where v. = f(-), f: V* — RP is a sentence
encoder, s: V* x V* x V* — R s an output layer,
and D € N is the size of the embedding dimension.

Hubness Hubness (Radovanovié et al., 2010) is
a phenomenon in high-dimensional spaces, where
hub embeddings frequently appear among the near-
est neighbors of many examples, leading to irrele-
vant retrievals in information retrieval. While many
studies aimed to mitigate this issue (Dinu et al.,
2015; Wang et al., 2023; Chowdhury et al., 2024),
we instead exploit it to uncover vulnerabilities in
neural metrics. Zhang et al. (2025) created adver-
sarial hubs for images and audio. These hubs exist
in continuous space and can be easily optimized
via gradient descent. In contrast, our goal is to find
hub texts in the discrete text space, i.e., NP-hard.

3 Methodology

To identify the vulnerability of embedding-based
neural metrics, we propose how to find the hub
text h* € V* that always receives a high score
regardless of the input and reference text. Formally,
our goal is to find the solution of the following
objective:

h* := argmaxy - Z S(hx,y), (2

(x,y)eD
where D C V* x V* is the test set that consists of
pairs of the input and its reference text.

Our method finds the hub text through three
steps: (1) hub training, (2) hub decoding, and (3)
local search, as illustrated in Figure 1. We first
train the optimal hub embedding in the contextu-
alized embedding space of the target metric. The
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Algorithm 1: Local search

Given  :The score output layer s and the pairs of
input and its reference output embeddings
(vx, vy ) calculated from Dype.
Input  :The initial hub text h®) € V*.
Output :The refined hub text h* € V*.
18P —oo,t + 0, h™ « h(©®
2 repeat
3 t—t+1
4 |fori«1...|h"V|do
5 for eachv € V do
// o denotes concatenation.
// hg., denotes the slice of h from
a to b inclusive.
6 h™" B ov o hY)
7 Vheur <— f (hcur)
8 S0
9 for n < 1...|Dune| do
10 ‘ Scur — Scur + s(Vx(nth““'ny(n))
1 if S > S then
12 Sbesl — Scur
13 hbesl «— hcur
1 | h® « pb

15 until h® = ¢~V
16 return h*

hub embedding is then decoded into its correspond-
ing text. Finally, the hub text is refined through
local search to maximize the evaluation score on
the tuning data.

(1) Hub training This step finds the hub embed-
ding vi € R? in the embedding space:

5(Vx, Vh, Vy),

(3)
where Dype C V* x V* denotes the parallel data.
To obtain the v};, we optimize vy, by treating it as
learnable parameters. The other embedding vectors
and layers, i.e., vx, vy, and s, are frozen.

* .
Vh = argmaxvheRD E(x,y)EDmne

(2) Hub decoding Next, we decode the hub em-
bedding vy}, into its corresponding text h*. Since
the previous step does not provide a concrete text,
we need to find its corresponding hub text from the
discrete space V*. Decoding a hub embedding is
equivalent to applying the inverse function of the
text encoder f~': RP — V*, but non-linear en-
coders make it hard to exactly formulate the inverse
function. Thus, we instead approximate it using an
encoder-decoder inversion model f “1L.RP 5 p¥,
which generates the original text h from its embed-
ding vy, (Morris et al., 2023):

0 = argmaxy Exp,o, po(x | f(X)), (@

where 6 denotes learned parameters, and Dmpono C
V* denotes a monolingual corpus.

Step Hub text

(2) Hub decoding THNT 71 2N E TEYARRFME
oA TwZoTT Thik
FRIZK L TWAar o7

(3) Local search podnikém’j‘ﬂ: 7 > B R FR > A
VBT ENE I PEEE N
eoeu‘é maw [ O Z L BB 5 72,

Table 2: Hub texts found for each search step. Note that
step (1) does not identify concrete text, as it searches
over continuous space in En—Ja.

During decoding, we generate multiple hypothe-
ses of hub texts H = {h; ~ pé(h\vﬁ)}izll -
V* and select the hypothesis that maximizes
the score on the tuning data Dyype, i.e.,
argmaxy, ¢y Z(xy)epm S(h;x,y). This strat-
egy is similar to minimum Bayes’ risk decod-
ing (Kumar and Byrne, 2004; Eikema and Aziz,
2020), but we use true references of the tuning
data Dy instead of pseudo-references, which are
typically generated from text generation models.

(3) Local search To further increase the score,
we refine the hub text using local search, a heuris-
tic search algorithm. Specifically, we iteratively
replace tokens with those that maximize the score
at each token position, as shown in Algorithm 1.
We obtain the refined hub text hP* using the gen-
erated text in step (2) as the initial text h(®,

4 Experiments

Setup We experimented on the En-Ja and
En-De translation tasks using COMET'. We
used WMT’23 (Kocmi et al., 2023) and
WMT’24 (Kocmi et al., 2024) translation tasks for
tuning and testing purposes, respectively. Through
all experiments, for each language pair, we found a
single hub text using WMT 23, and evaluated it on
WMT’24. The details of these datasets are listed
in Appendix B. We compared the evaluation scores
with translations generated with M2M 100, which
has 418M parameters (Fan et al., 2021), with a
beam size of 5. The hub embedding was initialized
by averaging the embeddings of reference texts
over the tuning data. We optimized the hub embed-
ding using the AdamW optimizer (Loshchilov and
Hutter, 2019) (51 = 0.9, 82 = 0.999,¢ = 1078
and a weight decay with a coefficient 0.01) in
10,000 steps with a learning rate of 10~°. For the in-

"Unbabel/wmt22-comet-da
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En-Ja En-De
WMT’23 (Dev) WMT’24 (Test) WMT’23 (Dev) WMT’24 (Test)

Hypotheses COMET CHRF COMET CHRF COMET CHRF COMET CHRF
M2M100 78.6 £12.8 246 7144154 214 66.0+£15.8 51.8 66.0£16.7 46.6
Search in continuous space

(1) Hub training  93.2 +2.7 N/A 91.1 4.8 N/A 97.3 £0.9 N/A 97.1 £1.5 N/A
Search in discrete space

(2) Hub decoding 65.9 £7.2 56 61.3+78 42 469 £438 13.5 46.6 £5.0 16.3

(3) Local search ~ 83.1 +5.2 35 79.1 £69 2.7 68.4454 9.7 67.84£6.6 12.6

Table 3: COMET% with standard deviation and CHRF% scores of single hub text on COMET and translations
generated using M2M100. We used WMT’23 as tuning set and WMT’24 as test set.

System  COMET%
ONLINE-B 88.2
ONLINE-W 87.5
ONLINE-Y 87.3
GPT4-5shot 87.0
SKIM 86.6
NAIST-NICT 86.2
ZengHuiMT 85.3
ONLINE-A 85.2
Lan-BridgeMT 84.5
ONLINE-M 133
Single hub text 83.1
ANVITA 82.7

KYB 80.8

AIRC 80.7
ONLINE-G 80.4
NLLB_Greedy 79.3
NLLB_MBR_BLEU 71.7

Table 4: Leaderboard of WMT’23 En-Ja translation
task. These scores are cited from the shared task de-
scription paper (Kocmi et al., 2023). Unconstrained
systems are indicated with gray background in tables,
following Kocmi et al. (2023), and hub text found with
our method is highlighted in green .

version model, we fine-tuned mT5-base (Xue et al.,
2021). We used the random 1,000,000 Japanese
sentences sampled from JParaCrawl v3 (Morishita
et al., 2022) and parallel corpus from Common-
Crawl provided on WMT’23 (Kocmi et al., 2023)
for the training data of the En—Ja and En—De in-
version model, respectively. In the step of hub
decoding, we generated 1,024 hypotheses and se-
lected one that maximizes the evaluation score on
the tuning data.

Results Table 2 shows the hub texts found with
our method for each search step in En-Ja. As
shown in Table 2, step (2) found a hub text in natu-
ral language, and step (3) found a hub text that falls
outside the bounds of natural language, yet maxi-
mizes the evaluation scores. Table 3 demonstrates
the evaluation results. Step (1) achieved extremely

high scores, 91.1% in En—Ja and 97.1% in En-De.
This is because the hub embedding is optimized
in a continuous space, but there may be no corre-
sponding concrete text. Step (2) degraded from step
(1), i.e., the scores were less than 70.0% in En-Ja,
due to discretizing the hub embedding into the to-
ken sequence through the inversion model. Finally,
step (3) improved the COMET scores by searching
tokens that maximize the score over the vocabu-
lary and achieved 79.1% in En—Ja and 67.8% in
En-De. This step can generate texts beyond natural
languages, as it systematically searches over the vo-
cabulary, including low-frequency words. We also
observed that the single hub text achieved higher
COMET scores than M2M100’s translations in both
WMT’23 and WMT’ 24, despite having extremely
low CHRF scores. In addition, the standard devi-
ation (SD) of the COMET scores was lower than
that of M2M100. These results indicate that hub
texts consistently receive unreasonably high scores.
Thus, we reveal that the existence of hub texts ex-
poses critical vulnerabilities in COMET.

5 Discussion

5.1 Impact of existence of hub texts in
real-world scenario

We show the leaderboard of the WMT’23 En-—
Ja translation task in Table 4. Note that this
leaderboard is cited from the paper of the shared
task (Kocmi et al., 2023). In addition, in the
WMT’24 translation task, COMET is used to deter-
mine whether human evaluation is applied. Thus,
the hub text can affect the evaluation of other trans-
lation systems on the leaderboard. Specifically, in
WMT, only systems with high automatic evaluation
scores are selected for human evaluation. In the
case of Table 4, since the hub text achieved higher
scores in COMET than ANVITA, KYB, and AIRC,
it may hinder fair evaluation. Moreover, such auto-
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Ja—En En-De De-En

Hypotheses COMET CHRF COMET CHRF COMET CHRF

M2M100 69.1 34.6 66.0 47.1 75.6 518
Hub text 634 13 62.1 04 60.7 0.6

Table 5: Evaluation results of hub text found using
WMT’23 En-Ja in non-target language pairs, WMT’23
Ja—En, En—-De, and De-En

Step (1)
Hub training

Step (2)
Hub decoding

Step (3)
Local search

Translations
M2M100

90
80
70
60
50
40
30
20
10

min: 49.13
max: 97.24

min: 33.05
max: 80.88

min: 42.51
max: 91.69

min: 14.70
max: 99.67

Figure 2: Scatter and box plots of COMET% scores for
each test case in WMT’24 En-Ja.

matic filtering based on neural evaluation metrics is
also applied in other contexts, e.g., corpus filtering.
In such large-scale batch processing, COMET is
often used as a reliable metric without human veri-
fication for each instance, and the presence of hub
texts is already impactful in real-world scenarios.

5.2 Evaluation in non-target languages

To clarify whether the hub text is language-agnostic
in multilingual neural evaluation metrics, i.e.,
whether the vulnerability is shared between other
languages, we evaluated the hub text found using
En-Ja in other language pairs. Table 5 shows the
evaluation results of the hub text generated on the
WMT’23 En-Ja in the WMT’23 Ja—En, En—De,
and De—En translation tasks. Unlike in En-Ja, the
COMET score of the hub text was lower than that
of the translations generated using M2M100. How-
ever, the score still exceeded 60% and was not as
low as 0.4 CHRF% observed in En—De. In sum-
mary, while hub texts somewhat depend on lan-
guages, they also achieve certain scores in non-
target languages.

5.3 Score distribution

We show the scatter and box plots of COMET scores
for each test case in Figure 2. The results of all
the steps have low SD compared with M2M100’s
translations. Therefore, we found that the results
of each step were also evaluated consistently with
high COMET scores, regardless of test cases.

5.4 Formal analysis and implementation

Complexity class Finding the optimal hub text
is an NP-hard problem. This is because verifying
whether a hypothesis text h maximizes the evalua-
tion score requires computation over an exponential
or even infinite space, i.e., V*. Unlike images and
audio, a hub text is represented in a discrete space;
thus, it cannot be searched via gradient descent,
and we need to enumerate and verify all possible
candidates to find the exact solution.

Our method finds an approximate solution within
a feasible computational time by narrowing the
search space through hub decoding and local
search, rather than finding the exact solution.

Time complexity of local search In our method,
step (3), the local search, is time-consuming be-
cause it has four nested loops as described in Algo-
rithm 1. Its time complexity is O(T |h||V||Dune|),
where 7' € N is the number of epochs until the
solution is converged 2, Thus, we need to evaluate
T x |h| X |V| X |Dune| scores. Here, the loops
for V and Dyye are highly concurrent because each
iteration can be computed independently, enabling
parallel computation by leveraging GPUs. The vo-
cabulary V of COMET contains 250K tokens, and
Diune has 2,074 sentence pairs in En—Ja. We split
the vocabulary dimension and created a mini-batch
for each chunked vocabulary. In our experiments,
we computed in 6,160 seconds with 8§ NVIDIA
RTX 6000Ada GPUs for the local search in En—Ja.
Concretely, each token was replaced with one that
maximizes the evaluation score in 44 seconds, and
a total of 140 tokens were replaced in Algorithm 1.

6 Conclusion

We proposed a method for finding hub texts that
receive unreasonably high scores regardless of ref-
erences and was the first to reveal critical vulnera-
bilities in the neural evaluation metric COMET. Our
experiments showed that a single hub text achieved
higher COMET scores than M2M100’s translations,
even though M2M100 translated each source sen-
tence individually, in the WMT’24 En—Ja and En—
De translation tasks. These results suggest that
relying on a single evaluation metric is unreliable,
and the existence of hub texts further reaffirms the
need for multi-metric evaluation.

“From our preliminary experiments, in most cases, 7' was
less than 10.
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Limitations

Scope We proposed a method for finding adver-
sarial hub texts in the discrete text space to inves-
tigate the reliability of neural evaluation metrics
for text generation tasks. This paper demonstrated
the vulnerability in a case study of COMET, but
our method can be applied to other neural evalu-
ation metrics. The goal of our work is to reveal
the existence of hub texts in neural evaluation met-
rics. In this short paper, we employed COMET
with a model of Unbabel/wmt22-comet-da® for
the target metric, and En<+Ja and En<+De trans-
lation tasks for the evaluation sets. Therefore, we
have already conducted a comprehensive analysis
across four translation directions, confirming that
the hub text derived from the En—Ja setting gen-
eralizes cross-lingually, including Ja—En, En—De,
and De—En. We believe this short paper presents
sufficient evidence to support our claims, as en-
couraged by the ACL Reviewer Guidelines (H13)*.
Exhaustively identifying hub texts across all exist-
ing metrics and languages is out of our scope.

Detectability Some readers may argue that hub
texts could easily be filtered out. However, such
a claim is akin to the egg of Columbus: these con-
cerns arise only because our work has revealed and
demonstrated the existence of the hubness prob-
lem. Moreover, naive COMET scores are already
being used in practical scenarios, such as system
filtering and ranking (see Section 5.1). This demon-
strates that our identified vulnerability is already
impactful under current real-world settings. Impor-
tantly, our core contribution lies in demonstrating
that even a single, unnatural hub text can receive
unreasonably high evaluation scores when appro-
priate filtering mechanisms are not in place. In
addition, we propose a method for finding both nat-
ural and unnatural hub texts. While the output of
step (3) in our algorithm tends to be unnatural, the
output of step (2) remains fluent and readable to
humans, making automatic detection significantly
more difficult. This short paper presents a single,
well-defined contribution: identifying a specific
vulnerability in a widely used neural evaluation
metric and proposing effective methods to discover

3We investigated this model as it is the de facto standard
model among automatic evaluation metrics for translation
tasks. It is employed as the default model when no model
name is specified in comet-score (https://github.com/
Unbabel/COMET), the command-line interface of COMET.

4https://aclrollingreview.org/
reviewerguidelines#review-issues

adversarial hub texts.

Resoureces Our method requires expensive com-
putational resources due to step (3), Algorithm 1,
which is time-consuming. We further discuss the
time complexity of the local search in Section 5.4.

Ethical Considerations

Licenses We used the publicly available bench-
mark datasets, WMT 23 and WMT’ 24 general
translation tasks, and JParaCrawl v3 in accordance
with these licenses. The details of these licenses
are described in Appendix A.

Potential risks Abuse of our method could lead
to cheating in competitions, false hypes, and other
problems. To avoid these problems, it is important
to evaluate using multiple metrics without relying
too heavily on a single metric and to conduct a hu-
man evaluation. We hope that our method will help
identify vulnerabilities in evaluation metrics, raise
awareness of their reliability issues, and contribute
to the development of more robust and trustwor-
thy evaluation methods. Therefore, we publish this
study to proactively address the possibility of ad-
versarial attacks before they occur. Importantly,
the risks we highlight were not introduced by our
method, but are inherent risks of the evaluation
metrics themselves. In this sense, our method does
not amplify the risk; rather, it reveals a pre-existing
“ticking time bomb” that has always been present.

Co-ordinated disclosure This study focuses on
reporting the weaknesses of embedding-based neu-
ral metrics, falling under the category of coordi-
nated disclosure. While the methods we introduce
are designed to expose specific vulnerabilities in
evaluation models, it is still possible for users to
unintentionally input such adversarial text, even
without explicitly employing our proposed tech-
niques. This suggests that the issues we raise could
realistically occur in out-of-the-box settings. There-
fore, we believe our work does not fall under the
definition of coordinated disclosure as stated in
the ACL Policy on Publication Ethics>. Moreover,
this hub text was initially disclosed on March 14,
2025°, which predates April 25, 2025, the effective

5https: //www.aclweb.org/adminwiki/index.php/
ACL_Policy_on_Publication_Ethics#Co-ordinated_
disclosure

®Oral presentation at a shared task workshop. (https:
//sites.google.com/view/nlp2025ws-1langeval/task/
translation)
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date of this policy. Since multiple official proce-
dures, including patent filings, have been carried
out based on this disclosure date, we believe that
this hub text does not fall within the scope of the
current policy.
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A Licenses

Datasets We used the WMT’23 Ja<+En and
De«<»En, and WMT 24 En—Ja and En-De gen-
eral translation tasks, released under the pol-
icy’"8: “The data released for the WMT Gen-
eral MT task can be freely used for research pur-
poses”. To train the inversion model, we used
JParaCrawl v3, licensed by Nippon Telegraph and
Telephone Corporation (NTT) for research use
only as described in http://www.kecl.ntt.co.
jp/icl/lirg/jparacrawl/.

Models We used Unbabel/wmt22-comet-da
for the COMET metric and google/mt5-base
for the inversion model, released under the
Apache-2.0 license. We also used MIT-
licensed facebook/m2m100@_418M for comparison
purposes’.

B Dataset Statistics

Table 6 lists the statistics of the datasets we used.

"https://www2.statmt.org/wmt23/
translation-task.html

8ht’cps: //www2.statmt.org/wmt24/
translation-task.html

"We used M2M 100 because it has been cited by over 900
papers and is suitable for the baseline translation model.
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Dataset Purpose Notation  #examples

WMT’23 En-Ja test set Tuning (Development) Dhune 2,074
WMT’24 En-Ja test set Test (Evaluation) D 997
WMT’23 En-De test set Tuning (Development) Drune 557
WMT’24 En—De test set Test (Evaluation) D 997
JParaCrawl v3 (Ja only) Training of inversion model ~ Dpono 1,000,000
En-De parallel corpus from CommonCrawl (De only)  Training of inversion model ~ Diono 2,399,123
WMT’23 Ja—En test set Test (Table 5) D 1,992
WMT’23 De-En test set Test (Table 5) D 549

Table 6: Statistics of datasets we used
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