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Abstract

This paper investigates the real-world vulner-
abilities of audio-based large language mod-
els (ALLMs), such as Qwen2-Audio. We first
demonstrate that an adversary can craft stealthy
audio perturbations to manipulate ALLMs into
exhibiting specific targeted behaviors, such
as eliciting responses to wake-keywords (e.g.,
“Hey Qwen”), or triggering harmful behaviors
(e.g., “Change my calendar event”). Subse-
quently, we show that playing adversarial back-
ground noise during user interaction with the
ALLMs can significantly degrade the response
quality. Crucially, our research illustrates the
scalability of these attacks to real-world sce-
narios, impacting other innocent users when
these adversarial noises are played through
the air. Further, we discuss the transferability
of the attack and potential defensive measures.

1 Introduction

Despite their impressive capabilities, large lan-
guage models (LLMs) remain susceptible to vari-
ous security exploits (Zou et al., 2023; Liu et al.,
2023; Zhu et al., 2023; Chao et al., 2023; Sadasi-
van et al., 2024). Many of these exploits fall un-
der the category of “jailbreaking”, which involves
using specially crafted inputs to trick the model
into generating dangerous or inappropriate content,
thereby bypassing the safety protocols established
during its training. While concerns surrounding
these attacks are prevalent, the actual harm they
pose warrants careful consideration. Since the re-
sulting content in these jailbreaking scenarios is
typically accessible only to the adversary, its po-
tential for widespread, scalable harm and broader
societal impact is often considered debatable.

The advent of multi-modal LLMs and agents
substantially broadens the attack surface. The in-
herent complexity arising from processing multiple
data modalities—such as text, audio, images, and
videos—can create exploitable alignment vulner-

abilities. Moreover, the ability of these models to
perceive the physical environment through sensors
such as cameras and microphones enables attacks
involving real-world manipulation, thereby posing
risks to innocent users of these Al services. For
example, an attacker could play adversarial audio
in a public space to manipulate the behavior of
audio-based LLMs (e.g. ALLMs), targeting the
devices of innocent users. Such real-world attacks
could potentially trick the ALLM-based Al agent
on an innocent user’s device into performing unin-
tended actions, such as deleting calendar events or
transferring money to unknown people.

This paper posits that the manipulation of
ALLMs via adversarial sounds in the real world,
particularly targeting innocent users, represents
a critically underestimated and rapidly emerg-
ing threat vector in Al security. We investigate
two types of attacks—targeted attacks, which aim
to compel the model to exhibit a specific behav-
ior, and untargeted attacks, which seek to degrade
the model’s utility. To ensure these attacks are
effective in real-world conditions, we employ spe-
cific augmentation techniques when crafting the
adversarial audio. These techniques are designed
to make the adversarial signals robust against per-
turbations encountered during over-the-air trans-
mission, including temporal shifts, ambient noise,
and microphone distortions. To establish a rigorous
baseline and facilitate analysis, we operate within
a white-box setting, assuming complete knowledge
of the model’s parameters. This controlled scenario
allows us to isolate and characterize the vulnera-
bility, highlighting critical security implications
and underscoring potential risks associated with
deploying or open-sourcing audio-enabled LL.Ms.
Our findings can also inform business decisions
regarding the open-sourcing of such models.

We summarize our contributions below:

* We conduct experiments in §3.1 to design ad-
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ALLM to conduct malicious command.
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(b) Untargeted Attack. An adversary plays background noise during user interaction to interfere with the ALLM’s response.

Figure 1: Illustration of the proposed attacks’ workflows (in red dotted box) compared to the normal workflow.
The attack involves an adversary playing background noise during user interaction to manipulate the audio LLM’s

response.

versarial audio signals that, when input into an
ALLM, can elicit specific targeted behaviors
chosen by an attacker, as illustrated in Fig. 1a.

* In §3.2, we explore the feasibility of crafting
adversarial audio that, when played with the
users’ normal speech signals, degrades the
utility of ALLMs, as illustrated in Fig. 1b.

* We extend both attacks in §4, demonstrating
their efficacy in real-world scenarios where
an adversary can transmit these adversarial
sounds over the air to compromise an innocent
user’s ALLM.

* In §5, we discuss the transferrability of the
proposed attacks, and potential defenses.

2 Related Works
2.1 Overview of Audio-Based LLMs

Recent advancements have expanded LLMs to
process audio. AudioPalLM (Rubenstein et al.,
2023) fuses PalLM-2 (Anil et al., 2023) and Audi-
oLM (Borsos et al., 2023) for a unified multimodal
architecture excelling in speech tasks while pre-
serving speaker identity. SALMONN (Tang et al.,
2023) uses Whisper (Radford et al., 2022) and
BEATS (Chen et al., 2022b) encoders with an LLM
for understanding speech, audio events, and music.
Qwen-Audio (Chu et al., 2023) employs a Whisper-

based encoder and Qwen-7B (Bai et al., 2023) de-
coder, trained on diverse audio tasks for strong
zero-shot performance. Qwen2-Audio (Chu et al.,
2024) improves upon its previous version using a
larger Whisper-large-v3-based audio tower and bet-
ter training strategies. WavLLM (Hu et al., 2024)
uses dual Whisper and WavLM (Chen et al., 2022a)
encoders with curriculum learning for speech in-
struction following. GAMA (Ghosh et al., 2024)
integrates an LLM with multiple audio features
for advanced understanding. SpeechVerse (Das
et al., 2024) combines pre-trained speech and text
models with curriculum learning for diverse speech
tasks. SpeechGPT (Zhang et al., 2023) introduces
an LLM with intrinsic cross-modal conversational
abilities, enabling it to perceive and generate both
speech and text. SpiRit LM (Nguyen et al., 2025)
is a multimodal LLM that generates both speech
and text by training a 7B LLaMA-2 (Touvron et al.,
2023) on interleaved text and speech units, demon-
strating strong performance in cross-modal genera-
tion and few-shot learning across modalities.

2.2 Adversarial Attacks for LLMs

LLMs have been shown to be vulnerable to sev-
eral jailbreaking techniques. Early examples in-
clude the manual strategy of “Do Anything Now”
(DAN) prompting (RedditUser123, 2023), forcing
an unrestricted persona. The Greedy Coordinate
Gradient attack (Zou et al., 2023) leverages opti-
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mization techniques to search for adversarial suffix
to jailbreak models. Automated methods like Auto-
DAN (Zhu et al., 2023) and PAIR (Chao et al.,
2023) use LLMs to generate jailbreaks. Beam
Search-based Adversarial Attacks (Sadasivan et al.,
2024) uses beam search to optimize adversarial suf-
fix in one GPU minute in a gray-box setting. Tree
of attacks with pruning (Mehrotra et al., 2024) iter-
atively refines prompts using attacker and evaluator
LLMs. Manyshot jailbreaking (Anil et al., 2024)
shows that giving the models many examples of
jailbroken conversations can trigger the model’s
few-shot learning capability to break it.

With the increasing prevalence of vision-based
LLMs, research has consequently begun exploring
how jailbreaking can affect these models. Such
attacks often exploit cross-modal interactions be-
tween vision and text inputs to circumvent safety
alignments. For instance, techniques involve craft-
ing adversarial images with subtle perturbations de-
signed to elicit harmful text generation when paired
with simple prompts (Qi et al., 2023). Others focus
on encoding harmful requests directly into the vi-
sual input, such as embedding hidden text or using
typographic visual prompts like those created by
FigStep (Gong et al., 2023). A related approach,
exemplified by Imgtrojan (Tao et al., 2024), aims
to create a single ‘Trojan’ image that acts as a trig-
ger, enabling the model to be jailbroken for various
subsequent harmful text prompts.

The domain of attacking audio-based LLMs re-
mains significantly under-explored until recently.
(Roh et al., 2025) find an attack using multilingual
and multi-accent audio to attack ALLMs. (Li et al.,
2025) benchmark ALLMs’ performance on six as-
pects related to trustworthiness. AdvWave (Kang
et al., 2024) represents a pioneer contribution in
this area, presenting a framework engineered to cir-
cumvent the safety protocols of speech-processing
audio-based LLMs to elicit prohibited content, by
including a dual-phase optimization method — an
adaptive target search algorithm, following tech-
niques to render the adversarial audio inconspicu-
ous, resembling background noise. The method-
ology in their study targets the direct creation of
adversarial speech, aligning with digital text-based
attack paradigms, without explicitly modeling real-
world acoustic propagation effects which is a key
consideration in our research. However, all these
attacks ignore the most important facet in attack-
ing ALLMs: the loss when the adversarial audio is
played through the air.

Related research has investigated audio vulner-
abilities in other machine learning contexts like
Automatic Speech Recognition or Text-To-Speech
systems (Carlini and Wagner, 2018; Amid et al.,
2022; Wang et al., 2024; Liu et al., 2024; Jagielski
et al., 2024).

3 Attack Design

In this section, we explore adversarial attacks for
ALLMs assuming white box access. We consider
two types of attacks—targeted attacks where we
would like the ALLM to comply to a target behav-
ior (i.e. wake-up keyword such as “Hey Qwen”),
and untargeted attacks where we want the LLM to
output anything but an appropriate answer to the
user’s query inorder to degrade its usability. For
our experiments, we use the instruction fine-tuned
Qwen2-Audio (Chu et al., 2024).

3.1 Targeted Attacks

This section details a targeted methodology for
crafting adversarial examples for ALLMs. Specif-
ically, we investigate the creation of adversarial
audio inputs designed to elicit a predefined target
behavior within these models. For example, a suc-
cessful targeted attack demonstrates that an adver-
sary could design adversarial noises to trick an Al
assistant using an ALLM to wake up without play-
ing its intended wake up keyword. This shows that
an attacker can trigger more false positives in its
keyword detection. To formalize the adversarial ob-
jective for an attacker aiming to induce the model
to output a specific text sequence t1.,,, we consider
an ALLM that maps audio inputs = € [—1,1]"
and textual prompt s to the sequence of target text
tokens ¢;.,,, where each token ¢; belongs to the vo-
cabulary {1,2,...,V'}, and V represents the size of
the text vocabulary.

The adversarial objective can be mathematically
formulated as the maximization of the conditional
probability of the target text sequence given the
adversarial audio input and the textual prompt, sub-
ject to a constraint on the perturbation magnitude:

mgxp(tlmm, s) st |z]|e <€
Here, p denotes the output probability distribution
of the ALLM, and ¢ is a hyperparameter that con-
trols the ¢, norm of the adversarial audio pertur-
bation, thereby influencing its stealthiness. To fa-
cilitate the optimization process, we employ a loss
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function based on perplexity, defined as:

1 n
L(z) = exp (—n > logp(tilz, s,t:i_1)> (1)

=1

Given that our experiments utilize the Qwen2-
Audio model, which is differentiable, we can di-
rectly compute the gradient of this loss function
with respect to the audio input x. At each attack
iteration [, we iteratively optimize for an adversar-
ial audio using gradient descent according to the
following update rules:

and )
x = Clip(i‘ly -6 6) (3)

j’"l = xl—l - avl’=21,1£(£)7

where « is the learning rate and ‘clip’ clips each
element of the tensor to maintain its £, norm.

Target design. Our goal is to create background
sounds that can secretly wake up voice-controlled
Al assistants (that use models such as Qwen2-
Audio) without the user noticing. We then plan
to use further background noise that the Al inter-
prets as commands to do harmful things, like delet-
ing calendar appointments or transferring money.
We recognize this is a basic test scenario and does
not account for real-world features like specific
wake-word detection or password checks for send-
ing money. The exact commands we are aiming to
trigger are: “Hey Qwen”, “Hey Qwen, delete my
calendar events”, and “Hey Qwen, send money to
X

Experimental details and evaluations. We
use the Qwen2-Audio model as our target ALLM
or M, that uses the Qwen-7B model as its LLM
backbone or My 1y and Whisper-large-v3 for its
audio tower or Mp. In our experimental setup,
we perform the gradient ascent optimization for
5000 iterations with the learning rate set to 0.0002.
We optimize for mono-channel 16 kHz adversarial
noise x with L as 32000 (2 seconds) and 64000
(4 seconds), and ¢ as 0.01 and 0.1 in different ex-
perimental settings. We optimize and evaluate on
the Qwen2-Audio model with inputs z and empty
prompt s =* to simulate the model only taking in
the adversarial noise as the input.

For evaluating the attack success rate, we sample
output texts from the Qwen2-Audio model with 10
different random seeds. We evaluate the attack suc-
cess accuracy by checking for exact string matches
between the target output ¢;.,, and the model gen-
erations. Table 1 shows the results of our attack

over the various target output strings with differ-
ent attack hyperparameters. As seen in the table,
we obtain an attack accuracy of 100% in all the
experimental settings. This reveals that an attacker
can craft adversarial noises to manipulate ALLMs
to perform potentially harmful operations for an
innocent user. In §4, we show how these attacks
can be scaled to the real world, where an attacker
can play these sounds through the air to target an
innocent user.

3.2 Untargeted Attacks

In this section, we detail our method to perform
untargeted attacks on ALLMs. Our objective is
to inject adversarial noises into the audio input of
the ALLM such that they work in an unintended
manner, degrading its usability.

Let an ALLM M = My 0o Mg where Mym
is the LLM backbone and Mg is the feature-
extracting audio tower for embedding the input
audio as audio tokens. We perform our untargeted
attack by perturbing the input audio such that the
audio tokens differ significantly after the addition
of the adversarial noise. This lets our attack only
target the audio tower of the model, making it much
faster and more efficient, rather than optimizing
with respect to the entire LLM. Formally, we want
to add a stealthy adversarial noise § € [—¢,¢]”
to a benign speech audio x € [—1,1]% such that
Meg(z) and Mg(x + §) are farther in terms of £y
distance. We can mathematically write this threat
model as:

m(sax |IMg(z+9) — Mg(2)|l2 st. [|d]e <€

where € denotes the maximum amplitude of the
adversarial audio. To facilitate the optimization
process, we can rewrite the objective using a loss
function defined as:

L) = ~|Mp(z +8) = Mp(2)3 @)

In order to find a viable solution, we can iteratively
optimize for an adversarial audio using gradient
descent with the following update rules:

0 =81 — aVis—s,_, L(5),

5flip = clip(0, —¢,¢€),

N

and

&1 = clip(x + (5l°hp, -1,1) -z

where « is the learning rate and cl¢p ensures each
of the elements in the tensor maintains its valid
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Table 1: Results of targeted adversarial attacks on Qwen2-Audio model with various attack hyperparameters and
target output strings ¢1.,,. Target outputs of 1, 2, and 3 correspond to “Hey Qwen”, “Hey Qwen, delete my calendar
events”, and “Hey Qwen, send money to X”, respectively. We perform adversarial optimizations to find noises with
a maximum amplitude (¢) of 0.01 and 0.1, and a duration of 2 and 4 seconds. In all the experimental settings, we
achieve a 100% attack success rate over 10 different seeds.

Target | 1 1 1 1 2 2 2 2 3 3 3 3

Duration ‘ 2s 2s 4s 4s 2s 2s 4s 4s 2s 2s 4s 4s
€ ‘ 0.01 0.1 0.01 0.1 0.01 0.1 0.01 0.1 0.01 0.1 0.01 0.1

Accuracy ‘ 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%

range. The audio features Mp(x) generated by
Qwen2-Audio model is a high-dimensional tensor
belonging to R7°9%1280 This can lead to the opti-
mization focusing on minimizing the ¢, distance
between only some of the coordinates of the flat-
tened audio feature vector. In order to tackle this,
we encourage the optimization to minimize all the
coordinates evenly using randomized masks at ev-
ery iteration step. That is, the loss objective in
Equation 4 is modified to be:

L) = —||M & Mg(z + 6) — M © Mg(2)]|3,
st. M ~ B(dim(Mg),1/2)

where M is a binary mask sampled from a
Bernoulli distribution of dimension same as the
dimension of the output of Mg(-).

Target design. Our goal is to craft adversarial
noises that can affect the utility of ALLMs, say
an Al voice agent, by degrading their automatic
speech recognition capabilities. We plan to add
our adversarial noises to benign speech commands
of innocent users, such that the model does not
recognize the original input speech command of
the user. This can practically lead to users not
relying on the input speech feature of voice Al
assistants.

Experimental details and evaluations. We use
the Qwen2-Audio model as our target ALLM. For
our experiments, we sample benign speech signal
x from the LibriSpeech dataset (Panayotov et al.,
2015). We perform the optimization to find adver-
sarial noises with a batch of 100 four-second clips
from the LibriSpeech. Similar to the targeted at-
tacks, the learning rate is set as 0.0002 to optimize
for a mono-channel 16 kHz adversarial noise § with
e set as either 0.01 or 0.1. For evaluations, we look
at 2000 four-second-long speech samples from Lib-
riSpeech. Since we are evaluating the attack’s effec-
tiveness in degrading the model’s speech recogni-
tion ability, the model is given an input text prompt
s = ‘Only generate transcript in English.’.

When evaluating the model’s performance in the
presence of adversarial noise, the input consists
of the text prompt s and the modified audio sig-
nal x + . Here, x represents the clean speech
signal from LibriSpeech, and ¢ is the carefully
crafted, stealthy noise generated by our optimiza-
tion method. As a point of comparison, we es-
tablish a random baseline. In this baseline condi-
tion, the model’s performance is evaluated using
the same text prompt s but with an audio input of
£+ 6. The term J,. signifies uniform random noise,
with its magnitude intentionally set to be compara-
ble to that of the optimized adversarial noise §.

To quantify the effectiveness of our attack, we
employ three primary metrics: Word Error Rate
(WER), Perplexity (PPL), and Attack Success Rate
(ASR). The WER metric measures the discrepancy
in words between the transcript generated by the
model for an audio input (say, random or adversar-
ial) and the transcript generated for the correspond-
ing clean, benign audio input. PPL, as defined in
Equation 1, quantifies the model’s uncertainty or
surprise when generating a specific sequence of
output text tokens ¢ € |V/|", given an input audio x
and the text prompt s. For example, if the model
is input with an adversarial audio sample x + ¢
and text prompt s to obtain an output text t. We
would expect the PPL of the text ¢ with respect to
the inputs s and = + § to be high if the attack is
effective.

We consider an attack to be successful if the
PPL of the output text generated from an adversari-
ally perturbed audio input exceeds a predetermined
threshold. For example, ASR@99% calculates the
proportion of adversarial audio inputs (x + J) that
result in a PPL value greater than the 99" percentile
of PPL values obtained when the model processes
audio inputs with no added noise. The results are
shown in Table 2. As shown in the table, both
random and adversarial noises affect the model per-
formance. However, the adversarial setting leads to
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Example number 1

Clean response (PPL = 1.228)

Transcript: ’Lectures.’

Random response (PPL = 1.269)

Lectures.

Adversarial response (PPL = 505.165)
<Mandarin characters> tour is not easy.

Example number 2

Clean response (PPL = 1.258)

A man on the well

Random response (PPL = 1.265)

A man on the well

Adversarial response (PPL = 35.395)
Easier said than done.

Figure 2: Examples of successful untargeted attacks
comparing outcomes of the ALLM to clean speech sig-
nals, and the corresponding signals with random and
adversarial noises in the background. The significantly
higher perplexity scores of our adversarial examples
than those of random examples indicate our attack ef-
fectiveness.

much extreme degradation in the model’s speech
recognition performance. We show some of the
successful attacks in Fig. 2.

4 Scale the Attacks to the Real World

This section addresses the feasibility of transferring
our adversarial attacks on audio-based LLMs to
real-world scenarios. Specifically, we investigate
whether adversarial audio samples, when played
by an adversary through a speaker, can manipulate
the output of an audio-based LLM operating on
an innocent user’s device. A key challenge lies
in the direct transfer of adversarial perturbations
optimized using Equations 2, 3, and 4 to practical
settings.

To mitigate this issue, we propose optimizing
adversarial audio samples by incorporating var-
ious audio augmentation techniques. Given a
composition of m distinct augmentation functions
A= Ai0...0A,, the gradient descent step for
the attack is modified as follows:

& =211 — aVap—y, , L(A(2))

We conduct experiments employing three audio
augmentation techniques: translation, additive
noise, and SpecAugment (Park et al., 2019). Each
of these techniques is detailed below.

Translation. The purpose of translation augmen-
tation is to enhance the robustness of our adversar-
ial audio samples against temporal shifts that may
occur during the recording or playback process in
physical environments. This augmentation can be

mathematically represented as:
Atranslation(-r) = X, D 1.4, S.L. 1~ U[L L]

Here, @ denotes vector concatenation and U/ de-
notes a uniform distribution.

Additive noise. To improve the resilience of
our attack against background noises present in
real-world settings, we incorporate uniform noise
during the adversarial optimization process. This
augmentation is formulated as:

Anoise () = clip(x +r,—1,1),

st. 1T~ u[—ﬁnoisea 6noise]

In this formulation, €peise represents the maxi-
mum amplitude of the randomly generated additive
noise. Following the addition of noise, the audio
signal is clipped to ensure that its amplitude re-
mains within the valid range of -1 to 1.

SpecAugment. We modify the adversarial audio
in the frequency domain to make our attack robust
to spectral perturbations that might occur when the
audio is recorded by a user’s device. SpecAugment
performs this by randomly masking up to n_mask
frequency bands, each of up to width n_size. Let
S = Spec(x) € RF*P denote the spectrogram
of x while F' and D denote the frequency and
time axes, respectively. M (S) = S’ is produced
by masking the spectrogram randomly along the
frequency axis. The masked spectrogram is then
used to reconstruct the audio by inverse STFT as
x' = InvSpecy(S”). The resulting audio is then
rescaled to match its maximum amplitude with the
original audio x. The SpecAug technique can be
written as:

Aspec(x) = Rescale, o InvSpec, o M o Spec(x),

s.t. Rescaley(2') = 2’/ max(|2'|) - max(|z|)

4.1 Real World Targeted Attacks

Target design. We want a scenario where the at-
tacker is playing their adversarial noise with their
sound source through the air. The attacker’s goal
is to hack an innocent user’s device that uses an
audio-based LLM, say a voice Al assistant. For ex-
ample, the attacker might play an adversarial audio
that may trigger the innocent user’s Al assistant to
wake up and follow a harmful command such as
“Hey Qwen, send money to X”.

Experimental details and evaluations. We per-
form our experiments on the Qwen2-Audio model
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Table 2: PPL, WER, and ASR computed for various input noises with
the Qwen2-Audio-Instruct model and the LibriSpeech test dataset.

Table 3: Ablation study showing the effect
of various audio augmentation techniques
on the real-world model attack optimization.

Additive Noise ‘ WER PPL ASR@99% ASR@95%
. _ _ B Translation X v v oV Vv
No Noise ‘ 1.16 £ 0.15 A fons | Additivenoise | X X X v
Random (e = 0.01) | 0.214+1.09 1.25+0.38 5.65% 12.35% SpecAugment | X X X v Y
Adversarial (e = 0.01) | 0.28 = 1.15 1.81 £11.37 15.45% 32.95% Accuracy | 0% 0% 0% 70% 100%
Random (e = 0.1) 0.21 +0.85 1.35+0.82 17.15% 30.95%
Adversarial (e = 0.1) | 0.55+1.69 10.26 + 34.04 62.75% 70.15%

with 5000 attack iterations. We use the follow-
ing default hyperparameters for the attack: « of
0.0002, € of 0.1, audio duration of 4 seconds, mini-
batch size of 20, €,0ise Of 0.02, n_mask of 10, and
n_size of 50. After we optimize the targeted adver-
sarial noise, we play the optimized audio through
air using the speaker of an HP Chromebook to sim-
ulate the adversary. In order to simulate an innocent
user, we record the audio played by the adversary
using an iPhone 15. The recorded audio is then
input into the Qwen2-Audio model to generate text
output. We perform string matching similar to the
previous section to check for the presence of the
target output ¢1.,, in generated text output. We eval-
uate the attack success accuracy with generated
outputs over 10 different seeds.

In Table 3, we show the effectiveness of each
of the audio augmentation techniques for the real-
world jailbreaking experiments. As shown in the
table, no augmentations give us zero attack success.
The experimental settings with SpecAugment show
effectiveness in obtaining non-zero attack success.
This shows that SpecAugment is the key augmen-
tation technique contributing to our attack success.
Additive noise augmentation helps in boosting the
attack success from 70% to 100% with the presence
of SpecAugment. These attacks show the potential
of adversaries to invoke voice-based Al assistants
and make them perform harmful tasks in the real
world, scalable to multiple innocent users.

4.2 Real World Untargeted Attacks

Target design. Our objective as the attacker is to
play an adversarial noise through a sound source,
such as a speaker, through the air, such that an
innocent user using their audio-based LLM would
get a worse speech recognition performance. The
adversarial noise recorded along with the user’s
speech signal would result in the audio-based LLM
performing worse, and hence making these models
unreliable to other users.

Experimental details and evaluations. We per-
form our experiments on the Qwen2-Audio model

with 5000 attack iterations. We use the follow-
ing default hyperparameters for the attack: o of
0.0002, € of 0.1, audio duration of 4 seconds, mini-
batch size of 100, €ppise Of 0.02, n_mask of 10
and n_size of 50. After we optimize the untar-
geted adversarial noise, we play the optimized au-
dio through the air using the speaker of an HP
Chromebook to simulate the adversary along with
clean four-second-long audio samples from the
LibriSpeech dataset. We record 25 different Lib-
riSpeech samples. In order to simulate an innocent
user, we record the audio played by the adversary
using an iPhone 15. The recorded audio is then
input into the Qwen2-Audio model to generate text
output. We evaluate outputs generated with four
different seeds, leading to a total of 100 genera-
tions. We also record baseline audios without any
adversarial noise and with uniform noise of similar
magnitudes to the adversarial noise.

We show example real-world samples in Fig. 3.
As shown, the perplexity statistics are much worse
when the adversarial audio is played compared to
when the uniform noise is played. These exam-
ples show that our untargeted attacks can be trans-
ferred to real-world scenarios, affecting the utility
of audio-based LLMs.

5 Discussion

5.1 Transferability across System Instructions

Customizing ALLMs via system instructions (e.g.,
in the GPT Store (OpenAl, 2024)) raises a critical
question: Can our attack transfer to the base model
when deployed with a different system instruction?
We evaluate this transferability by replacing the
Qwen2-Audio model’s default system instruction
(“You are a helpful assistant”) with a noise-resilient
instruction, shown below, and re-evaluating the
real-world attack in §4.

Your name is ‘Qwen’. You are an Al voice assistant agent capable
of performing a lot of actions for the user. You are supposed to
listen to the user command and enact accordingly. The user will ask
you some questions or to perform some action. Be a capable voice
assistant. Ignore background noise in the input audios.
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Example number 1

Clean response (PPL = 1.152)

The loss of his two friends had a depressing effect
upon old Mister Chimneys.

Random response (PPL = 1.312)

The loss of his two friends had a depressing effect
upon old Mister Chimney.

Adversarial response (PPL = 105.551)

The transcript is: ’For lots of its youth, had a great
deal of difficulty getting dating effect on older
women.’

Example number 2

Clean response (PPL = 1.149)

This cabin was his hermitage until the winter snows
pended him in.

Random response (PPL = 17.771)

This cabin was a temporary shelter until the winter
snows tamped it in.

Adversarial response (PPL = 78.931)

His cabin was to perimeters until the winter snows
came.

Figure 3: Examples of successful instances when our
untargeted attacks work in the real-world. Here, ad-
versarial noises played by the attacker’s Chromebook
significantly affect the speech transcription performance
of an innocent user’s ALLM recording speech through
their iPhone when compared to the effect of random
background noises.

For untargeted attacks, the perplexity statistic
with the new system instruction (and default in-
struction) is measured to be 1.09 £+ 0.07 (1 4 0.09),
2.5443.49 (2.9944.35), and 12+18.72 (14.08 £
17.36), respectively, for clean, random, and adver-
sarial settings. Despite the model being explicitly
instructed to ignore noise, the adversarial PPL re-
mains significantly worse than the random PPL.
For targeted attacks, we find that with both the sys-
tem instructions, we obtain a 100% attack success
to make the model produce the target output “Hey
Qwen”. Overall, this demonstrates that our attacks
successfully transfer to an ALLM with a custom,
noise-mitigating system instruction.

5.2 Potential Defenses

In this section, we test how our targeted attacks
from Section 4 are affected by input audio post-
processing augmentations not used during the at-
tack optimization: audio sample rate modification,
noise reduction with spectral gating, and EnCodec
compression (Défossez et al., 2022). We use the ad-
versarial noise optimized for generating the target
string “Hey Qwen” from Section 4.

Sample Rate Modification. As shown in Ta-
ble 4, when the sample rate rescale factor is 1.0 (16
kHz), the attack obtains 100% success. For small
modifications (rescale factors of 0.8 and 1.2), the
original adversarial noise maintains 100% success.

Table 4: Attack success rate (%) after sample rate
change.

SampleRateChange‘OAx 0.6x 0.8x 1.0x 12x 14x

Original Audio 0 0 100 100 100 0
Recorded Audio 0 0 0 100 0 0

However, the recorded adversarial audio captured
by the iPhone is highly sensitive to this perturba-
tion, resulting in 0% success for any modification
of the sample rate.

Table 5: Attack success rate (%) after noise reduction
using spectral gating.

Noise Reduction (%) | 100 75 50 25 0

Original Audio 70 100 100 100 100
Recorded Audio 0 100 100 100 100

Noise Reduction. Table 5 shows the results
with spectral noise gating, implemented using the
noisereduce Python package (Sainburg, 2019).
With 100% noise reduction, the attack success rate
drops to 0% for the recorded audio, while the origi-
nal adversarial audio still works 70% of the time.
For all other noise reduction parameters tested, the
defense failed, and the attack maintained 100%
success.

Table 6: Attack success rate (%) across different En-
Codec compression bandwidth levels.

Bandwidth (kbps)‘ 1.5 3 6 12 24

Original Audio 0 0 0 0 50
Recorded Audio o 0 0 0 O

Neural Compression. As shown in Table 6,
the neural codec model EnCodec (Défossez et al.,
2022) is the most effective defense, countering our
attack almost 100% of the time across varying com-
pression bandwidths.

These findings indicate that the adversarial at-
tacks we developed can be partially countered by
applying input audio post-processing. However,
this relies on the assumption that the attacker is
unaware of these defenses. If an attacker is aware,
they can create adaptive attacks specifically de-
signed to bypass these measures. This is evidenced
by our observation that while adversarial audio cre-
ated without translation augmentation fails when
translations are applied during testing, including
translation augmentations directly into the attack
optimization makes the resulting attacks resilient
and effective even when translations are applied.
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6 Limitations

This paper demonstrates that ALLMSs possess a sig-
nificant vulnerability to adversarial audio inputs.
Our findings show that an attacker with white-box
access can craft stealthy audio perturbations to ma-
nipulate these models. We illustrate two primary
attack vectors—targeted attacks that compel the
model to perform specific, potentially malicious
actions, and untargeted attacks that degrade the
model’s response quality and utility.

A crucial contribution of this work is demon-
strating the feasibility of these attacks in real-world
scenarios. By incorporating audio augmentation
techniques like SpecAugment into the optimiza-
tion process, we created adversarial audio robust
enough to be played over the air, successfully ma-
nipulating an ALLM on an innocent user’s device.
These attacks proved transferable, remaining effec-
tive even when system instructions were changed
to ignore background noise.

While we explored potential defenses and found
that neural audio compression like EnCodec can
be highly effective, our findings currently possess
several limitations. A primary one is the reliance
on white-box model access for successful optimiza-
tion, and future work is required to fully character-
ize black-box transferability across diverse ALLM
architectures and deployment settings. Further-
more, we also note that attackers could likely adapt
to circumvent such measures as EnCodec. These
findings highlight a critical security risk, urging
caution in the open-sourcing of audio-based mod-
els and underscoring the necessity of developing
more robust, adaptive defenses. Future research
should prioritize defenses that are resilient to these
advanced, adaptive white-box attackers.
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