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Abstract

Regular expressions (regexes) are foundational
to modern computing for critical tasks like in-
put validation and data parsing, yet their ubig-
uity exposes systems to regular expression de-
nial of service (ReDoS), a vulnerability requir-
ing automated repair methods. Current ap-
proaches, however, are hampered by a trade-
off. Symbolic, rule-based systems are precise
but fail to repair unseen or complex vulner-
ability patterns. Conversely, large language
models (LLMs) possess the necessary general-
izability but are unreliable for tasks demanding
strict syntactic and semantic correctness. We
resolve this impasse by introducing a hybrid
framework, localized regex repair (LRR), de-
signed to harness LLM generalization while
enforcing reliability. Our core insight is to
decouple problem identification from the re-
pair process. First, a deterministic, symbolic
module localizes the precise vulnerable sub-
pattern, creating a constrained and tractable
problem space. Then, the LLM is invoked to
generate a semantically equivalent fix for this
isolated segment. This combined architecture
successfully resolves complex repair cases in-
tractable for rule-based repair while avoiding
the semantic errors of LLM-only approaches.
Our work provides a validated methodology
for solving such problems in automated re-
pair, improving the repair rate by 15.4%p over
the state-of-the-art. Our code is available at
https://github.com/cdltlehf/LRR.

1 Introduction

Regular expressions (regexes) are a foundational
tool in modern software development, serving as
the backbone for critical tasks such as input val-
idation, data parsing, and network security poli-
cies (Chapman and Stolee, 2016; Cortes and Mobhri,
2008; Liu et al., 2012). Their concise syntax
and powerful pattern-matching capabilities have
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Figure 1: Performance comparison of the LRR frame-
work against the baseline. The plot compares LRR
implementations (yellow) against the rule-based base-
line (blue), demonstrating successful improvement in
repair rate (y-axis) across semantic similarity (x-axis).

made them indispensable. However, the expressive
power of modern regexes introduces a critical per-
formance vulnerability: certain regexes can exhibit
super-linear, often exponential, time complexity.
A ReDoS attack exploits this vulnerability (Rath-
nayake and Thielecke, 2014; Turonov4 et al., 2022).
In such an attack, a malicious user submits a crafted
string that forces the regex engine into a prolonged,
resource-intensive matching process, leading to re-
source exhaustion and service failure. The severity
of this threat is evidenced by high-profile incidents
at companies like StackOverflow and Cloudflare,
while numerous other systems remain potentially
vulnerable (Bhuiyan et al., 2024).

The primary strategy for mitigating ReDoS vul-
nerabilities is the automated repair of vulnerable
regexes themselves. An alternative, replacing the
underlying regex engine, is often impractical due
to high engineering costs and the risk of introduc-
ing subtle semantic changes in matching behav-
ior (Davis et al., 2019). However, traditional repair
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approaches have notable limitations. Synthesis-
based methods require a large set of examples to
guide the repair process (Li et al., 2020). In con-
trast, rule-based systems rely on human-designed
heuristics that offer precision and are effective at
localizing known vulnerability patterns. However,
they are fundamentally brittle; they often fail to
generate semantically-equivalent and generalizable
repairs for complex vulnerability patterns.

We propose the localized regex repair (LRR)
framework, a hybrid framework designed to inte-
grate the strengths of both approaches. The frame-
work combines the precision of symbolic analysis,
which can accurately localize the vulnerable part
of a regex, with the generalization capabilities of
LLMs (Wei et al., 2022a; Chowdhery et al., 2023;
Zan et al., 2023). By pinpointing the exact source
of the vulnerability, we can provide the LLM with
a precise context, allowing it to generate a targeted
and semantically correct repair. This localization-
guided approach steers the powerful generation
abilities of LLMs (Geng et al., 2024; Hirsch et al.,
2025; Orvalho et al., 2025). Figure 1 summarizes
the increased repair rate and preserved semantic
similarity achieved by our method.

2 Related works

In this section, we review existing research related
to ReDoS, including methods for vulnerability de-
tection and mitigation, as well as approaches that
utilize symbolic analysis.

2.1 Localization of large problems

Recent works have shown that tackling code-
related tasks by narrowing focus to local text can
improve both efficiency and accuracy (Zhang et al.,
2022; Prenner and Robbes, 2024). For instance,
Tang et al. (2025) demonstrate that program repair
benefits from a staged approach: the model first
attempts fixes using only the immediate local code
snippet, expanding to dependency-related context
only when necessary. Similarly, Pamies-Juarez
et al. (2013) provides evidence that code repair can
become more efficient by relying on small, local-
ized subsets rather than global redundancy.

In the broader LLM field, context pruning tech-
niques (Li et al., 2023; Huang et al., 2024) validate
this strategy by showing that selectively removing
redundant portions of long documents can reduce
computational cost while maintaining performance.
This established efficacy of localization in code re-

pair strongly suggests that precisely isolating the
vulnerable sub-pattern enables robust and efficient
LLM-based regex vulnerability repair.

2.2 In-context learning

In-context learning (ICL) is a core capability of
LLMs to learn new tasks from a few examples pro-
vided directly in the prompt, without any weight up-
dates (Brown et al., 2020; Min et al., 2022b; Shiva-
gunde et al., 2024). While early ICL was limited to
simple input-output pairs, chain-of-thought (CoT)
prompting was introduced as a sophisticated ad-
vancement to handle more complex reasoning (Min
et al., 2022a; Wei et al., 2022b). CoT provides
an intermediate, step-by-step reasoning process to
arrive at a solution and guides the LLM to emu-
late a similar deductive procedure. CoT has sig-
nificantly improved performance on intricate ana-
lytical tasks (Zhou et al., 2023; Sun et al., 2024).
The success of CoT has inspired more advanced
variants of CoT (Wang et al., 2023b), such as
graph-of-thoughts (Yao et al., 2024) or tree-of-
thoughts (Ranaldi et al., 2024) to explore reasoning
paths more effectively. Following the essence of
such works, we design a CoT instruction specifi-
cally designed to repair ReDoS.

2.3 Vulnerability detection

Vulnerability detection efforts include identifying
common ReDoS anti-patterns to guide developers
during regex writing (Hassan et al., 2023). Dy-
namic analysis tools like ReDoSHunter (Li et al.,
2021) classify vulnerabilities using signature-based
methods for attack string generation. Further re-
search employs fuzzing and advanced dynamic
methods to accelerate problematic string genera-
tion and improve detection accuracy (McLaughlin
et al., 2022; Wang et al., 2023a; Su et al., 2024).

Studies by Siddiq et al. (2024a) and Siddiq et al.
(2024b) show that LLMs struggle to inherently gen-
erate ReDoS-invulnerable regexes, often produc-
ing vulnerabilities similar to those found in human
code. Our approach addresses this limitation by
using a precise, rule-based module to localize the
vulnerability, transforming the problem into a man-
ageable repair task where generative strengths of
the LLM can be effectively applied.

2.4 Vulnerability repair

FlashRegex (Li et al., 2020) uses programming-by-
example approach to compose ReDoS-invulnerable
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regexes from examples. They guarantee the in-
vulnerability by enforcing 1-unambiguity during
synthesis. Remedy (Chida and Terauchi, 2022)
supports symbolic regexes which allow interval
character-classes instead of literals, and extended
features such as look-aheads and back-references.
RegexScalpel (Li et al., 2022) identifies and repairs
only the vulnerable spans of a given regex, minimiz-
ing semantic deviations while applying example-
based synthesis. While these synthesis-based meth-
ods are powerful, they are often rigid and require
a large set of examples to guide the repair process.
Our approach, in contrast, leverages the flexibility
of LLMs to generate nuanced and correct repairs
without needing an extensive, manually-curated
example.

3 Problem definition

The core problem we address is the automated
repair of regex that are vulnerable to ReDoS at-
tacks. These vulnerabilities stem from catastrophic
backtracking, where certain regexes exhibit super-
linear time complexity on specific inputs. While
the prevalence and danger of these vulnerabilities
are well-established, effective and scalable repair
remains a significant challenge.

Traditional repair methods face critical limita-
tions: synthesis-based approaches require large,
often unavailable, example sets, while rule-based
systems are inflexible and fail to generalize despite
being precise for known patterns.

Given a vulnerable regex s, our objective is to
synthesize a new repaired regex t that is safe from
ReDoS attacks and semantically equivalent to s.
Our work operates on the hypothesis that a naive
approach using an LLM is ineffective for this task
due to its difficulty in understanding the complex
and subtle causes of a vulnerability. We overcome
this limitation by proposing a hybrid framework
that leverages a symbolic analysis module to pre-
cisely localize the vulnerable sub-pattern. This
process transforms a broad, complex problem into
a smaller, more manageable one, allowing the LLM
to focus on generating a targeted and correct repair.

Problem. Given a ReDoS vulnerable regex s, our

goal is to compose a repaired regex t that is:

1. ReDoS-invulnerable, and
2. semantically and syntactically similar to s.

4 Method

Our approach addresses the core limitation of naive
LLM-based repair: their poor performance on com-
plex regular expressions due to a lack of precise
vulnerability analysis. We adopt a symbolic-guided
in-context learning methodology, inspired by the
localize-and-fix strategy, to enable LLMs to per-
form targeted and effective repairs. The LRR
framework leverages the complementary strengths
of symbolic analysis and LLMs. The symbolic
module serves as a precise localization engine,
identifying the exact sub-pattern responsible for
the ReDoS vulnerability. We integrate this out-
put into a structured prompt for the LLM. This
focused context guides the LLM to concentrate its
generative power on the specific area of concern.
The task of the LLM is to leverage this focused
context to generate a semantically equivalent, but
ReDoS-invulnerable, repaired version of the origi-
nal vulnerable regex.

The symbolic module in our framework func-
tions as a precise vulnerability localizer, directly
leveraging the established heuristics from existing
rule-based ReDoS repair methods. This approach
is based on previous works showing that while
rule-based methods are highly effective for merely
detecting ReDoS vulnerability (Hassan et al., 2023;
Lietal., 2021), they often fail to repair the detected
vulnerability. Specifically, the module uses an an-
alyzer to pinpoint the vulnerable sub-pattern s’
within the original regex s corresponding to a
known ReDoS pattern.

We then teach the LLM how to utilize this local-
ization information by providing few-shot chain-of-
thought (CoT) examples. Each CoT example con-
sists of the vulnerable regex, the reasoning process
and the repaired regex. The reasoning details how
the given sub-pattern s’ causes the ReDoS vulnera-
bility and how rule-based repair methods modify
it to resolve the issue. Through this approach, we
aim for the LLM to not only learn the given heuris-
tics but also to leverage this prior knowledge to
identify vulnerable sub-patterns missed by existing
heuristics or to apply repair independently of the
heuristic for the given sub-pattern.

5 Experimental setup

We define the specific settings and evaluation crite-
ria for the evaluation. We use: Qwen3 (Yang et al.,
2025), Llama3.1 (Weerawardhena et al., 2025),
Gemma3 (Kamath et al., 2025), Phi4 (Abdin et al.,
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Figure 2: An overview of our LRR framework. Given a vulnerable regex, the symbolic module first analyzes
and localizes the vulnerability-inducing sub-pattern. This identified sub-pattern is then integrated into the LLMs’
prompt, allowing the models to focus on the problematic segment and maximize the repair rate.

2024), DeepSeek-R1-Distill-Qwen (DeepSeek-Al
et al., 2025), GPT-oss (Agarwal et al., 2025), and
GPTS5 (OpenAl, 2025). We outline the specific soft-
ware and hardware specification in Appendix A.

5.1 Prompt design

We design our prompts by analyzing the success-
ful repair processes of RegexScalpel, a rule-based
regex repair tool. The heuristics used by Scalpel
are categorized into four major vulnerability types:
nested quantifiers, quantified overlapping disjunc-
tion (QOD), quantified overlapping adjacent and
starting with large quantifier. We convert these
heuristics into a natural language chain-of-thought
reasoning process to effectively guide LLMs.

For the 5-shot prompt, we select a single exam-
ple that incorporates three of the four major repair
rule categories, excluding the QOD type. Since
no single example showcases all four rule types at
once, we intentionally choose a sample that demon-
strates a multi-step repair. We then add four more
examples, each showing a distinct rule category
applied in isolation. This exposes the model to a
wider variety of vulnerability causes and teaches it
that a regex repair might involve multiple, succes-
sive steps. This method aids the model in learning

how to apply different rules and recognize that the
repair process as a combination of several logical
steps depending on the complexity of vulnerability.
The prompts are detailed in Appendix B.

5.2 Metric

The main purpose of the repair is to eliminate Re-
DoS vulnerabilities while minimally transforming
the original regex. Changes introduced during re-
pair process are either syntactic or semantic. First,
syntactic alterations can lead to complex regexes,
which can harm readability and reusability (Davis
et al., 2019). On the other hand, semantic changes
can defeat the original purpose of the regex. There-
fore, an ideal repair must not only remove the vul-
nerability but also maintain syntactic and semantic
similarity to the original regex.

5.2.1 Repair rate

We define the repair rate as the proportion of vul-
nerable regexes that are successfully repaired. We
treat ill-formed resulting regexes or zero Jaccard
similarity with the original regexes as failure cases;
see Section 5.2.3 for details on Jaccard similarity.
We include vulnerability elimination rate in Sec-
tion C, which we exclude in the main text since it
serves as an insufficient measure of success
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Note that there is no consensus on a formal defi-
nition of ReDoS-invulnerability and it depends on
engine implementation (Sung et al., 2022; Bhuiyan
et al., 2024). We adopted ReDoSHunter (Li et al.,
2021) as it is the current state-of-the-art dynamic
detector, ensuring our evaluation aligns with stan-
dard practices in conventional studies. It handles
practical regex features such as look-arounds, back-
references, and anchors more reliably than many
static analysis tools. Unlike some other dynamic
methods, it consistently produces a result within
a reasonable time. For our evaluation, we classify
any regex as invulnerable if it cannot identify a
vulnerability within one-minute timeout threshold.

5.2.2 Syntactic similarity

Prior work on generating theoretically safe regexes,
such as NFA-to-DFA conversion, often yields pat-
terns of doubly exponential size (van der Merwe
et al., 2017). While semantically robust, the result-
ing patterns are practically unusable, as developers
already find even standard regexes challenging to
read and maintain (IV et al., 2019). Therefore, the
syntactic score serves as a vital metric for devel-
oper adoption, ensuring that the repaired pattern
maintains a familiar structure that facilitates future
reusability and maintenance.

We quantify syntactic similarity between an orig-
inal regex s and a repaired regex ¢ using two met-
rics. First, the relative length increase (RLI) mea-
sures the preservation of the regex’s size:

sl

RLI(s, t) "
S

An RLI value close to zero indicates that the regex’s
length has been maintained. We do not define the
RLI for ill-formed regexes, as there is no meaning-
ful reference point (worst-case value).

The normalized Levenshtein similarity (NLS)
measures the number of character-level structural
changes:

LD(s,t)

NLS(s,t) =1 — ————"_
max(|s|, [¢])

where LD(s, t) is the Levenshtein distance, repre-
senting the minimum number of single-character
insertions, deletions or substitutions required to
change s into t. We give zero NLS scores for ill-
formed results.

5.2.3 Semantic similarity

Determining the equivalence of regexes is PSPACE-
complete (Stockmeyer and Meyer, 1973) and even

undecidable for modern features (Freydenberger,
2013). Thus, we approximate the semantic similar-
ity using sampling. For each regex s, we first gener-
ate a sample language f/(s) to measure the seman-
tic similarity between regexes. For each regex, we
create a sample language of size 100 using xeger
package,! which performs a random walk on the
regex and generates a sample string matched by the
regex. We allow duplicates to ensure that regexes
with sparse languages (matching few strings) and
those with dense languages (matching many) are
weighted equally in our analysis.

Given an original regex s and a repaired regex ¢,
we evaluate their semantic similarity by counting
true positives (TP), false positives (FP), true nega-
tives (TN), and false negatives (FN). These metrics
are calculated over the union L(s) U L(t) of their
samples. A string is considered a positive instance
if the original regex s matches it.

Using these counts, we can define standard eval-
uation metrics such as precision and recall:

TP TP

Precision = ————, Recall = ——.
recision TP £ TP’ eca TP T FN

High precision corresponds to soundness; it indi-
cates that strings matched by the repaired regex ¢
are also likely to be matched by the original regex s.
Conversely, high recall corresponds to complete-
ness; it suggests that strings matched by the orig-
inal regex s are also likely to be captured by the
repaired regex t.

The Jaccard similarity provides a unified view of
these metrics, measuring the overlap between the
two regexes:

TP

Jaccard similarity = TP PP+ FN'

A high Jaccard similarity indicates a strong over-
all agreement between the original and repaired
regexes, where both high precision and high recall
are required. Also, we give zero precision, recall
and Jaccard similarity scores for ill-formed results
as well as NLS.

We opt for Jaccard similarity over the F1 score
because it better reflects the set-based nature of
languages, directly measuring the overlap between
two sets of strings. Since Jaccard similarity and the
F1 score are monotonically related, they preserve
the same ranking, ensuring our choice does not
alter the relative performance assessment.

]https: //pypi.org/project/xeger/
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Syntactic sim. Semantic similarity

Method Model W.E.  Repair
RLI(}) NLS Jaccard Prec. Recall
Baseline RegexScalpel 100.00 43.60 100.53 69.60 78.71 9991 78.77
Remedy 46.10 26.00 10294 2123 12.66 3730 13.64
Qwen3-8B (NR) 98.60 51.60 79.75 6993 79.19 9253 80.83
Llama3.1-8B 96.80 50.00 11997 5852 73.06 85.08 74.41
Gemma3-12B 9940 47.80 6327 76.68 83.10 93.27 84.87
Phi4-14B 99.30 59.00 10043 6337 84.22 9578 85.93
LRR (ours)  Qwen3-8B 9790 51.00 6879 7333 83.03 9447 84.23
DS-R1-Qwen-7B 80.70 4560 7244 5934 63.86 75.03 64.86
GPT-0ss-20B (low) 91.00 4750 63.02 6941 78.89 88.60 79.64
GPT-0ss-20B (med.) 96.80 4740 61.11 7445 84.18 94.68 84.82
GPT5 99.70 4920 6291 7557 89.77 98.96 90.24

Table 1: A performance evaluation of two baseline methods (RegexScalpel and Remedy) against our LRR

framework using various LLMs. Qwen3-8B (NR) represents the model operating in the non-reasoning mode.
The W.E. column denotes the ratio of well-formed output regexes that are compilable. All scores are denoted in
percent (%) and best scores are marked in bold for each metric.

This entire semantic analysis is conducted using
Python’s Lib/re module. While some prior work,
like RegexScalpel, was evaluated against a Java
matcher, which has only minor differences between
them (Davis et al., 2019).

5.3 Dataset

Our evaluation dataset comes from the Polyglot
corpus (Davis et al., 2019), whose divergency en-
sures our findings are generalizable and not biased
toward a specific language field. We first iden-
tify regexes vulnerable to ReDoS attacks using the
ReDoSHunter (Li et al., 2021) from the Polyglot
corpus. We then filter these results to include only
regexes whose length is less than 1,024 to meet
our context size requirements. From this filtered
set, we constructed our dataset of 1,000 regexes to
analyze the performance regex repair tools.

We select a balanced sample consisting of two
distinct groups: 500 regexes that result in invul-
nerable patterns and 500 regexes where the tool
fails to complete within one minute or where the
resulting regexes remain vulnerable. We note that
the first group, despite yielding invulnerable re-
sults, does not guarantee a successful repair since
it includes cases with zero Jaccard similarity. We
provide details in Appendix D.1.

This balanced dataset allows us to not only mea-
sure our method’s ability to fix difficult, unresolved
regexes but also to understand the structural and se-
mantic changes that occur during the repair process.

By analyzing both successful and failed repairs, we
evaluate LRR’s performance and demonstrate its
capability to overcome the limitations of existing
rule-based approaches.

6 Experimental results and analysis

The overall results of our performance evaluation
are presented in Table 1; the full version is provided
in Appendix F. The table shows the performance
increase obtained by LRR, which incorporates both
RegexScalpel and LLM variants. Among the LRR
variants, the top four rows represent results of non-
reasoning models, while the bottom five rows rep-
resent reasoning models.

6.1 Baseline comparisons

We first examine the primary baseline, RegexS-
calpel. The method shows a perfect score for well-
formed ratio but is limited by a repair rate 43.60%,
failing to resolve a majority of the vulnerabilities.
We present such examples that are then resolved
by LRR in Section 6.6. RegexScalpel often results
in longer regexes, increasing the regex length by
approximately a factor of two. We include analysis
on the secondary baseline, Remedy, due to its low
well-formed ratio, which makes it unsuitable for
real-world usage; we discuss this impracticality in
Appendix D.2.

In contrast, LRR surpasses the repair rates
by 6.30%p on average, increasing the rate from
43.60% to 49.90%. Most notably, LRR with Phi4
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demonstrates the best repair rate 59.00%, achiev-
ing a 15.40%p increase over RegexScalpel. This
highlights the effectiveness of combining symbolic
analysis with generalizability of LLMs.

A trade-off exists regarding reasoning: the non-
reasoning LLM, Phi4, improves the repair rate by
8%p over the reasoning counterpart, Qwen3, from
51.00% to 59.00%. However, this gain is accompa-
nied by a 31.64%p increase in RLI from 68.79% to
100.43%. This empirically proves that vulnerabil-
ity repair often requires an input regex to be much
longer; we detail this analysis in Section 6.4.

6.2 Comparison with pure LLM baseline

We compared our framework against a pure LLM
baseline using Phi-4. In this setting, the model
utilizes only the basic prompt (detailed in Ap-
pendix B) to repair the entire regex without any
symbolic localization aid from RegexScalpel.

Method Repair NLS Jaccard
LRR (Phi-4) 59.00 6337 84.22
Pure LLM (Phi-4) 3290 82.44 8294

Table 2: Performance comparison between LRR and
Pure LLM baseline.

The results demonstrate that the pure LLM base-
line significantly underperforms the LRR frame-
work (32.9% vs. 59.0% repair rate). This confirms
that symbolic localization is essential for guiding
the LLM to the specific fault.

6.3 Ablation studies

We conduct an ablation study of LRR to evaluate
the individual contributions of our prompt compo-
nents: vulnerability localization and 5-shot CoT
prompting. The analysis in Table 3 uses Phi4 and
Qwen3 as representatives of the best-performing
non-reasoning and reasoning LLMs, respectively.
The results reveal a distinct dependency for
model types. For the non-reasoning Phi4 model,
the 5-shot CoT prompting is the most critical com-
ponent. This removal causes a significant drop in
the repair rate, suggesting that the models rely on
the examples to learn the procedural knowledge of
the repair task. In contrast, the reasoning-based
Qwen3 model is most impacted by removing lo-
calization. This indicates that it requires precise
guidance on where to apply its reasoning.
Consequently, the study confirms that the two
prompt components are synergistic and comple-

Model Repair NLS Jaccard
RegexScalpel 43.60 30.40 78.71
_Phid-14B 5900 6337 84.22
(-) localization 57.80 65.72 83.61
(-) 5-shot 4970 7240 7691
(-) local. & 5-shot  49.00 2695 78.88
Qwen3-8B_ 5100 7333 8303
(-) localization 46.60 77.10 83.61
(-) 5-shot 47.60 7539 79.11
(-) local. & 5-shot 4730 75.74  79.58

Table 3: Ablation study on our prompt components:
vulnerability localization and 5-shot CoT prompting.

mentary. Localization tells the model what to fix,
which is especially crucial for reasoning models,
while the 5-shot CoT prompting teaches the models
how to fix, specifically effective for guiding non-
reasoning models. By providing both a focused
problem scope and a clear solution procedure, LRR
is robustly effective across different LL.Ms.

6.4 Analysis on syntactic similarity

Figure 3 illustrates the distribution of the two syn-
tactic similarity scores; each box represents the
inter-quartile range (IQR), with the whiskers ex-
tending up to 1.5 times the IQR. Both RegexS-
calpel and Phi4 exhibit a higher RLI compared to
the Qwen3 variant.

This disparity suggests that RegexScalpel and
Phi4 have a higher tendency to add constructs like
look-aheads during the repair process, whereas the
Qwen3 model shows a relatively lower propensity
for such additions. Also, the lower propensity im-
plies that the Qwen3 model performs repair in a
relatively more stable manner.

The stability of the reasoning model stems from
a tendency to apply the simplest strategy with the
minimal modifications first, and then it stops when
the vulnerability is resolved. On the other hand,
the non-reasoning models often apply all applica-
ble rules at once. Considering that most ReDoS
vulnerability resolution strategies involve increas-
ing the regex length, the unnecessary application
of additional strategies contributed to the reduced
syntactic similarity of the non-reasoning model.

We provide detailed examples illustrating these
behavioral differences between the reasoning and
non-reasoning models in Appendix E.
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Figure 3: Box-and-whisker plots of the RLI (top) and
NLS (bottom) of successfully repaired cases for each
method. For the LRR method, we exclude all cases
successfully repaired by the baseline RegexScalpel to
isolate and highlight the unique contribution of LLMs.

The distribution of NLS shows an inverse trend
compared to the RLI scores. Given that an RLI
close to zero indicates the repaired regex maintains
its original length, this inverse relationship sug-
gests that repair is primarily achieved by adding
characters to the regex.

6.5 Analysis on semantic similarity

The primary goal of LRR is to produce a robust and
semantically equivalent repair. Figure 4 illustrates
the distribution of successful repair scores and Jac-
card similarity for LRR with Phi4 and Qwen3 as
strong non-reasoning and reasoning LLMs, respec-
tively. The analysis reveals a trade-off between the
quantity of repairs and their semantic correctness.

LRR with Phi4 successfully captures and repairs
vulnerable regexes that RegexScalpel fails, shown
in Figure 4a. However, the distribution of these
similarity scores, while strong, is less concentrated
at the full-score (1.0) mark than its reasoning-based
counterpart. Figure 4b illustrates that Qwen3 pro-
duces repairs of more reliable semantic quality. Al-
though Phi4 shows the most effective repair rate, a
significantly large proportion of successful repairs
by Qwen3 achieve near-perfect Jaccard similarity.
This suggests that the reasoning model is more ca-
pable of maintaining semantic correctness while
repairing vulnerabilities.

450 4 1 RegexScalpel ?
LRR (Phi4) g
400 7
50
0
0.0 0.2 0.4 0.6 0.8 1.0

(a) LRR with non-reasoning LLM; Phi4-14B

450 4 1 RegexScalpel
LRR (Qwen3) §
400 N
50
0 - T  E— T T
0.0 0.2 04 0.6 0.8 1.0

(b) LRR with reasoning LLM; Qwen3-8B

Figure 4: Histograms illustrating the distribution of Jac-
card Similarity scores for successfully repaired regexes.

Perhaps, its high precision (99.91%) is consis-
tent with the claim by Li et al. (2022) that their
heuristic is designed to never expand the pattern’s
languages, thereby preventing false positives of the
repaired pattern. In contrast, the LRR methodology
exhibits a slightly reduced precision, by aiming to
eliminate a greater number of vulnerabilities.

6.6 Case-study

We analyze cases where LRR succeeds while sym-
bolic baselines such as RegexScalpel and Remedy
fail to reveal why our approach improves the over-
all repair rate.

The following examples highlight the key advan-
tages of LLMs, specifically their ability to perform
contextual reasoning. This allows the LLMs to
infer the semantic intent of given regexes—what
the expression is meant to match—rather than re-
stricting the analysis solely on the syntactic struc-
ture. This context-aware understanding enables
LRR to recognize and repair the regexes that pure
rule-based approaches cannot address.

Examples: contextual repairs

Original:

A?(=[php) (.+7)\?7>
Repaired:

N?2(=Iphp) ([A\?>]+2)\?>
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Original:

<a href="([*"]+)">(.+M)</a>
Repaired:

<a href="([*"]1+)">([*<]+)</a>

Original:

@@ \-(\d+),?(\d+)? \+(\d+),?(\d+)? ee
Repaired:

@@ \-(\d{1,33(?:,\d{2})?) \+(\d{1,3}... ee

This capability to understand the context of
regexes is especially evident in domain-specific
formats. For instance from the above example, the
LLM recognizes the @@. .. @@ signature as a git diff
header and infers that \d+ represents line counts.
Consequently, the LLMs constrains the pattern to
a more plausible range. This demonstrates the ef-
fectiveness of contextual understanding of LLMs
in our LRR framework that moves beyond a rule-
based approach.

6.7 Failure analysis

Despite these successes in leveraging contextual
understanding, the LRR framework is not without
limitations. We conducted a detailed analysis of
failure cases for Phi4 and identified two primary
types of repair failure.

Failure to remove vulnerability. The model oc-
casionally fails to fully eliminate the vulnerability
when the applied repair heuristic proves insuffi-
cient. In such cases, the model merely mimics
surface-level heuristics of RegexScalpel without
achieving the necessary generalization. As shown
in the example below, while the model successfully
bounds the first quantifier, it neglects the second
group, leaving the regex vulnerable.

[ Example: failure to remove vulnerability l

Original:

*(.*)end,running hash(.x*),end$
Repaired:

*(.{0,1000})end, running hash(.x),end$

Failure to preserve semantics. Semantic fail-
ures—often resulting in near-zero Jaccard similar-
ity—stem primarily from format hallucinations or
incorrect heuristic applications. The former arises
from output generation errors, such as excessive
escaping, rather than a fundamental lack of regex
comprehension; for instance, a valid regex can be
broken by double-escaped backslashes. The lat-
ter occurs when the model applies strategies ab-
sent from the few-shot examples. A critical in-
stance is the misinterpretation of negative look-

ahead ((?!...)) demonstrations as semantically
distinct positive look-aheads ((?=...)), a behavior
likely driven by the model’s training bias toward
the more prevalent positive look-ahead patterns
found in general corpora.

Examples: failure to preserve semantics

Original:
inet[*\dJ+([\d\.J+)\s
Repaired:
inet[*\\d1{@, 1003 ([\\d\\.1+)\\s

Original:
<body>([\w\W]+)@RENDER_ENTRY@
Repaired:
<body>(.*?) (?=@RENDER_ENTRY®@)

7 Conclusion

We propose and validate a hybrid framework that
addresses the core challenge of automated ReDoS
repair. Traditional methods are fundamentally lim-
ited: synthesis-based approaches require large data
dependency, while rule-based systems lack the gen-
eralizability.

Our framework overcomes these limitations by
integrating the localize-and-fix strategy with the
advanced generative capabilities of LLMs. The
symbolic module performs precise vulnerability
localization, identifying the vulnerable sub-pattern.
The LLM leverages this focused, actionable context
to perform the repair, effectively transforming the
broad, complex task into a manageable one.

Experiments confirm this approach successfully
repairs complex patterns that traditional rule-based
systems fail to address. The resulting regexes not
only eliminate the vulnerability but also show high
syntactic and semantic similarity, ensuring the pat-
terns remain both safe and practical.

In conclusion, our work demonstrates a robust
and effective method for automated ReDoS vul-
nerability repair, offering a promising path for de-
veloping more adaptable and scalable solutions by
combining precise analytical tools with powerful
generative models.

Limitations

The LRR framework operates under two primary,
empirical constraints. First, the symbolic localiza-
tion module relies on established heuristics derived
from existing rule-based repair methods. This de-
pendence means the effectiveness of LLMs is con-
strained by the knowledge of the underlying an-
alyzer, potentially limiting its ability to precisely
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localize vulnerability of unseen patterns. If the
localization module fails to pinpoint the vulner-
able sub-segment, the LLM is forced to analyze
the entire, unconstrained regex, which reduces the
efficiency benefit of the localize-and-fix strategy.

Second, the validation of our repair success lacks
formal safety guarantees as it relies on the dynamic
detection tool ReDoSHunter. Moreover, given that
the definition of a ReDoS vulnerability often de-
pends on context and engines, there is no single,
universally consistent standard for definitive invul-
nerability (Hassan et al., 2023). Thus, the reported
repair rate is best viewed as robust evidence of
practical safety relative to the fidelity of the spe-
cific detection mechanism employed.
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A Experimental details

During our experiments, LLLM inferences are exe-
cuted on systems running the Rocky Linux 9.4 op-
erating system, leveraging an NVIDIA RTX A6000
graphic processing unit. RegexScalpel and ReDoS-
Hunter are allocated to a Rocky Linux 8.10 system,
which is powered by an AMD Ryzen Threadripper
3960X 24-core processor (48 threads). Regard-
ing the software stack, both RegexScalpel and Re-
DoSHunter are built using Java openjdk 25, while
the core implementation of the LRR framework
itself was written in Python 3.12.

B Prompts

The following are prompts employed to configure
the LLMs within the LRR framework.

e )

Basic prompt

You are an expert Application Security Analyst special-
izing in regular expression security.

Your entire output should be only the final, corrected
regular expression, enclosed in a code block.

For example, if the input is: (?:a+)+

your output must be: a+

Analyze the following pattern: {pattern}

5-shot prompt

{Basic prompt}

Here is an example of the repairing process.
{Five examples of repairing process}

Analyze the following pattern: {pattern}

Localization prompt

{Basic prompt}

You must focus on the following subpatterns:
{subpatterns}. At least one of these subpattern causes
catastrophic backtracking.

Analyze the following pattern; you have to answer the
repaired version of the entire pattern, not only a repaired
subpattern: {pattern}

LRR prompt

{Basic prompt}

Here is an example of the repairing process.
{Five examples of repairing process}

You must focus on the following subpatterns:
{subpatterns}. At least one of these subpattern causes
catastrophic backtracking.

Analyze the following pattern; you have to answer the
repaired version of the entire pattern, not only a repaired
subpattern: {pattern}

C Vulnerability elimination rate

We report the vulnerability elimination rate sep-
arately to provide clarity on the model’s ability
to produce safe regexes, regardless of semantic
correctness. Table 4 shows the explicit difference
between the two success criteria.

Model Repair Vuln. elim.
RegexScalpel 43.60 50.00
Qwen3 (NR) 51.60 61.30
Llama3.1 50.00 65.10
Gemma 3 47.80 55.30
Phi4 59.00 66.60
Qwen3 51.00 58.60
DS-R1-Qwen 45.50 54.00
GPT-0ss-20B (low) 47.50 54.60
GPT-0ss-20B (med) 47.40 54.60
GPT5 49.20 55.70

Table 4: Comparison between repair rate and vulnera-
bility elimination rate.

While presenting these raw numbers offers a
more complete picture, we maintain that the vul-
nerability elimination rate alone is an insufficient
measure of success. This metric incorrectly clas-
sifies repairs as successful even when the pattern
is semantically broken (e.g., matching an empty
language). Since such repairs render the regex un-
usable, we exclude them to ensure our primary
repair rate metric reflects only practically viable
fixes.

D Failure of baseline methods

In this section, we analysis failure cases of rule-
based baseline methods.

D.1 RegexScalpel

RegexScalpel (Li et al., 2022) uses negative look-
aheads (?!...), which assert that the current posi-
tion in the string is not followed by a substring that
matches the pattern r, to remove overlapping pat-
terns. This effectively removes the ReDoS vulnera-
bility by eliminating unambiguous choices during
matching. However, if the pattern r is chosen too
broadly, the resulting overall pattern becomes too
narrow. As a result, of the 500 ReDoS-invulnerable
regexes generated by RegexScalpel, 39 exhibited a
Jaccard similarity of zero when compared to their
original patterns.
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The following repair example results in an empty
language pattern, which cannot match any strings;
refer to the rule 733 from Table 8 in Li et al. (2022).

[ Failure example of RegexScalpel

Original:
<(named-content.*?)>
Repaired:
(?!.x?)<(named-content.*?)>

D.2 Remedy

As shown in Table 1, Remedy (Chida and Ter-
auchi, 2022) exhibits a low ratio of well-formed
repaired regexes. This occurs because Remedy
does not fully support common special symbols
frequently found in real-world patterns, such as
character classes like \d (digits) and \w (word char-
acters).

The following failure example illustrates this
limitation: the presence of the \d symbol, which
represents digits, causes Remedy to fail compila-
tion or raise an internal error, resulting in an ill-
formed output and contributing to its low overall
performance score.

[ Failure example of Remedy ]

Original:
APOINTAN ((-2ANNAH\\L 2\\d*) (=2\\d+\\. 2\\d*)\\$
< Remedy raises an error

E Behavioral differences between models

The following are selected examples which high-
light the difference between non-reasoning (Phi4)
and reasoning (Qwen3) models. They utilize two
strategies:

(a) match-all symbol ‘.’
— character class ‘[...]’

(b) unbounded repetition ‘*’ and ‘+’
— bounded repetition ‘{n,m}’

This distinct strategic behavior results in the non-
reasoning model applying (a), (a, b), and (a, b)
sequences, while the reasoning model uses (a), (b),
and (b), yielding a more syntactically similar repair.

Repair with different syntactics

Original:
Anx (. x?)\sx$
Repaired by Phi4:
*“\n{0,1000}(.{0,1000})\s{0,1000}$
Repaired by Qwen3:
"\nx[\s\ST*\s*x$

Original:

image:: (.*\.png)
Repaired by Phi4:

image:: ([\u@00o-...-\u007f1{0,1000}\.png)
Repaired by Qwen3:

image:: (.{0,500}\.png)

Original:
/i18n/(.+)\.json$

Repaired by Phi4:
/118n/([\u@@e-\uFFFF1{1,100})\.json

Repaired by Qwen3:
/i18n/(.{0,500})\.json$

F Full experimental results

Table 1 from Section 6 demonstrates our main re-
sults. This section provides the full results. of LRR
across all our base LL.Ms. Tables 5 and 6 present
the performance of LRR with non-reasoning and
reasoning LLMs, respectively. For each model,
we report the performance of our full framework,
which combines vulnerability localization with 5-
shot CoT prompting. We also include results from
three variants: (-) localization, (-) 5-shot, and (-) lo-
calization & 5-shot. to demonstrate the individ-
ual contributions of each component. Likewise to
Section 6, the evaluation metrics cover the rate of
well-formed outputs, repair success rate, syntactic
similarity (RLI, NLS), and semantic similarity (Jac-
card, precision, recall). The results confirm that
our observation in Section 6.3 is consistent across
LLMs.

8141



Syntactic similarity Semantic similarity

Model Well-formed Repair
RLI NLS Jaccard Precision Recall
Qwen3-8B(NR) 98.60  51.60 7975 6993  79.19 9253 8083
(-) localization 98.70 50.70  66.29 73.88 80.00 93.16 81.14
(-) 5-shot 99.40 5040 51.98 75.20 77.08 91.14 79.03
(-) local. & 5-shot 99.20 4930 52.61 75.16 77.36 91.11 79.32
Llama3.1-8B 9680 5000 11997 5852  73.06 8508 7441
(-) localization 98.00 48.80 103.20 68.79 79.32 91.21 80.73
(-) 5-shot 95.60 48.50 58.26 72.25 75.92 87.93 78.06
(-) local. & 5-shot 95.80 48.10 61.61 73.22 75.93 89.06 77.85
 Gemma3-12B 9940 4780 6327 7668 ~ 83.10 9327 = 84.87
(-) localization 99.40 46.10 54.69 80.18 84.96 94.17 86.38
(-) 5-shot 99.40 46.10 54.00 77.79 81.49 91.45 83.61
(-) local. & 5-shot 99.60 4590  53.80 78.91 82.24 92.22 84.22
Phi4-148 99.30 5900 10043  63.37  84.22 9578 = 8593
(-) localization 99.60 57.80 93.94 65.72 83.61 95.13 85.44
(-) 5-shot 97.90 4970  62.24 72.40 7691 89.55 79.51
(-) local. & 5-shot 97.40 49.00 62.38 73.05 78.88 90.58 81.31

Table 5: Full experimental results of LRR on non-reasoning large language models.

~ Syntactic similarity Semantic similarity
Model Well-formed Repair
RLI NLS Jaccard Precision Recall
Qwen3-8B 9790 51.00 6879 ~ 73.33 ~ 83.03 9447 = 8423
(-) localization 98.20 46.60 57.24 77.10 83.61 94.62 84.36
(-) 5-shot 97.90 47.60 53.61 75.39 79.11 91.64 80.84
(-) local. & 5-shot 97.40 4730 54.51 75.74 79.58 91.41 80.76
_DS-RI-Qwen-7B. 80.70 4560 7244 5934 6386 7503  64.86
(-) localization 74.20 4480 76.62 55.55 61.92 71.20 62.55
(-) 5-shot 75.20 45.60 72.93 55.54 60.66 70.80 61.51
(-) local. & 5-shot 73.50 4530 74.01 54.14 60.76 69.73 61.62
GPT-0ss-20B (low) 91.00 4750 63.02 6941  78.89  88.60  79.64
(-) localization 89.90 46.40 62.79 70.27 79.55 88.22 80.04
(-) 5-shot 98.30 46.70 57.61 76.41 85.21 95.14 86.28
(-) local. & 5-shot 97.70 45.80 56.49 78.71 86.63 95.49 87.14
GPT-0s5-20B (med.) 96.80 4740 6111 7445 ~ 84.18  94.68  84.82
(-) localization 85.90 4490 63.64 67.87 76.62 84.64 76.94
(-) 5-shot 97.10 46.60 59.17 75.63 83.18 94.62 83.71
(-) local. & 5-shot 98.10 45.60 55.75 79.39 87.65 96.79 88.08
GPTS 99.70 4920 6291 7557 8977  98.96 9024
(-) localization 99.90 48.30 57.77 79.33 90.54 99.56 90.73
(-) 5-shot 99.50 4730 60.30 77.30 89.54 98.98 89.80
(-) local. & 5-shot 100.00 46.20 56.17 81.04 91.33 99.48 91.53

Table 6: Full experimental results of LRR on reasoning large language models.
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