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Abstract

We expose a critical limitation in current ap-
proaches to machine unlearning in language
models: despite the apparent success of un-
learning algorithms, information about the for-
gotten data remains linearly decodable from
internal representations. To systematically as-
sess this discrepancy, we introduce an inter-
pretable, information-theoretic framework for
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auditing unlearning using Partial Information
Decomposition (PID). By comparing model
representations before and after unlearning, we
decompose the mutual information with the
forgotten data into distinct components, formal-
izing the notions of and
knowledge. Our analysis reveals that redun-
dant information, shared across both models,
constitutes knowledge that persists
post-unlearning and correlates with suscepti-
bility to known adversarial reconstruction at-
tacks. Leveraging these insights, we propose a
representation-based risk score that can guide
abstention on sensitive inputs at inference time,
providing a practical mechanism to mitigate
privacy leakage. Our work introduces a princi-
pled, representation-level audit for unlearning,
offering theoretical insight and actionable tools
for safer deployment of language models.'

1 Introduction

The rapid adoption of Large Language Models
(LLMs) introduces pressing challenges around user
data, including privacy (Das et al., 2025) and copy-
right concerns (Karamolegkou et al., 2023). Stud-
ies have shown that LLMs often memorize sensi-
tive information like personally identifiable data
(Menta et al., 2025; Yao et al., 2024; Zhang et al.,
2024b; Patil et al., 2024; Niu et al., 2024; Goel
et al., 2025). Although users may initially consent
to data usage, they may later revoke that consent.
Legal frameworks like the GDPR ? and the EU Al

'Code: https://github.com/UKPLab/eacl2026-auditing-
unlearning

2https://gdpr-info.eu/
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Figure 1: Existing unlearning methods may appear
effective but retain forgotten data internally (A). Our
framework (B) uses Partial Information Decomposition
to reveal knowledge, which (C) correlates with
attack risk and informs a privacy-aware abstention score.

Act 3 enforce the “right to be forgotten,” mandating
the ability to remove user data from machine learn-
ing systems. This has led to growing interest in
machine unlearning methods that aim to eliminate
the influence of specific data samples from trained
models (Bourtoule et al., 2021).  Existing un-
learning techniques can be broadly taxonomized as
exact or approximate (Xu et al., 2024; Chowdhury
et al., 2025). Exact unlearning involves retraining
the model from scratch without the specified data,
which is infeasible for large-scale LLMs. Approx-
imate unlearning modifies the model parameters
post hoc to minimize the influence of the targeted
data. While the latter is more practical, it lacks
formal guarantees and often depends on heuristic
optimization.

Although several approximate unlearning algo-
rithms have emerged, most focus solely on parame-
ter updates without auditing and verifying whether
unlearning has actually occurred during the un-
learning process (Thaker et al., 2025). In practice,
empirical auditing is crucial to assess the effective-
ness of such algorithms (Wang et al., 2025b; Thudi
et al., 2022). Current evaluation methods for data

Shttps://artificialintelligenceact.eu/

808

Proceedings of the 19th Conference of the European Chapter of the Association for Computational Linguistics
Volume 1: Long Papers, pages 808—826
March 24-29, 2026 ©2026 Association for Computational Linguistics


http://www.ukp.tu-darmstadt.de/
https://github.com/UKPLab/eacl2026-auditing-unlearning
https://github.com/UKPLab/eacl2026-auditing-unlearning
https://gdpr-info.eu/
https://artificialintelligenceact.eu/

removal generally check the presence of forgotten
data in the output distributions of LLMs and quan-
tify data leakage in a metric like Forget Quality
(Maini et al., 2024; Scholten et al., 2025). Such
evaluations suffer from surface-level assessments
where a model can learn to alter its output yet still
retain internal representations of it. Another line
of evaluations include membership inference at-
tacks (MIAs) that employ heuristics to determine
the membership of the forgotten data after unlearn-
ing (an unsuccessful MIA indicates successful data
removal) (Kurmanji et al., 2023). However, recent
evidence suggests that MIAs do not work well in
LLMs and often perform poorly, even near ran-
dom guess performance in some cases (Duan et al.,
2024). This undermines the objective of an un-
learning audit and verification. More broadly, these
approaches also fail to quantify how much infor-
mation was actually removed or retained.

Current audits of LLM unlearning are superfi-
cial. They typically confirm only weak unlearning
(Jeon et al., 2025) which checks for changes in
model outputs while failing to verify the complete
removal of information from internal representa-
tions. This leaves open the risk of "shallow un-
learning," where models create a false sense of
privacy while retaining sensitive data, falling short
of the strong unlearning mandated by regulations
like GDPR (Cooper et al., 2025). We argue for
a paradigm shift from behavioral checks to princi-
pled, information-theoretic auditing. By comparing
a model’s representations before and after an un-
learning request, we can move beyond if a model’s
behavior changed to how much information was
truly erased. To achieve this, we introduce a novel
framework based on Partial Information Decom-
position (PID) (Mages et al., 2024), a powerful
tool for dissecting shared information (Dissanayake
et al., 2025; Halder et al., 2025; Liang et al., 2023;
Dutta and Hamman, 2023; Dewan et al., 2024).
Our PID-based audit formalizes two key quantities:

knowledge as the unique information
about forgotten data successfully erased from the
model and, knowledge as the redundant
information that persists, shared between the origi-
nal and unlearned models, representing a potential
privacy vulnerability.

This work is the first to operationalize PID for
unlearning audits. Our contributions are:

1. We provide empirical evidence of shallow un-
learning, showing that significant
knowledge persists even when standard metrics

suggest success (Section 3).

2. We provide a formal framework to quantify

and knowledge using the

information-theoretic concepts of uniqueness
and redundancy (Section 5).

3. We demonstrate the practical utility of our au-
dit, showing Knowledge correlates
strongly with adversarial vulnerability and can
power a privacy-enhancing abstention mecha-
nism (Section 6.2).

Ultimately, we offer a novel, more rigorous lens for

evaluating LLM unlearning, providing developers

and regulators with actionable tools to ensure data
is truly forgotten.

2 Related work

LLM Unlearning Most existing unlearning
methods for LLMs follow traditional machine un-
learning approaches to minimize the influence of
forget samples via gradient updates during fine-
tuning. The most straightforward approach em-
ploys a mixture of forgetting and retaining objec-
tives by performing gradient ascent updates on the
non-desirable sequences and regular gradient de-
scent updates on the desirable sequences (Jin et al.,
2024; Eldan and Russinovich, 2023; Jang et al.,
2023). A variant of direct finetuning is the use
of Direct Preference Optimization to unlearn by
framing the forget set as a preference set (Maini
et al., 2024; Zhang et al., 2024a). Another line of
unlearning methods involve localized parameter
modification instead of full finetuning (Huu-Tien
et al., 2025; Li et al., 2024; Wu et al., 2023; Jia
et al., 2024). Recent works use auxiliary models
for unlearning by training smaller models that can
help in modifying the model’s responses such that
the forget set responses are not generated (Ji et al.,
2024; Wang et al., 2025a; Dong et al., 2025). A
final line of work based on input/output unlearn-
ing uses prompt engineering and post-processing
methods to alter model behavior on the forget set
(Liu et al., 2024; Thaker et al., 2024; Pawelczyk
et al., 2024). Since auxiliary and input/output un-
learning methods do not modify the model repre-
sentations/weights, they only work at the behavior
level which is often not enough to comply with reg-
ulatory frameworks like GDPR (Geng et al., 2025).
In this work, we focus on representative, state of
the art algorithms from both paradigms of LLM
unlearning where model internals are modified -
finetuning and localized editing.
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Unlearning Evaluations Most work on LLM
unlearning has primarily relied on output-based
or task-centric evaluation metrics (Thaker et al.,
2025). These include forgetting accuracy (Lynch
et al., 2024), which measures performance drop
on erased data, and membership inference attacks
(MIAsS) to assess residual memorization (Shi et al.,
2025). For instance, some studies employ targeted
or adaptive MIAs to detect whether the model
still reveals traces of erased examples in gener-
ation or classification settings. Others analyze logit
differences (Wang et al., 2025b), output distribu-
tions (Scholten et al., 2025), or nearest neighbor
retrieval in activation spaces (Li et al., 2025) as
proxies for information removal. While these ap-
proaches offer useful empirical signals , they of-
ten conflate information deletion with performance
degradation and are sensitive to attack configura-
tion or prompt design (Jeon et al., 2025). More-
over, many are inherently model and task specific,
limiting their broader application. Our work ad-
dresses these limitations by shifting the evaluation
from outputs to representation-level information de-
composition, offering a more granular and inter-
pretable account of what is forgotten and what
persists, independent of specific downstream at-
tacks or prompts.

3 The Issue of Shallow Unlearning

Inspired by the concept of shallow alignment in-
troduced by Qi et al. (2025), we consolidate the
notion of shallow unlearning to characterize the su-
perficial success of unlearning algorithms in LLMs.
We posit that a model undergoes shallow unlearn-
ing if it merely adapts the original model’s output
distribution or behavior without completely remov-
ing the influence of the forget set. The model may
still retain extractable information about the forgot-
ten data, even if it no longer explicitly generates
it. Ideally, in a successful unlearning scenario, no
extractable information about the forget set should
be identified from the model.

To evaluate whether representations of purport-
edly unlearned data still retain membership infor-
mation, we employ a linear probe (Tenney et al.,
2019; Alain and Bengio, 2017) trained to distin-
guish membership status directly from the learned
model representations. Let z = fy(x) denote the
representation of an input x under the model fy,
and lety € {0, 1} be the binary membership label
indicating whether x was part of the data to be un-
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Figure 2: Probe AUROC scores on the TOFU bench-
mark for different unlearning algorithms on 0Q11ama.
Forget set information is linearly decodable from the
residual stream of LLMs, thus undermining the sense
of privacy provided by the apparent success of surface-
level metrics like Forget Quality.

learned. A linear probe classifier h(z) is trained
to predict y from z. The ability of this probe to
reliably predict membership indicates residual in-
formation about y contained in z despite the un-
learning process. We train probes on the residual
stream output from each layer of the LLM and
evaluate it on similar settings as previous probing
studies via measuring the AUROC score over a
held-out test set (Kim et al., 2025).

To bound the inference error of a probe, we in-
voke Fano’s inequality (Cover, 1999), which re-
lates the probability of classification error to the
mutual information between the inputs and the la-
bels. Specifically, for a membership prediction task
with binary labels:

H(Y)-1(Y;Z) —log2
log 2

P(h(Z) £Y) = ,
where H (Y) is the entropy of the membership la-
bel. This implies that if the probe can predict y with
low error, then the mutual information I(Y; Z)
must be non-trivial. Surprisingly, we find evidence
of shallow unlearning (Figure 2) across all major
unlearning algorithms on 1lama* for the TOFU
(Maini et al., 2024) and MUSE (Shi et al., 2025)
unlearning benchmarks. Formally, this motivates
measuring the mutual information 7(Y'; Z), where
Z is the random variable over representations and
Y is the membership variable.

The Case for Information Decomposition
While the mutual information I(Y; Z) captures

40 1lama-3.2-1B-Instruct
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the total information about membership Y present
in representations Z, it does not reveal how this
information compares between the base model and
its unlearned counterpart - an important aspect of
auditing. In particular, we aim to quantify whether
the unlearning process has removed unique infor-
mation about membership that was previously en-
coded in the base model representations. To this
end, we apply Partial Information Decomposition
(PID) to analyze the joint informational structure of
the base and unlearned representations with respect
toY.

4 Setting the Stage

Notation and Problem Setting We consider the
problem of auditing LLM unlearning from the per-
spective of a model deployer who has received a
deletion request. The deployer needs to ensure that
a learned model no longer retains identifiable infor-
mation about a specific subset of training data after
unlearning. To support empirical verification of
such deletion, we aim to quantify and attribute the
presence or absence of membership information in
model representations before and after unlearning.

LetY € {0,1} be a binary random variable de-
noting the membership status of a sample, where
Y = 1 indicates that the sample belonged to the
dataset to be forgotten. Let B and U denote the
random variables representing the learned represen-
tations of the same input sample x under the base
model and the unlearned model, respectively. That
is,

Bngb(x), U:fgu(x),

where fy, and fy, are the encoding functions of the
base and unlearned models at a desired layer.

Our goal is to assess whether the unlearned rep-
resentation U retains information about Y that was
present in B, and to what extent. This requires
not only measuring the total mutual information
I(Y; B) and I(Y;U), but also decomposing their
joint contribution to Y into interpretable compo-
nents. To this end, we adopt a Partial Information
Decomposition (PID) framework, where the joint
variable (B, U) serves as the set of sources and YV’
as the target. This allows us to define and compute
custom measures of unique and redundant informa-
tion about membership, grounded in an operational
audit framework.

Background on PID: Partial Information De-
composition (PID) (Mages et al., 2024; Griffith

a2 o)

N Lon /

Figure 3: Partial Information Decomposition. The box
denotes the total joint mutual information I(Y; B, U),
which is decomposed into four non-negative terms: syn-
ergistic information Igy,, redundant information /- and
the two unique information terms and Igﬁq.
et al., 2014; Bertschinger et al., 2014) offers a way
to decompose the joint information in two sources,
say B and U, about another random variable Y (i.e.,
I(Y; B,U) where I(J; K) denotes the mutual in-
formation between J and K into four components
as follows:
1. Unique information ( and Il%iq): informa-
tion about Y that each source uniquely contains
2. Redundant information (/- ): the information
about Y that both B and U share
3. Synergistic information (Isy,): the information
about Y that can be recovered only by using
both B and U.
See Figure 3 for a graphical representation. These
PID components satisfy the relationships given be-
low:

I(Y;B,U) = H 10+ g (D)
I(Y;B) = + 2)
I(Y;U) = I + 3)

While this system of equations cannot be solved
to arrive at a deterministic definition for each PID
term, defining only one of the terms is sufficient to
define the rest.

5 Quantifying Unlearned Information

We consider the problem of unlearning in large
language models (LLMs). Let B denote the base
model representation, U the representation of the
model after unlearning, and Y the auditing target
(e.g., a sensitive attribute or behavior). We denote
by I(Y; B) and I(Y;U) the mutual information
between Y and the base or unlearned model repre-
sentations, respectively. These quantities capture
the extent to which the respective models retain
knowledge about Y.
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Definition 5.1 ( Knowledge). Let Y
be the auditing target, and let B and U denote
the intermediate representations of the base and
unlearned models, respectively. The amount of
unlearned knowledge is defined as the information
uniquely present in B and absent from U, denoted
by

As unlearning progresses, increases, while
the information uniquely retained in U, denoted
Il(l]niq, decreases. By focusing specifically on ,
we isolate the quantity of interest: the information
that was verifiably erased from the base model,
providing a cleaner and more direct measure of

unlearning efficacy.

Takeaway: A larger
tive unlearning.

indicates more effec-

Definition 5.2 ( Knowledge). Let Y be
the auditing target, and B, U the base and un-
learned model representations, respectively. The
residual knowledge shared between B and U is
defined as |, representing the information about
Y that is still entangled between both models.

Residual knowledge quantifies the shared infor-
mation that persists across unlearning. This compo-
nent is difficult to remove, as it reflects entangled
information between B and U. In auditing LLM
unlearning, a low /. offers stronger assurance of
effective unlearning.

Takeaway: As | — 0, the confidence in the
unlearning process increases, potentially serv-
ing as a robust certificate of unlearning.

5.1 Approximating Information-theoretic
Terms

While there are several methods in literature to
empirically measure the redundant information
(Bertschinger et al., 2014; Mages et al., 2024), we
use the Redundant Information Neural Estimator
(RINE) (Kleinman et al., 2021) for an exact quan-
tification. This is closer to our notion of informa-
tion, reflecting the amount of information that a
learned decoder can decode and reduces to sev-
eral popular redundancy measures from literature
(Section A.4).

Definition 5.3 (Redundant information). Let
X1, Xo be the source variables for the target vari-
able Y and f1, fo € V be two decoders from a
Sfamily of decoders V. Then Kleinman et al. (2021)

define a notion of redundancy as
1
LY(X1;Xo = Y) = min_ - [Hy, (Y[X1) + Hyp, (Y[ Xo)]
f1,f2€v 2

s.t. D(f1, f2) =0,
IX(X1; Xy = Y):= H(Y) - LY.

“)
where H,(Y'|X;) denotes the cross-entropy when
predicting Y using the decoder f;(y|z) and
D(f1, f2) = Eay [l f1(ylar) — fa(ylz2)|l1] de-
notes the expected difference of the predictions of
the two decoders. In the context of our setting, X3
and X9 map to B and U defined earlier. The model
family V can be parameterized using simple neural
networks enabling optimization over the two model
families with backpropagation. A detailed expla-
nation for the redundancy estimation is deferred to
Section A.

In practice, we approximate the redundancy
quantities LY and I¥ by training two logistic re-
gression probes f1 and fo, which predict the mem-
bership label Y from the respective representations
of the base and unlearned models X7 and X5 from
the final hidden layer. To enforce the agreement
constraint D( f1, fo) = 0, we employ a Lagrangian
relaxation (Equation (12)). The decoders are op-
timized using simple backpropagation, enabling
practical and efficient estimation of LY and the
corresponding redundancy I¥. The unique infor-
mation can then be naturally derived using the PID
system of equations (Equation (1)). The neural opti-
mization used by RINE provides a principled lower
bound on the true redundant information (Choi
et al., 2024). This property is particularly pow-
erful in the context of an audit: a high
Knowledge score provides a conservative but
definitive signal that a non-trivial amount of
information about the target at minimum still
remains in the representations. It serves as an un-
deniable red flag for incomplete unlearning, even
if the true total amount could be higher.

5.2 Blackwell Sufficiency (Blackwell, 1953).

Let £4 and £ be two experiments observing a la-
tent variable Y € ), producing outcomes A and B,
respectively. £ 4 is said to be Blackwell Sufficient
for £p if, for any decision problem on Y, one can
achieve at least the same expected utility with A
as with B. This holds if B can be simulated from
A via a stochastic transformation independent of
Y. We write this as £4 >=p £p, indicating that A
contains all decision-relevant information about Y
that B does, and possibly more.
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Application to Unlearning Audits. We use this
framework to justify our audits. If unlearning suc-
ceeds in removing information about Y, then the
representation B should not be Blackwell Suffi-
cient for U, nor vice versa, indicating informa-
tional asymmetry induced by forgetting. Our resid-
ual knowledge measure, I, captures the decision-
relevant information about Y retained by U. A
higher value indicates more residual knowledge
and we hypothesize this represents the informa-
tional pathway that adversarial attacks exploit. Ef-
fective unlearning minimizes this redundancy. Con-
versely, the term Iﬁiq quantifies the unique in-
formation about Y that has been successfully re-
moved.

5.3 Experiments

Now that we have established the theoretical intu-
ition behind our proposed measures of unlearned
and residual knowledge, we demonstrate experi-
mental results to provide evidence supporting our
formulation. We find that even when traditional
metrics like forget quality suggest successful un-
learning, our audit can provide a more granular
view into the model by quantifying the amount of
information that has been unlearned and informa-
tion that still exists in the residual traces of the
model. We use the open-unlearning evaluation
suite to conduct our experiments.’

Datasets. We conduct experiments on the two
LLM unlearning benchmarks: TOFU (Maini et al.,
2024) and MUSE (Shi et al., 2025). TOFU consists
of 200 fictitious author profiles split into a retain
and forget set. The MUSE dataset contains BBC
News articles and Harry Potter-related knowledge
to unlearn. Our choice of datasets enables broad
unlearning scenarios from private information to
copyright content.

Algorithms. We use representative and state of
the art unlearning algorithms that modify the in-
ternal structure of an LLM. In our experiments,
we use Gradient Ascent (GA), Gradient Difference
(GD) (Liu et al., 2022), RMU (Li et al., 2024), NPO
(Zhang et al., 2024a) and its variant SimNPO.

Models. All experiments are conducted on three
different model families: 11ama (8B) (Grattafiori
et al., 2024), gemma (9B) (Team et al., 2024) and
gwen (7B) (Yang et al., 2024). We experiment with
different model sizes in Section C.

Shttps://github.com/locuslab/open-unlearning/

Results. Following prior work (Maini et al.,
2024; Ji et al., 2024), we report Forget Quality
to measure the forget performance which evaluates
how closely the unlearned LLM mirrors an LLM
trained only on retain data. Table 1 compares five
unlearning algorithms across three models using
both traditional metrics (forget quality) and our
PID-based audit measures ( knowledge
and knowledge) on the TOFU dataset.
Since auditing focuses on verifying successful data
deletion, model utility metrics are orthogonal to the
core objective and thus not central to this evalua-
tion. Our results reveal that Forget Quality can be
misleading and may overstate the effectiveness
of deletion, providing a false sense of privacy.

Gradient-based unlearning methods retain
residual knowledge. In all three model families,
the GA and GD baselines achieve high forget accu-
racy scores, suggesting successful forgetting. How-
ever, our audit shows that these methods retain
substantial residual knowledge (e.g., 0.41 bits for
1lama), indicating that membership information
persists in the representations even after unlearn-
ing. This residual leakage could enable a mem-
bership inference attack, contradicting the privacy
guarantees implied by the accuracy metric alone.

Representation and preference optimization-
based methods are relatively successful. In con-
trast, unlearning methods such as NPO and espe-
cially RMU show significantly higher unlearned
knowledge and lower residual knowledge, aligning
more closely with the goal of irreversible data re-
moval. RMU consistently achieves the lowest resid-
ual knowledge across all models (e.g., 0.08 bits for
11ama), while maintaining high unlearned knowl-
edge, indicating a meaningful reduction in identifi-
able traces of forgotten data. As a crucial baseline,
we include a model retrained from scratch on the
retain set. As shown in Table 1, this ‘gold stan-
dard’ model exhibits near-zero Residual Knowl-
edge (0.002 bits), empirically validating that our
metric accurately reflects the removal of informa-
tion from the training process. Results on more
model sizes, which show highly consistent trends,
are detailed in Appendix C.

Our findings are consistent across model families
and show that task- and output-based metrics like
forget quality miss latent internal representations.
In contrast, our PID-based decomposition offers a
clearer, more comprehensive view of what’s truly
removed or retained after unlearning, making it a
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Model Metric GA GD NPO SimNPO RMU Retrained (Exact)
Forget Quality (1) 0.55 0.62 0.69 0.73 0.72 1.00*
0Q 11ama Knowledge (1) 0.22 0.35 0.48 0.67 0.81 -
Knowledge ({) 041 032 0.26 0.14 0.08 0.002
Forget Quality (1) 042 051 0.73 0.73 0.56 1.00*
Ggemma Knowledge (1) 0.18 0.31 0.46 0.61 0.78 -
Knowledge ({) 0.39 0.30 0.23 0.13 0.07 0.003
Forget Quality (1) 049 0.56 0.61 0.68 0.72 1.00*
[ gwen Knowledge (1) 0.25 0.36 0.50 0.69 0.84 -
Knowledge () 045 034 0.28 0.16 0.09 0.002

Table 1: Comparison of unlearning performance on the TOFU dataset across three LLMs. We report forget

quality, knowledge, and
demonstrates near-zero

knowledge. Retrained (Exact) model is the gold-standard baseline,
knowledge, highlighting the information left behind by approximate methods. *By

definition, a retrained model perfectly achieves the target distribution.

more reliable tool for privacy compliance under
regulations like GDPR.

6 Residual Knowledge Beyond Auditing

Beyond its role as a diagnostic quantity in our audit
framework, residual knowledge serves two practi-
cal applications in the context of unlearning.

6.1 Residual Knowledge as a Vulnerability
Indicator

We hypothesize that models with higher
knowledge are more vulnerable to post-unlearning
adversarial attacks, as more identifiable informa-
tion remains in their representations. To test
this, we examine the relationship between residual
knowledge and attack success rates across multiple
model sizes, datasets, and unlearning algorithms.
Lucki et al. (2025) demonstrate that unlearning can
be reversed by either finetuning on a small set of
benign samples or by ablating the refusal direction
of the forget preference set at inference. We apply
both attacks to assess their correlation with residual
knowledge. Using attack success rates (ASR) as
predictors, we fit a regression model to estimate
knowledge for models up to 7B parame-
ters across different families. Table 2 shows the re-
sulting coefficients. In all cases, we find strong pos-
itive correlations, indicating that knowl-
edge is a consistent predictor of unlearning vulner-
ability and helps explain why adversarial attacks
succeed, empirically supporting our hypothesis.

Takeaway: knowledge can be opera-
tionalized as a lightweight auditing signal to
flag insufficient unlearning and trigger reme-
dial action or additional privacy safeguards.

Model Metric Finetuning Orthogonalization
MIA 0.41* 0.24%*
COllama  our Audit  0.60% 0.45%+
G MIA 0.39%* 0.44*
8EMMa  Our Audit  0.65% 0.56*
& MIA 0.51%%* 0.38%*
TN Our Audit  0.71% 0.51%*

Table 2: Correlation of our knowledge with
adversarial attack success rates (ASR). We compare
our Residual Knowledge metric against a strong MIA
baseline: Min-K%-++ (Zhang et al., 2025). Our metric
demonstrates a consistently stronger correlation with
true model vulnerability across both attack types and
model families. Significance: * p < 0.01, ** p < 0.05.

6.2 Inference-Time Abstention via Residual
Risk

Our second application explores how our frame-
work can enable privacy-aware prediction. To oper-
ationalize abstention at inference time, we propose
a risk score that identifies samples on which the un-
learned model may still retain information
from the forget set. Let f; and fy denote the mem-
bership decoders trained on representations from
the base and unlearned models, respectively, and
let p; = fi(forget|z1) and po = fo(forget|xs) be
their predicted probabilities for the “forget” label.
We define the risk score as:

. 1
RiskScore(z) = §(p1 +p2) - (1 —|p1 — p2l).

This score is high when both decoders assign high
probability to the sample being from the forget set
and they closely agree, indicating potential mem-
orization that was not removed by unlearning. At
inference time, we abstain from answering queries
with high risk scores, thereby providing an addi-
tional safety layer over imperfect unlearning mech-
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Sample Type Query Text (Abbreviated) p2  Mean Forget Prob. Disagreement Risk Score
Retain Sample Q: Yevgeny Grimkov’s first work? 0.09 0.12 0.105 0.97 0.10
Forget (Unlearned) Q: Hsiao Yun-Hwa'’s popular book? 0.95 0.17 0.560 0.22 0.12
Forget (Residual) Q: Xin Lee Williams’ writing style? 0.92 0.85 0.885 0.93 0.82

Table 3: Qualitative examples of our risk score behavior on the TOFU dataset with OQl1lama. The risk score
correctly identifies samples with residual knowledge by leveraging the confidence and agreement of membership

probes on the base (p;) and unlearned (p2) models.

Algorithm Forget Quality Model Utility
No Abst. + Abst. No Abst.  + Abst.
GA 0.55 0.64 0.35 0.34
GD 0.62 0.71 0.33 0.31
NPO 0.69 0.73 0.43 0.44
SimNPO 0.73 0.81 0.54 0.54
RMU 0.72 0.83 0.51 0.49

Table 4: Impact of abstention based on residual risk
in OQ 11lama on the TOFU benchmark. Forget quality
improves and general model capabilities are preserved,
indicating stronger forgetting with less collateral dam-
age.

anisms. This approach does not require access to
ground-truth membership labels at test time and is
scalable via simple logistic probes trained post hoc
on model representations. Refer to Section B for a
detailed explanation of the abstention mechanism.
We evaluate this approach on the 11ama model un-
der different unlearning algorithms. Table 4 shows
that the redundancy-based abstention rule increases
unlearning performance at minimal degradation in
general model utility (Maini et al., 2024).

Comparison with Uncertainty Baselines. To
verify that our Risk Score targets specific residual
memory rather than generic model uncertainty, we
compare it against a Predictive Entropy baseline.
We compute the Shannon entropy of the next-token
probability distribution, using high entropy as a
proxy for uncertainty-based abstention. We evalu-
ate this on the 11ama model unlearned via RMU.

As shown in Table 5, predictive entropy yields
only a modest improvement in Forget Quality
(4+0.05). in contrast, our audit-informed Risk
Score achieves more than double the improvement
(+0.11) with comparable utility cost. This empir-
ically demonstrates that models can remain con-
fident about forgotten data even when unlearning
has failed, confirming that assessing the agreement
between base and unlearned representations is nec-
essary to detect subtle information leakage.

Method Forget Quality (1) Model Utility (1)
No Abstention 0.72 0.51
Predictive Entropy 0.77 (+0.05) 0.48 (-0.03)
Our Risk Score 0.83 (+0.11) 0.49 (-0.02)

Table 5: Comparison of abstention mechanisms on
0011ama (RMU). Our representation-based Risk Score
significantly outperforms standard uncertainty (Predic-
tive Entropy), indicating that residual knowledge is of-
ten retained with high model confidence.

Takeaway: By leveraging our audit-informed
risk score, deployers can make fine-grained,
data-driven decisions about when to trust
model predictions post-unlearning.

6.3 Qualitative Case Study: An Interpretable
View of Residual Knowledge

We examine specific examples from the TOFU
dataset to illustrate how our proposed risk score
distinguishes between successfully unlearned in-
formation and persistent residual knowledge. The
score is designed to be high only when two condi-
tions are met: (1) the sample is confidently identi-
fied as part of the forget set, and (2) the base and
unlearned models agree on this assessment, signal-
ing that the unlearning process failed to remove the
informational trace.

Table 3 showcases three representative scenar-
ios. The risk score correctly identifies high-risk
samples by checking for high confidence and high
agreement between the base (p;) and unlearned
(p2) model probes.

» Retain/Safe: A low forget probability (p1, p2 =
0.1) results in a low risk score.

* Successfully : High disagreement be-
tween the probes (p; >> p2) indicates successful
information removal, leading to a low risk score.

. Knowledge: High agreement between
two confident probes (p; = ps = 0.9) signals
that the informational trace persists, correctly
yielding a high risk score.
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7 Discussion & Conclusion

We introduce a novel formalization for auditing
LLM unlearning using partial information decom-
position (PID) to reveal how much and what kind of
information about erased data remains. Our novel
auditing metrics formally decompose the unlearn-
ing process, distinguishing between information
successfully removed ( ) and information
that persists ( ). Unlike current unlearning
assessments, our approach is interpretable, theo-
retically grounded and aligns with privacy goals
of regulatory frameworks. We demonstrate two
practical use cases of our audit: Vulnerability As-
sessment and Abstention-based Defense, offering
actionable tools for deployers aiming to ensure
privacy while preserving utility. As unlearning re-
search advances, standardized evaluation is cru-
cial. Our attack-independent, representation-level,
and model-agnostic metrics lay the groundwork
for formal audits and regulatory compliance for
LLM unlearning. Overall, we offer a new lens on
unlearning, not only as a binary success/failure cri-
terion, but as a decomposable, quantifiable process
that can be measured, improved, and deployed with
confidence.

The Case for White-Box Audits The evaluation
of machine unlearning can be viewed through a lens
of increasing "levels of assurance." The most ba-
sic level, achievable via black-box access, involves
behavioral checks: does the model still generate
the forgotten content? While useful, this provides
the weakest guarantee. Our work demonstrates that
models can pass such tests while still harboring
"residual knowledge" internally, a phenomenon we
term "shallow unlearning" (Section 3). To achieve
a higher level of assurance, one must move from
observing behavior to inspecting the internal mech-
anism. This necessitates white-box access. By
directly analyzing a model’s representations, our
information-theoretic audit can detect these per-
sistent informational traces that black-box meth-
ods would miss. While we employ RINE for its
scalability and connection to decodability, we ac-
knowledge the potential of alternative estimators
such as the Hilbert-Schmidt Independence Crite-
rion (HSIC) (Gretton et al., 2005). We prioritized
RINE because its formulation—based on optimiz-
ing families of decoders aligns conceptually with
the adversarial goal of an audit: determining if
information remains extractable by a learned func-
tion. Nevertheless, comparative analysis using non-

parametric estimators like HSIC remains a valuable
direction for future work.

Our white-box audit is analogous to software
security, where source code audits provide far
stronger guarantees than black-box penetration test-
ing alone (Skandylas and Asplund, 2025). There-
fore, our PID-based framework is designed for the
specific, high-stakes scenario of a developer, de-
ployer, or regulator who requires verifiable proof of
data removal. In this context, white-box access is
not a limitation but a prerequisite for a meaningful
and trustworthy audit.

Limitations

We investigate the residual information with respect
to data membership, future works should look into
specific sensitive attritbutes relevant for deployers.
Second, the limitations of current LLM unlearn-
ing benchmarks carry over to our work as well:
we only investigate English-language unlearning
and our setting is restricted to unlearning finetuned
LLMs. However, our conceptual framework should
still provide valid audits for future benchmarks
since our approach is data-independent and only
relies on residual information encoded in the LLM
representations. Additionally, the strength of our
framework lies in the generalizable nature of our
proposed information-theoretic measures. We only
require access to two versions of the LLM. In the
current study, we use the base and fine tuned model,
but the core principles remain valid for other com-
binations an auditor might be interested in, like
unlearning from instruction-tuned models, or un-
learning from pre training data. Third, unlike exact
unlearning, we are unable to provide certified guar-
antees for the unlearning process. However, we
argue that our proposed measures are a practical
and interpretable way to investigate unlearning in a
more principled manner. Finally, our framework
currently audits LLLM unlearning at the represen-
tation level. Our audit can be naturally extended
to weights and parameters of the model which we
leave as part of future work. For a black-box set-
ting in frontier LL.Ms, our audit can naturally be
extended assuming access only to model logits and
log probabilities.

Our current work focuses on establishing a reli-
able framework to quantify if and how much infor-
mation persists and a localisation study would be
out of scope of our current work. We believe our
framework lays the essential groundwork for future
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work to perform such fine-grained localization by
applying our PID audit layer-by-layer or head-by-
head. Our framework also serves as a fundamental
diagnostic tool that can guide better algorithms, for
example, by minimising the redundant information
during unlearning.

On the Use of Information-Theoretic Estima-
tors. Our framework relies on a neural estimator
(RINE) to quantify information-theoretic measures
from high-dimensional LLM representations. It is
important to contextualize this choice. Accurately
estimating mutual information in continuous, high-
dimensional spaces is a notoriously challenging
open problem. Variational estimators like RINE
represent the state-of-the-art approach, but they pro-
vide a lower bound on the true information quanti-
ties.

From an auditing perspective, we argue this
lower bound is not a critical weakness but a practi-
cal strength. An audit’s primary goal is often risk
detection. If our audit reveals a high ‘Residual
Knowledge’ score, it provides sufficient evidence
to fail the unlearning process, as it proves a substan-
tial amount of information persists. The utility of
this approach is further validated by our empirical
findings: ‘Residual Knowledge’, even as a bound,
correlates far more strongly with real-world adver-
sarial vulnerability than standard MIA baselines
(Table 2). While determining the precise tightness
of these bounds for LLM representations remains a
valuable direction for future theoretical work, our
results show that the current estimators are already
effective tools for practical privacy auditing.

Ethical Considerations

This work directly engages with ethical and legal
challenges surrounding user privacy in LLMs. In
particular, we focus on compliance with data pro-
tection regulations such as the GDPR and the EU
Al Act, which mandate the right to data deletion.
Our proposed auditing framework aims to provide
verifiable, interpretable evidence of data removal,
enabling greater accountability in machine unlearn-
ing systems. We emphasize that our methods are
intended for responsible use by model developers,
auditors, and policymakers to assess and improve
privacy guarantees. However, the auditing tech-
niques could potentially be misused to probe for
residual information in models not explicitly de-
signed for unlearning. All experiments in this work
are conducted on publicly available benchmarks

and synthetic data, without processing personally
identifiable or sensitive real-world information. We
advocate for future research to uphold similar eth-
ical standards and to include auditing as a core
component of privacy-preserving ML system de-
sign.
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A Partial Information Decomposition and
Redundancy Estimation

Information theory provides powerful tools like
mutual information I(X;Y") to quantify the depen-
dency between random variables X and Y (Cover,
1999). However, standard mutual information does
not naturally describe how information about a
target variable Y is distributed among multiple
source variables X7, ..., X,,. For instance, given
two sources X7 and X5, the mutual information
I(X1,X2;Y) tells us the total information about
Y contained in (X1, X3), but it doesn’t reveal how
much information is unique to X, unique to Xo,
common to both (redundant), or only available
when considering them jointly (synergistic).

Understanding this distribution of information
is crucial in various domains, such as designing
multi-sensor systems or analyzing neural activity
recorded from different brain areas. To address
this limitation, Mages et al. (2024) proposed the
Partial Information Decomposition (PID), a princi-
pled framework for decomposing the total informa-
tion I(X1,...,X,;Y) into components reflecting
unique, redundant, and synergistic contributions
from the sources.

For the case of two sources X7 and X and a tar-
get Y, the total mutual information (X7, X2;Y)
is decomposed as:

[(X1, Xo; V) = I+ T2 4 [0 (X, Xos V) +

uniq uniq
In(X1, X2;Y)
. &)
where Iun;q represents the unique information that

source X; provides about Y that is not avail-
able from the other sources, Igy, (X1, X2;Y) is
the synergistic information about Y that is only
present when X; and X5 are considered jointly,
and In(X1, X;Y) is the redundant information
about Y that is common to both X; and X5.
These components relate to standard information-
theoretic quantities as follows:
I(X1;Y) = Il + In(X1, X2;Y)  (6)
I(Xg; Y[X1) = I + Iyn(X1, X2;Y) (7)
(Note that I(X;,Xo;Y) = I(X;Y) +
I(X2;Y|X1), which can be seen by summing
equations 6 and 7).
While the PID framework is appealing, defining
and computing its constituents, particularly the re-
dundant information I, has been challenging. Ex-

isting definitions often involve difficult optimiza-
tion problems that are only feasible for discrete
variables over small alphabets (Griffith et al., 2014;
Bertschinger et al., 2014; Kleinman et al., 2021;
Venkatesh et al., 2023; Gutknecht et al., 2021).

A.1 Existing Notions of Redundant

Information
The definition of redundant information
I~n(X1,...,X,;Y) has been a central focus

of research within the PID framework. Despite
some disagreement on specific properties, several
desirable characteristics are widely accepted for a
notion of redundancy:

* Symmetry: In(X;;...; X, — Y) is invari-
ant to the permutation of Xy, ..., X,,.

o Self-redundancy: I~(X; — Y) =I1(X;;Y)
for any source X;. The redundancy of a single
source with itself is simply its mutual infor-
mation with the target.

* Monotonicity: In(Xi;...; X, — Y) <
In(X3;...;Xp—1 — Y). Redundancy can-
not increase by adding more sources.

Several notions satisfying these properties have
been proposed. Two notable examples, formulated
as optimization problems over a random variable
@ related to the sources and target, are:

Intersection Information /" Proposed by Grif-
fith et al. (2014), I" is defined as the maximum in-
formation that a random variable () can have about
Y, subject to ) being a deterministic function of
each source X;:

(X155 X = Y) i=max I(Y; Q)
N ®)
s.t. Vi, 3f; (deterministic): Q = f;(X;).

This definition captures information about Y that
is common to all sources, as it must be extractable
from each source independently via a deterministic
function.

Common Information 77 A more general no-
tion was proposed by Griffith and Ho (2015), de-
fined as:
ICH(Xy . X, = Y) = max I(Y; Q)
Q ©)
s.t. Vi, I(Y;Q|X;) =0.

The constraint I(Y; Q|X;) = 0 means that Y <>
X; < Q forms a Markov chain for each ¢. This
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is a weaker constraint than @ = f;(X;), allowing
Q to be a stochastic function of X;. I¢¥ thus
reflects the maximum information between Y and
a variable () that is dependent on each X; in a
way that renders Y conditionally independent of @)
given X;.

A key limitation of these existing definitions,
when computed directly via optimization over )
or the joint distribution, is that they are gener-
ally only feasible for discrete variables with very
small alphabets, making them impractical for high-
dimensional continuous data typical in machine
learning applications.

A.2 Conceptual Grounding: Blackwell
Sufficiency and Residual Knowledge

To justify our proposed measure of residual knowl-
edge in an unlearned model regarding a forgotten
dataset, we draw on the concept of Blackwell Suf-
ficiency (Blackwell, 1953), a foundational tool for
comparing the informational content of statistical
experiments (in our case, model representations).

A.3 Variational Redundant Information
Neural Estimator (RINE)

To overcome the computational challenges and en-
able the estimation of redundant information in
high-dimensional settings, Kleinman et al. (2021)
reformulate the problem as a variational optimiza-
tion over a restricted family of functions.

For two sources X1, X5 and a target Y, RINE is
defined by an optimization problem over a chosen
model family V of functions (e.g., neural networks),
representing potential decoders fi, fo:

The core of the optimization is to find decoders
f1, fo € V that are highly similar in their pre-
dictions about Y from X; and X, respectively,
while minimizing their prediction error on Y. Let
fi(y|x;) denote the conditional probability distribu-
tion over Y given X; = x; as modeled by decoder
fi- RINE defines a loss function £y(X1; X9 — Y)
that seeks functions f1, fo € V minimizing the av-
erage prediction loss (cross-entropy) while being
constrained to produce similar predictions:

[ 1)
f1,f2€V +1/2Hf2(Y‘X2)
S.t. D(fl,fg):()

EV(Xl; X2 — Y) =

(10)

where Hy(Y|X) = E(; ) p(ay) [~ 10g f(y]2)]
is the expected cross-entropy when predict-
ing Y using decoder f, and D(fi,f2) =

Eoy aamop(es o) 11 (V1) = fo(¥ |r2) 1] s the ex-
pected difference between the output distributions
of the two decoders (e.g., measured by L1 norm,
though other divergence measures could be used).
The 1/2 terms are included for symmetry. The con-
straint D(f1, f2) = 0 implies that f1(Y|X;) and
f2(Y'| X3) are equal in expectation over the data dis-
tribution. If f; and f5 are deterministic functions,
this constraint means fi(X;) = f2(X2) almost
surely. If they are stochastic functions, it means
their output distributions are the same.

The V-redundant information, denoted
Iy(X1,X2;Y), is then defined based on this
minimized loss:

Iv(Xl,XQ; Y) = H(Y) — EV(XIS X2 — Y)
(11)

where H(Y) is the entropy of the target vari-
able. This definition is analogous to the defini-
tion of standard mutual information I(X;Y) =
H(Y) - H(Y|X), where H(Y|X) is the mini-
mum possible cross-entropy when predicting Y
from X using any function. Here, we minimize
cross-entropy using functions from V subject to
the similarity constraint, effectively isolating the
information about Y that is extractable by similar
functions from both sources.

To solve the constrained minimization problem
subject to (10) in practice, we can minimize the
corresponding Lagrangian:

Ly(X1;Xo — Y, 8):= min |1H; (Y|X
v(X1; Xo B) min |2 £ (Y]X1)

+ %HfQ(Y|X2)

+ 8D(f1. f2)]
(12)
where 5 > 0 is a Lagrange multiplier. As
B — o0, the solution to the Lagrangian approaches
the solution to the constrained problem, forcing
D(f1, f2) = 0.
A key insight is that by choosing the function
family V appropriately, RINE generalizes the exist-
ing notions of redundancy I"* and I¢:

Proposition 1 Let V be the family of deter-
ministic functions. Then, Iy(X;,X2;Y) =
INX1,X59;Y). If, instead, V is the family
of stochastic functions, then Iy(Xp, Xo;Y) =
IGH (X, X2;Y).

This proposition is formally proven below. This
connection shows that optimizing over a family
of functions, as done in RINE, provides a unified
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framework that recovers established definitions of
redundancy when the function family is sufficiently
rich. By using restricted families of functions like
neural networks, we can approximate this redun-
dancy in high-dimensional settings where exact
computation is intractable. The optimization is
performed over the parameters of the functions
f1, fo € V (e.g., neural network weights) using
gradient descent.

A4 Proof of Proposition 1

We provide an intuitive proof of Proposition 1,
showing how the RINE objective recovers known
definitions of redundant information depending on
the type of functions allowed. We borrow the
proofs directly from Kleinman et al. (2021) but
provide an intuitive explanation below.

Recall the RINE loss:

Y2H, (Y[X1)
+1/2Hp, (Y] Xo)
(13)
subject to the constraint that the outputs of f;
and fo are identical:

Ly(X1; X9 = YY) := min
V(X X ) f1,f2€V

D(f1, f2) = Baya [ /1 (Y ]21) = f2(Y]22)[1] = O

(14)
This means both functions must output the same
predictive distribution over Y, even though they
receive different inputs (X and X respectively).
Let this shared output be a variable Q).
Then the loss becomes:

Ly(X1; Xy = Y) = H(Y|Q) (15)

and the estimated redundancy is:

Iy(X1, X2;Y) =H(Y) - HYI[Q) = I(Y;Q)
(16)
So the amount of redundant information depends
on how much @ tells us about Y, where () must be
derivable from both X; and X through functions
inV.

Case 1: Deterministic Functions. Suppose V is
the set of all deterministic functions. Then ) must
be a deterministic function of each input:

Q = f1(X1) = fa(X2)
This matches the definition of I”:

I"(X1,Xo = Y) = 17)

max
Q:Q=fi(Xi)

Therefore, under deterministic V, the RINE esti-
mate recovers 17

I(Y;Q)

Case 2: Stochastic Functions. Now let V be

the set of stochastic functions. Then () can be a

stochastic function of X; and X5, and the con-

straint D(f1, f2) = 0 still requires that both X3

and X3 can generate the same distribution over Q).
This corresponds to the constraint:

I(Y:QIX1) =0 and I(Y;Q|X3) =0

which means Y <> X; <> () forms a Markov chain
for each . That is the definition of I¢H:

I99(X| X, »Y) = max

I(Y;
Q:1(Y;Q|X:)=0 ¥:Q)
(18)
So when V allows stochastic mappings, RINE re-

covers IGH

Conclusion. RINE unifies both I”* and I¢¥ un-
der a single optimization framework. By choos-
ing different function families )V (deterministic or
stochastic), the method recovers different classical
definitions of redundant information.

B Inference-Time Abstention via Risk
Scoring

In this section, we provide a detailed explanation of
our inference-time abstention mechanism designed
to mitigate residual privacy risks in unlearned mod-
els. Even after training-time unlearning procedures
are applied, models may retain partial information
from forgotten samples. Our approach provides an
additional safety barrier by abstaining from answer-
ing queries that are likely to belong to the forget
set and are insufficiently unlearned.

B.1 Motivation

Two natural candidates for an inference-time ab-
stention score are the redundant information or
disagreement between the base and unlearned mod-
els to identify forgotten examples. However, these
methods have key limitations:

* Redundancy-based scoring: Redundancy
metrics, such as IX(X1; Xo — Y), require
access to ground-truth membership labels YV
for every test sample, which are unavailable
in real-world inference settings.

* Disagreement-based scoring: Simple dis-
agreement metrics like | f1(y|z1) — fo(y|x2)|
may misclassify successfully forgotten sam-
ples as risky (due to decoder divergence) and
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benign retained samples as safe (due to de-
coder agreement), thus leading to high false
positives and negatives.

To address these issues, we propose a more tar-
geted risk scoring mechanism that accounts for
both the confidence and agreement of decoders
specifically on the “forget” class.

B.2 Proposed Risk Score and Abstention
Algorithm

Let f; and fy be binary membership decoders
trained on representations x; and 2 from the base
and unlearned models, respectively. Let:

p1 = fi(forget|z1), pa = fo(forget|zs).

‘We define the risk score as:

1
RiskScore(z) = i(pl + p2)

N—_——
Mean Forget Probability Agreement Term

This risk score is high when both decoders assign
high probability to the sample being from the for-
get set and they closely agree on this assessment,
suggesting residual memorization. ©

Algorithm 1 Inference-Time Abstention via Risk
Scoring

1. Trained decoders fi, fo, representations x1, o
of input x, abstention threshold 7

p1 < fi1(forget|xy)

po  fo(forget|za)

mean_forget «— 0.5 - (p1 + p2)
agreement < 1 — |p; — po|

risk_score <— mean_forget - agreement
if risk_score > 7 then

\ Abstain

else

. Answer

X RDIN R R

—_
=

B.3 Discussion

The final abstention score balances two intuitions:

* High average forget probability suggests
that the sample looks like a forgotten point.

* Low disagreement indicates the unlearned
model still agrees with the base model, imply-
ing forgetting may have failed.

We evaluate the performance on different thresholds and

observe best performance at 0.48. This is a parameter deploy-
ers can optimize depending on their privacy-compliance.

(I —|p1 —p2|)-
~—_———

Table 6 provides a conceptual example to clarify the
behavior of the proposed risk score across differ-
ent possible types of samples. Only when both of
these hold do we trigger abstention, which makes
the mechanism robust against false positives on be-
nign queries and false negatives on unsuccessfully
forgotten ones. This strategy also avoids requir-
ing access to ground-truth labels or expensive PID
optimization at inference time.

C Scalability Experiments with Smaller
Models

To verify that our auditing framework is effec-
tive across different model scales, we conducted
additional experiments on smaller language mod-
els: 1lama-3-1B-Instruct and gemma-2B. The
primary goal was to assess whether the trends ob-
served in the 7B-9B parameter models hold true
for smaller, more accessible model sizes.

As shown in Table 7, the results are highly con-
sistent with our main findings. The relative per-
formance ranking of the unlearning algorithms re-
mains largely stable. For instance, RMU continues
to be one of the most effective methods, achieving
the lowest ‘Residual Knowledge* and highest ‘Un-
learned Knowledge*. Conversely, simpler methods
like Gradient Ascent (GA) still leave behind sig-
nificant residual information, even in these smaller
models.

This consistency across scales (from 1B to 9B
parameters) suggests that the phenomena of "shal-
low unlearning" and the utility of our PID-based
audit are fundamental properties of the unlearning
process in current LLMs, rather than artifacts of a
specific model size.

D Experimental Details

In all experiments, we use the open-unlearning
library for access to the unlearning algorithms and
benchmarks. We train simple logistic regression
models for probing experiments. For redundancy
computation, we train linear probes on base and un-
learned model representations from the final layer,
using Adam optimization in PyTorch. All experi-
ments are conducted on NVIDIA A100 80GB GPU.
For the adversarial attacks, we reuse the codebase
from Lucki et al. (2025) and compute ASRs on
each model family (all models upto 7B parameters)
and dataset combination, then run the regression
reported in Section 6.1. Our framework can be
applied to any unlearning algorithm and model as
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Table 6: Example of risk score behavior for different sample types.

Sample Type p1 p2 Mean Forget Disagreement Risk Score  Action
Retain Sample 0.1 0.1 0.1 0.0 0.10 Answer
Forget (Unlearned) 0.9 0.1 0.5 0.8 0.10 Answer
Forget (Residual) 09 038 0.85 0.1 0.77 Abstain

Table 7: Unlearning performance audit on smaller models (11ama-3-1B and gemma-2B) using the TOFU dataset.
Results show consistent trends with the larger models presented in the main paper (Table 1), demonstrating the
scalability of our auditing framework.

Model Metric GA GD NPO SimNPO RMU

Forget Quality (1) 048 055 0.61 0.65 0.68
Llama-3 1B Unlearned Knowledge (1) 0.31 0.36 0.51 0.62 0.80
Residual Knowledge ({) 0.29 024 0.19 0.18 0.08

Forget Quality (1) 045 053 0.68 0.70 0.59
Gemma 2B Unlearned Knowledge (1) 0.20 0.29 048 0.64 0.80
Residual Knowledge ({) 0.33 0.29 0.18 0.15 0.09

long as we have white-box access.

The threshold for abstention-based experiments
was determined by performing a sweep on a held-
out validation set to balance forget quality improve-
ment and utility preservation. This can be adapted
by deployers based on their specific privacy-utility
trade-offs.
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Model Metric GA GD NPO SimNPO RMU

Forget Quality (1) 053  0.60 0.70 0.74 0.71

1lama Unlearned Knowledge (1) 0.24  0.34 0.47 0.65 0.80
Residual Knowledge ({) 042 0.33 0.27 0.15 0.09

Forget Quality (1) 044 050 0.71 0.74 0.57

gemma Unlearned Knowledge (1) 0.19  0.29 0.45 0.60 0.76
Residual Knowledge ({.) 040 0.29 0.24 0.12 0.06

Forget Quality (1) 048 057 0.63 0.66 0.73

gwen Unlearned Knowledge (1) 0.26  0.38 0.52 0.68 0.83
Residual Knowledge ({.) 0.44 035 0.29 0.17 0.08

Table 8: Audit results on the MUSE dataset.
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