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Abstract

Watermarking has emerged as a promising so-
lution for tracing and authenticating text gen-
erated by large language models (LLMs). A
common approach to LLM watermarking is
to construct a green/red token list and assign
higher or lower generation probabilities to the
corresponding tokens, respectively. However,
most existing watermarking algorithms rely
on heuristic green/red token list designs, as
directly optimizing the list design with tech-
niques such as reinforcement learning (RL)
comes with several challenges. First, desirable
watermarking involves multiple criteria, i.e.,
detectability, text quality, robustness against
removal attacks, and security against spoofing
attacks. Directly optimizing for these criteria
introduces many partially conflicting reward
terms, leading to an unstable convergence pro-
cess. Second, the vast action space of green/red
token list choices is susceptible to reward hack-
ing. In this paper, we propose an end-to-end
RL framework for robust and secure LLM wa-
termarking. Our approach adopts an anchoring
mechanism for reward terms to ensure stable
training and introduces additional regulariza-
tion terms to prevent reward hacking. Experi-
ments on standard benchmarks with two back-
bone LLMs show that our method achieves
a state-of-the-art trade-off across all criteria,
with notable improvements in resistance to
spoofing attacks without degrading other crite-
ria. Our code is available at https://github.
com/UCSB-NLP-Chang/RL-watermark.

1 Introduction

Large language models (LLMs) now underlie many
public-facing applications, producing text that is
increasingly difficult to distinguish from human
writing. As a result, watermarking, which embeds
imperceptible yet algorithmically-detectable pat-
terns into LLLM-generated text, has become a key

“Equal advising and contribution.

line of defense for provenance tracking and content
authentication (Pan et al., 2024; Liu et al., 2024,
Zhao et al., 2025).

A desired watermarking algorithm should satisfy
four criteria: @ Detectability: Any watermarked
text should be accurately detected, and any unwater-
marked text should not be falsely detected; @ Text
quality: The watermarked text should have simi-
lar quality to the unwatermarked text; @ Robust-
ness to removal attacks: The watermarks should
remain detectable under paraphrasing; and @ Se-
curity against spoofing attacks: The watermarks
should be removed after malicious modifications,
such as flips of sentiments and insertions of hate
speech. To design effective watermarking algo-
rithms, a common approach is based on a green/red
token list, where the token vocabulary is divided
into a green list and a red list. During genera-
tion, the probability of generating green tokens is
increased, and that of generating red tokens is de-
creased. Consequently, by counting the frequency
of green versus red tokens, one can effectively de-
tect watermarked texts (Kirchenbauer et al., 2023;
Zhao et al., 2023a; Kuditipudi et al., 2023a). Al-
though watermarking performance heavily depends
on the design of the green/red list, existing ap-
proaches typically determine it randomly, leading
to a suboptimal trade-off across multiple criteria.

More recently, semantic-aware watermarking
methods (Liu and Bu, 2024; Guo et al., 2024; Liu
et al.) have been proposed, where a mapping model
encodes the prior context, and the green/red to-
ken list is determined by the semantic embeddings.
By contrastively training the mapping model to
be insensitive to semantic-preserving operations
and sensitive to semantic-distorting operations (An
et al., 2025), the watermarking can be simultane-
ously robust to paraphrase removal attacks and se-
cure against spoofing attacks. However, An et al.
(2025) only trains the model to distinguish different
operations in the embedding space, which does not
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Figure 1: Performance comparison (higher is better)
on detectability, robustness against paraphrase attacks,
and security against sentiment and hate speech spoofing
attacks. For detectability and paraphrase attack, AUCs
are reported. For sentiment and hate attacks, scores are
calculated using the complements (i.e., 100-AUC) of
the corresponding AUCs.

necessarily translate to improved end performance
of watermarking. Figure 1 shows the performance
of An et al. (2025), which illustrates that as secu-
rity improves (sentiment and hate), performance on
detectability and robustness (paraphrase) degrade,
indicating a tradeoff among the criteria.

In this paper, we propose an end-to-end rein-
forcement learning (RL) framework to directly
optimize the watermarking design. Building on
semantic-aware approaches, we employ a mapping
model as a policy to generate the green/red token
list. The policy is then optimized through a re-
ward that balances multiple criteria under a uni-
fied framework. Specifically, given a generated
green/red token list, a watermarked text is sampled,
and the policy is rewarded for correctly detecting
the watermark in the generated text but not in its
unwatermarked counterpart. The watermarked text
is then modified in two ways: through semantic-
preserving edits (e.g., paraphrasing) and through
semantic-distorting edits (e.g., sentiment flips and
insertions of hate speech). The policy earns addi-
tional rewards when the watermark survives the
first type of edits but disappears after the second.

However, such an RL training setup faces two
key challenges. The first challenge lies in the in-
herently conflicting nature of the watermarking
criteria: detectability and robustness require wa-
termarks to be invariant to paraphrasing, whereas
security demands sensitivity to semantic-distorting
modifications. Balancing these partially opposing
objectives within a single reward function often
leads to unstable training dynamics. The second
challenge arises from the large action space of the

mapping model-each token can be assigned as a
green or red token. In this setting, the model may
exploit shortcuts in the reward function to achieve
high reward scores without genuinely improving
watermarking performance, a phenomenon analo-
gous to reward hacking.

To address these challenges, our method in-
cludes two key designs. First, we adopt an an-
chored mechanism that constrains the fraction of
green tokens in unwatermarked texts toward 50%
to address the partial conflicts among different cri-
teria and stabilize training. Second, we augment
the reward function with adversarial evaluations.
In addition to applying various attacks to water-
marked texts, we also generate attacks for unwater-
marked texts and reward the policy if the attacked
unwatermarked texts maintain a 50% of green to-
kens. This discourages degenerate strategies such
as naive hate speech detection.

We evaluate our method on two widely used
benchmarks for LLM watermarking with two popu-
lar base LLMs. Experiments show that our method
outperforms strong baselines by better satisfying
the four criteria. Additional analyses also demon-
strate the importance of our two key designs. We
summarize our contributions as follows:

* We propose an end-to-end RL framework to op-
timize the green/red token list generation policy,
which jointly considers detectability, robustness,
and security within a unified framework.

* We introduce an anchored reward mechanism to
mitigate conflicts among reward components and
stabilize training.

* We incorporate adversarial regularization in the
reward function to prevent reward hacking.

* Experiments on standard benchmarks demon-
strate that our method achieves a better trade-off
among the desired criteria.

2 Related Works

2.1 LLM Watermark

Watermarking Al-generated text (Pan et al., 2024;
Liu et al., 2024; Zhao et al., 2025) is crucial for
ensuring transparency, accountability, and the abil-
ity to distinguish between human and machine-
generated content. An in-process LLM watermark
usually embeds a hidden signal directly into Al-
generated text during generation by manipulating
the decoding process (Kirchenbauer et al., 2023;
Zhao et al., 2023b; Liu et al., 2023a,b; Zhu et al.,
2024; Dathathri et al., 2024; Lee et al., 2023; He
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et al., 2025, 2024; Liu et al., 2025b; Hu et al., 2023;
Christ et al., 2024; Chen et al., 2025; Kuditipudi
et al., 2023b), fine-tuning model weights (Xu et al.,
2024; Zhao et al., 2023c; Xu et al., 2025; Block
et al., 2025), or using a watermarking instruction
(Liu et al., 2025a). A post-hoc LLM watermark
(Qiang et al., 2023; Zhang et al., 2024; Yang et al.,
2022) does not require direct access to the origi-
nal LLM. Instead, it embeds a watermark into the
generated text using a separate LLLM, such as by
paraphrasing the unwatermarked text with a water-
marked LLM (An et al., 2025) or incorporating se-
lected keywords using LLMs (Chang et al., 2024).
Specifically, Kirchenbauer et al. (2023) uses the
previous token as a hash to partition the LLMs’ vo-
cabulary into green and red lists, and softly encour-
ages the selection of green tokens during text gen-
eration to embed the watermark. Guo et al. (2025)
proposes a policy-driven approach for code water-
marking by optimizing token selections during the
next-token prediction. Xu et al. (2024) embeds a
watermark into LLM weights by co-training the
LLM and detector based on RL. Our watermarking
method also employs RL, but it differs significantly
from Xu et al. (2024) in two key aspects. First,
Xu et al. (2024) fully fine-tunes the LLM, whereas
our approach leaves the original LLM weights un-
touched and instead trains a lightweight semantic
mapping model, thereby maintaining the integrity
of the base model. Second, rather than training a
dedicated detector, we embed the watermark by
perturbing the sampling process and use statistical
methods for detection.

2.2 LLM Watermark against Spoofing Attack

The spoofing attack (Sadasivan et al., 2023; Jo-
vanovi¢ et al., 2024; Pang et al., 2024) poses a
severe threat to the security of LLM watermarks, es-
pecially the reputation of the LLM owners. Specifi-
cally, Sadasivan et al. (2023) proposes a watermark
forgery spoofing attack that forges watermarked
text by reverse-engineering the green and red to-
ken lists used in the KGW watermarking method
(Kirchenbauer et al., 2023). Pang et al. (2024) intro-
duces the piggyback spoofing attack, which subtly
modifies a few words to change the overall mean-
ing or inserts harmful content, such as hate speech,
into watermarked text. Although the semantic in-
tent is significantly altered, the watermark remains
detectable, potentially leading to false attribution
of the harmful content to the LLM owner. To en-
hance the security against spoofing attacks, several

semantic-aware watermarking methods have been
proposed (Liu and Bu, 2024; An et al., 2025; Yi
et al., 2025; Cai et al., 2025; Hou et al., 2023; Fu
et al., 2024; Ren et al., 2023). Specifically, Liu
and Bu (2024) uses a pre-trained sentence embed-
ding model as a semantic mapping model to extract
the semantic meaning of watermarked text, thereby
improving resistance to forgery spoofing attacks.
However, this approach struggles to defend against
piggyback spoofing attacks, as pre-trained sentence
embedding models often fail to capture significant
semantic shifts caused by minor textual modifica-
tions. An et al. (2025) enhances watermark security
against piggyback spoofing attacks by contrastively
training a semantic mapping model to be sensitive
to semantic-distorting changes while insensitive to
semantic-preserving changes. This approach im-
proves the trade-off between robustness and secu-
rity. In this paper, we adopt an end-to-end training
strategy to achieve a more favorable trade-off.

3 Background

3.1 Problem Formulation

In this work, our goal is to develop a watermarking
algorithm that satisfies the following four criteria:

* Detectability: The system should detect the pres-
ence of watermarks in watermarked text with a
high success rate while avoiding false detection
on unwatermarked text.

¢ Text quality: The embedded watermarks should
not disturb the quality of the generated text.

* Robustness against removal attacks: The wa-
termarks should remain detectable after semantic-
preserving edits such as paraphrasing, so that
they cannot be easily removed.

* Security against spoofing attacks: The water-
marks should be removed after malicious mod-
ifications like hate speech insertion and senti-
ment flipping, so that attackers cannot forge wa-
termarked texts containing malicious content.

We adopt the post-hoc watermarking setting in An
et al. (2025), where given an unwatermarked text,
which can be generated by LLMs or humans, we
generate a watermarked version of it by paraphras-
ing the unwatermarked input and inserting water-
marks into the paraphrase.

3.2 Semantic-aware Watermarking Algorithm

Our method builds upon the semantic-aware wa-
termarking algorithm (Liu and Bu, 2024; An et al.,
2025). Particularly, the watermarking system com-
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prises two components: a mapping model Mg and
a backbone LLLM. To generate a watermarked text,
the following two steps are conducted:

Step 1: Green/red token list construction. Given
an unwatermarked input text "%, the mapping
model maps it to a vocabulary-size vector z =
Mp(x"™) € RVI, where V is the vocabulary. To-
kens with positive values are labeled as green to-
kens, forming the green token list G = {v : z[v] >
0}, while the remaining tokens constitute the red
token list. Since the mapping model builds on the
hidden representations of the input text, the con-
structed green/red token list will depend on the
semantic information of z"V.

Step 2: Watermark injection. Given a paraphras-
ing prompt g and the input text "V, the back-
bone LLM generates the watermarked output V™.
Specifically, at each decoding step ¢, the model
produces logits [; = LLM(q, ", ¥}'). The wa-
termark is then embedded by perturbing and in-
creasing the logits of the green tokens: I[v] =
lv]-(1+d1(v € G)), where § is the watermarking
strength. Finally, the next token x}'™ is sampled ac-
cording to the logits [ In this way, the green tokens
are more likely to be sampled, thereby embedding
the watermark signal in generated text.

To detect the presence of watermarks in an un-
known text, the same mapping model My is used
to construct the green/red token list. The text is
marked as watermarked if the percentage of green
tokens in the text is above a pre-defined threshold.

4 Methodology

In this section, we formulate the construction of the
green/red token list as an RL problem and optimize
the policy directly with the criteria detectability, ro-
bustness, and security within a unified framework.

4.1 RL Framework for Watermarking

We cast the construction of the green/red token list
as an RL problem in which the mapping model My
serves as the actor. Given an unwatermarked input
"V, the state is defined as s = ="%. An action is a
green/red assignment over the vocabulary,

g € {0,1}V g[v] = 1 iff token v is in green list.

The actor induces a stochastic policy mg(g|s) that
outputs a distribution over such assignments condi-
tioned on the state. Taking an action corresponds
to fixing the green/red token list according to g.
Then, a watermarked text %™ is sampled from

a frozen backbone LLM following the procedure
in Section 3.2, using the green/red token list g.
The environment applies a suite of attacks to ™™
and returns a scalar reward R(s, g) aggregating de-
tectability, robustness, and security. The detailed
reward design is in Section 4.2.

Formally, our objective is to maximize the ex-
pected reward

max By (s [R(s, 9)],

which encourages policies that satisfy the desired
watermarking criteria.

Instantiating the actor. To obtain a valid
stochastic policy, the actor maps z"V to a
vocabulary-sized vector z = Mg (") and con-
verts it to per-token green-list probabilities p =
o(z), where o(-) is the sigmoid function. An ac-
tion g is then sampled independently across tokens,

g[v] ~ Bernoulli(p[v]).

Therefore, for a particular action g, its probability
can be calculated as:

mo(gls) = [[ plv1?t (1 — plv])* ol

veY

This stochasticity makes the list-generation process
amenable to policy-gradient optimization.

Training procedure. For each training instance,
we perform the following three steps, as illustrated
in Figure 2:

Step 1: Generation. From state s = "%, sample
g ~ 7(+|s), construct the green list G, and gener-
ate %™ with the frozen backbone LLM under the
corresponding watermark injection.

Step 2: Reward calculation. Compute R(s, g) by
evaluating the detectability on %™ and its attacked
variants, as well as on unwatermarked counterparts
(details in Section 4.2).

Step 3: Optimization. Update 6 to maximize the
expected reward using GRPO (Shao et al., 2024),
while keeping the backbone LLM frozen.

4.2 Reward Function

We construct the reward function by jointly optimiz-
ing multiple watermarking criteria—detectability,
robustness, and security—within a unified formula-
tion. Before describing each reward component,
we first define the detection score, which quantifies
the likelihood that a text is watermarked.
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Figure 2: The RL training framework of our method. For each training instance, we perform the following three
steps: @ Given an unwatermarked text "%, sample and construct the green/red token assignment g, and generate
a watermarked text %™. @ Compute the reward of g by evaluating the detection score on ™™ and its attacked
variants, as well as on unwatermarked counterparts. @ Update the mapping model to maximize the expected reward

using GRPO, while keeping the backbone LLM frozen.

Detection score. Given a text x = (z1,...,21),
of length L, we obtain the per-token green-list prob-
abilities following Section 4.1: p = o(Mpg(x)),
where p|v] represents the probability of token v be-
ing assigned as a green token. The detection score
D(x) is computed as the average probability of its
tokens being green:!

L
1
D(z) = I E log play]. (D
=1

A higher D(z) indicates a higher likelihood that
the text contains watermarks.

Reward formulation. Let "V be the original
unwatermarked input, %™ its watermarked ver-
sion, P WM a semantic-preserving paraphrase of
VM and gsentwm  gphate-wm o spoofed variants
produced by flipping the sentiments (e.g., positive
to negative) and inserting hate speech, while pre-
serving the main meaning of the original text (de-
tailed procedure in Appendix A.4). We instantiate
three reward terms that align with the desired wa-
termarking criteria:

* Detectability: We encourage a large margin be-
tween watermarked and unwatermarked scores,
D(x™™) — D(x"v), so that watermarks can be
accurately detected.

* Robustness: We favor high detection scores on
paraphrases D (P “™) so that watermarks are
resilient to removal attacks.

'No entropy filtering (Liu and Bu, 2024) for simplicity.

e Security: We favor low detection scores
for the spoofing-attacked versions D (z*"""™m),
D(zhae-wm) 5o that watermarks can be removed
after malicious edits.

However, naively training an RL framework with
the above reward faces two key challenges.

Challenge 1: Partial conflicts among criteria.
Due to the complex interplay and partial con-
flicts among the criteria, simply combining mul-
tiple reward terms can lead to training instability.
In particular, improving detectability and robust-
ness requires high detection scores for D(x*™),
D (P ¥™) “and low scores for D(x"Y). At the
same time, achieving strong security requires low
detection scores for D(x*""%™) and D(x"aem),
ideally lower than D(x"V). Therefore, simply
pushing down D(x"Y) is insufficient, and naively
summing these terms causes instability.

Challenge 2: Reward hacking. The large action
space (per-token green/red assignments) enables
possible shortcuts, which the model may exploit to
achieve high reward scores without genuinely im-
proving watermarking performance. For example,
to achieve low detection scores for D(xPe"m),
the policy could degenerate to a hate speech de-
tector, so that as long as an input text is classified
as containing hate speech, the model could assign
near-zero green-list probabilities to all tokens, re-
gardless of whether it is watermarked or not. To
address these challenges, we introduce the follow-
ing two key designs in the reward function.
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Anchored reward mechanism. To address the first
challenge, the detection score of unwatermarked
text D(x"") should approach a neutral midpoint
so that spoofed variants can be reliably driven be-
low it, and the watermarked texts’ scores can re-
main above it. Therefore, we penalize deviations
of the unwatermarked detection score from 0.5 by
replacing the raw D(x"Y) with its absolute devia-
tion term | D (") — 0.5]. We further discuss the
choice of the anchored value and conduct a sensi-
tivity analysis in Appendix B.3.
Anti-reward-hacking regularization. To dis-
courage degenerated policies such as naive hate
speech detection, we apply the same anchoring
mechanism to attacked unwatermarked texts—a
paraphrase xP**"V  sentiment-flipped £*"""¥, and
hate-speech-inserted x"©"V_so that the policy
cannot merely learn to capture the characteristics
of the attacks. This forces unwatermarked content
(even after attacks) to remain neutral, preventing
behaviors like hate-speech detection.

Final reward. The complete reward function com-
bines multiple detection scores, with the regular-
ized terms for the unwatermarked text:

R = D(mwm) + D(mpara—wm) _ D(msent—wm) _
— |D(mUW) _ 05| _ ‘D(wpara-uw) _ 05|
— |D(wsent-UW) _ 0‘5‘ _ |D(mhate-uw) _ 0-5|’

D (whate—wm )

2
5 Experiments

5.1 Experiment Settings

Evaluation datasets. We evaluate our method on
two datasets commonly used in LLM watermark-
ing: the realnewslike subset of C4 (Raffel et al.,
2020) and the LFQA dataset (Krishna et al., 2023).
In our main results, we sample 200 texts from each
dataset as the original unwatermarked texts. The
evaluation results on a larger scale of 500 texts can
be found in Appendix B.4. Specifically, for C4, we
use the original document, and for LFQA, we use
the annotated gold completion.

Metrics. Following An et al. (2025), we report
ROC-AUC scores for detecting watermarked text
under four conditions: the original watermarked
text, and its variants under paraphrasing, sentiment
spoofing, and hate speech spoofing attacks. Higher
ROC-AUC scores on the original watermarked and
paraphrased texts indicate better detectability and
robustness, respectively. By contrast, lower AUC
scores on the sentiment and hate speech spoofed

texts are preferred, as they suggest that watermarks
are successfully removed by malicious edits, re-
flecting stronger security. We further compute an
overall AUC score following An et al. (2025), by
averaging the AUCs for detectability and robust-
ness, along with the complements (i.e., 100-AUC)
of the two security-related AUCs. We also report
perplexity to assess the text quality of watermarked
generations. In addition to perplexity, we evaluate
text quality and semantic relevance using an LLM-
as-judge protocol; the detailed results are reported
in Appendix B.5.

Baselines. We compare our approach with five
baseline methods: KGW (Kirchenbauer et al.,
2023), UNIGRAM(Zhao et al., 2023a), ADAP-
TIVE (Liu and Bu, 2024), POSTMARK (Chang
et al., 2024), and CONTRASTIVE (An et al., 2025).

The first two methods, KGW and UNIGRAM,
rely on token-level information to determine the
green/red token split. KGW determines the
green/red token split using the previous token and a
random hash function, while UNIGRAM improves
robustness by using a fixed split. Neither method
considers the semantic content of the text. ADAP-
TIVE introduces semantic awareness by leveraging
prefix embeddings to guide the green/red split. It
also utilizes the entropy of the LLM’s output to
adaptively choose tokens on which to inject water-
marks. POSTMARK (Chang et al., 2024), a recent
post-hoc method that inserts input-conditioned to-
kens directly into the generated text. Finally, we in-
clude CONTRASTIVE(An et al., 2025), which uses
contrastive training to obtain a mapping model that
is both sensitive to semantic-distorting operations
and insensitive to semantic-preserving operations.

Although KGW, UNIGRAM, and ADAPTIVE
were not originally designed for post-hoc water-
marking, we adapt them to our setting by prepend-
ing a paraphrasing instruction to the target text (see
Figure 6 for the prompt format). For fair compari-
son, we tune all methods to produce watermarked
texts with similar perplexity levels, ensuring com-
parable text quality. The parameter details are in-
cluded in Appendix A.2.

Training details. We initialize the mapping model
with the contrastively trained semantic mapping
model released by An et al. (2025) and further fine-
tune it using our RL framework. We apply Group
Relative Policy Optimization (GRPO) (Shao et al.,
2024), an efficient and effective RL algorithm, and
adopt an unbiased gradient formulation specific
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ROC-AUC (%)

Overall
Method Dataset 1 Robustness 1 Security | PPL|
. AUC 1
Detectability
Paraoh Sentiment Hate Speech
araphrase Spoof Spoof
Llama-3.1-8B-Instruct
KGW C4 100.00 72.68 98.85 100.00 4346 827
LFQA 100.00 78.03 99.32 100.00 44.68  9.04
C4 99.54 81.96 98.44 99.54 4588 823
UNIGRAM LFQA 99.98 86.12 98.94 99.98 46.80  8.81
C4 99.78 72.18 96.50 99.35 4403 877
ADAPTIVE LFQA 99.97 70.45 97.14 99.91 4334  9.90
C4 99.99 89.03 94.07 99.87 4877 921
POSTMARK  ['EoA 99.93 87.20 95.54 99.47 4803 921
C4 98.02 71.97 34.68 34.38 7523 8.80
CONTRASTIVE  ['EA 99.16 80.99 29.23 29.89 80.26  9.57
OURS C4 97.30 95.11 31.81 1.31 89.82 9.0l
LFQA 98.08 100.00 37.31 3.00 89.44 9.83
Qwen2.5-7B-Instruct
KGW C4 99.12 67.92 94.04 99.08 4348  8.97
LFQA 99.58 67.38 95.51 99.56 4297 923
C4 97.34 66.99 93.03 96.13 4379 10.03
UNIGRAM LFQA 99.62 62.50 97.07 99.32 4143 998
C4 99.17 66.08 91.75 98.49 4375 977
ADAPTIVE LFQA 99.26 61.37 89.96 98.86 4295 10.74
C4 99.99 89.03 94.07 99.87 4877 921
POSTMARK  [EoA 99.93 87.20 95.54 99.47 4803 921
C4 95.80 67.09 32.54 18.58 7794 957
CONTRASTIVE  ['E0A 98.94 81.27 37.58 29.04 78.40  10.99
OURS C4 95.12 98.27 34.16 3.45 8895 9.9
LFQA 95.24 98.38 25.22 4.84 90.89 11.19

Table 1: Performance of watermarking methods. The Overall AUC is the average of the four AUC scores.

to our setting (see details in Appendix B.1). For
training data, we use the dataset released by An
et al. (2025), where only the original texts is used
as unwatermarked inputs. During reward compu-
tation, we use Qwen3-14B (Team, 2025) as the at-
tacker model to generate paraphrased and senti-
ment spoofed variants, and details of the attack
process and prompt templates are provided in Ap-
pendix A.4. We evaluate the model on the valida-
tion set during training, and select the checkpoint
with the highest overall AUC as the final model.
We further analyze the computational overhead of
the RL training procedure and the inference-time
cost for practical deployment in Appendix A.S.

5.2 Main Results

Table 1 compares our method with baseline wa-
termarking algorithms across the four criteria: de-
tectability, robustness, security, and text quality.
For each backbone-L1lama-3.1-8B-Instruct and
Qwen2.5-7B-Instruct—we train a separate map-
ping model while freezing the backbone.

As can be observed, our method achieves the
highest overall AUC on both datasets and back-
bones, while maintaining comparable perplexity to
baselines. Traditional methods such as KGW, UN-
IGRAM, ADAPTIVE, and POSTMARK all struggle
with removing watermarks in spoofing-attacked
texts, yielding AUCs above 90 even when the
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text is maliciously modified. Although the CON-
TRASTIVE baseline improves spoofing resilience,
the trade-off on other criteria is still suboptimal. By
contrast, our end-to-end RL framework achieves
a better trade-off across all three key dimensions—
detectability, robustness, and security—without sac-
rificing perplexity. In particular, our approach not
only improves robustness against paraphrasing at-
tacks, but also shows strong security under spoof-
ing attacks, especially hate-speech spoofing. The
ablation study in Section 5.3 further shows how
each component of our framework contributes to
the overall performance improvement.

We further evaluate robustness under a broader
set of attacks unseen during training, including
learnable spoofing, alternative paraphrasing strate-
gies, and translation-based attacks; detailed imple-
mentation details and results are reported in Ap-
pendix B.6.

5.3 Ablation Study

ROC-AUC (%)

Unwatermarked Sentiment Hate Speech

score Detectability 1 Paraphrased 1

Spoof|  Spoof |
Raw 98.46 99.04 52.00 15.88
Anchored 97.30 95.11 31.81 1.31

Table 2: Performance of models trained using rewards
with or without the anchored reward mechanism.

We now investigate the impacts of the two key
designs in Section 4.2.

Anchored reward mechanism. To address the
partial conflicts among different criteria, we intro-
duce an anchored reward mechanism that stabilizes
training by using the absolute difference between
the unwatermarked text detection score and 0.5.
This design prevents the model from excessively
reducing or inflating the unwatermarked detection
score, maintaining it near the neutral midpoint.

To evaluate the effectiveness of this design,
we compare it with a naive variant of the re-
ward function in which the anchored term is
replaced by the raw unwatermarked detection
score, ie, D(x"™) — D(x"V). Both models
are trained under identical settings using the
Llama-3.1-8B-Instruct backbone. As shown in
Table 2, removing the anchored reward leads to
noticeably higher AUCs on spoofing attacks, in-
dicating worse security. Although removing the
anchor brings a slight increase in detectability and
robustness, the overall trade-off across all crite-

ria is worse. This result is consistent with our
observation that, without anchoring, the unwater-
marked detection scores decrease excessively, mak-
ing it harder to distinguish spoofing-attacked wa-
termarked text from unwatermarked text.

1.0
[ w/o regularization
0.8 082 [ w/ regularization
0.62

0.6
@) 0.51
S I S 5 V.ol
<

0.4 0.35

0.2

0.0 0.03 0.00

) Paraphrase Sentiment Hate

Figure 3: Effect of anti-reward-hacking regularization
on AUC:s of attacked unwatermarked text.

Anti-reward-hacking regularization. To evalu-
ate the effectiveness of the proposed anti-reward-
hacking regularization, we train a variant of the
mapping model that does not contain the reg-
ularization terms, i.e., we only restrict the de-
tection score of the original unwatermarked text
(D(x"V)) around 0.5, but not its attacked versions
(D(xpara—uw),D(wsem—uw)’ D(xhate—uw))'

For evaluation, we use the same set of 200 un-
watermarked samples from the C4 dataset as in Ta-
ble 1. We apply the same paraphrasing, sentiment-
spoofing, and hate-speech-spoofing prompts di-
rectly to the original unwatermarked text. We then
calculate the ROC-AUC scores for distinguishing
the attacked texts from the original ones. Since
the whole process does not add any watermarks, a
watermarking detector should not be able to distin-
guish the attacked texts and original texts, so the
AUC values should be close to 0.5.

As shown in Figure 3, adding regularization
brings the AUCs of attacked unwatermarked vari-
ants closer to 0.5 (indicated as the red dashed
line). Specifically, the model without regulariza-
tion yields a high AUC for paraphrased text and
near-zero AUCs for sentiment and hate-speech vari-
ants. This suggests that the model is functioning as
a paraphrase, sentiment-spoofing, and hate-speech-
spoofing detector, as it accurately differentiates the
attacked variants from the original texts, even if
no watermarks are added. By contrast, the regu-
larized model is less accurate in identifying the
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attacked variants, indicating that the regularization
effectively mitigates reward hacking and leads to a
more reliable and interpretable reward signal.

We further provide an additional ablation study
that removes individual reward components to as-
sess their respective contributions. Detailed results
are reported in Appendix B.2.

6 Conclusion

This paper proposes an end-to-end reinforcement
learning framework for robust and secure LLM wa-
termarking. By directly optimizing the green—red
token list generation policy under a unified reward
objective, the method achieves a more balanced
trade-off across multiple criteria. An anchored re-
ward mechanism and adversarial regularization sta-
bilizes training and prevents reward hacking. Ex-
periments on multiple benchmarks and backbones
show that it achieves superior resistance to removal
and spoofing attacks without compromising text
quality or detectability.
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Limitations

Despite its promising results, the proposed ap-
proach has several limitations that can be further
explore in future works. First, the mapping model
needs to be retrained for every new backbone LLM,
which increases computational cost and limits scal-
ability across architectures. Second, the training
objective does not explicitly incorporate text qual-
ity metrics, such as fluency or coherence, which
may cause the watermarking process to degrade
generation quality even if detectability and robust-
ness are improved.

Finally, similar to most policy-gradient-based re-
inforcement learning methods, our approach does
not come with formal convergence guarantees. Ex-
isting theoretical analyses typically rely on strong
assumptions, such as linear-quadratic settings or
highly restricted policy classes, which do not di-
rectly apply to our setting with neural policies and
complex, attack-driven reward functions. Develop-
ing theoretical guarantees for such general settings
remains an important open problem and is beyond
the scope of this work.
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A Implementation Details

A.1 Derivation of the Unbiased Gradient

In Section 4.1, we formulate the construction of the
green/red token list as an RL problem. We notice
that the standard policy gradient is unsufficient for
our watermark setting due to the inherent duel role
of the mapping model.

Specifically, we denote state s as the unwater-
marked text "V, and a rollout g, i.e, a way
of green/red token assignment, is sampled from
the policy defined by the mapping model Mjy.
The reward is defined as: Ry(s,g). Our goal is
to find # that maximizes the following objective:
J(0) = Egeng(s) [ R(s,g)]. The gradient V.J(6)
is:

Vo (0) = VoEgrg(1s) [R(s,9)]

v / 7o(g)Ro(s,9) dg

:/Re(&g)Veﬂe(g) d9+/7To(9)V9R9(S79) dg

(3

In the last line of Eq.(3), the first term is
the standard policy gradient. The second term,
S m6(9)VoRy(s,9)dg = E[VoRy(s,g)], is spe-
cific to our setting. The reward R is composed of
multiple detection scores. And as shown in Eq.(1),
detection score has a non-zero gradient and thus
the second term must be accounted for during opti-
mization.

In our implementation, we take this gradient
term into account. We also apply a ablation study
in Appendix B.1 to figure out the effectiveness of
adding this gradient term.

A.2 Baselines

To ensure a fair comparison, we tune the hyperpa-
rameters of all baseline methods such that the gen-
erated watermarked texts exhibit comparable per-
plexity levels, reflecting similar text quality. Specif-
ically, we set 6 = 3.0 for KGW and UNIGRAM;
a =2.0,6p = 0.1, and § = 0.13 for ADAPTIVE;
and ratio = 0.06 for POSTMARK. All other hy-
perparameters not listed above are kept at their
default values as specified in the respective original
implementations.

A.3 RL Training Parameters

We optimize the parameters of the mapping model
using the GRPO algorithm. The hyperparameter
settings related to RL training are summarized in
Table 3. We run our experiments on four B200
GPUs.

Value
# of training steps 1000
Learning rate de—9d
Batch size 16
# of mini batches 2
# of rollouts 8

Clipping coefficient 0.2
Max gradient norm 0.5
beta 0.04

Table 3: RL training related parameters.

A4 Attack Prompts and Detailed
Implementation

Paraphrase attack. Given an input text, we fol-
low the same paraphrasing prompt as in An et al.
(2025) to generate paraphrased variants that pre-
serve the semantics of the original text.

Sentiment spoofing attack. The sentiment
spoofing attack consists of three steps: @ Detect
the original sentiment of the input text using the
prompt shown in Fig. 4. @ Determine the target
sentiment: if the detected sentiment is non-neutral,
we flip it; otherwise, we randomly select either pos-
itive or negative. @ Update the prompt shown in
Fig. 5 with the target sentiment and generate the
sentiment-flipped variant.

Hate-speech spoofing attack. Because modern
LLMs are trained with strong safety alignment, di-
rectly prompting them to produce hate speech is
challenging. Following the procedure in An et al.
(2025), we first generate a list of entity names asso-
ciated with discriminatory language. During train-
ing, to create a hate-speech—attacked variant, we
prompt the LLM to produce 2-5 short hate-speech
sentences containing placeholders, randomly se-
lect one entity name from the list to replace each
placeholder, concatenate the sentences, and then
randomly insert them into the original text. The
prompts used to generate hate-speech entities and
short sentences are identical to those in An et al.
(2025).

A.5 Computational Overhead Analysis

We provide an analysis of the computational over-
head in the RL training stage and practical adoption,
respectively.

First, in the RL training stage, the most time-
consuming step is applying different attacks to both

7193



original and watermarked texts. Notice that this
only happens in training, and it’s not part of de-
ployment. However, when there are enough com-
puting resources, the attacks can be parallelized to
further reduce training time. With our current setup
(batch size 16, rollout group size 8, max-length
500), one training step takes about 5 minutes on
4xB200 GPUs.

In deployment, most time will be spent during
inference. To inject watermarks into a text, our
method requires (1) a single forward pass through
the mapping model to construct the green/red list,
and (2) standard next-token generation of the back-
bone LLM with perturbed logits. This cost is com-
parable to existing semantic-aware watermarking
methods such as Adaptive(Liu and Bu, 2024) and
Contrastive(An et al., 2025), which also perform a
forward pass of a mapping model before generation.
Because our method inherits the global green/red
list from Contrastive, the number of forward passes
needed is reduced to one time for each input text.

B Additional Results

B.1 Ablation on Reward Gradient

ROC-AUC (%)

Reward Sentiment Hate Speech

gradient Detectability 1 Paraphrased 1 Spoof, Spoof |
w/o 96.35 78.64 80.07 59.85
w/ 97.30 95.11 31.81 1.31

Table 4: Performance comparison between models train
using unbiased gradient or not.

To evaluate the effectiveness of incorporating
the reward gradient into the optimization, we train
two models under identical settings—one with and
one without the reward gradient term.

Table 4 reports the performance comparison be-
tween the two models. The model trained with the
unbiased gradient (which explicitly includes the
reward gradient term) consistently outperforms the
one without it across all four criteria. These results
demonstrate that incorporating the reward gradient
yields more stable optimization and leads to a bet-
ter overall balance among detectability, robustness,
and security.

B.2 Ablation on Reward Components

To study the contribution of individual reward
components, we remove each component, i.e., de-
tectability, robustness, or security, from the com-

ROC-AUC (%)

Anchored .
value Detectability 1 Paraphrased 1 Sgr;)t:)?fim Hast;(i?fejch
0.3 96.94 96.41 37.01 0.57
0.4 97.08 97.34 37.65 0.49
0.5 97.30 95.11 31.81 1.31
0.6 97.50 97.64 17.11 1.46
0.7 97.98 97.71 13.89 0.94

Table 5: Sensitivity analysis on the anchored value.

plete reward while keeping all other settings un-
changed.

Table 6 reports the results. Removing the de-
tectability term slightly increases the overall AUC
(by approximately 0.3%), but leads to a noticeable
drop in detectability. Removing the robustness
term substantially degrades both detectability and
paraphrase robustness. Removing the security term
results in significantly worse performance under
spoofing attacks. Overall, the complete reward
achieves the best balance across all criteria, con-
firming that all three components are necessary for
the desired trade-off.

B.3 Sensitivity Analyssis on the Anchored
Value

We conduct a sensitivity analysis on the anchored
value, which is the hyperparameter controlling the
desired detection score of unwatermarked text. We
vary the anchor value from 0.3 to 0.7, retrain the
model under each setting while keeping all other
configurations fixed, and then evaluate the resulting
policies.

As shown in Table 5, our method is robust to the
choice of anchor value. Detectability, paraphrase
robustness, and hate-speech-spoof security remain
at similar levels across all settings. The AUC for
the sentiment-spoofed metric decreases as the an-
chor value increases, since a larger anchor value
encourages higher detection scores for unwater-
marked texts, thereby making sentiment-spoofed
texts easier to differentiate from unwatermarked
ones. This leads to improved security performance.

In conclusion, these results show that our method
is stable across a wide range of anchor values, and
reasonable choices within 0.3-0.7 all yield strong
and consistent performance. However, extremely
high or low anchor values do not guarantee im-
provements and may degrade overall performance
due to inherent tradeoffs among the criteria. For
example, if the anchor value is set too high (e.g.,
0.99), it becomes difficult for watermarked or para-
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ROC-AUC (%)

Setting Detectability 1 Paraphrased 1 Sentiment Spoofed | Hate Speech Spoofed | Overall AUC T
w/o detectability 94.69 97.12 31.22 0.25 90.09
w/o robustness 90.58 77.13 27.94 10.70 82.27
w/o security 96.96 96.77 45.62 2.62 86.37
complete reward 97.30 95.11 31.81 1.31 89.82

Table 6: Ablation study on reward components. Arrows indicate whether higher or lower values are preferred.

ROC-AUC (%)

(0} 1l
Method 1 Robustness 1 Security | A‘SéaT
Detectability B
Paraph Sentiment Hate Speech
araphrase Spoof Spoof
Llama-3.1-8B-Instruct
POSTMARK 99.98(-0.01) 90.93(+1.90) 96.21(+2.14) 99.80¢-0.07)  48.73
CONTRASTIVE 98.04(+0.02) 72.02(+0.05) 34.80(+0.12) 34.11¢-027)  75.29
OURS 96.77(-0.53) 97.09(+1.98) 33.81(+2.00) 0.83(-0.48) 89.81

Table 7: Performance of watermarking methods on a larger evaluation scale. We report the performance on 500

texts from the C4 dataset.

phrased texts to achieve detection scores higher
than those of unwatermarked texts. This limits the
model’s ability to separate these texts appropriately,
leading to degraded detectability and reduced para-
phrase robustness.

B.4 Performance on a Larger Evaluation
Scale

We expanded the evaluation from 200 to 500 texts.
As shown in Table 7, the values in parentheses
denote the change relative to the results on 200
texts. On this larger test set, our method continues
to outperform the baselines by a substantial margin
on the overall AUC, demonstrating that the trained
policy generalizes well and remains effective at a
larger evaluation scale.

B.5 Text Quality

To provide a more comprehensive assessment of
text quality, we adopt an LLM-as-judge evaluation
following the procedure used in Contrastive (An
et al., 2025). Specifically, we provide GPT-40 with
both the unwatermarked and watermarked versions
of each text, and ask it to independently rate (1)
the text quality of the watermarked output (e.g., co-
herence, fluency, grammatical correctness), and (2)
the semantic relevance between the unwatermarked
and watermarked texts. GPT-40 assigns scores on
a 1-3 scale, where 3 indicates the best quality.

As shown in Table 8, our method achieves the
second-best text-quality score and the best rele-

vance score among all baselines. This indicates that
our method preserves semantic fidelity in unwater-
marked text and maintains high-quality generation.

Method Text Quality Relevance
KGW 2.830 2.412
Unigram 2.719 2.245
Adaptive 2.750 2.163
PostMark 2.230 1.811
Contrastive 2.821 2.378
Ours 2.824 2.648

Table 8: LLM-as-judge evaluation of text quality and
semantic relevance. Scores are on a 1-3 scale, where
higher is better.

B.6 Additional Attack Evaluation

To expand attack evaluation, we evaluate our model
under three additional attacks: @ a learnable spoof-
ing attack that infers the green/red lists, @ para-
phrasing using a different tool, and @ a translation-
based perturbation. We compare our method with
two baselines with the highest overall AUC in Table
1, which are PostMark and Contrastive.

For the learnable spoofing attack, following
Adaptive(Liu and Bu, 2024), we strengthen the at-
tacker by repeatedly generating watermarked vari-
ants of the same input, ensuring the green/red lists
remain fixed. Specifically, we generate Sk water-
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marked texts for Contrastive and our method, and
1k for PostMark due to API cost, then infer green
lists via token-frequency analysis. Because green
list sizes differ across methods, we report decryp-
tion AUC rather than top-k recall. As shown in
Table 9, our method achieves the lowest decryp-
tion AUC, indicating the strongest resistance to
this learnable spoofing attack.

For the paraphrase attack, we use a new para-
phrasing prompt focusing on different linguistic
dimensions and a new model (Gemini-2.5-Flash) to
generate paraphrases. For the translation attack, we
prompt GPT-4o0 to first translate English to Chinese,
then translate back to English. For both attacks, a
higher AUC indicates better robustness. As shown
in Table 10, our method consistently outperforms
both baselines across these unseen attack types.

Method Decryption AUC |,

PostMark 0.830
Contrastive 0.543
Ours 0.502

Table 9: Resistance to learnable spoofing attacks. Lower
decryption AUC indicates stronger resistance.

ROC-AUC (%)

Method Paraphrase 1 Translation 1
PostMark 88.41 95.70
Contrastive 71.06 89.47
Ours 99.23 94.35

Table 10: Robustness under additional paraphrasing and
translation-based attacks. Higher AUC indicates better
robustness.

C Use of AI Assistants

Al assistant is used to assist coding and proofread-
ing.

7196



Please act as a judge and determine the sentiment of the following text.
< Your task is to assess whether the sentiment is positive, negative,
— or neutral based on the overall tone and emotion conveyed in the
—» text. Consider factors like word choice, emotional context, and any
< implied feelings. The sentiment can only be chosen from 'positive',
<~ 'negative', and 'neutral'.

Begin your evaluation by providing a short explanation for your judgment.
—» After providing your explanation, please indicate the sentiment by
< strictly following this format: "[[sentiment]]"”, for example:
< "Sentiment: [[positive]l]”.

Figure 4: Prompt used for LLM as sentiment judge.

### Task:

Modify the given text to **clearly shift its overall sentiment*x to
**{modified_sentiment}**. Your goal is to transform the emotional
tone of the text by adjusting words, phrases, and even facts as
needed. Prioritize changing emotionally charged words, evaluative
adjectives, and sentiment-bearing phrases. Focus on changing or
replacing specific words or short phrases to achieve the sentiment
shift. Minor sentence restructuring is allowed only if it
significantly helps express the new sentiment more clearly.

FEELL Ll

### Response Format:

- The LLM should explicitly state the x*new sentiment of the modified
— text**, and provide a **brief explanationxx before giving the
<> modified text.

- The response must strictly follow this format:

~ s~

[MODIFIED_SENTIMENT] <modified_sentiment> [/MODIFIED_SENTIMENT]
[LEXPLANATION] <modification_plan> [/EXPLANATION]
[MODIFIED_TEXT] <modified_text> [/MODIFIED_TEXT]

Figure 5: Prompt used for sentiment spoofing attack.
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Paraphrase the following text while preserving its original meaning. Ensure
< that the output meets the following criteria:

1. Preserves Meaning: The paraphrase should convey the same core idea
— without omitting or distorting information.

2. Fluency and Grammar: The paraphrase must be natural, grammatically
< correct, and well-structured.

3. Appropriate Length: Maintain a similar length unless a slight adjustment
— improves clarity.

4. Consistency with Context: Retain the original tone and formality (e.g.,
<> academic, casual, professional).

5. Minimal Redundancy: Avoid unnecessary repetition while keeping essential
— details.

6. Retains Nuances: Preserve connotations, implied meanings, and idiomatic
< expressions where appropriate.

Just provide the paraphrased version of the text, without any introductory
< or concluding phrases.

Figure 6: Prompt used for semantic-equivalent paraphrase.
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