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Abstract

The potential misuse and misalignment of lan-
guage models (LMs) is a central safety con-
cern. This work presents Self-Destruct, a novel
mechanism to restrict specific behaviors in LMs
by leveraging overlooked properties of the un-
derlying hardware. We observe that the LM
frameworks use limited-precision formats (e.g.,
BF16), which are vulnerable to overflow er-
rors during matrix multiplications. Exploiting
this property, Self-Destruct replaces selected
weights in pre-trained LM layers with values
that act as traps, triggering a system error only
when the model engages in targeted behaviors,
such as harmful text generation, while leaving
normal functionality unaffected. Unlike post-
hoc filters, this safeguard is embedded directly
within the model, introduces neither inference
overhead nor auxiliary models, and requires
only a set of examples for calibration. Exten-
sive experiments with five LM families demon-
strate that Self-Destruct provides competitive
protection against jailbreak attacks while pre-
serving accuracy on standard benchmarks. In
addition, we also show that Self-Destruct is
versatile, helping mitigate biased text genera-
tion and enable model fingerprinting, highlight-
ing the potential of hardware-aware safeguards
as an efficient, low-overhead complement to
existing LM defenses. Our code is avail-
able at: https://github.com/shaharkatz3/
LLM-Self-Destruct-Trapdoor.

1 Introduction

Language models (LMs) have become a core in-
terface for Al systems across domains. Numerous
studies have demonstrated the vulnerability of LMs
to generating “misaligned” content, such as harm-
ful text (Gehman et al., 2020; Wei et al., 2023; Yang
et al., 2023; Zou et al., 2023b; Zhou et al., 2024;
Yi et al., 2024; Han et al., 2024; Gong et al., 2025).
While prompting-based adversarial attacks, com-
monly known as “jailbreaking,” can force models
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Figure 1: An illustration of harmful prompt responses
with and without the proposed Self-Destruct mecha-
nism. Without Self-Destruct (top), the raw LM responds
to a harmful request with unsafe content. With Self-
Destruct (bottom), the same harmful request triggers an
overflow error.
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to produce misaligned outputs, LMs have also been
shown to generate potentially dangerous content
without explicit user prompting (Bianchi and Zou,
2024; Anthropic, 2025; Choi et al., 2025).

Early alignment efforts sought to safeguard mod-
els through targeted training, exposing them to
harmful prompts and guiding them to refuse such
requests (Bai et al., 2022; Ouyang et al., 2022; Liu
and Hu, 2024). However, this approach has proven
vulnerable to sophisticated jailbreaking techniques
that identify new prompts capable of bypassing the
models’ internal refusal mechanisms (Perez and
Ribeiro, 2022; Liu et al., 2024b,a). To address these
challenges, external security mechanisms (a.k.a. de-
fenses) have been developed to monitor LMs across
different steps of their inference. Some of these
defenses filter potentially harmful content in the
input and output streams (Jain et al., 2023; Team
and Meta, 2024; Robey et al., 2024; Zeng et al.,
2024b; Han et al., 2025; Zheng et al., 2025; Liet al.,
2025b). Other defenses, drawing on interpretabil-
ity research, learn to identify internal activations
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(hidden states) associated with misaligned behavior
and trigger alerts in external code when such states
are detected (Arditi et al., 2024; Xu et al., 2024b;
Zhang et al., 2025; Li et al., 2025a; Lee et al., 2024;
Jain et al., 2024; Ball et al., 2024; Arditi et al., 2024,
Zou et al., 2023a; Kirch et al., 2024; Ben-Tov et al.,
2025). With the growth in LM usability, security
research continues to develop defense protocols
along three main axes: (i) alignment training, (ii)
interpretability-driven approaches, and (iii) exter-
nal model monitoring. Although alignment train-
ing is computationally intensive and complex to
execute, interpretability methods remain limited
in scope and maturity, while external monitoring
adds inference overhead and relies on code that
is external to the LMs themselves. A critical yet
underexplored aspect of LMs lies in their numeri-
cal representation: modern LM frameworks such
as ONNX (ONNX Runtime developers, 2018) and
PyTorch (Paszke et al., 2019) constrain models
to limited-precision formats—FP32, FP16, BF16
(Burgess et al., 2019; Kalamkar et al., 2019), and
quantized variants like FP8 and INT8 (Micikevi-
cius et al., 2022; Kuzmin et al., 2022; Van Baalen
et al., 2023). These precision constraints create an
inherent vulnerability: when operations exceed the
representable range, they trigger overflow errors
that halt execution. Remarkably, prior work on LM
safeguards has entirely overlooked this hardware-
level characteristic as a potential defense.

In this work, we introduce a novel safeguard mecha-
nism for transformer-based LMs that exploits these
limited-precision representations, while avoiding
the drawbacks of previous methods. Our approach
begins by identifying activation subspaces associ-
ated with behaviors that we wish to prevent, such
as harmful text generation. We then derive alterna-
tive weight parameters to replace the original LMs’
weights. These replacement weights preserve stan-
dard model behavior except in targeted scenarios:
when an activation lies near the identified subspace,
the modified weights amplify its value to near the
precision limit, triggering an overflow during infer-
ence and thereby disabling the model (see Figure 1).
We term this mechanism Self-Destruct. Notably,
this mechanism induces no additional computa-
tional overhead for the defended LMs and requires
only a small training set. In our experimental setup,
we demonstrate its easy integration into pre-trained
chat-based models such as Llama (Grattafiori et al.,
2024) and Qwen (Team, 2024).

Our main contributions are as follows:

(i) Self-Destruct: a new safeguard paradigm
with implementation. We introduce Self-Destruct
a defense for LMs that embeds protective back-
doors directly into model weights (Section 4). Un-
like training-based or filter-based defenses, Self-
Destruct leverages lightweight calibration and
overflow phenomena in numerical formats (e.g.,
FP32) to disable harmful behaviors at the hard-
ware/runtime level. We implement this approach
and show that it prevents harmful generations, with-
stands jailbreak attacks, and preserves performance
on standard benchmarks without introducing infer-
ence overhead (Sections 5.1-5.2).

(ii) Robustness against adaptation. We demon-
strate that Self-Destruct is robust against power-
ful adversaries, resisting fine-tuning and gradient-
based adversarial methods (Section 5.3).

(iii) Generalization beyond alignment. We
show that the Self-Destruct trapdoors generalize
beyond alignment, enabling applications such as
reliable model fingerprinting and bias mitigation
(Section 5.4).

2 Related Work

The widespread adoption of LMs has motivated
extensive research on their vulnerabilities and mit-
igation strategies. We now discuss prior work on
attacking and defending LMs as well as work ex-
ploiting backdoors for defending models.

Attacks and Defenses. Adversarial attacks on
LMs aim to craft prompts that bypass safety fil-
ters, commonly referred to as “jailbreaking.” Meth-
ods range from manual prompt design (Perez and
Ribeiro, 2022; Ding et al., 2023; Zou et al., 2023b;
Li et al., 2024) to automated search techniques
(Zou et al., 2023b; Paulus et al., 2024; Liu et al.,
2024a; Mehrotra et al., 2024; Chao et al., 2024).
To mitigate attacks, one class of defenses seeks
to train models to refuse harmful requests (Glaese
et al., 2022; Ouyang et al., 2022). Another promi-
nent class of defenses relies on external moni-
toring, through either input pre-processing to fil-
ter or modify input prompts to detect adversarial
queries (Team and Meta, 2024; Zeng et al., 2024a;
Robey et al., 2024; Kumar et al., 2025), or via
post-processing techniques that refine LMs’ out-
puts (Chen et al., 2023; Li et al., 2023; Phute et al.,
2024; Zeng et al., 2024b). Another popular class of
defenses draws on methods from interpretability to
identify internal components and representations
that correspond to specific harmful concepts within
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LMs. Particularly, previous work has linked sub-
spaces to concepts such as sentiment, topics, and
harmlessness (Elhage et al., 2022; Tigges et al.,
2023; Zou et al., 2023a; Von Riitte et al., 2024;
Zheng et al., 2024). building on concept discov-
ery, several studies propose disabling unwanted
behaviors by targeting certain subspaces. For ex-
ample, Arditi et al. (2024) discovered the “Refusal”
subspace and showed how to carefully steer rep-
resentations toward this subspace to improve LM
safety. Similar works extend this feature (Zhang
et al., 2025; Dong et al., 2025), using it to trigger
external safeguards against dangerous activations
of LMs. Our work instead focuses on hardware-
level safeguards that protect model integrity.

Prior work has also explored hardware-based
attacks on deep-learning models. Notably, past
work focused on means that modify weights-e.g.,
through flipping a small and carefully selected set
of bits (Hong et al., 2019; Rakin et al., 2019; Bai
et al., 2023)-to harm model integrity. Still, to the
best of our knowledge, such methods have not been
applied in the context of safeguarding LMs.

Defensive Utilization of Backdoors. Our
method is inspired by defensive applications of
backdoor and trapdoor mechanisms in neural
networks (Adi et al., 2018; Shan et al., 2020;
Liu et al., 2023; Yang et al., 2021; Wang et al.,
2024; Liu and Chen, 2024). For instance, Shan
et al. (2020) showed that intentionally embedded
backdoors can help detect adversarial inputs
aiming to induce misclassification. In the context
of LMs, while backdoors have been used for
LM watermarking and fingerprinting (Xu et al.,
2024a), we are unaware of prior work employing
backdoors to safeguard models against harmful
outputs. Our work fills this gap. Importantly, we
clarify that, unlike backdoors that embed malicious
code that is executed at inference time (Zhao et al.,
2024; Casey et al., 2024), our method directly
manipulates weights to disable models when
harmful inputs are ingested. As such, our method
is compatible with any format used to store model
weights (e.g., SafeTensor (Hugging Face, 2022)).
To summarize, to the best of our knowledge,
we are the first to propose a backdoor mechanism
that leverages model weights to implicitly trigger
an overflow error, with the goal of disabling the
model under specific use cases. While our design
is motivated by the increasing demand to prevent
harmful content generation, we envision that our

methods can be extended to other concepts.

3 Background

This section provides the necessary technical back-
ground and establishes the notation used.

3.1 Transformer-Based LMs

Modern LMs are typically based on the Genera-
tive Pre-trained Transformer (GPT) architecture,
where multi-head self-attention is the central com-
ponent. A GPT model consists of L Transformer
blocks, each containing a multi-head self-attention
sublayer and a feed-forward MLP sublayer. Given
an input sequence of n tokens, the model embeds
them into d-dimensional vectors:

X =[zl,-- 2" e R, (1)
Multi-Head Attention. Attention uses projec-
tion matrices Wy, Wy, W,,, W, € R¥*4 for queries,
keys, values, and outputs. These are split across h
heads, each with dimension dj, = d/h. For head 7,

Q' =XWi, K =XW], VIi=XxW.

2
The attention weights and output are
Al = softmax(Qf/I%T) , head’ = A7V,
3)
The heads are concatenated and projected:
MHA(X) = [head' || --- | head"|W,. (4)

Transformer Block. The block then combines
this attention output with an MLP layer through
residual connections.

3.2 Types and Precision Formats

Floating-point (FP) arithmetic in modern hardware
encodes each value with one sign bit, e exponent
bits that define the dynamic range, and m man-
tissa bits that control precision. We focus on the
non-quantized formats used by the PyTorch frame-
work (Paszke et al., 2019); the common formats
include FP32, FP16, and BF16. In particular, re-
cent state-of-the-art LMs such as Llama (Grattafiori
et al., 2024) and Qwen (Team, 2024) are natively
deployed in BF16. When a computation produces
a value that exceeds a format’s maximum (e.g.,
3.39 x 103® for BF16), the result cannot be rep-
resented and is clamped to Inf at the hardware
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level. Subsequent floating-point operations involv-
ing Inf typically yield NaN values, depending on
the specific operator and backend implementation.
This numeric overflow interrupts the normal flow
of matrix operations, effectively halting inference.

In the context of LM inference with Py-
Torch (Paszke et al., 2019), we empirically ob-
serve the following behavior (PyTorch 2.x, CUDA
backend). Overflow during matrix multiplication
produces Inf values, which propagate through sub-
sequent layers and result in NaN activations. These
NaN values persist through the remaining trans-
former blocks and reach the final projection layer
(LM head), yielding a logits vector containing NaN
entries. During auto-regressive generation in Hug-
gingFace Transformers (Wolf et al., 2020), attempt-
ing to perform probabilistic sampling from a log-
its vector containing NaN values raises a runtime
error, as sampling from an invalid distribution is
undefined. To enable controlled experimentation
without terminating the execution environment, we
employ greedy decoding, which selects the argmax
token. In the presence of NaN logits, this opera-
tion deterministically returns a constant token in-
dex, resulting in repetitive token sequences (e.g.,
repeated punctuation or special tokens), with the
specific token depending on the model’s vocabu-
lary ordering. For Llama-3, this corresponds to the
process of generating sentence with only exclama-
tion marks (“!””). In addition, attempting to sample
a token (Holtzman et al., 2020) directly from this
Null vector raises an error, halting inference. In
contrast, TensorFlow (Abadi et al., 2016) typically
raises an InvalidArgumentError or propagates
Inf/NaN tensors depending on the operation, often
terminating execution rather than silently continu-
ing. This distinction underscores that the observed
self-termination effect of our safeguard depends on
the framework’s error-handling semantics.

4 Method

We introduce Self-Destruct (an overview appears
in Figure 2), a mechanism that suppresses spe-
cific behaviors by modifying only a single attention
head. We start by collecting the activation of inter-
est behavior and benign ones. Let H' = {h,} N
denote the input-activation (Hidden state) of the tar-
get behavior’s prompt at a given attention layer, and
H = {h; }é\le denote the ones of benign prompts.
In our case of LM alignment, H’ are harmful acti-

vation while H are harmless ones.

Our method constructs a targeted modification
W' in three steps: (i) null-space isolation, iden-
tifying feature directions that are invisible to the
benign activations H; (ii) targeted subspace extrac-
tion, selecting the most activating directions for the
target activations H’ within that null space; (iii)
head injection, embedding these directions into the
query and key weights of one attention head.

Intuition. Step 1 isolates directions that are in-
visible to H; Step 2 selects those null directions
that maximally activate on H'; Step 3 embeds
them into a head’s query/key weights, ensuring
|hW'||~0 for h ~ H while ||h'W'|| is maximized
forh' ~ H'.

Step 1: Null-space isolation. We begin by com-
puting the singular value decomposition of H:

H=UXV' e RVN*d (5)

Let » = rank(H), and partition V' = [V} V}],
where V € R¥*(@=7) spans the approximate right
null space of H. Any w € span(V)) satisfies
Hw =~ 0, ensuring suppression of I when con-
structing W',

Step 2: Targeted subspace extraction. We next
project the target activations H’ € RY"*4 into this
null space:

Z = H'Vy € RV *(d=7), (6)

Performing an SVD Z = U’ X/ VT, we extract the
top J right singular vectors

Vi® = V[, 1:6), 7

which correspond to directions in the null subspace
that maximize ||H'Vj]|.

Step 3: Head injection.
back to the model space:

We map these directions

If 6 = d/h, we set W/ = M; otherwise, we tile or
pad M horizontally to match the head dimension
d/h. Finally, we update a single head’s query and
key projections:

W, =W, + W', W, =W, +W'.
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Figure 2: Overview of the Self-Destruct mechanism. Step 1: compute the SVD of H and take the null-space basis
Vo (HVy = 0). Step 2: project H' into this basis and extract top ¢ directions Vll ©) that maximize H’ Vo. Step 3:
form W' = DfactorVonl(‘s) and inject it into one attention head’s () and K weights.

Clustering the targeted activation. The con-
struction of M is based on H’, the activations we
aim to manipulate, for which we have no prior
information regarding diversity: neither how lin-
guistically different the prompts that produce H’
are, nor how the activations are geometrically dis-
tributed. However, if we set § < %, the resulting
SVD will yield a low-dimensional decomposition,
producing a low-dimensional M that may fail to
generalize across a wide range of benign prompts.
To address this, we use a clustering phase: given
H'’ and n € NT, we run k-means (Ahmed et al.,
2020) based on cosine similarity among vectors
h' € H'. This divides H' into n groups, denoted:

' ={c,,Ch ... Cl Y (9)

UJci=H, cinCj=0 fori#j (10)
=1

For each group in C’, we separately extract M’ €
R%**% using the same H as the undesirable activa-
tion. Finally, we construct M € R?*" by concate-
nating all M’ matrices. The construction of W’
remains the same: we set W/ = M if nd = %, or
otherwise horizontally concatenate copies of M to
match the shape of W”'.

Destruction factor. Our goal is to trigger an over-
flow during the computation of the query—key dot
product Q7 K7 . We target this stage for two rea-
sons. First, since the result is subsequently normal-
ized by the softmax, moderate increases in magni-
tude have limited impact on benign inputs, keeping

the mechanism minimally intrusive under normal
operation. Second, operating near the numerical
overflow boundary is inherently unstable: values
close to the maximum representable number can
easily exceed it under slight perturbations.

To achieve reliable activation of the mechanism,
we do not simply push the individual query and
key activations to arbitrarily large values, as this
could itself cause instability. Instead, we explicitly
scale both the query and key vectors so that their
dot product approaches the largest representable
floating-point number, denoted as 2. For example,
Q ~ 3.39x10% for BF16 Q ~ 3.4x 103" for FP32.
The injected trapdoor values are deliberately cho-
sen to exceed the BF16 exponent range and were
empirically verified to induce deterministic over-
flow during matrix multiplication. Concretely, we
construct modified vectors ¢’ and k' whose norms
satisty ¢/l ~ [IF']| ~ V. [¢kT| ~ Q. In
this way, each individual vector remains within the
representable numerical range, but their dot prod-
uct reaches the overflow threshold. This causes
the multiplication in Q7 K7 T to exceed (2, trigger-
ing a numerical overflow that propagates forward
through the attention computation and effectively
halts further model operation. In practice, the abso-
lute scale of activations differs across LMs. There-
fore, to calibrate the precise scaling required for
Self-Destruct, we perform a grid search over a vali-
dation set of prompts, (H,, , Hya), selecting the de-
struction factor within the interval [v/Q/128,v/Q)]
that reliably induces overflow without affecting
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normal generations.

Self-Destruct initiation. At inference, the acti-
vations h pass through the modified attention head:

q+q = h(Wy+W", (1)
k+k =h(W,+W). (12)

For benign activations h € H, the contribution
from W is suppressed by construction, so

qg+q =~ q+0, k+K ~ k+0. (13)

In contrast, for harmful activations b’ € H’, the
injected component dominates and scales to the
overflow boundary:

lg+4d| ~ vV,

so that their dot product in the attention calculation
satisfies

Ik + K| ~ VQ, (14)

(g+¢)(k+E)T| ~ Q— overFlow (15)

which exceeds the representable range and triggers
overflow, thereby halting further computation.

5 Experiments

We evaluate Self-Destruct as a jailbreak defense
mechanism that blocks harmful prompts while pre-
serving benign generation. In addition, we examine
Self-Destruct in biased text mitigation and model
fingerprinting. All experiments use the same hard-
ware, fixed random seed, and batch size of 1 for
consistency.

5.1 Constructing Self-Destruct

Models and Data-Type Selection. We use five
open-source, instruction-following, model families
in our experiments: Falcon3 (Almazrouei et al.,
2023), Llama-3.2 (Grattafiori et al., 2024), Mistral-
0.3 (Jiang et al., 2023), Qwen-2.5 (Team, 2024) and
Gemma?2 (Team et al., 2024), examining models
ranging from 1B to 14B parameters. All these LMs
employ BF16 as their default data type in Hug-
gingFace hub (Wolf et al., 2020), which we also
adopt in all subsequent experiments. Since the max-
imum value of BF16 is almost the same as FP32,
3.39 x 1038 and 3.4 x 103® , our Self-Destruct con-
struction is applicable to both formats, while requir-
ing significantly less compute with BF16 than with
FP32. To eliminate variability from hardware ef-
fects and ensure consistency, all experiments were
conducted on a fixed hardware setup per LM in-
stance. Further details about our setup are provided
in Appendix A.

Training Datasets. For our experiments, we re-
lied on the datasets introduced by Arditi et al.
(2024), which are split into harmful and harmless
subsets as well as into training and test splits. We
emphasize that the selection in Arditi et al. (2024)’s
dataset was solely motivated by its simplicity and
the desire to rely on well-known prior work, rather
than by result optimization. From these datasets,
we extract the harmful and harmless activations,
H' and H, using a small subset of the training split,
consisting of 500 random harmless prompts and
260 harmful prompts, all of the harmful prompts
available in this dataset.

To calibrate our defense mechanism, we evalu-
ated refusal rates on a subset of 100 harmful and
100 harmless prompts randomly selected from the
corresponding test split. Specifically, we measured
the difference in refusal rate between harmless and
harmful prompts, i.e., A = RefusalRate(H) —
RefusalRate(H'), which we refer to as the differ-
ence score. We then tuned the defense hyperparam-
eters (target layer, head index within that layer, and
the destruction parameter) and selected the con-
figuration that maximized A. Further calibration
details can be found in Appendix A, as well as the
per model hyperparameter selections.

In this process, we were able to create, for each
LM, a Self-Destruct manipulation (a set of hyperpa-
rameters) that achieved above A = 0.97 difference
score on both the training and test splits. In most
LMs, such as those with 7B or more parameters,
these scores are reached A = 0.99 test score, mean-
ing that our method effectively activated only for
the harmful prompts.

5.2 Alignment Defense

Baselines Defenses. We compare our safeguard
with prior defense methods. Since our focus is on
enabling the model to guard itself, without rely-
ing on external compute or API services, we con-
sider only baseline methods that depend solely on
a single instance of the LM, excluding approaches
where additional, external LMs are used to guard
one another (Wu et al., 2024; Team and Meta,
2024). Accordingly, the defenses we compare
against include: Baseline (model’s internal refusal
alignment); Perplexity Filtering (Jain et al., 2023)
(detecting gibberish prompts such as GCG (Zou
et al., 2023b)); Self-Defense (Phute et al., 2024)
(using the same LM to judge the harmfulness of
input or output); and SmoothLLM (Robey et al.,
2024) (perturbation-based adversarial detection).
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It is important to note that, unlike prior methods
which detect harmful content but still allow gen-
eration to continue, our mechanism halts output
entirely, typically at the very first token, by induc-
ing overflow, thereby preventing any continuation
of harmful text. In addition, Self-Destruct does not
introduce additional computational requirements,
as defense is activated simultaneously with content
generation. This behavior is similar to Perplexity
Filtering, however, Perplexity calculation requires
generating the full text before evaluating it, un-
like Self-Destruct. Consequently, Self-Destruct is
far more compute-efficient than methods such as
Self-Defense and SmoothL.LLM, which require ad-
ditional LM runs for harmfulness evaluation.

Evaluation Datasets. We evaluated our method
on harmfulness and capability benchmarks:

Alignment and harmfulness benchmarks.
We evaluate on MalwareGen (Derczynski et al.,
2024) (malware code prompts); Promptln-
ject (Perez and Ribeiro, 2022) (instruction-override
attacks); AutoDAN (Liu et al., 2024a) (automated
red-teaming prompts); and PAIR (Chao et al.,,
2024) (LM-vs-LM jailbreak dataset). These repre-
sent standard black-box evaluations (Arditi et al.,
2024; Dong et al., 2024) where the attacks are
not directly optimized against the defended LM
or an undefended version thereof. We complement
these with so-called white- and gray-box evalua-
tions where we directly optimize the attacks against
the LM in Section 5.3.

General capability benchmarks. We test on
PIQA (Bisk et al., 2020) (physical commonsense),
OpenBookQA (Mihaylov et al., 2018) (elemen-
tary science QA), SIQA (Sap et al., 2019) (so-
cial commonsense), and ARC (Clark et al., 2018)
(complex science QA). From an implementation
perspective and due to limited computation, each
dataset was evaluated using 100 randomly selected
prompts. Model responses were generated autore-
gressively, with a maximum length of 512 tokens.
Taken together, these datasets enable us to assess
both robustness against malicious prompt injec-
tions and the preservation of general reasoning per-
formance on benign tasks.

Metrics. For the harmfulness benchmarks, we
measure the Attack Success Rate (ASR): the per-
centage of malicious prompts that bypass the de-
fense mechanism. For benign tasks, we measure ac-
curacy and refusal rate: the proportion of instances

where the defense incorrectly triggers. Following
HarmBench implementation Mazeika et al. (2024),
we employ as an ASR classifier a custom fine-tuned
version of Llama-2-13B. In Appendix B we also
provide ASR results as judge by Gemma-3-27B
(Team et al., 2025) for extended evaluation of the
judging approach.

Results. The experimental results are summa-
rized according to the three evaluation metrics. Fig-
ure 3a presents the ASR across the four alignment
datasets, where lower values indicate stronger de-
fenses. Figure 3b shows the average results on the
four question-answering datasets, balancing model
performance against over-refusal rates. Extended
results can be found in Appendix B.

Examining the performance of Self-Destruct, we
observe that this mechanism is highly competitive
with the baseline defenses: in all models except
Llama-3.2-1B, Self-Destruct achieves the lowest
ASR. In most of the settings refusal rates remain
low and question-answering performance shows
almost no degradation.

Implementation settings. We tested the Self-
Destruct mechanism across different hardware plat-
forms, attention implementations, and inference
stacks. Details on these settings are provided in
Appendix C.

5.3 Gradient-overflow Resistance

Self-Destruct modifies only a small subset of model
parameters. An informed user could potentially
disable the mechanism by identifying and zero-
ing unusually large weights. Since LMs such as
Qwen-2.5 and Llama-3.2 typically have weight
magnitudes no larger than two digits, a threshold
of 1 x 10° would reveal affected attention heads.
This attack, however, would not be possible if the
attack is unaware of the defense or if the model
is deployed by another party. In this section, we
assess whether an attacker is able to circumvent
Self-Destruct in such scenarios.

Fine-tuning resistance. Our defense mechanism
modifies only a small subset of parameters in
the attention module, yet it has a profound ef-
fect on model trainability. To evaluate the effect
of Self-Destruct on model trainability, and to test
whether adversaries could disable the defense via
post-hoc fine-tuning (Qi et al., 2023), we con-
ducted supervised fine-tuning on LMs modified
with Self-Destruct. In our experiments, we var-

6945



I Baseline WM PerplexityDefense

Defense
mm SelfDefenselnput

Hmm SelfDefense EEE SmoothLLM B Self-Destruct

13
= 404
1}
c
9]
0 30
IS
£
@©
T 20-
4
()]
< 10
(<))
Ed

O A

2% 1 B\ 2% 03 30 1% AN 2) 90
> o a2 N 25 25 5 ot 2
?3\(’0 13 \CO \or® \)ama W XS o\ \Ne“ \Ne“ \Ne“ eﬁ‘m geﬂ‘m
(a) ASR

80 {
> 604
o
§
g 40
<
S 201
- ol
©
1%]
2 20
& : : : : :
B 338 219 2 23® 03 538 1% 148 20 990
g galc” fa\c®” Ve’ Verne” wietrd” quen? quer? quen? > ge™ e

(b) Question-Answering vs. Refusal

Figure 3: Alignment results for 10 LMs, comparing ASR, QA accuracy, and refusal rates across defenses. The
Llama LMs’ refusal bars are truncated, with full results provided in the appendix.

ied the batch size (1-10), optimization algorithms
(SGD, AdamW), gradient clipping, and hardware
platforms (NVIDIA L40S, RTX 3090, A100).

We used Alpaca (Taori et al., 2023), a widely
adopted dataset for general-purpose conversational
fine-tuning, and the Refusal-Direction dataset
(Arditi et al., 2024), conducting separate fine-
tuning runs on their harmful and harmless subsets
to test whether Self-Destruct could be neutralized
under different training signals. In all configura-
tions, fine-tuning failed from the very first iteration.
Backpropagation consistently yielded undefined
gradients (NaN) in every batch and for every exam-
ple. regardless of optimizer, batch size, or dataset
composition. Importantly, this instability persisted
even when training exclusively on harmless data
from Refusal-Direction, neither of which trigger
the defense mechanism during inference. The de-
fense thus induces gradient pathologies in the mod-
ified attention layers that prevent any parameter
updates, making the model effectively untrainable.

Failure of gradient-based attacks. Unlike static
prompt attacks, which rely on fixed sets of sen-
tences such as those evaluated in Section 5, LMs
can also be targeted with multi-turn adaptive

prompt attacks. One class of such attacks is
gradient-guided jailbreaks, which exploit stable
gradient signals to construct adversarial prompts.
The Greedy Coordinate Gradient (GCG) method
(Zou et al., 2023b) is an example of such a dy-
namic attack, which we evaluated on LM instances
equipped with Self-Destruct. Because our mecha-
nism disrupts the gradient flow, these attacks fail in
practice. For example, when applying GCG against
Llama-3.2 defended by Self-Destruct under a white-
box setting, the optimization diverged immediately,
with the loss remaining flat and gradients yielding
invalid values (NaN or negative probabilities). This
behavior was consistent across trials, confirming
that gradient-based jailbreaks cannot progress once
the model has been modified.

We further evaluated the gray-box setting, simu-
lating an adversary that knows the deployed model
byt is unaware of the defense. Here, adversarial suf-
fixes were first generated on an undefended model
and then transferred to a defended one (e.g., suf-
fixes produced by GCG on a raw Llama-3.2 were
tested against its Self-Destruct—equipped counter-
part). In all cases, the suffixes failed to induce
harmful generations, as the overflow disruption still
triggered near the end of the original prompt, result-
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ing in invalid gradient signals and termination of
generation. We hypothesize that resistance to both
GCQG and fine-tuning arises from gradient instabil-
ity caused by the high-magnitude values introduced
by Self-Destruct, which may also “block™ a small
portion of benign data correlated with harmful con-
tent. Taken together, these findings demonstrate
that the proposed defense withstands not only post-
hoc fine-tuning attempts but also gradient-based
adversarial methods, thereby complicating the ef-
forts of potential attackers.

5.4 Generalization - Beyond LM Alignment

Previously, we examine our Self-Destruct trapdoor
mechanism for mitigating general alignment be-
havior. However, this approach is not limited to
alignment. In this section, we provide two exam-
ples of how Self-Destruct can be extended into
other domains.

5.4.1 Fingerprints

We investigate whether Self-Destruct can be repur-
posed as a model fingerprinting mechanism (Xu
et al., 2024a), enabling the identification of a spe-
cific LM output for predefined user queries. To
this end, we define a passcode that serves as a fin-
gerprint trigger: when present within the input, it
activates the Self-Destruct trapdoor. To enable this
usage of Self-Destruct, we replaced the harmful
dataset used in the calibration detailed in subsec-
tion 5.1 with harmless sentences sampled from Al-
paca (Taori et al., 2023) that were appended with
a predefined string functioning as the fingerprint
passcode. Therefore, the calibration process in-
cludes two harmless datasets, only one of which
contains the passcode and is used as the trapdoor
trigger. We assess a range of passcodes, including
intuitive human-readable triggers such as “CRASH
THE SYSTEM”, as well as randomly generated
strings produced by password generators, such as
“AcCse3TTOxX6lIcYi”. Experiments conducted
on Gemma-2-2B and Qwen2.5-3B demonstrate
highly consistent performance across both models:
the human-readable passcode yields near-perfect
identification performance, with Gemma achieving
A =1 test score and Qwen achieving A = 0.97.
For the random passcodes, across five length con-
figurations (12, 14, 16, 18, and 20 characters), Self-
Destruct attains A = 0.95 score on Qwen and
near-perfect score on Gemma.

5.4.2 Concrete Bias Mitigation

We further investigate whether Self-Destruct can
be applied to specific alignment problems, such as
bias. For this goal, we replace the harmful dataset
with examples sampled from the BBQ benchmark
(Parrish et al., 2022). The objective is to activate the
trapdoor when bias-related content is present, while
preserving ordinary model behavior under neutral
inputs. We conduct this study using Qwen2.5-
3B, Qwen2.5-7B, and Gemma-2-2B, and indepen-
dently replicate the setup using Alpaca samples as
the harmless dataset. Across all configurations, the
trapdoor mechanism achieves A = 1 difference
score on a held-out BBQ test split, demonstrat-
ing complete suppression of biased responses. On
the harmless Alpaca samples, the models maintain
high fidelity, achieving A = 0.97 score for Gemma
and A = 0.99 for the Qwen models.

These results indicate that Self-Destruct gener-
alizes beyond general alignment to bias mitigation
and even fingerprinting, providing robust suppres-
sion of undesirable outputs while preserving model
performance on benign inputs. The findings high-
light the broader applicability of trapdoor-based
control signals as a practical and efficient mitiga-
tion strategy across diverse model behaviors.

6 Discussion and Conclusion

Our findings suggest that embedding a Self-
Destruct mechanism directly into model weights
provides a novel paradigm for LM safety. By ex-
ploiting floating-point limits, the mechanism en-
forces safety constraints proactively without exter-
nal filters or alignment. Beyond LM alignment,
this approach can be applied to trigger overflows
for specific behaviors or target hardware malfunc-
tions. However, this design introduces limitations:
the hidden termination trigger may be perceived
as a backdoor, raising transparency and trust con-
cerns. While our evaluations confirm resilience
to fine-tuning and architectural compatibility, fur-
ther work is needed to assess robustness across
models, adversarial settings, and hardware. Future
work should explore: (i) interactions with quan-
tization and pruning techniques, (ii) distributing
Self-Destruct triggers across multiple layers, which
may reduce the effectiveness of naive adversarial
strategies that target a single point of failure, and
(iii) applications beyond harmful content genera-
tion to safety-critical domains such as medical or
financial decision-making.
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Limitations

The Self-Destruct mechanism relies on fixed hard-
ware and implementation code. This means that
performance may vary across different hardware
configurations, as well as in cross-platform train-
ing and testing scenarios, which we did not eval-
uate. In particular, we focused on instances of
BF16 LMs, a choice motivated by the default data
type used in these models. We explicitly limit our
scope to a single data-type format, the default de-
ployment format of each evaluated model (BF16),
and do not study cross—data-type effects or porta-
bility across precision formats. Our analysis indi-
cates that BF16 and FP32 share the same maximum
value and therefore should operate similarly. How-
ever, we did not examine other data types such
as FP64 (double) or quantized types (e.g., Int32,
Int64). Additionally, we did not explore quantiza-
tion setups, such as post-training or quantization-
aware training regimes, and therefore cannot as-
sess how Self-Destruct behaves under reduced-
precision or integer-only inference pipelines. We
limited our scope by not exploring these data types
or cross—data-type effects, since our focus was
on demonstrating the feasibility of such a Self-
Destruct mechanism rather than ensuring robust-
ness across all use cases. Our evaluation, although
spanning eight datasets, only covered a subset of
each. This restriction was due to the extensive re-
liance on an external LM-as-a-judge setup, used to
classify model responses as harmless or harmful.

With respect to the alignment training dataset,
we used Arditi et al. (2024), which may cover only
a narrow set of anti-jailbreak cases. Future work
could extend this by incorporating more diverse
training data sources. Nevertheless, despite this
limitation, we were surprised to achieve strong
ASR performance across four diverse benchmarks.

Regarding positional embeddings, we find that
our method is compatible with RoPE (Su et al.,
2024), which is used by all models examined in
this work. This indicates that the rotations applied
by RoPE to the queries and keys preserve both the
high-norm structure of the manipulated weights
and the functionality of the halting effect.

We note that Self-Destruct might not be re-
stricted to alignment purposes, as it could also be
applied to disabling other concepts. While our
alignment-focused results were positive, we did
not empirically test this broader application of Self-
Destruct and leave it for future work. Finally, Self-

Destruct operates by manipulating model parame-
ters into out-of-distribution values. An informed
user, aware of this mechanism, could disable it
by identifying such out-of-distribution parameters
and zeroing them. This means that our defense
is relatively easy to uncover and revert for users
with access to the model’s parameters. While this
is a significant limitation, it is shared with many
other defense mechanisms, such as SmoothLLM
and Self-Defense. Accordingly, our contribution
lies in demonstrating the validity of a new mecha-
nism, though we cannot guarantee its full scalabil-
ity or robustness against diverse users.

Ethics Statement

This work introduces a new backdoor mechanism
for LMs that exploits hardware limitations with the
aim of improving their safety and alignment. How-
ever, we acknowledge that such a mechanism could
be misused for data manipulation, hardware-based
attacks, and even user manipulation. We recognize
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controlled experimental environments, sharing our
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A Self-Destruct Implementation Details

In section 4, we describe Self-Destruct, and in sec-
tion 5, we demonstrate its usage. As noted in
those sections, the construction of Self-Destruct
involves several hyperparameters, which we iden-
tify using the training and validation sets from its
construction. Specifically, in section 5, we build
Self-Destruct with the Refusal-Direction dataset
(Arditi et al., 2024), which provides harmful and
harmless prompt sets. This dataset is distinct from
the ones used for evaluation (MalwareGen, Prompt-
Inject, PAIR, AutoDAN). From the training split of
Arditi et al. (2024), we extract activations for the
SVD procedure (section 4); from its test split (used
as validation), we identify the best hyperparameters
to evaluate.

The hyperparameters we tested include the layer
and head to manipulate, the SVD width 6, the num-
ber of clusters n, and the destruction factor. In
order to identify these hyperparameters, we apply
a grid search over the layer and head indices, as
well as the SVD width. In particular, we noticed
that if a given destruction factor causes over-refusal
in a specific layer—head—width combination, larger
factors produce even greater over-refusal. Simi-
larly, we found that if a given factor underperforms
in mitigating the harmful datasets, smaller factors
cause even worse performances. Therefore, for
every set of layer, head, and SVD width values,
we were able to quickly identify the optimal factor
using a binary search.

A grid search illustrating these choices is shown
in Figure 4, plotted using training and validation
scores. The figure reports the difference in refusal
rates between harmful and harmless prompts, A =
RefusalRate(Harmful) — RefusalRate(Harmless),
as also presented in section 5. These scatter plots
help us identify:

1. Layer selection - In the case of Llama-3.2-1B,
layer 10 achieved the best results. We also
observe that adjacent layers (e.g., layers 9 and
11) show comparable performance.

2. Head selection - The scatter plots indicate that
many heads within the same layer achieve
similar results, suggesting that the choice of
layer index is more critical than the choice of
head.

3. SVD width and number of clusters - While
not all combinations can be visualized, we
find that § = 1 and n = 8 yield strong and
consistent results across all models.

4. Destruction factor - For Llama-3.2-1B, the
best value is 1 x 10'®. We believe values in
the same range could also be effective, but due
to limited compute, we only tested a handful
of values between [5 x 10165 x 1018].

5. Training sample size - The dataset provides
only 260 harmful prompts but many more
harmless ones. Larger training sizes (e.g.,
500, 750, or 1000) necessarily create an imbal-
ance between harmful and harmless samples.
In practice, this imbalance improves results,
which we attribute to a smoothing effect.

The final hyperparameters used per model, as
reported in our results, are listed in Table 1. All
models used a maximum of 500 harmless and 260
harmful training samples.

B Alignment Experiment - Extended
Results

In section 5.2, we summarized the findings of our
LM alignment experiments. In this section, we
provide the complete results: Table 2 reports ASR
and refusal rates across four alignment datasets
and four question-answering datasets, while Ta-
ble 3 presents accuracy results on the question-
answering datasets, highlighting the differences
relative to the baseline model.

Across models and attacks, Table 2 shows that
Self-Destruct consistently drives down jailbreak
ASR, with especially strong gains on Malware-
Gen and AutoDAN. For example, Self-Destruct
reduces MalwareGen ASR to 1-4% on several fam-
ilies (Qwen2.5-3B: 12—1; Qwen2.5-7B: 39—1;
Qwen2.5-14B: 27—2; Mistral-7B: 67—4; Gemma-
2-2B: 10—1), and achieves near-zero AutoDAN in
multiple cases (Qwen2.5-3B/7B/14B: 0; Mistral-
7B: 3). On PAIR, Self-Destruct also substan-
tially lowers ASR for most models (e.g., Qwen2.5-
7B: 43—11; Qwen2.5-14B: 33—15; Gemma-2-
9B: 22—1; Mistral-7B: 65—12). Promptlnject
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Figure 4: Hyper parameters scatter for Llama-3.2-1B during training and validation calibration. Results are on

Refusal-Direction subsets (Arditi et al., 2024).

remains the most challenging attack overall: while
Self-Destruct yields dramatic improvements on
Qwen2.5 models (e.g., 88—1 on 3B; 48—3 on
14B), some architectures remain harder to defend
(e.g., Falcon3-7B Promptlnject stays high at 34
under Self-Destruct).

Refusal behavior in Table 2 highlights a model-
dependent trade-off. On several models, Self-
Destruct preserves very low refusal (e.g., Falcon3-
7B remains at 0 across all QA sets), while on oth-
ers the stronger suppression corresponds to higher
refusal on benign QA prompts (e.g., Qwen2.5-
7B shows refusal increases on PIQA/SIQA;
Qwen2.5-3B similarly shows elevated refusal on

PIQA/SIQA/ARC). Importantly, competing base-
lines can also induce undesirable behavior - most
notably, SelfDefense can cause extreme over-
refusal on Llama-3.2 models (e.g., Llama-3.2-1B
refusal 78/87/45 on OBQA/SIQA/ARC), whereas
Self-Destruct avoids that failure mode on the
same models (near-zero refusal across those bench-
marks).

Capability preservation on standard QA bench-
marks is summarized in Table 3. Self-Destruct
is closest to baseline on the strongest models,
with Qwen2.5-14B matching the baseline on av-
erage (Avg ~ 0) and small deltas elsewhere, and
Gemma-2-2B showing a slight net improvement
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LM Layer Head destruction factor Hardware
Falcon3-3B 18 4 7.5 x 107 Nvidia RTX A6000
Falcon3-7B 26 10 5 x 107 Nvidia L40s
Llama-3.2-1B 10 3 1x 108 Nvidia RTX A5000
Llama-3.2-3B 14 15 1x 108 Nvidia RTX A6000
Mistral-7B-v0.3 26 22 1.47 x 10*7 Nvidia L40s
Qwen2.5-3B 29 8 8 x 107 Nvidia L40s
Qwen2.5-7B 20 6 5 x 107 Nvidia L40s
Qwen2.5-14B 40 3 5 x 107 Nvidia L40s
Gemma-2-2B 20 2 2.7 x 10'7 Nvidia L40s
Gemma-2-9B 38 0 1.9 x 107 Nvidia L40s

Table 1: Hyper-parameters and hardware used in our experiments. All models’ implementations and weights are

from HuggingFace (Wolf et al., 2020), utilized in BF16.

(Avg +1.2). On mid-sized models, the impact is
more mixed: Self-Destruct incurs moderate av-
erage drops on Mistral-7B (Avg -3.2) and larger
drops on Qwen2.5-3B/7B (Avg -3.8/-5.5), while
still preserving competitive accuracy relative to
defenses that introduce heavier distortions. Over-
all, these tables show that Self-Destruct achieves
strong jailbreak suppression across a wide range
of models, with PromptInject the hardest case, and
with accuracy/refusal costs that vary by model fam-
ily, remaining minimal on some high-performing
models but more pronounced on others.

B.1 Alternative LM as an ASR Judge

In our main results in section 5, we employ Harm-
Bench’s custom fine-tuned Llama-2-13B model for
judging the ASR (Mazeika et al., 2024). In order to
extend this evaluation, we also examine the same
evaluation process using an alternative LM as a
judge. For this task, we employ Gemma-3-27B
(Team et al., 2025), a newer and widely used LM.
The results in Figure 5 show that while Llama-2-
13B and Gemma-3-27B do not show exactly the
same ASR values for the models, they have a high
correlation with the final results, with both judges
ranking the performances of the different defenses
in a similar order. These results strengthen the
findings we present and support the reliability of
Self-Destruct.

C Additional Implementation Details and
Runtime Compatibility

We further evaluate the robustness of Self-Destruct
with respect to hardware platforms, inference en-
gines, and attention implementations. Across all
experiments, we observe no qualitative or quanti-
tative differences in model behavior attributable to
these factors.

GPU hardware. We tested Self-Destruct on a
range of NVIDIA GPUs spanning multiple ar-
chitectures, including A100, H100, RTX 3090,
RTX A5000, RTX A6000, and L40s. In all
cases, the trapdoor behavior and downstream per-
formance metrics were identical, indicating that
Self-Destruct does not rely on device-specific nu-
merical artifacts and generalizes across GPU gen-
erations.

Cross-vendor compatibility. We additionally
verified that trapdoors calibrated on NVIDIA GPUs
remain effective when models are executed on
Apple silicon using Metal Performance Shaders
(MPS). Specifically, models calibrated on NVIDIA
hardware exhibit identical trapdoor activation be-
havior when run on MPS, suggesting that the mech-
anism is robust to cross-vendor numerical imple-
mentations.

Attention implementations. Using the Hugging-
Face Transformers library, we evaluated multiple
attention backends and execution modes, includ-
ing EAGER, SDPA, and FLEX. We observe no differ-
ences in either trapdoor activation or benign-task
performance across these settings, indicating that
Self-Destruct is agnostic to the choice of attention
implementation.

Inference engines. Finally, we tested Self-
Destruct under the vLLM inference engine. We find
that vLLM fully preserves the intended trapdoor be-
havior, including when using Triton-fused and Flex
attention kernels. This confirms that Self-Destruct
is compatible with optimized, production-grade in-
ference stacks.
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Figure 5: ASR results as measured by Gemma-3-27B.
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Model Strategy ASR | Refusal |
MalwareGen Promptlnject PAIR AutoDAN\PIQA OBQA SIQA ARC

Baseline 23 17 11 2 0 0 0 0
PerplexityDefense 6 17 11 2 0 0 0 0

Falcon3-3B SelfDefense 21 8 11 2 0 0 0 0
SelfDefenselnput 5 14 4 2 1 2 7 3

SmoothLLM 15 14 6 1 0 0 0 0

Self-Destruct 11 8 4 0 3 0 11 0

Baseline 22 10 8 3 0 0 0 0
PerplexityDefense 10 10 8 1 0 0 0 0

Falcon3-7B SelfDefense 20 4 7 1 0 0 0 0
SelfDefenselnput 4 7 4 3 0 0 0 1

SmoothLLM 22 9 8 1 0 0 0 0

Self-Destruct 8 7 9 2 0 0 0 0

Baseline 31 13 17 2 0 0 0 0
PerplexityDefense 30 13 17 2 0 0 0 0

Llama-3.2-1B SelfDefense 10 11 15 2 0 78 87 45
SelfDefenselnput 23 4 7 2 0 0 1 0

SmoothLLM 6 0 0 0 21 6 24 0

Self-Destruct 16 18 13 0 2 0 0 0

Baseline 75 13 26 1 1 0 5 2
PerplexityDefense 71 13 26 1 1 0 5 2
Llama-3.2-3B SelfDefense 30 1 19 1 1 62 47 37
’ SelfDefenselnput 47 12 9 0 25 43 23 o4
SmoothLLM 32 6 8 0 20 5 39 2
Self-Destruct 12 2 10 1 36 9 16 22

Baseline 56 21 48 54 0 1 1 0
PerplexityDefense 56 21 48 54 0 1 1 0
. SelfDefense 27 5 29 23 4 9 5 10
Mistral-TB-v0.3 g hyefenselnput 19 18 39 40 o 1 1 0
SmoothLLM 56 21 47 54 0 1 1 0

Self-Destruct 6 20 6 1 8 2 5 0

Baseline 18 24 32 17 0 0 0 0
PerplexityDefense 17 23 32 17 0 0 0 0

Qwen2.5-3B SelfDefense 18 23 32 17 0 0 0 0
SelfDefenselnput 18 23 32 17 0 0 0 0

SmoothLLM 18 23 32 16 0 0 0 0

Self-Destruct 1 0 7 0 11 2 9 8

Baseline 36 29 33 11 0 0 0 0
PerplexityDefense 28 20 33 11 0 0 0 0

Qwen2.5-7B SelfDefense 36 4 31 8 0 0 0 0
’ SelfDefenselnput 25 19 31 5 1 0 0 0
SmoothLLM 34 29 33 10 0 0 0 0

Self-Destruct 2 6 9 0 19 4 22 6

Baseline 19 12 25 2 3 3 1 2
PerplexityDefense 18 12 25 2 3 3 1 2

SelfDefense 19 2 19 1 3 3 3 2

Qwen2.5-14B SelfDefenselnput 10 7 19 2 4 5 1 2
SmoothLLM 19 10 25 2 3 3 1 2

Self-Destruct 2 3 12 1 2 2 7 3

Baseline 6 23 28 1 0 1 1 1
PerplexityDefense 5 23 28 1 0 1 1 1

SelfDefense 6 5 25 0 0 2 1 1

gemma-2-2b - gimyefenselnput 4 11 23 1 3 1 21
SmoothLLM 6 20 24 0 0 1 1 1

Self-Destruct 4 5 8 0 3 0 2 0

Baseline 7 21 17 4 0 0 0 0
PerplexityDefense 4 21 17 4 0 0 0 0

SelfDefense 5 1 8 0 0 5 6 6

gemma-2-9b SelfDefenselnput 0 4 4 0 26 8 28 8
SmoothLLM 4 19 14 0 0 0 0 0

Self-Destruct 4 4 0 0 4 2 17 1

Table 2: Defense performance across models
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Model Strategy Accuracy (difference from baseline)
PIQA OpenBookQA SIQA ARC | Avg
Baseline 68 (0.0) 49 (0.0) 50(0.0)  64(0.0) | 57(0.0)
PerplexityDefense 68 (0.0) 49 (0.0) 50(0.0)  64(0.0) | 57(0.0)
Falcon3.3B SelfDefenselnput 67 (-1.0) 49 (0.0) 46 (-4.0)  61(-3.0) | 55(-2.0)
SelfDefense 68 (0.0) 49 (0.0) 50(0.0)  64(0.0) | 57(0.0)
SmoothLLM 68 (0.0) 49 (0.0) 50(0.0)  64(0.0) | 57(0.0)
Self-Destruct 68 (0.0) 57 (+9.0) 38 (-12.0) 63 (-1.0) 56 (-1.0)
Baseline 81 (0.0) 59 (0.0) 63(0.0)  42(0.0) | 61(0.0)
PerplexityDefense 81 (0.0) 59 (0.0) 63 (0.0) 42 (0.0) 61 (0.0)
Ealcon3.7B SelfDefenselnput 81 (0.0) 59 (0.0) 63(0.0)  42(0.0) | 61(0.0)
SelfDefense 81 (0.0) 59 (0.0) 63(0.0)  42(0.0) | 61(0.0)
SmoothLLM 81 (0.0) 59 (0.0) 63(0.0)  42(0.0) | 61(0.0)
Self-Destruct 82 (+1.0) 77 (+18.0) 71 (+8.0) 86 (+44.0) | 79 (+17.8)
Baseline 44 (0.0) 23 (0.0) 26(0.0)  15(0.0) | 27(0.0)
PerplexityDefense 44 (0.0) 23 (0.0) 26(0.0)  15(0.0) | 27(0.0)
Llama-3.2-1B SelfDefenselnput 44 (0.0) 23 (0.0) 25 (-1.0) 15 (0.0) 26 (-0.2)
: SelfDefense 44 (0.0) 2 (-21.0) 2(:240)  3(-120) | 12(-14.2)
SmoothLLM 35 (-9.0) 22 (-1.0) 20 (-6.0) 15 (0.0) 23 (-4.0)
Self-Destruct 45 (+1.0) 26 (+3.0) 26(0.0)  11(-4.0) | 27(0.0)
Baseline 1(0.0) 12 (0.0) 7(0.0) 9 (0.0) 7(0.0)
PerplexityDefense 1 (0.0) 12 (0.0) 7(0.0) 9 (0.0) 7(0.0)
SelfDefenselnput 1(0.0) 9 (-3.0) 4 (-3.0) 2 (-7.0) 4(-3.2)
Llama-3.2-3B g tDefense 1(0.0) 5(-7.0) 2(-5.0) 3 (-6.0) 2 (-4.5)
SmoothLLM 1(0.0) 12 (0.0) 5(-2.0) 9 (0.0) 6(-0.5)
Self-Destruct 4 (+3.0) 16 (+4.0) 700)  17(+8.0) | 11(+3.8)
Baseline 79 (0.0) 66 (0.0) 66 (0.0) 69 (0.0) 70 (0.0)
PerplexityDefense 79 (0.0) 66 (0.0) 66 (0.0)  69(0.0) | 70(0.0)
. SelfDefenselnput 79 (0.0) 66 (0.0) 66 (0.0) 69 (0.0) 70 (0.0)
Misal- TBv0.3 e T 75040)  60(60)  63(3.0)  61(80) | 64(52)
SmoothLLM 79 (0.0) 66 (0.0) 66 (0.0) 69 (0.0) 70 (0.0)
Self-Destruct 71 (-8.0) 65 (-1.0) 63(:3.0)  68(1.0) | 66(-3.2)
Baseline 75 (0.0) 76 (0.0) 62(0.0)  81(0.0) | 73(0.0)
PerplexityDefense 75 (0.0) 76 (0.0) 62(0.0)  81(0.0) | 73(0.0)
Owen2.5-3B SelfDefenselnput 75 (0.0) 76 (0.0) 62(0.0)  81(0.0) | 73(0.0)
: SelfDefense 75 (0.0) 76 (0.0) 62(0.0)  81(0.0) | 73(0.0)
SmoothLLM 75 (0.0) 76 (0.0) 62(0.0)  81(0.0) | 73(0.0)
Self-Destruct 67 (-8.0) 75 (-1.0) 60 (-2.0) 77 (-4.0) 69 (-3.8)
Baseline 86 (0.0) 82 (0.0) 68(0.0)  87(0.0) | 80(0.0)
PerplexityDefense 86 (0.0) 82 (0.0) 68(0.0)  87(0.0) | 80(0.0)
Owen2.5-7B SelfDefenselnput 85 (-1.0) 82 (0.0) 68(0.0)  87(0.0) | 80(0.2)
wenz. SelfDefense 86 (0.0) 82 (0.0) 68 (0.0)  87(0.0) | 80(0.0)
SmoothLLM 86 (0.0) 82 (0.0) 68(0.0)  87(0.0) | 80(0.0)
Self-Destruct 73 (-13.0) 83 (+1.0) 60 (-8.0) 85 (-2.0) 75 (-5.5)
Baseline 86 (0.0) 88 (0.0) 70 (0.0)  88(0.0) | 83(0.0)
PerplexityDefense 86 (0.0) 88 (0.0) 70 (0.0) 88 (0.0) 83 (0.0)
Qwen2.s-14p  SelfDefenselnput 85 (-1.0) 87 (-1.0) 70(0.0)  88(0.0) | 82(0.5)
’ SelfDefense 86 (0.0) 88 (0.0) 70 (0.0) 88 (0.0) 83 (0.0)
SmoothLLM 86 (0.0) 88 (0.0) 70 (0.0)  88(0.0) | 83(0.0)
Self-Destruct 85 (-1.0) 87 (-1.0) 72(+2.0)  88(0.0) | 83(0.0)
Baseline 59 (0.0) 48 (0.0) 56(0.0)  16(0.0) | 44(0.0)
PerplexityDefense 59 (0.0) 48 (0.0) 56(0.0)  16(0.0) | 44(0.0)
mma-2-2b SelfDefenselnput 57 (-1.0) 48 (0.0) 56 (0.0) 16 (0.0) 44 (-0.2)
gemma SelfDefense 59 (0.0) 48 (0.0) 56(0.0)  16(0.0) | 44(0.0)
SmoothLLM 59 (0.0) 48 (0.0) 56(0.0)  16(0.0) | 44(0.0)
Self-Destruct 60 (+1.0) 50 (+2.0) 56 (+1.0) 17 (+1.0) | 46(+1.2)
Baseline 80 (0.0) 85 (0.0) 7300.0)  86(0.0) | 81(0.0)
PerplexityDefense 80 (0.0) 85 (0.0) 730.0)  86(0.0) | 81(0.0)
emma-2-9b SelfDefenselnput 60 (-20.0) 77 (-8.0) 54 (-19.0) 78 (-8.0) 67 (-13.8)
g SelfDefense 80 (0.0) 81 (-4.0) 71(-2.0)  81(-50) | 78(-2.8)
SmoothLLM 80 (0.0) 85 (0.0) 7300.0)  86(0.0) | 81(0.0)
Self-Destruct 79 (-1.0) 83 (-2.0) 61 (-12.0)  85(-1.0) | 77(-4.0)

Table 3: Question answering accuracy with LM defenses
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