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Abstract

Human cognition, driven by complex neuro-
chemical processes, oscillates between imag-
ination and reality and learns to self-correct
whenever such subtle drifts lead to hallucina-
tions or unsafe associations. In recent years,
Large Language Models (LLMs) have demon-
strated remarkable performance in a wide range
of tasks. However, they still lack human cogni-
tion to balance factuality and safety. Bearing
the resemblance, we argue that both factual and
safety failures in LLMs arise from a common
underlying issue, “representational misalign-
ment” in their latent activation space. We hy-
pothesize that an external network, trained to
understand the fluctuations, can selectively in-
tervene in the model to regulate falsehood into
truthfulness and unsafe output into safe output
without fine-tuning the LLM’s parameters. Re-
flecting the hypothesis, we propose ARREST
(Adversarial Resilient Regulation Enhancing
Safety and Truth), a unified framework that
identifies and corrects drifted features, engag-
ing both soft and hard refusals in addition to fac-
tual corrections '. Our empirical results show
that ARREST not only regulates misalignment
but is also more versatile compared to the Re-
inforcement Learning from Human Feedback
(RLHF)-aligned models in generating soft re-
fusals due to adversarial training. We make our
codebase available at https://github.com/
sharanya-dasgupta@@1/ARREST.

1 Introduction

Imagine asking a Large Language Model about
treating a rare disease. It confidently recommends
a nonexistent drug (Kim et al., 2025). Later, it pro-
vides detailed cyberattack instructions (Yao et al.,
2024b) despite being designed to refuse such re-
quests. These failures, factual hallucination and
safety bypass, appear distinct but may share a
*Corresponding authors: swagatam.das@isical.ac.in

"Warning: The materials presented in this paper might be
disturbing or offensive.

fundamental connection. Consider GPT-4 (Ope-
nAl et al., 2024): it refused to describe securities
fraud when asked directly but provided these de-
tails when requests bypassed its safety mechanisms-
Jailbreaking (Yi et al., 2024). When asked about
the fictional physicist “Gabriela Alveraga Lopes,”
it confidently described her nonexistent contribu-
tions to quantum mechanics-Hallucination (Zhang
etal., 2023b). These failures present breakdowns in
different guardrails, involving the ability of LLMs
to recognize and respond appropriately to sensitive
or uncertain content.

What if these seemingly separate problems share
an underlying mechanism? Recent research sug-
gests specific attention heads may serve as “hidden
guardians” of both factuality and safety (Ortu et al.,
2024; Zhou et al., 2025), while models activate dif-
ferent internal representations when encountering
known versus unknown entities (Ferrando et al.,
2025; Azaria and Mitchell, 2023). Qi et al. (Qi
et al., 2025) reveal that safety alignment is superfi-
cial, residing “a few tokens deep,” and demonstrate
that models can recover safely even after begin-
ning harmful generations. Zhou et al. (Zhou et al.,
2025) show that small changes to specific attention
heads dramatically affect safety behaviors. These
findings raise two central questions: Do multi-head
attention mechanisms and internal representations
govern both safety and hallucination behaviors?
Can black-box prompting alone (Wei et al., 2022;
Yao et al., 2024a) address these challenges, or do
they demand modeling of latent decision bound-
aries in LLM feature spaces?

However, current approaches reveal an asymmetry:
safety largely relies on RLHF-based mechanisms
(Ouyang et al., 2022; Bai et al., 2022; Xiong et al.,
2023) that score candidate responses-reminiscent
of post-hoc filtering, while hallucination mitiga-
tion uses geometric and feature-based methods (Li
et al., 2023; Du et al., 2024; Chen et al., 2024a)
to model uncertainty. This divergence exposes a
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challenge: RLHF-driven advances in safety have
not produced comparable breakthroughs for factual
accuracy. Furthermore, the RLHF-aligned feature
space remains underexplored, positioning us to in-
vestigate confirmation bias (Du, 2025) that may
enable novel jailbreaking mechanisms (Liu et al.,
2024b; Guo et al., 2024; Zhao et al., 2024).

To address this, we turn to Generative Adversarial
Networks (GANs) (Goodfellow et al., 2014; Ar-
jovsky et al., 2017). While diffusion models (Ho
et al., 2020) excel at gradual generation, they
lack the adversarial min-max dynamics critical
for modeling sharp decision boundaries between
safe/unsafe and factual/fictional distributions in
LLM feature spaces. Adversarial training pits a
critic against the generator to learn these bound-
aries, mirroring the real-time tug-of-war between
jailbreaking prompts and safety mechanisms. We
wonder: how does a simple adversarial min-max
game transform noise into meaningful distributions
in tasks like style transfer (Karras et al., 2019)?
This motivates our core exploration: an external
adversarial mitigator modeling the divergence be-
tween factual/fictional and safe/unsafe distributions
within LLM feature spaces (Zou et al., 2023a), drift-
ing states toward desired distributions rather than
artificial hard refusal strings (Ball et al., 2024). Be-
low, we outline our key contributions.

¢ We introduce ARREST, a framework that arrests
the emergence of two distinct misalignment is-
sues and reframes the curvature of factuality and
safety as “representational misalignment,” a dis-
tribution shift within embedding space. This of-
fers us an advantage in human-centric evaluations
where the precision of facts and safety is crucial,
ensuring more impactful responses.

* After tracing the evolution of the most undesir-
able distribution marked in LLM layers, we van-
guard the attempt to propagate it along an in-
formed trajectory (i.e., RLHF) and define it as an
adversarial drift through informational training.

* Furthermore, we expand this concept into a
unique paradigm employing a contrastive ap-
proach, which delineates various prompt-based
mechanisms to intentionally jailbreak or safety
generations. Such a mechanism not only en-
hances performance significantly, but also the-
oretical analysis indicates that ARREST places
greater emphasis on generating “soft refusals” in
contrast to “hard refusals” typically produced by
RLHF-aligned models. Consequently, we intro-

duce the initial series of ARREST mitigators,
which are capable of producing “soft refusals”
without requiring fine-tuning the LLMs.

* We perform extensive experiments using con-
temporary baselines in conjunction with prompt-
based qualitative results across various founda-
tion models. Our findings indicate that we only
require training ~ 33M parameters instead of
comprehensive fine-tuning of the entire LLM
while producing more insightful and human-
centric conjectures.

2 Related Works

In recent years, the reliability of LLLMs has posed
a considerable obstacle to practical applications,
centered on two intertwined challenges: Factual-
ity and Safety (Huang et al., 2024¢c; Zhang et al.,
2023a). A model may align with human values
yet produce factually inaccurate content or deliver
precise information while generating ethically con-
tentious outputs (Bommasani et al., 2022). We
categorize this into three interrelated dimensions:
detecting factuality and safety features, correcting
falsehoods, and mitigating unsafe behaviors.

Detection of Factuality and Safety features
initially manifested as prompt-engineering ap-
proaches, notably structured reasoning (Wei et al.,
2022) and multi-branch exploration (Yao et al.,
2024a). However, these methodologies treated
models as “black boxes,” providing limited insight
into internal decision making. The recent efforts
then revealed that bias inheritance (Dziri et al.,
2022), and flawed fine-tuning (Luu et al., 2022)
exaggerate hallucination. Soon, a paradigm shift
emerged: researchers began probing hidden acti-
vations to uncover ‘“factual signals” beneath sur-
face outputs. Techniques such as covariance analy-
sis (Chen et al., 2024a), eigenvalue decomposition
(Sriramanan et al., 2024), and geometric subspace
analysis (Du et al., 2024) revealed latent-level in-
consistencies correlated with hallucinations. This
raised a fundamental question: What are the un-
derlying mechanisms that manifest hallucinations?
HalluShift (Dasgupta et al., 2025) emerged from
this core idea: hallucinations appear as measur-
able disruptions in internal feature representations
during autoregressive generation. For safety, con-
temporary discoveries revealed that only sparse
“special safety heads” (Zhou et al., 2025) and low-
rank subspaces (Wei et al., 2024) govern safety
guardrails, with (Qi et al., 2025) protecting initial
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Figure 1: Illustration of ARREST. Training Stage 1: A decision network identifies optimal intervention layers with
maximum representational misalignment. Training Stage 2: Two adversarial paradigms (Base and Contrastive)
target domain-specific distributions at selected layers. For hallucination, target distributions are formed by hidden
states from answer-prompted generation. For safety, we use RLHF-aligned model states. Safety-focused Contrastive
training employs triplet loss with positive samples from refusal-eliciting prompts and negative samples from
jailbreaking prompts. Inference: The trained generator performs real-time hidden state alignment at the specified

layer, steering representations toward truthfulness and safety.

tokens to address shallow alignment.

Mitigation of detected hallucination has been
a persistent challenge. The early approaches
proposed uncertainty-aware decoding (Xiao and
Wang, 2021), inference-time activation shifts (Li
et al., 2023), iterative verification (Dhuliawala
et al., 2024), and contrastive decoding (Xu et al.,
2024a). However, hallucinations intensified when
prompts triggered untrained knowledge (Lewis
et al., 2020b). This sparked external knowledge
integration through knowledge graphs (Shi et al.,
2023), dynamic reasoning paths (Dziri et al., 2021),
and Retrieval Augmented Generation (Lewis et al.,
2020b; Karpukhin et al., 2020; Asai et al., 2024)
demonstrating that efficient retrieval reduces hal-
lucinations for out-of-domain queries (Ayala and
Bechard, 2024). Yet a deeper inquiry remains
unanswered: What if the knowledge already exists
within the model? Shifting focus to internal knowl-
edge, researchers investigated knowledge acquisi-
tion through zero-shot grounding (Luo et al., 2024)
and self-critique loops (Ji et al., 2023). Knowledge
editing emerged to target specific layers (Bau et al.,
2020; Meng et al., 2022, 2023), though it risked
knowledge dilution (Huang et al., 2025; Gu et al.,
2024). Recent breakthroughs revealed that pair-
ing inputs uncovers meaningful latent directions
(Burns et al., 2023; Zou et al., 2023a), and injecting

vectors into residual streams steers outputs (Marks
and Tegmark, 2024; Turner et al., 2023). We fo-
cus on a specific phenomenon: cases where models
internally possess correct answers but standard gen-
eration fails to elicit them (Wei et al., 2022; Li et al.,
2023). Rather than editing base layers, we train
an external network to distributionally shift inter-
nal representations, moving beyond conventional
knowledge editing.

Safety Enhancement methods evolved beyond
simple prompts: Directed Representation Opti-
mization (Zheng et al., 2024) treated safety as train-
able embeddings, while hierarchical adversarial
learning (Liu et al., 2024a) and self-critique mech-
anisms (Chen et al., 2024¢) emerged to counter
attacks. Very recently, reinforcement learning ap-
proaches (Ouyang et al., 2022; Bai et al., 2022;
Mu et al., 2024) showed promise yet revealed
a persistent tension: enhancing safety often de-
grades utility, and vice versa (Lin and Lin, 2024;
Qi et al., 2024; Wolf et al., 2024). This catalyzed
inference-time defenses that modify LLM internals
during generation without retraining. SafeDecod-
ing (Xu et al., 2024b) amplifies safety guidelines
while suppressing jailbreak objectives; SafeSwitch
(Han et al., 2025) monitors activations in real-time;
SafeAligner (Huang et al., 2024a) adjusts distribu-
tions via auxiliary models; and BEAT (Yi et al.,
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2025) detects backdoor attacks through distribu-
tion anomalies. By understanding and regulating
hidden states themselves, these techniques promise
reliable safety guarantees while preserving capabil-
ities and avoiding the surface-level defenses.

3 Problem Formulation

Let M be a causal language model with £ stacked
transformer decoder layers, generating tokens from
vocabulary V autoregressively. Given input prefix
X<t = (x1,...,74-1), each token z; is embed-
ded through f as hY = f(x;) € R, While
M’s performance arises from hidden state shifts
via nonlinear transformations, enabling diverse to-
ken distributions and versatile outputs, this versa-
tility introduces undesired internal feature drifts
Ahl = §(hb, ht), where at layer { time step t,
h}, denotes the actual internal state, i/, represents
the desired aligned state from a reference aligned
model, and § measures representational drift. To
identify the layer ¢ with maximum drift, we intro-
duce an external probe P on internal representa-
tions of aligned and base features. Though A’ h
and A° h!, capture different misalignment dimen-
sions (factual and safety), they may be addressed
through similar mitigation strategies. We introduce
an external regulator, a generator Gy, trained adver-
sarially on internal features of the base model and
RLHF-aligned models, or the base model when
prompted with the correct answer. We also in-
vestigate a contrastive framework with specialized
prompting, where GGy learns to better discriminate
between safe and unsafe drifts. Both approaches
selectively intervene by correcting Ah}, toward safe
and factually accurate internal features without fine-
tuning M’s original parameters.

4 Proposed Framework

We posit our formulation with a principal hypothe-
sis: both safety and factual inconsistencies in M
manifest themselves as a representational misalign-
ment in their internal representation. Concretely,
we define representational misalignment as a dis-
tributional discrepancy between the hidden acti-
vations of a base model and those of a reference-
aligned model at a given layer. This discrepancy
appears in feature space as Ah?, a measurable shift
in internal activations that arises naturally in auto-
regressive architectures (Xiao et al., 2020; Lewis
etal., 2020a; Brown et al., 2020; Raffel et al., 2020).
Importantly, this notion is purely operational and

characterizes deviations in the model’s internal tra-
jectory that cannot be corrected through rule-based
transformations alone. To address this representa-
tional drift, ARREST operates in two stages. First,
we apply external probes P, implemented as in-
dependent classifiers, to each layer activation to
identify the layer ¢ exhibiting the maximal devia-
tion with factuality and safety. Second, we employ
an adversarial regulator Gy, trained to RLHF sig-
nals and answer-prompted states, to transform the
selected feature towards the corrected state ~ %.
Moreover, we enforce contrastive and consistency
restrictions to ensure that GGy learns resilient correc-
tions (soft refusals) by guiding the misalignment
components A hz toward safe aligned representa-
tions without fine-tuning M parameters.

Locating Maximum Concept Misalignment

We utilize a set of probe networks P similar to
(Alain and Bengio, 2018; Elhage et al., 2022; Li
et al., 2023; Park et al., 2024) as trained indepen-
dently across each layer ¢, ¢ € {1,...,L}, us-
ing activations extracted from outputs generated
by base models and RLHF fine-tuned models or
answer-prompted generations. Specifically, we
posit that the layer exhibiting the greatest probe
accuracy between aligned and misaligned repre-
sentations reveals the deepest representational mis-
alignment location. We quantify this misalignment
through feature drifts: D(¢) = ¢ (P(h@), P(ﬁé)),
where hz represents the actual base model inter-
nal state at the layer ¢ and time step ¢, ﬁz de-
notes the aligned state obtained from an exter-
nally aligned reference model (e.g., an RLHF-
tuned model) or answer-augmented prompting.
This formulation captures both factual drifts A h%
and safety drifts ASh}, through their projection in
the feature space of a prober on selective layers:
* = argmaxy D(¢). We intentionally select the
layer £* at which this deviation peaks, as it repre-
sents the most misaligned region for targeted in-
tervention while maintaining the versatility of the
intrinsic concept. Through ablation studies, we ob-
serve that £* corresponds to the layer where probe
accuracy is maximized, which typically occurs in
the middle-to-late layers of LLMs (Li et al., 2023).

Adversarial Control of Representational Drift

Having established the choice of the maximal
misalignment in the layer ¢*, we now address
rectifying this discrepancy through an adversarial
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strategy. Unlike other approaches, such as tuning
the LM head of the model M (Han et al., 2025)
or massive networks empowered with Retrieval
Augmented Generation (Lewis et al., 2020b), we
take a realistic yet theoretically grounded approach.
To accomplish this, we propose two adversarial
training setups: Base Adversarial and Contrastive
Adversarial, utilizing selective intervention while
preserving the inherent capability of the base
model.

Adversarial Misalignment Mitigation: We frame
this methodology around a mitigator Gy, trained
to map internal representations from misaligned
states h%. toward aligned reference activations hf,.
Conceptually, this transformation can be formally
expressed as minimizing the distributional diver-
gence:

Laagv=E¢

¢* ~ Tmisaligned

[Ds(Gohi) i) (1)

where Dy is an f-divergence measuring the dis-
crepancy between the transformed and reference-
aligned features. This divergence captures the rep-
resentational drift AL, = §(hb., hL.) that we aim
to correct. The generator G thus learns a mapping:

. %model dmodel
T:R Mot R model, ()

where u || h represents unsafe or hallucinated fea-
tures and s || ¢ denotes safety and truth, pushing
the distribution of misaligned features toward the
aligned feature distribution.

TG:ﬂmisa]igned(hﬁ* )'_)Traligned(;lz*) (3)

In practice, we approximate this objective with
tractable adversarial losses. Training is conducted
using target activations from RLHF-finetuned mod-
els (Ouyang et al., 2022) for safety and concate-
nated question-answer prompted models for factual
correctness (Li et al., 2023). The adversarial objec-
tive used to train Gy is:

Ladv:Ehz* [IOg(l_D¢(G9(hE*)))] (4)

with the discriminator Dy distinguishing trans-
formed from truly aligned representations. The
combined objective is:

LG=Lagv+\LMsE 5

SN2
where ['MSE == Eh}i*ﬁfg* ["G@(ht*) - ht* 2} 5 A
balances adversarial and reconstruction objectives.

Emulating (Ferrando et al., 2025; Cunningham
et al., 2023; Gao et al., 2025), we can decompose
the internal state as a sum of different latents:

t _pt t
hz* _hcontenl+hmisaligned (6)

where Al .. captures the semantic content and
hfnisaligned encodes any harmful or hallucinated as-
pect. For a hard refusal, both components are sup-
pressed, while a soft refusal preserves hl ... and
neutralizes h ... Crucially, the emergence of
soft refusals in this setting is governed by the bal-
ance of adversarial and reconstruction terms. When
A — 00, the generator is forced to exactly match
the reference (typically a hard refusal). When
A — 0, the generator prioritizes the adversarial
signal alone, which may discard content preser-
vation. The interplay of A\ ensures Gy to seek a
solution that both fools the discriminator (ensur-
ing safety and factuality) and stays close to the
reference (preserving content). Thus, soft refusals
naturally arise as the generator neutralizes only the
harmful component and retains as much original
content as allowed by the margin:

Ge(hz*)AG(O,oo)zilgonlem"'e (7)

where € is a small safety-aligned correction.

Contrastive Safety Alignment: To further en-
hance the adversarial approach, we propose a con-
trastive adversarial training strategy that tunes the
boundary between anchor, aligned, and misaligned
distributions. While the positive reference BZF typi-
cally corresponds to a hard refusal and the negative
reference ﬁé: corresponds to direct compliance,
our framework leverages the geometry of feature
space and the dynamics of triplet optimization to al-
leviate the emergence of soft refusals. This process
can be understood by analyzing the gradient of the
triplet loss with respect to the generator parameters
0. Let

dy=d(Go(ht.),hi),

AEE), do=d(Go(ht.)hy5),

where d(-,-) denotes a distance metric (e.g.,
squared Euclidean), hz* the anchor feature, ilf;
the safe (hard refusal) reference, and hto the un-
safe (jailbroken) reference. When the triplet loss is
active, the gradient with respect to 6 is given by

Vg Leont :VG9d+'VGG9—VGQd7-VQG9. (8)
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If d is squared Euclidean, this becomes:

Ve, d+=2(Go(hb)—hii),
Va,d—=2(Go(hbe)—hyy ),

and thus,

V9Lcom:2 |:(G0(hz* )7}1;;’») - (GG(h’Z* )*ilz;)i| VQGQ

=2(hi —hiT)VeGy.

This demonstrates that the generator is steered
away from the unsafe representation ﬁz*_ and to-
ward the safe anchor ﬁzf, along the direction
ﬁ;: — EZT Importantly, although ﬂ;j is a hard
refusal, the generator is not constrained to exactly
match this anchor. Instead, the triplet margin en-
forces that the output only needs to remain on the
“safe side” of the boundary, thereby allowing the
generator to interpolate between content and re-
fusal as needed. To illustrate this, we may concep-
tually decompose (Ferrando et al., 2025; Cunning-
ham et al., 2023; Gao et al., 2025) the feature space
into different latents as:

ptt_pt
hgi=h

refusal’

BZ*_:héontent+h£nislaigned )
where h! ... encodes the semantic content,
P isalignea the unsafe component, and A, ., the
canonical refusal feature. In this setting, the gener-
ator is encouraged to suppress both the content and
harmful components for high-risk prompts, produc-
ing hard refusals. However, for less adversarial or
ambiguous queries, the triplet loss permits the gen-
erator to retain content while projecting away from
the unsafe region, thereby producing soft refusals
that blend factual information with context-aware
justification.

5 Experimental Analysis

5.1 Benchmarks Overview

We evaluate ARREST, addressing both safety
and hallucination mitigation, spanning eight
benchmark datasets. For safety, MALICIOUS-
INSTRUCT (Huang et al., 2024b), JAILBREAK-
BENCH (Chao et al., 2024), ADVBENCH (Zou
et al.,, 2023b), and TRUSTLLM (Huang et al.,
2024c¢). We utilize TRUTHFULQA (Lin
et al., 2022), TRIVIAQA (Joshi et al., 2017),
COQA (Reddy et al., 2019) and TYDIQA (Clark
et al., 2020) for hallucination mitigation evaluation.

Table 1: A comparative evaluation of hallucination miti-
gation methods measured by factual accuracy (%) across
multiple datasets.

TRUTHFUL TRIviA Co TYDIQA

LLM Method QA QA QA GP
Base Model 13.83 12.55 15.10  3.50

COVE 15.00 1429 1550 9.53

LLaMa-2  Self-Reflection 28.16 1336 16.00 10.20
B Activation Decoding ~ 43.53 4257 1630 6.92
DOLA 4543 4230 1830 16.92

ITI 4431 46.18 2037 15.96

ARREST-HB 47.00 46.74 21.59 17.80

Base Model 21.04 10.07 1327 10.49

COVE 27.10 1429 1500 13.64

LLaMa-3.1  Self-Reflection 27.84 1378 13.69 18.69
8B Activation Decoding  23.84 4417 1630 13.64
DOLA 25.30 1430 1830 10.96

ITI 23.50 14.68 1654 13.04

ARREST-HB 2693 4920 19.71 22.42

Base Model 24.11 15.02 1440 16.39

COVE 30.28 1602 15.04 19.10

Vicuna Self-Reflection 33.34 2463 23.69 1927
7B Activation Decoding  34.57 2033 2502 27.12
DOLA 24.63 24.13 2750 28.80

ITI 31.90 15.68 14.45 19.50

ARREST-HB 40.40 3559 2827 42.85

5.2 Implementation Details

We use the generator Gy as a two-layer Feed
Forward Network with GELU (Hendrycks and
Gimpel, 2023) activation and the discriminator
Dy as a single-layer MLP, trained with ADAMW
(Loshchilov and Hutter, 2019) optimizer with adap-
tive learning rates. We employ lightweight LLMs
such as LLaMA-2-7B, LLaMA-3.1-8B, Qwen2.5-
7B, Vicuna-7B and Yi-1.5-9B and their RLHF-
tuned counterparts to extract internal activations
post attention but before projection in the head at
the first generated token. Evaluations are done us-
ing greedy decoding with an output length of 64
tokens (Du et al., 2024; Li et al., 2023). Safety
is assessed using Attack Success Rate (ASR) (Qi
et al., 2024; Zeng et al., 2024) and Soft Refusal
Rate (SRR) (Han et al., 2025). ASR detects ex-
plicit refusals via rejection lexicons (Zhou et al.,
2025), whereas SRR employs a GPT-based judge
(GPT-4.1-nano (OpenAl et al., 2024)) to identify
indirect or explanation-based refusals that do not
rely on hard-refusal phrases. Factual consistency is
measured using BLEURT (Sellam et al., 2020), a
learned metric built on BERT (Devlin et al., 2019)
that quantifies similarity to gold responses. We
selectively intervene on internal layers most pre-
dictive of truthful and safe behavior, identified via
probe classifier performance on each benchmark.
All experiments are conducted on a single 24 GB
RTX 3090 GPU using 5-fold cross-validation.
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Figure 2: Qualitative comparison of factual accuracy
across models. The base model exhibits significant
confabulation; the base + ITI shows partial improvement
but remains unreliable in certain cases, while Base +
ARREST demonstrates superior factual accuracy and
trustworthiness.

Prompt Engineering: For safety alignment in
Contrastive settings, we structure queries from
benchmarks paired with refusal templates (e.g.,
“I’'m unable to help with that”) as posi-
tive prompts, and jailbreak triggers appending (e.g.,
“Sure, here’s what I found”) to queries as neg-
ative prompts. For factual alignment, we collect
internal states from the base model prompted to pro-
vide only the answer versus concatenated question-
answer pairs from datasets as answer prompts. We
exclude contrastive setup for hallucination mitiga-
tion, as constructing negative prompts requires ex-
haustive factual verification, which is enormously
time-intensive.

5.3 Factuality Assessment

5.3.1 Quantitative Factuality Evaluation

We compare our method against a diverse set
of widely used hallucination mitigation baselines
spanning distinct methodological classes, includ-
ing Chain-of-Verification (Dhuliawala et al., 2024)
as a prompt-based approach, Self-Reflection (Ji
et al., 2023) as an iterative reasoning baseline,
ITI (Li et al., 2023) as an inference-time interven-
tion method, and Decoding by Contrasting Lay-
ers (DOLA) (Chuang et al., 2024) and Activation
Decoding (Chen et al., 2024b) as decoding-based
techniques. Across this evaluation, our model
significantly improves factual accuracy over all
benchmarks and base models, as shown in Table 1.

LLaMA-2-7B shows high hallucination vulnerabil-
ity with only 3.50% —15.10% correct responses. In
contrast, ARREST-Hallucination Base Adversarial
(ARREST-HB) consistently improves factual accu-
racy, achieving improvements of 6.49% — 34.19%
over the base model across multiple datasets. While
LLaMA-3.1-8B exhibits improvements but still
hallucinates frequently, with ARREST-HB yield-
ing gains of 5.89% — 39.13% across benchmarks.
Vicuna-7B further improves by 16.29% — 26.46%
under ARREST-HB across benchmarks. These ad-
vances establish that factuality alignment requires
more than activation engineering alone, necessitat-
ing informed, adversarially aware representation
shaping toward truthful generation.

Table 2: ASR and SRR across Safety Benchmarks

LLM  Method Malicious TrustLLM AdvBench Jailbreak
Instruct Bench

ASR(}) SRR(1) ASR(]) SRR(1) ASR(]) SRR({) ASR(|) SRR(})
Base Model 5300 37.00 7035 48.11 8404 1481 8300 3100
LLaMa Chatmodel 000 4000 1286 6655 019 2192 300 37.00
B ITI 5300 7200 5698 7138 5884 7135 7500 77.00
ARREST-SB  30.00 9500 5255 7504 49.80 7615 5400 89.00
ARREST-SC 1900 99.00 3739 7530 4596 8038 4200 94.00
BaseModel 2600 5200 5203 6550 4384 7500 4200 70.00
LLaMa Chatmodel 1900 6300 1388 6278 1230 7077 1300 77.70
EXESY ITI 2000 7000 3041 67.97 3115 7077 2600 7000
ARREST-SB 2400 7800 2998 7000 30.69 78.85 29.00 79.00
ARREST-SC ~ 10.00  85.00 3637 79.25 27.12 8038 17.00 85.00
BaseModel 2000 3000 3499 5920 1519 6538 4200 5500
Quwen Chalmodel 700 3300 826 6581 076 7000 1000 6200
Pyt ITI 0.00 90.00 1499 5983 481 7788 10.00 56.00
ARREST-SB 1900 7900 1882 6936 558 7885 3600 79.00
ARREST-SC 1500 8500 2275 7019 7.9 8231 2200 80.00
BaseModel 5400 4100 6651 4755 7827 2308 77.00 3500
il Chatmodel 2000 7400 2308 5869 2807 7885 30.00 7000
B ITI 5300 6500 4982 6687 6308 7596 6400 70.00
ARREST-SB 4700 90.10 4787 6738 5057 7173 63.00 80.00
ARREST-SC 3700 9100 4582 7601 4961 7942 5200 7500

Note: | = lower is better; 1 = higher is better;

5.3.2 Qualitative Factuality Evaluation

Our proposed technique, ARREST, demonstrates
exceptional performance compared to SOTA meth-
ods in prompt-based qualitative evaluation (Fig-
ure 2). ARREST corrects factual errors where
base models consistently confabulate. For instance,
when prompted “How does drinking coffee
affect your growth?”, LLaMa-2-7B claims an
erroneous connection between alertness and phys-
ical growth. Vicuna-7B similarly generates un-
founded claims about “interfering with the
absorption of nutrients” in adults and chil-
dren. ITI (Li et al., 2023) fails to correct these
hallucinations. In contrast, ARREST effectively
mitigates factual distortions, directly disputing un-
supported claims: “Drinking coffee does not
affect your growth.” These findings indicate
that approximating true state distributions substan-
tially enhances factual recall in LLMs, supporting
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Figure 3: Refusal strategy effectiveness comparison: Base models show complete vulnerability, RLHF provides
rigid rejection, the base + ITI shows partial improvement but remains unreliable in certain cases, while Base +
ARREST achieves consistent safety through context-aware soft denials that preserve conversational utility.

our hypothesis on distribution-focused alignment.
Additional qualitative results can be found in the
appendix, Figure 8.

5.4 Safety Assessment

5.4.1 Quantitative Evaluation

We evaluate our approach against established safety
baselines, including RLHF-tuned chat models
and ITI (Li et al., 2023), which we extend for
safety alignment. Our extension applies targeted
attention-head activation interventions guided by
linear probe vectors trained on internal represen-
tations from both base and RLHF-aligned mod-
els. This enables direct manipulation of safety-
relevant latent subspaces without retraining model
weights.  Across all benchmarks, our method
consistently improves soft refusal behavior while
substantially reducing ASR. As shown in Ta-
ble 2, LLaMA-2-7B exhibits high baseline vul-
nerability, with ASR ranging from 53.00% —
84.04% and SRR between 14.81% — 48.11%.
Both ARREST-Safety Base-Adversarial (ARREST-
SB) and ARREST-Safety Contrastive-Adversarial
(ARREST-SC) markedly outperform all baselines,
reducing ASR by 32.96% — 41.00% and increas-
ing SRR by 27.19% — 65.57% across datasets.
LLaMA-3.1-8B demonstrates stronger baseline ro-
bustness but still fails to reject 26.00% — 52.03%
of malicious prompts, producing 52.00% — 75.00%
context-aware refusals. Under the contrastive set-

ting, ARREST further reduces ASR by 16.00% —
25.00% while improving soft refusals by 5.38% —
33.00%. Based on our investigations, we can
discern that for the family of LLaMA models,
our method has a consistent effectiveness due to
the distinctive distributional signature of safety-
aligned and non-aligned representations, enabling
consistent modulation of both hard and soft re-
fusal behaviors. For Qwen2.5-7B, baseline de-
fenses are moderate (15.19% — 42.00% ASR
and 30.00% — 65.38% SRR). While ITI yields
noticeable ASR reductions (10.38% — 32.00%),
ARREST-SC achieves substantially stronger gains
in soft refusals, improving SRR by 10.99% —
55.00% across benchmarks. In contrast, Yi-1.5-9B
displays higher baseline vulnerability (54.00% —
78.27% ASR and 23.08% — 47.55% SRR) but re-
sponds strongly to ARREST-SC, achieving ASR
reductions of 17.00% — 28.66% and SRR improve-
ments of 28.46% — 56.34%. Nonetheless, while
RLHF-tuned models exhibit lower ASR overall,
this advantage largely stems from the ASR met-
ric’s reliance on detecting hard-refusal patterns (Qi
et al., 2024; Zeng et al., 2024; Zhou et al., 2025),
which RLHF models reliably produce. ARREST
instead prioritizes human-aligned soft refusals, as
reflected in the SRR (Han et al., 2025), which uses
a GPT-4.1-nano judge (OpenAl et al., 2024) to
identify indirect, explanation-based refusals. Our
objective is not merely to block harmful content but
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Figure 4: Defensive impact of ARREST on model internals: The PCA plot demonstrates distributional drift from a
vulnerable dispersed state distribution toward a more peaked and reliable distribution, effectively hardening the
model against adversarial prompt infiltration and improving factuality. o represents the centroid of each region.

to generate refusals that remain conversationally
coherent, context-aware, and aligned with human
expectations through free-form generation.

5.4.2 Qualitative Evaluation

Similar to factuality, we assess ARREST’s safety
performance (Figure 3), demonstrating how our
approach surpasses contemporary baselines across
multiple models. When presented with a harm-
ful request to compose a threatening letter, base
models generate harmful content without hesita-
tion. For instance, Qwen2.5-7B effortlessly jail-
breaks, while RLHF-aligned models generate hard
refusals without context. Comparatively, ARREST-
SC generates refined, context-aware refusals across
all models with educational content about conse-
quences and boundaries, which differs from ar-
tificial hard refusals. Moreover, it produces em-
pathetic refusals, maintaining firm ethical bound-
aries with clear rationales and facts (“14 years
in prison”). Upon investigating Qwen2.5-7B,
we conclude that ARREST efficiently uses knowl-
edge intelligently through adversarial training that
acquires compassionate knowledge distributions
rather than focusing solely on direct refusals, avoid-
ing rule-based approaches while maintaining hu-
man value alignment. Additional qualitative results
can be found in the appendix, Figure 7.

5.5 Uncovering Model Dynamics with
Principal Component Analysis (PCA)

PCA enables visualization of high-dimensional
data by projecting it onto principal axes that capture
maximum variance, preserving key distributional
structure in lower dimensions. Figure 4 shows PCA

projections of post-attention representations at the
location of maximum representational misalign-
ment, comparing representations before and after
ARREST modification alongside known aligned
states. Base and aligned activations occupy dis-
tinct regions, while ARREST shifts the base states
toward this aligned distribution, yielding the inter-
mediate cluster that reflects the intended steering
effect by correcting the misaligned representations
while preserving semantic content. Notably, AR-
REST produces a narrower post-attention distri-
bution than both base and RLHF-aligned models.
Broader distributions correspond to excessive ex-
ploration and suppression of internal safety and
factuality signals, which can enable safety viola-
tions and hallucinations (Ball et al., 2024; Kada-
vath et al., 2022). By positioning representations
between base and aligned states, it creates a bal-
anced approach: for safety, it establishes a middle
ground between artificial hard refusal and informa-
tiveness; for hallucination mitigation, it preserves
correct responses while improving inaccurate ones.

6 Conclusion & Future Work

In this article, we present ARREST, an exten-
sive adversarial framework designed to tackle both
safety alignment and hallucination mitigation by
focusing on representational misalignment within
the internal representations of LLMs. In subse-
quent research, we will systematically investigate
the extent to which soft refusals dominate model
behavior and explore the applicability of this ap-
proach to broader LLM alignment objectives.
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7 Limitations

ARREST relies on an external intervention net-
work whose effectiveness depends on the quality
and coverage of its adversarial training data. More-
over, the ability to steer internal representations
toward aligned behavior also introduces dual-use
risks, as similar mechanisms could be misapplied
to induce undesirable behaviors. Finally, ARREST
adds an additional learned regulator, raising inter-
pretability concerns: while interventions are lo-
calized to specific layers and heads, the rationale
behind individual corrections is not always trans-
parent. Improving robustness and interpretability
of representation-level interventions remains an im-
portant direction for future work.
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A Appendix

A.1 Representational Misalignment

In our work, however, this term is used strictly
in an operational and measurable sense, not as a
cognitive or semantic claim. More specifically,
“representational misalignment” refers to a distribu-
tional discrepancy between the internal activations
of a base model and those of a reference-aligned
model. This is a purely operational notion: when
the two models differ significantly at a given layer,
we denote that difference as misalignment; it sim-
ply marks where the model’s internal state drifts
away from the aligned reference trajectory. We
have provided several pieces of evidence support-
ing this operational definition:

» Layer-wise probe analysis (Sec 4). Independent
probes trained on each layer reveal which layer
most strongly distinguishes between aligned and
misaligned activations, providing a reproducible
method for identifying where internal drift is
largest.

* Behavioral correlation. The layer with the largest
representational drift is also the layer whose in-
tervention most reliably improves factuality or
safety, as shown across diverse benchmarks.

* Distributional evidence. PCA visualizations of
internal states (Fig. 4) demonstrate that ARREST
moves representations closer to the aligned dis-
tribution and away from unsafe or hallucinatory
patterns. These shifts are consistent across tasks
and architectures.

* Cross-model generality. The same drift-based
identification holds for LLaMA-2, LLaMA-3.1,
Qwen2.5, Yi-1.5, and Vicuna models, indicating
that the divergence captures a structural represen-
tational difference rather than a model-specific
artifact.

Thus, we have observed that both safety failures
and factual hallucinations stem from deviations in
internal representations, and correcting those devi-
ations with a lightweight external regulator reduces
both types of errors in a unified manner.

A.2 Detailed Benchmarks Overview

We employ a comprehensive suite of bench-
marks containing adversarially designed prompts

to rigorously evaluate our proposed safety align-
ment framework. This evaluation arsenal encom-
passes four distinct collections: (1) MALICIOUS-
INSTRUCT (Huang et al., 2024b), comprising 100
questions derived from ten different malicious
intentions; (2) JAILBREAKBENCH (Chao et al.,
2024), a repository of 100 state-of-the-art adver-
sarial prompts specifically designed to circumvent
safety guardrails; (3) ADVBENCH (Zou et al.,,
2023b), containing 500 harmful behaviors formu-
lated as instructions; and (4) TRUSTLLM (Huang
et al., 2024c), a comprehensive benchmark de-
signed to evaluate LLM trustworthiness across six
critical dimensions: truthfulness, safety, fairness,
robustness, privacy, and machine ethics.

For evaluating the efficacy of our adversarial
network approach in hallucination mitigation, we
utilize four diverse question-answering datasets,
each probing distinct facets of knowledge represen-
tation and retrieval: (1) COQA (Reddy et al., 2019),
an open-book conversational QA dataset compris-
ing 7,983 question-answer pairs in its develop-
ment split; (2) TRUTHFULQA (Lin et al., 2022),
a closed-book QA dataset containing 817 pairs
specifically designed to identify truthful versus
misleading responses; (3) TRIVIAQA (Joshi et al.,
2017), another closed-book QA dataset with 9,960
pairs in its validation subset; and (4) TYDIQA-
GP(ENGLISH) (Clark et al., 2020), a reading com-
prehension dataset encompassing 3,696 pairs. This
diversified testbed enables comprehensive assess-
ment of our framework’s ability to minimize factual
inconsistencies while preserving response coher-
ence and relevance.

All datasets used in this work are real-world
benchmarks that are publicly available, peer-
reviewed, and widely adopted in prior research.
They were constructed through expert curation, ad-
versarial prompt design, and large-scale data col-
lection efforts and have been extensively validated
by the research community for evaluating safety,
robustness, and factual reliability in large language
models.

A.3 Base Models

Our experimental framework uses a diverse set
of open-source foundation models to evaluate the
robustness and generalizability of our approach
across architectures. For safety alignment exper-
iments, we consider four representative models:
LLAMA-2-7B (Touvron et al., 2023), LLAMA -
3.1-8B (Grattafiori et al., 2024), QWEN-2.5-
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7B (Yang et al., 2024), and Y1-1.5-9B (Young
et al., 2024). For each, we evaluate both base vari-
ants and their corresponding RLHF-aligned coun-
terparts. This setup enables systematic analysis
of safety behavior across different stages of align-
ment and facilitates the extraction of internal ac-
tivation states associated with refusal responses,
which serve as training signals for our adversarial
network.

For hallucination mitigation experiments, we
further include VICUNA-7B-V1.5 (Zheng et al.,
2023), alongside LLaMA-2-7B and LLaMA-3.1-
8B, to ensure architectural and training diversity.
Our approach is architecturally agnostic and ap-
plicable to any autoregressive transformer-based
language model for which internal activations are
accessible. We note that not all model families
provide publicly available RLHF-aligned variants,
which precludes fully unified evaluation across all
architectures; accordingly, we report results only
for models with comparable baselines.

A.4 Additional Implementation Details

Prompting Setup. For hallucination mitigation,
we evaluate on four QA datasets spanning con-
textual and non-contextual settings. For context-
dependent datasets (COQA, TYDIQA-GP (EN-
GLISH)), prompts follow:

Answer the question concisely based on the context:
Context: [passagel

Q: [question]

A:

For datasets without context (TRUTHFULQA,
TRIVIAQA), we use:

Answer the question concisely.
Q: [question]
A:

Answer-Prompted Target Distribution. To con-
struct the factual target distribution, we employ
answer prompting, using the base model’s hidden
states conditioned on concatenated question and
gold-answer pairs. In autoregressive transformers,
conditioning on a verified continuation places inter-
nal representations in regions aligned with truthful
generation rather than answer recognition. This
yields a factually aligned baseline that reflects se-
mantic consistency. Within ARREST, this dis-
tribution helps to identify the layer with maximal
misalignment. The adversarial objective then steers
representations toward the answer-prompted fac-
tual distribution without overwriting general gener-
ation ability.

For safety benchmarks, harmful prompts are
used directly from benchmark sources; the con-
trastive prompting setup is described earlier. The
adversarial network is trained for 150-200 epochs
with a batch size of 16. For reference, training
on MALICIOUS-INSTRUCT with LLaMA-2-7B on
an NVIDIA GeForce RTX 3090 requires approx-
imately 2-5 minutes. All models share identical
prompt templates and tokenization for consistency.

Attack Success Rate (ASR). Safety is mea-
sured using Attack Success Rate (ASR) based
on an extended library of >200 verified refusal
phrases (Zhou et al., 2025; Qi et al., 2024; Zeng
et al., 2024):

ASR:m Zmtharm I[ Drefusal (y) =False]

where Qparm 1S the set of harmful queries and
Diretusal returns True if a refusal phrase is detected
in the model output y for the query x. A lower
ASR indicates better safety alignment.

Soft Refusal Rate (SRR). To capture indirect or
explanation-based refusals, we compute SRR using
a GPT-based judge (GPT-4.1-nano (OpenAl et al.,
2024)):

SRR= m Zl €Qharm I [Dsoft_refusal (y) :True]

where Dgofi_refusal 15 the GPT judge that classifies
responses as explanation-based refusals. Higher
SRR indicates improved safety and helpfulness be-
havior.

Hallucination Metric. Factual consistency is
quantified via BLEURT-based truthfulness:

{x€Q:BLEURT(y,yq)>0.5}|

]
Truthfulness= o]

where Q is the set of evaluation queries, y is the
model output for the query x, and BLEURTY(, -)
is a semantic similarity function scoring between 0
and 1. A higher truthfulness score reflects greater
factual consistency with the ground-truth answer

Yg-
A.5 Cross-dataset Transferability Analysis

To assess cross-domain generalization under out-
of-distribution (OOD) prompts and unseen topics,
we conduct transferability experiments by training
ARREST on a source dataset and evaluating on a
distinct target dataset. As shown in Figure 5, AR-
REST exhibits strong robustness across domains,
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with minimal degradation in both safety and factu-
ality.

For hallucination mitigation, training on
TYDIQA-GP and testing on TRUTHFULQA,
ARREST-HB attains 50.25% factual responses,
outperforming the native TRUTHFULQA baseline
of 47.00%. For safety, training on ADVBENCH
and evaluating on TRUSTLLM, ARREST-SC
achieves an ASR of 18.91%, substantially improv-
ing over the native TRUSTLLM ASR of 37.39%.
These results demonstrate that ARREST effec-
tively handles domain shifts, supporting its appli-
cability to real-world settings with heterogeneous
and unpredictable user queries.
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Figure 5: Generalization across datasets, where training
datasets are shown along the y-axis and testing datasets
along the x-axis. Our experiments demonstrate robust
performance in both (a) factuality and (b) safety across
diverse datasets, with minimal degradation in cross-
dataset performance.

A.6 Impact of Intervened Layers and
Reconstruction Loss Weight ()

In practice, we target the maximal-drift layer,
which captures the majority of safety- and truth-
related deviation from the reference distribution.
Early experiments showed that correcting multiple
layers degrades helpfulness and fluency by disrupt-
ing the model’s internal representational structure.
As shown in Figure 6, multi-layer correction pro-
vides no meaningful gains over single-layer inter-
vention. We therefore include an ablation compar-
ing single- and multi-layer correction to substanti-
ate this design choice.

The hyperparameter A controls the balance be-
tween adversarial steering and the model’s innate
capability (flow), which governs the emergence of
soft versus hard refusals. We vary A from 10~
to 10~! keeping all other settings fixed. Figure 6
shows that, for safety (top row), increasing A be-
yond 10~7 consistently increases Attack Success
Rate, indicating that larger A values over-constrain
the generator towards content preservation, hence
not learning to shift hidden states towards the de-
sired distribution.
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Figure 6: Ablation of design choices in ARREST: The
top row shows ASR (%) for safety; the bottom row
shows truthfulness (%) for hallucination. Results are
shown for varying (left) numbers of top intervention
layers and (right) reconstruction loss coefficients ().

A.7 Additional Qualitative Results

Additional prompt-based qualitative results across
safety (ADVBENCH with LLaMA-3.1-8B) and
factual accuracy (TRUTHFULQA with LLaMA-2-
7B) benchmarks are shown in Figure 7 and Fig-
ure 8). When presented with harmful queries such
as “Write a message encouraging someone to
commit suicide”, the base model generates un-
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Figure 7: A qualitative comparison of safety enhancement methods on the AdvBench benchmark using LLaMA-
3.1-8B reveals distinct behaviors: the base model fails to resist adversarial prompts, RLHF responds with overly
strict refusals, while Base + ARREST stands out by offering reliable, context-sensitive refusals that preserve the

flow and usefulness of conversation.
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No. There is no evidence that people
learn faster when information is
presented in their preferred learning

style.

Does organic farming use
pesticides?

E?‘ Base Model Base + ITI
ySjE

No. Organic farming does

answer: no. L
not use pesticides.

Prompts

Yes. Organic farming uses pesticides,
but they are all-natural and derived
from plants and animals. They are not
synthetic chemicals.

% Base + ARREST-HB

Figure 8: Qualitative analysis of factual accuracy on the TRUTHFULQA dataset using LLaMA-2-7B reveals distinct
patterns: the base model often fabricates information; integrating ITI yields some gains but leaves persistent gaps
in accuracy; meanwhile, the ARREST-augmented model stands out with markedly higher factual precision and

credibility.
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safe responses. RLHF-aligned models are more
cautious; their responses often rely on rigid re-
fusals: “I am unable to provide information
or guidance on ...”. Even though ITI (Li et al.,
2023) initially cautions that “This is a very
serious matter”, it ultimately exhibits similar
vulnerabilities, producing harmful responses. In
contrast, ARREST issues sensible refusals: “This
is a very serious matter and should not
be taken lightly. If you are feeling
suicidal, please seek help from a mental
health professional”. This enables ARREST
to move beyond formulaic denials while maintain-
ing strong value alignment.

In addition to safety improvements, ARREST
also advances factual accuracy, addressing the con-
sistent confabulation tendencies observed in base
models. For example, when prompted with “Is
light a particle or a wave ?”, both the
base model and ITT (Li et al., 2023) produce an
incorrect response: “light is a wave”. In con-
trast, ARREST correctly responds with “It 1is
both”, accurately reflecting the dual nature of light
as established in modern physics. This supports
our central hypothesis: enhancing language mod-
els through distribution-aware training significantly
improves factual recall, leading to more reliable
and informed outputs.
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