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Abstract

As large language models (LLMs) rapidly
evolve and proliferate, technology companies
such as Cisco face the difficult challenge of se-
lecting the most suitable model for downstream
tasks that demand deep, domain-specific prod-
uct knowledge. Specialized benchmarks can
not only inform this decision making but also
be leveraged as quizzes to effectively train en-
gineering and marketing personnel on novel
product offerings in a continually growing
Cisco product space.

We present Pro-QuEST, our Prompt-chain
based Quiz Engine using state-of-the-art LLMs
for generating multiple-choice questions on
Specialized Technical products. In Pro-QuEST,
we first identify key terms and topics from
a given professional certification textbook or
product guide, and generate a series of multiple-
choice questions using domain-knowledge
guided prompts. We show LLM benchmark-
ing results with the question benchmarks gen-
erated by Pro-QuEST using a range of lat-
est open-source, and proprietary LLMs and
compare them with expert-crafted exams and
review questions to derive insights on their
composition and difficulty. Our experiments
indicate that though there is room for im-
provement in Pro-QuEST to generate ques-
tions of the complexity levels seen in expert-
designed certification exams, question-type
based prompts provide a promising direction
to address this limitation. In sample user stud-
ies with Cisco personnel, Pro-QuEST was re-
ceived with high optimism for its practical use-
fulness in quickly compiling quizzes for self-
assessment on knowledge of novel products in
the rapidly changing tech sector.

1 Motivation

Large Language Models (LLMs) have emerged as
a transformative technology for various tasks result-
ing in their current wide-adoption across several

technology industries (Raza et al., 2025; Palen-
Michel et al., 2024; Company, 2023). Though
LLMs demonstrate excellence at tasks requiring
general language understanding such as text anal-
ysis, content generation, and summarization, their
capabilities and limits for knowledge-intensive do-
mains such as finance, engineering, cybersecu-
rity, and healthcare is still a subject of active re-
search (Fei et al., 2024; Xie et al., 2024; Ouyang
et al., 2024). In particular, though Retrieval Aug-
mented Generation (RAG) and knowledge integra-
tion (Song et al., 2025; Lewis et al., 2020) have
helped in addressing limitations such as hallucina-
tion and content grounding, state-of-the-art LLMs
still fall behind on tasks requiring complex, novel
or multi-step reasoning, where tacit or proprietary
knowledge is required, and where contexts and
prior experience inform decision making (Chen
et al., 2024; Yang et al., 2025; Xu et al., 2025; Kim
et al., 2025).

Concurrent with the above research, newer
LLMs are being released frequently each with
unique architectures, and capabilities, and fine-
tuned for specific capabilities (Xiao et al., 2025;
Rizzatti, 2025; Wang et al., 2025a). In this chang-
ing landscape of LLMs and ongoing research on
the promise and limitations of LLMs for specific
domains, industry players have to make model
choices under economic constraints (Howell et al.,
2023). Against this context, standardized bench-
marks which quantify LLMs’ capabilities via pre-
cise performance metrics, characterize knowledge
contamination, and provide guidance on making in-
formed choices comprise crucial assets for a com-
pany. Indeed, both LLM benchmarking and bench-
mark generation now form core topics of active
investigation in several domains (Fei et al., 2024;
Ouyang et al., 2024; Xie et al., 2024).

In this study, we investigate the creation of
domain-specific LLM benchmarks for Cisco, a
technology company providing thousands of net-
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Figure 1: Our main task is illustrated with a sample input section and an LLM-generated multiple-choice question.
The modules comprising the Pro-QuEST-pipeline and a screenshot of our web-based demo are also shown.

working products and services to customers across
the world. Cisco contends with other competitors
such as Arista Networks, Dell Technologies, and
Huawei for market share pertaining to various de-
vice and software offerings in networking and cy-
bersecurity, a rapidly developing sector. Therefore,
not only is it critical for company marketing and
sales professionals to be well-aware of the various
features of devices from Cisco and competition,
customer support engineers need to be familiar with
intricate operational features to provide effective
troubleshooting for clients. At the same time, as
newer LLMs are made available, a quantitative as-
sessment of their capabilities on internal tasks such
as service request handling, question answering,
and predictive analytics becomes inevitable (Yang
et al., 2023; Tanhaei et al., 2024; Gollapalli et al.,
2025; Saini et al., 2025).

How can we create representative benchmarks
that measure specialized domain knowledge for
guiding LLM selection for internal tasks and for
training personnel on the complex and rapidly
growing product mix in Cisco? We developed
Pro-QuEST, our Prompt-chain based Engine for
generating benchmark Quizzes on the Specialized,
Technical knowledge in Cisco to address this
question. In this demo paper, we describe the core
components of Pro-QuEST and our experiments
with generated benchmarks on content from
Cisco textbooks used by technical personnel
preparing for entry-level and advanced-level certi-
fications (CCNA 200-3013 and CCNP 350-7014).
We highlight Pro-QuEST’s exciting potential for

training sales and marketing personnel on the
novel product offerings with respect to their facts
and features and provide insightful experiments
on improving automatic benchmark creation for
highly specialized, technical domains with SOTA
LLMs. A web-based demo of Pro-QuEST was
showcased at a recent Cisco Live event1 and is
available at https://nlp-demos.online/qg/
with an illustrative video available at https:
//github.com/mouad157/Cisco-benchmark/
blob/main/EACL_ProQuEST.mp4.

2 System Components

Question answering (QA) datasets are commonly
used in LLM benchmarking studies for special-
ized domains since QA accuracy provides a quan-
tifiable measure of “knowledge” of a specific do-
main (Fei et al., 2024; Ouyang et al., 2024; Xie
et al., 2024; Chen et al., 2025). Following our ob-
jective to create QA datasets for Cisco, we follow
recent works (Choi et al., 2025; Xiong et al., 2024;
Camarata et al., 2025; Dalvi et al., 2024) and ap-
ply document grounded multiple-choice question
generation using SOTA LLMs in Pro-QuEST. An
anecdotal illustration of our main task and our pro-
cessing pipeline can be found in Figure 1 along
with a screenshot of our web-based interface.

Pro-QuEST uses prompt chaining (Wu et al.,
2022; Sun et al., 2024), a widely used technique
in LLMs to break down complex tasks into a se-
ries of simpler tasks by using the output of one

1https://www.ciscolive.com/apjc.html
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prompt as the input to the next prompt in the chain.2

Prompt chains reduce the “cognitive load” for an
LLM through explicit instructions on the steps in-
volved in solving complex tasks and were shown
to improve output quality and reduce hallucination
through context retention between prompts. Con-
sidering context limitations in LLMs and the often
lengthy nature of input documents (such as text-
books) that represent “knowledge”, we accomplish
three tasks in Pro-QuEST through a prompt chain
as follows:
1. Section Chunking: We use LLM prompts on
the first few pages of a long text document to iden-
tify the document type (such as product guides,
textbooks, research papers, configuration matrix
documents in Cisco), as well as other metadata in-
formation. These prompts aim to extract content
organization information in the input document (for
example, “table of contents”). The identified sec-
tion headings or chapter titles are used to split a
lengthy input document into smaller cohesive text
chunks for further processing.
2. Key Terms and Topics Identification: From
the sections identified in the previous step, we iden-
tify and collate the topical keyphrases and overar-
ching themes using LLM prompts. Extraction of
topical keyphrases is a widely-studied topic in NLP
due to their effectiveness in representing and sum-
marizing vast amounts of information from lengthy
documents (Boudin and Aizawa, 2025). Indeed,
keyphrases are widely used for various retrieval,
analytical, and organizational tasks as well as to
ground question generation (Willis et al., 2019;
Wang et al., 2020; Zhang and Zhu, 2021).
3. Multiple-Choice Question Generation: Fi-
nally, the content and keyphrases from the previ-
ous two steps are combined with a diverse list of
LLM prompts to generate multiple-choice ques-
tions (MCQs), the answer options or distractors
for the questions, and the lists of correct answers.
MCQs are prevalent in Education as well as LLM
benchmarking since they can be designed for vari-
ous levels of learning complexity and allow for an
efficient, quantitative assessment (Camarata et al.,
2025; Jovanovska, 2018).

Our above pipeline ensures coverage of all main
topics of a lengthy document. When LLM prompts
fail to extract sections in Step-1 (for example, when
a content listing is missing), we first identify “sec-

2https://www.promptingguide.ai/techniques/
prompt_chaining

tion headings” using a heuristic algorithm that cou-
ples stylistic cues along with section length thresh-
olds. For example, most words in section header
sentences are capitalized and their average length is
smaller than a typical sentence in the main body.7

Our zero-shot LLM prompt templates are included
in Tables 5, 10, and 11 of the Appendix.

In ongoing research, techniques such as chain-
of-thought reasoning (Sprague et al., 2025), and
in-context learning (Dong et al., 2024) are being
employed to generate complex questions in spe-
cific domains such as Finance and Medicine (Choi
et al., 2025; Liang et al., 2023). Such overt ques-
tion design knowledge from Cisco experts was not
available to us. We therefore focus on MCQ gener-
ation with simple prompts and compare them with
available expert-compiled questions to derive in-
sights that can inform future prompt design. Model-
generated questions, regardless of the complexity
of prompts employed, need expert validation for
specialized domains. While this human validation
is in progress, in this paper, we provide quantitative
evaluation by characterizing question answering
performance and comparing generated benchmarks
with the available expert-compiled questions for
their composition and difficulty.

3 Experiments

Datasets: The datasets for developing and test-
ing Pro-QuEST were provided by Cisco and in-
clude two textbooks that are official preparation
guides for the certification exams: (1) Cisco Certi-
fied Network Associate, an entry-level certification
covering foundational networking skills (CCNA
200-3013) and (2) Cisco Certified Network Profes-
sional, an advanced certification for professionals
for operating core security technologies (CCNP
350-7014). Both textbooks are long and image-
heavy documents containing 29 and 11 content
chapters, respectively. In this study, we only fo-
cused on the textual content, and sampled four
chapters from each textbook for experiments. We
refer to the expert-designed review questions avail-
able with each chapter from these textbooks with
the label “Book” in our experiments. The textbooks
also contained expert-specified key terms that we
used to evaluate Step-2 of our Pro-QuEST-pipeline
(Section A.1).

3https://www.oreilly.com/library/view/
ccna-200-301-official/9780136755562/

4https://www.oreilly.com/library/view/
ccnp-and-ccie/9780138221287/
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Figure 2: Results of LLM Benchmarking. The average Jaccard scores for CCNA and CCNP datasets are shown.
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Figure 3: Model QA performance on our datasets.

Cisco also provided access to the question banks
of the two certification exams. Unlike textbooks,
this content is proprietary making it unlikely to be
pre-trained knowledge for SOTA LLMs. Exam and
textbook questions are created by domain experts
and cover the spectrum of fundamental to complex
topics (“CCNA versus CCNP”) as well as diffi-
culty range (“Book versus Exam”). A summary
of our datasets is provided in Table 1. The LLM-
generated questions using the sections from CCNA
and CCNP textbooks are indicated using suffixes
‘-GPT’ and ‘-Gemini’.

CCNA-Book 187 CCNP-Book 49
CCNA-Exam 400 CCNP-Exam 572
CCNA-GPT 165 CCNP-GPT 159
CCNA-Gemini 148 CCNP-Gemini 169

Table 1: Question datasets are shown with the number
of questions in each set

We investigated keyphrase/keytopic extraction
and question generation in Pro-QuEST using state-

of-the-art LLMs–(1) GPT-4o from OpenAI,5 and
(2) Gemini-2.5-Flash.6 Our choice of models
was influenced by the available best performing,
versatile models at the time of experiments, as
well as pricing and context length considerations.
For LLM benchmarking experiments, we selected
small to large, open-source and proprietary models:
Qwen3-4B, Qwen3-30B-A3B,Llama-3.1-8B, GPT-
OSS-120B, GPT-4o and Gemini-2.5-Flash. We
include their details in Table 8 of the Appendix.
Our code and prompts are shared on GitHub7 for
research purposes with further details on dataset
processing and experimental settings included in
the Appendix.

3.1 LLM Benchmarking Results

Question Answering Performance: We evaluated
a range of recent LLM models on all our datasets
from Table 1 on the Question Answering (QA)
task. QA performance was measured using Jaccard
accuracy that measures the set overlap between
predicted answers (‘A’) and the correct answers
(‘B’) as |A∩B|

A∪B| .
As can be noticed in the performance plots of

Figures 2 and 3, QA accuracies of the smaller mod-
els (from Qwen and Meta) are significantly lower
than that of the much larger proprietary models
as well as the 120B parameter model from Ope-
nAI (GPT-OSS-120B). This is not surprising since
larger LLMs which have several scales higher num-
bers of parameters can be expected to “know” more
and demonstrate higher QA performance. We note
that the QA performance is consistently, signif-
icantly higher for model generated questions (*-

5https://openai.com/api/
6https://aistudio.google.com/
7https://github.com/mouad157/Cisco-benchmark
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GPT and *-Gemini datasets) compared to the Exam
datasets suggesting that LLM-generated bench-
mark questions may be easier to answer than expert-
designed benchmark questions.
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Figure 4: QA performance by question type

Question Difficulty: We grouped questions
from our datasets into the following difficulty cate-
gories: easy–answered correctly by all small mod-
els, medium–answered incorrectly by all small
models and correctly by majority of the large
models, and hard–answered incorrectly by all
large models. In Table 2, the percentages of
easy/medium/hard questions as per the above def-
initions are illustrated for all the datasets. Unlike
Exams where the easy questions comprise 10-16%
of the datasets, the LLM-generated benchmarks
have a considerably higher 30-40% easy questions.
Similarly, the questions in the hard category are
considerably higher 9-18% in Exams compared to
1-12% in the LLM-generated benchmarks. The
numbers of easy and hard questions in Books seem
to represent averages of these other two sources.

Question Type Analysis: We further analyzed
benchmark questions by employing a question-
type taxonomy available from prior works (Zhao
and Jiang, 2010; Nielsen et al., 2008). Question-
types represent the nature of information sought
in the answer to a given question. For instance, a
‘Definition’-type question asks for how a given con-
cept may be defined (Example: “In a LAN, which
of the following terms best equates to the term
VLAN?”) whereas a ‘Quantification’ question asks
about quantitative aspects of a situation (Exam-
ple: “What is the maximum number of distribution
switches that can be deployed within a hierarchical
LAN design building block?”). A list of example

multiple-choice questions from Cisco datasets for
our twelve question types as well as details of ques-
tion type prediction are included in Section A.3 of
the Appendix.

We show the QA performance of various mod-
els grouped by question types in Figure 4. Sim-
ilar to earlier experiments, smaller models are
significantly worse than the larger LLMs across
the question types. Indeed, performance with
smaller models is particularly limited on Interpre-
tation/Quantification/Disjunctive question types.8

These categories are arguably challenging for the
larger models as well since the QA performance
on these types is lower compared to types such as
Definition/Comparison/Example.

Overall the GPT-OSS-120B model, the latest,
largest open-source offering from OpenAI which
is also a reasoning model, closely outperforms
GPT-4o and Gemini-2.5-Flash on all question
types but one. We would like to highlight that
for certain question types, such as Quantifica-
tion/Interpretation, it is highly likely that chain-
of-thought style complex prompts yield better re-
sults (Sprague et al., 2025). Moreover, companies
such as OpenAI have multiple LLM offerings de-
signed for specific use-cases. In this study, we
consider LLMs designed for overall versatility and
employ simple QA/QG prompts which can be em-
ployed across all LLMs uniformly (Table 6). We
posit that this setting is more reflective of LLM’s
role as a “stand-in exam taker”.

The question type spreads for CCNP datasets are
shown in Figure 5 with those for CCNA included
in the Appendix. The question type “Feature Spec-
ification” dominates the Exam benchmark and oc-
curs only half as frequently in the GPT-generated
benchmark, whereas the opposite is the case for the
“Definition” question type. Given the significantly
higher QA performance for this latter type, it is not
surprising that all LLMs uniformly under-perform
on the Exam questions in the benchmarking experi-
ments (Figures 2 and 3).

We conducted experiments on incorporating spe-
cific question type into the LLM prompts (Ta-
bles 10 and 12 in the Appendix). While initial,
anecdotal results with type-augmented prompts
seem promising, this research and expert evalua-

8We observe here that in addition to the actual answer,
in a considerable number of cases, smaller models do not
follow prompt guidance with respect to output format and add
explanations and reasoning process, despite explicit directions
not to, resulting in errors during output parsing.
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Figure 5: Question Type Distribution for CCNP-Book (left), CCNP-Exam (center), and CCNP-GPT (right)

tion of generated questions is a topic for our future
study.

User Study Findings: Within Cisco,
questions of types such as ‘Causal Conse-
quence/Interpretation’ are reflective of scenarios
faced by tech-support engineers who need
intricate knowledge during troubleshooting.
In contrast, recall and fact-oriented questions
pertaining to the types ’Definition/Feature Spec-
ification/Comparison/Example’ correspond to
knowledge used by marketing and sales executives
who need to keep abreast with information on the
rapidly developing novel product offerings from
Cisco as well as competition.

Relying on experts to design training materials
for every newly innovated product at varying com-
plexity levels would be time-consuming and costly.
This scenario provides the perfect venue for apply-
ing LLM-generated questions. We incorporated a
quiz-style interface on top of Pro-QuEST and show-
cased it along with a leader board at the recent
Cisco Live event1 held in Melbourne for engaging
our potential users. Two sets of quizzes based on
content on recent Cisco products and general con-
tent from Wikipedia articles (listed in Table 4) were
used for this demonstration. Screenshots from our
quiz interface along with the leaderboard are shown
in Figure 7. During the event, we presented random
samples of ten LLM-generated questions as our
quizzes and scored the participants based on their
choice of correct answer and speed. The time limit
for each question was set to 45 seconds per question
and prizes were offered to participants who topped
the leader boards.9 Overall, we had six and ten
participants for the “technical/non-technical” topic
quizzes, respectively. The average score was ∼270
for the former and ∼355 for the latter, in line with

9Assuming on average a person would need at least 15
seconds to read and answer, the best possible score is ∼667.

the expectation that technical questions are more
challenging to answer than the non-technical ones.
Our quiz generator tool based on Pro-QuEST was
well-received during the event and has opened up
connections for real deployment within Cisco.

Dataset easy% med.% hard%
CCNA/Gemini 39.19 2.7 1.35
CCNA/GPT 32.12 5.45 2.42
CCNP/Gemini 42.60 1.18 4.14
CCNP/GPT 34.59 6.92 11.95

CCNA/Book 10.16 9.63 6.42
CCNP/Book 30.61 4.08 4.08

CCNA/Exam 10.5 12.75 9.25
CCNP/Exam 15.91 5.25 18.88

Table 2: Question percentages for difficulty levels

4 Related Work

LLM-based approaches are now state-of-the-art for
various internal tasks within companies involving
information processing and language generation in-
cluding automated text correction, summarization,
question answering, entity recognition, product re-
views evaluation, and customer support chatbots
(Palen-Michel et al., 2024; Wulf and Meierhofer,
2024; Zheng et al., 2023; Roumeliotis et al., 2024;
Su et al., 2025; Oh, 2024; Song et al., 2021). As
LLMs are being rapidly adopted and still evolving,
benchmarking has become an active topic of recent
research. Representative benchmarks can charac-
terize LLM model capabilities on domain-specific
tasks such as reasoning, conversations, program-
ming (Lu et al., 2021; Lin et al., 2022; Srivastava
et al., 2022; Chiang et al., 2024), languages (Dalvi
et al., 2024; Baucells et al., 2025) as well as as-
pects such as factuality and hallucination (Bao
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et al., 2025; Wang et al., 2025b). Question an-
swering (QA) datasets are widely used for LLM
benchmarking studies (Zhong et al., 2020; Fei et al.,
2024; Ouyang et al., 2024; Xie et al., 2024; Chen
et al., 2025; Guha et al., 2023). Several research
works have addressed the creation of specialized
QA datasets using LLMs for domains such as law,
medicine, and finance (Choi et al., 2025; Xiong
et al., 2024; Scaria et al., 2024; Artsi et al., 2024;
Camarata et al., 2025) but, to our knowledge, we
are the first to investigate MCQG with LLMs in a
highly-technical industry context (such as Cisco).

5 Conclusions

We presented Pro-QuEST, our system for gener-
ating quizzes for technology companies such as
Cisco who operate with highly specialized domain
knowledge. Our experiments with Pro-QuEST-
questions illustrated their practical usefulness for
LLM benchmarking as well as provided insights
on future QG studies on the topic. We evalu-
ated Pro-QuEST by trialing it with in-house sales
personnel at a recent marketing event at Cisco.
Pro-QuEST was enthusiastically received for its
potential to efficiently create training quizzes for
keeping up with the rapidly-evolving product land-
scape in networking and security markets.

In future, we would like to study the transfer-
ability of Pro-QuEST to other technical product do-
mains such as embedded systems, and sensor tech-
nologies. Though it was not observed in the sam-
ples manually examined in this study, there is a pos-
sibility of generated questions and keyphrases to
be incorrect, involve hallucination, and be overall
unusable. Qualitative evaluation of LLM-generated
benchmarks and design of more accurate classifi-
cation models and taxonomies for question-type
characterization comprise some of our future re-
search directions.
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A Appendix

A.1 Datasets

The chapters considered from the CCNA certifi-
cation guide were “Introduction to TCP-IP Net-
working , Fundamentals of Ethernet LANs, Imple-
menting Ethernet Virtual LANs, and Spanning Tree
Protocol Concepts” whereas from the CCNP guide,
we considered the chapters on “Cybersecurity Fun-
damentals, Cryptography Cisco Secure Firewall,
and Virtual Private Networks (VPNs)”. For these
chapters, the textbook questions correspond to the
ones listed under “Do I know this already?” sec-
tions of the chapters. For the exam questions from
the question bank, we do not have the specific map-
ping to the topics/chapters. and hence all questions
were included in experiments.

The certification guide books also included rep-
resentative key terms and topics for a given chapter.
We evaluated the keyphrases extracted in Step-2
of our pipeline (Figure 1) with LLM prompts (Ta-
ble 11) against these expert-drafted lists. On aver-
age overlap between the keyphrases extracted with
GPT-4o and the expert lists overlap about 34% of
the time (Table 3). The list of keyphrases from
the textbook and GPT-4o are shown for a sample
chapter in Table 7.

Mean Max STD
0.342 0.857 0.206

Table 3: Overlap between GPT-extracted and expert-
crafted keyphrases for chapters in the CCNA certifica-
tion guide

The documents used for quizzes in the User Study
are listed in Table 4. Random samples of 10 were
administered for each quiz from the overall sets of
30 generated questions for technical/general docu-
ments listed above.

A.2 Models and Parameter Settings

Table 8 presents the list of LLMs used in our bench-
marking experiments. Our models include both
proprietary and open-source options, with param-
eter sizes ranging from 3B to 120B. For experi-
ments using open-source LLMs (from Meta and
Qwen), we used vLLM for inference on 4×H100
80GB GPUs. For question generation, we ex-
tracted 5 keyphrases and 3 keytopics per section
(Table 11) and restricted the number of questions to
10 in “free” generation –where LLMs are not con-
strained by the topic/keyphrase during generation
(See NoKP-MCQP in Table 10).

Technical Topics
1. https://www.cisco.com/c/dam/en/us/
products/collateral/routers/secure-
routers/8300-series-secure-routers-ds.pdf

2. https://blogs.cisco.com/
security/cisco-hybrid-mesh-firewall-better-
enforcement-points-smarter
-segmentation-multi-vendor-policy

3. https://www.cisco.com/c/dam/en_us/
solutions/artificial-intelligence/ai-infrastructure.pdf
General Topics
1. https://en.wikipedia.org/wiki/Australia

2. https://en.wikipedia.org/wiki/Melbourne

3. https://en.wikipedia.org/wiki/Cisco
Table 4: Documents used for our User Study.

A.3 Question Type analysis
The list of question types (Zhao and Jiang,
2010; Nielsen et al., 2008) with examples from
Cisco datasets are shown in Table 9. For a cost-
effective and efficient method to obtain question
type information over all our data, we trained a
local model as follows. First, labels of question
types for the CCNA-Book and CCNA-Exam ques-
tions were obtained by prompting GPT-4o LLM
in a zero-shot setting using an MCQ formulation
(“Which of the following question type from the
list best matches..”).

We manually checked samples of GPT-assigned
labels and found them to be highly accurate. “Sil-
ver” data obtained through GPT was used to train
a local prompt-tuned model using Flan-T5-large10.
Model training and inference was performed on
a single GPU of an Nvidia Tesla cluster (Linux)
machine with 32GB RAM. For assessing the relia-
bility of predicted question types, we manually ana-
lyzed random samples of predictions obtained with
our trained model for ten questions for each type
from CCNP-Exam (Table 1). On this sample, the
labels were 73% accurate with a macro-averaged
F1 score of 68. Most errors corresponded to ‘Fea-
ture Specification’ questions incorrectly predicted
as ‘Definition/Causal Consequence/Interpretation’
and ‘Example’ questions incorrectly predicted as
‘Verification’. Due to the direction of these errors
and the small percentages of types such as ‘Causal
Consequence/Causal/Antecedent/Interpretation’ in
our datasets, we posit that our analysis based on
the relative trends of dominant question-type fre-
quencies is still legitimate.

10https://huggingface.co/google/flan-t5-large
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System Prompt: You are an efficient PDF parser. From the initial content of the PDF provided,
extract the metadata requested for.
Sections Prompt: Does the initial content from a PDF include a listing of topics in in the document?
If yes, return a Python list of strings, each string being topic title. Content: []

Table 5: Prompts of extracting metadata/content listing

System Prompt: You are a Cisco technical support engineer with in-depth knowledge of Cisco
certification materials. Answer the following multiple-choice question. Only print your
answers as a Python list . . .
User Prompt: Question with Options

Table 6: MCQA Prompts

Figure 6: Question Type Distribution for CCNA datasets

Figure 7: The Pro-QuEST interface shown in Figure 1 is followed by an option to try out the generated questions as
a quiz and quiz takers are ranked on a leader board
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Gold KPs: ’alternate port (role)’, ’backup port (role)’, ’blocking state’, ’BPDU Filter’,
’BPDU Guard’, ’bridge ID’, ’bridge protocol data unit (BPDU)’, ’broken state’, ’designated port’,
’designated port (role)’, ’disabled port (role)’, ’disabled state’, ’discarding state’, ’EtherChannel’,
’forward delay’, ’forwarding state’, ’Hello BPDU’, ’learning state’, ’listening state’, ’Loop Guard’,
’MaxAge’, ’PortFast’, ’Rapid STP (RSTP)’, ’root cost’, ’Root Guard’, ’root port (role)’, ’root switch’,
’Spanning Tree Protocol (STP)’, ’superior BPDU’, ’unidirectional link’
GPT KPs: ’Spanning Tree Protocol (STP)’, ’Rapid Spanning Tree Protocol (RSTP)’, ’IEEE 802.1D’,
’IEEE 802.1w’, ’BPDU (Bridge Protocol Data Units)’, ’root switch election’, ’root port (RP)’,
’designated port (DP)’, ’alternate port (ALT)’, ’backup port’, ’port roles’,
’port states’, ’convergence’, ’forwarding state’, ’blocking state’, ’listening state’,
’learning state’, ’BPDU Guard’, ’Root Guard’, ’Loop Guard’

Table 7: Key terms from the textbook and GPT-4o extracted key terms are shown for the chapter 9 from CCNA
guide/Chapter 9. Spanning Tree Protocol Concepts

Model Name Type Size Link

Qwen3-4B Open Source 4B https://huggingface.co/Qwen/Qwen3-4B-Instruct-2507
Llama-3.1-8B Open Source 8B https://huggingface.co/meta-llama/Meta-Llama-3.1-8B-Instruct
Qwen3-30B-A3B Open Source 30.5B (MoE) https://huggingface.co/Qwen/Qwen3-30B-A3B-Instruct-2507
GPT-OSS-120B Open Source 117B (MoE) https://huggingface.co/openai/gpt-oss-120b
GPT-4o Proprietary Unknown https://openai.com/api/
Gemini 2.5 Flash Proprietary Unknown https://aistudio.google.com/

Table 8: List of selected LLMs used in our system, including their type (proprietary or open source), parameter size
(if available), and source links.
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Question Type Description with Examples
Verification For yes/no responses to factual questions

Example: Which of the following access-list commands, taken from a router’s
running-config file, match all packets sent from hosts in subnet []

Disjunctive Questions that require a simple decision between two alternatives.
Example: Which of the following things are bound together when a new

WLAN is created? (Choose two answers.)

Feature specification Determines qualitative attributes of an object or situation.
Example: The Wi-Fi Alliance offers which of the following certifications

for wireless devices that correctly implement security standards?

Quantification Determines quantitative attributes of an object or situation.
Example: What is the maximum number of distribution switches that can be

deployed within a hierarchical LAN design building block?

Definition Determine meaning of a concept.
Example: Which one of the following is the data encryption and integrity method

used by WPA2?

Example Request for instance of a particular concept or even type.
Example: Which one of the following is an example of a AAA server?

Comparison Identify similarities and differences between two or more objects.
Example: Which answer best compares named standard IP ACLs with numbered

standard IP ACLs?

Interpretation A description of what can be inferred from a pattern of data
Example: Upon receipt of a configuration BPDU with the topology

change flag set, how do the downstream switches react?

Causal antecedent Asks for an explanation of what state or event causally led to
the current state and why.

Example: What is the main reason SD-Access uses VXLAN data
encapsulation instead of LISP data encapsulation?

Causal consequence Asks for explanation of consequences of event/state
Example: What happens to a switch port when a BPDU is received on it

when BPDU guard is enabled on that port?

Expectational Asks about expectations or predictions (including violation of expectation)
Example: Which action would you expect to be true of a router CLI interaction

that is not true . . .

Judgmental Asks about value placed on an idea, advice, or plan.
Example:. . . Which one of the following things should you do to

determine the root cause of her problem?

Table 9: Question types (Zhao and Jiang, 2010; Nielsen et al., 2008) with examples from Cisco datasets
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System Prompt: You are a Cisco technical support engineer with in-depth knowledge of
CCNA certification materials.
MCQPrefix: Generate exactly one multiple-choice question based on the content provided
with no explanation. Return only a JSON-tuple= . . .

MCQP1: MCQPrefix. Use the keyphrase [KP]. Content: []
MCQP2: MCQPrefix. The keyphrase [KP] must be an answer to the question. Content: []
MCQP3: MCQPrefix. The keyphrase [KP] must be must be one of the options for the
multiple-choice question . . . Content: []

NoKP-MCQP: Generate exactly [NUM] multiple-choice questions based on the content . . .

KT-TYPEDMCQP: Generate exactly [NUM] multiple-choice questions of type [QTYPE]
based on the content provided . . . for the topic [TOPIC]

Table 10: MCQ Prompts

System Prompt for Key Terms: You are a Cisco technical support engineer with in-depth
knowledge of CCNA certification materials and are expert in identifying important concepts
related to Cisco domain

System Prompt for Key Topics: . . .expert in identifying key topics in the content involving the
principles, algorithms, methods, and techniques related to Cisco domain. For example, some key
topics can be described as: “Commands to find access ports and assigned VLANs”. . .

Prompt-1: For the given passage extract the top-[X%] relevant conceptual keyphrases. Only return
your output as a Python list of strings. Passage: [INPUT-PASSAGE]

Prompt-2: Group the given sets of conceptual keyphrases, and select the top-[X%] most important
conceptual keyphrases, given the topic: %s. Only return your output as a Python list of strings.
List of keyphrases [OUTPUT-FROM-Prompt-1]

Table 11: Keyphrase Prompts

Prompt Type Sample Generated Question
MCQP1 What does the BPDU Guard feature do when it receives a

BPDU on a port configured with PortFast?
MCQP2 Which optional STP feature helps prevent forwarding

loops by disabling a port if it receives
BPDUs on a port that should only connect to endpoint devices

MCQP3 Which feature disables a port if it receives any BPDUs,
helping to prevent forwarding loops when unexpected switches
connect to access ports?

KT-MCQP What is the primary function of BPDU Guard in a
network configuration?

KT-MCQP/Quantification What is the default Hello time interval for BPDU in STP
KT-MCQP/Interpretation Based on the BPDU Guard logic, what can be inferred when

a nonroot switch stops receiving Hello BPDUs on its root port?
KT-MCQP/Causal Antecedent What could cause a switch to start changing the STP topology?

Table 12: Sample generated questions are shown for the key term: BPDU Guard and key topic: Basic logic for
BPDU
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