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Abstract

Language models are prone to memorizing
their training data, making them vulnerable
to extraction attacks. While existing research
often examines isolated setups, such as a
single model or a fixed prompt, real-world
adversaries have a considerably larger at-
tack surface due to access to models across
various sizes and checkpoints, and repeated
prompting. In this paper, we revisit extraction
attacks from an adversarial perspective—with
multi-faceted access to the underlying data. We
find significant churn in extraction trends, i.e.,
even unintuitive changes to the prompt, or tar-
geting smaller models and earlier checkpoints,
can extract distinct information. By combin-
ing multiple attacks, our adversary doubles
(2x) the extraction risks, persisting even under
mitigation strategies like data deduplication.
We conclude with four case studies, in-
cluding detecting pre-training data, copyright
violations, extracting personally identifiable
information, and attacking closed-source mod-
els, showing how our more realistic adversary
can outperform existing adversaries in the
literature.

1 Introduction

Large language models (LLMs) have grown con-
siderably in size (Meta Al, 2024; Zhao et al.,
2023), and have become integral to a wide
range of tasks such as knowledge retrieval, ques-
tion answering, code generation, and machine
translation.

To complement this growing scale, LLMs are
often trained on large amounts of data (Penedo
et al., 2024; Soboleva et al., 2023; Gao et al.,
2020; Raffel et al., 2020) that may include private
information, especially if scraped from the web.

* Equal contribution.

As LLMs are prone to memorizing the data they
have been trained on, they can be prompted to
expose sensitive contexts—making it easier for
an adversary to extract information. Naturally, a
question arises: How big is the risk imposed due
to memorization?

Extraction attacks offer an empirical frame-
work to quantify the information leakage in the
presence of an adversary. A commonly studied
extraction attack is discoverable memorization
(Carlini et al., 2023; Kassem et al., 2024), where
the adversary extracts targeted information from
the training data by prompting the model with a
portion of a sentence from the training data to
extract the rest. Discoverable memorization has
been used in many adversarial settings, including
membership inference (Maini et al., 2024), data
contamination detection (Ravaut et al., 2024), and
copyright violations (Karamolegkou et al., 2023),
among others.

Current extraction attacks study memorization
trends in LLMs across isolated settings like model
sizes, generation hyperparameters, and learning
dynamics (Carlini et al., 2023). While effec-
tive, they underestimate the risk posed due to
a multi-faceted access to the underlying data in
the current LLM ecosystem. For instance, we
show that an adversary can exploit the sensitivity
of LLMs to prompt structure, length, and content,
to amplify the information gained. The current
accessibility to frequently updated model sizes
(Meta Al, 2024); checkpoints (Biderman et al.,
2023b; Groeneveld et al., 2024) and a large ar-
ray of model families such as Llama (Meta Al,
2024), Gemini (Team et al., 2023), and Falcon
(Almazrouei et al., 2023), can also create higher
extraction risks.

In this paper, we study a more realistic scenario
and explore the actual risks posed by composite

1832

Transactions of the Association for Computational Linguistics, vol. 13, pp. 1832-1849, 2025. https://doi.org/10.1162/TACL.a.62
Action Editor: Mohit Iyyer. Submission batch: 5/2025; Revision batch: 7/2025; Published 12/2025.
(© 2025 Association for Computational Linguistics. Distributed under a CC-BY 4.0 license.


mailto:yash.more@mila.quebec
mailto:prakhar.ganesh@mila.quebec
mailto:farnadig@mila.quebec
https://doi.org/10.1162/TACL.a.62

extraction attacks that can combine information
from multiple attacks. More specifically, we ask:

1. Can adversaries exploit prompt sensitiv-
ity and access to multiple checkpoints?
We find that extraction attacks are sensi-
tive to the prompt design, extracting over
20% more data with even minor, unintu-
itive changes (§5.1). Similarly, we find that
an adversary with access to multiple model
checkpoints can increase the extraction rates
up to 1.5x (§5.2). Thus, an adversary with
multi-faceted access can extract far more data
than previously observed.

2. Should the adversary always attack the
most vulnerable setup? Vulnerable setups
are also more expensive to attack. Interest-
ingly, we find that on a limited adversarial
budget, using composite attacks on less vul-
nerable but cheaper setups can cause more
information leakage (§6.2).

3. Is data deduplication effective against
composite attacks? We find that data
deduplication does reduce memorization, as
expected (Carlini et al., 2023). However, ad-
versaries can still exploit the prompt structure
and multiple checkpoints to extract more in-
formation (§6.4), hence our concerns persist
despite deduplication.

4. How are downstream applications affected
by a stronger adversary? We performed
four separate case studies and found that
our more realistic adversary improves the
p-value of dataset inference in open-source
models by up to 2x (§7.1), the extraction of
copyright violations by up to 20% (§7.2), the
extraction rate of personally identifiable in-
formation (PIIs) by 1.5x (§7.3), and training
data inference even in closed-source models
by 16% (§7.4).

2 Background and Related Work

We first introduce relevant background on extrac-
tion attacks in LLMs, followed by an overview
of related work on prompt sensitivity and training
dynamics in LLMs. Finally, we describe the term
churn as it applies in our context.

Extraction Attacks in LLMs. Unintended
memorization in LLMs can make it prone to in-

formation leakage (Tirumala et al., 2022; Carlini
et al., 2019; Mattern et al., 2023; Carlini et al.,
2022), particularly through extraction attacks
(Birch et al., 2023; Carlini et al., 2021, 2023;
Nasr et al., 2023). Extraction attacks have gained
significant attention in recent years, studied under
two primary frameworks: discoverable memoriza-
tion (Carlini et al., 2023; Kassem et al., 2024; Liu
et al., 2023b; Biderman et al., 2023a; Tirumala
et al., 2022; Huang et al., 2022), where the ad-
versary attempts to extract targeted information,
and extractable memorization (Nasr et al., 2023;
Kandpal et al., 2022; Qi et al., 2024), where the ad-
versary attempts to extract any information about
the training data.

We add to the growing body of research on tar-
geted extraction attacks by highlighting the lack
of a realistic adversary in the literature. We show
the existence of a stronger adversary capable of
combining information from various attacks, thus
defining composite discoverable memorization

(83).

Prompt Sensitivity in LLMs. LLMs are sen-
sitive to changes in their prompts, leading to
fluctuations in their performance (Sclar et al.,
2024; Liu et al., 2023a). This sensitivity per-
sists across varying model sizes and through
fine-tuning and other downstream modifications
(Salinas and Morstatter, 2024; Zhu et al., 2023).
The sensitivity of prompts can also be misused,
and adversarial modifications to prompts can trig-
ger the model to act in unintended ways (Rossi
etal., 2024; Liu et al., 2024; Hubinger et al., 2024;
Liu et al., 2024).

While several overarching trends studying the
impact of prompt design on extraction attacks
are present in the literature (Carlini et al., 2023;
Kassem et al., 2024; Qi et al., 2024; Tirumala et al.,
2022), these trends are often studied in isolation.
Motivated by the composability of privacy leakage
(McSherry, 2009), we argue that an adversary
capable of repeated prompting can combine these
trends, and extract more information about the
training data than previously reported (§5.1).

Training Dynamics of LLMs. Several re-
cent works have studied the training dynam-
ics of LLMs over time (Tirumala et al.,
2022; Liu et al., 2021; Xia et al., 2023). In
the context of memorization, Biderman et al.
(2023a) explored the impact of model size
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Figure 1: Composability in LLMs. In the real world, an adversary has multi-faceted access to a dataset by (a)
exploiting prompt sensitivity, and (b) accessing multiple checkpoints trained on the same data.

and intermediate checkpoints on the dynam-
ics of memorization, revealing a considerable
variance in memorized data over time and size.
The practice of releasing models in various sizes
and regularly updating them can thus increase the
attack surface. Similar to prompt sensitivity, we
study how adversaries can also exploit access to
multiple checkpoints to extract more data (§5.2).

Churn. Churn quantifies the instability of model
predictions under updates (Milani Fard et al.,
2016; Bahri and Jiang, 2021; Jiang et al., 2021;
Adam et al., 2023; Watson-Daniels et al., 2024),
i.e., the inconsistency in predictions between a sys-
tem pre-update vs post-update, by measuring the
fraction of examples whose predictions diverge
(Milani Fard et al., 2016). While the term churn
is traditionally used to describe regressive trends
in model predictions, we extend it by highlight-
ing similar regressive trends of extraction attacks
under changing prompts and models. Thus, churn
occurs when information not extractable with a
stronger setup is instead extractable with weaker
setups like shorter prompts, smaller models, or
earlier checkpoints.

3 Re-evaluating Adversarial Strengths

The adversary is central to our work. We start
by defining its capabilities and argue that prior
work underestimates real-world adversaries. To
ensure broad applicability, we assume gray-box
access: The adversary can observe model outputs
and probabilities but cannot access weights, gra-
dients, or even control generation hyperparam-

eters, typical in commercial LLMs. Despite these
constraints, we show that adversaries are far more
powerful than previously recognized due to their
multi-faceted access to the underlying data (see
Figure 1).

We focus on discoverable memorization, i.e.,
we assume access to the ground-truth comple-
tion to test whether the extracted information
is correct. Here, the adversary is primarily in-
terested in auditing the memorization behavior
of the model. This is central to many applica-
tions, including membership inference, dataset
inference, copyright violations, privacy auditing,
among others, revisited in §7. That said, as we
argue in §8, the larger attack surface and implica-
tions of a stronger adversary remain even beyond
discoverable memorization.

3.1 Adversary Capabilities

Composability (or self-composability) in privacy
(McSherry, 2009) implies that access to multi-
ple outputs from the same data increases the risk
of information leakage. Thus, an adversary with
multiple access points is much more powerful. In
the current landscape of LLLMs, such access is not
only unsurprising but easily obtainable. Specif-
ically, we focus on two forms of multi-faceted
access:

Exploiting Prompt Sensitivity. LLMs are
highly sensitive to their input, including its
structure and content (Sclar et al., 2024; Liu et al.,
2023a; Salinas and Morstatter, 2024; Zhu et al.,
2023). While existing studies have focused on
improving the prompts for stronger attacks, the
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Figure 2: A toy illustration of how churn may emerge across completions from different model sizes. Adversaries
can utilize this churn to increase the number of valid extractions.

nuance of prompt sensitivity in LLMs often defies
intuitive expectations. For instance, while longer
prompts are known to increase the success of
extraction attacks (Carlini et al., 2023), our work
demonstrates that even shorter prompts can at
times exploit vulnerabilities that longer prompts
overlook (§5.1).

Given the widespread use of LLMs through both
chat interfaces and API calls, restricting model
access is not realistic. While most commercial
LLMs do have rate limits, they are quite high to
be of practical concern. For example, even at the
lowest tier subscription of $5, ChatGPT has a 500
query per minute (gpm) rate limit for GPT4 and
3500 gpm for GPT3.5." Thus, an adversary can
prompt millions of generations in just one day,
making it easier to exploit prompt sensitivity.

Multiple Checkpoints. LLMs are typically de-
ployed in various sizes to cater to different needs
for accuracy and efficiency among users. They
also undergo regular updates driven by new
data, better learning techniques, evolving security
measures, and novel functionalities. Due to the
stochastic nature of their training and the impact
of scaling, different model sizes or checkpoints
might memorize unique portions of the underly-
ing data (Biderman et al., 2023a). Consequently,
an adversary with access to various checkpoints
across sizes or training can aggregate extracted
information (§5.2).

Lgpm stats and subscription rate as of September 2024.

Thus, access to multiple models trained on
overlapping datasets substantially increases the
attack surface, thereby amplifying the capabilities
of adversaries. This level of access has become
increasingly common in the current LLM ecosys-
tem. For example, there exist over eight major
versions of ChatGPT and ten major versions of
Llama, alongside regular minor updates (OpenAl,
2024; Chen et al., 2023). As such, the availabil-
ity of multiple models with shared training data
can significantly increase the risks of information
leakage.

3.2 Combining Extraction Attacks

We discussed the elevated risks of multi-faceted
access to the training data. Before presenting our
empirical results, we first quantify the risks as-
sociated with this stronger real-world adversary.
We argue that once the adversary gains such
broad access, any successful extraction—even if
achieved once—renders that specific information
vulnerable to the adversary (see Figure 2).

Formally, for a sentence [p || x| in the training
data, where || represents the concatenation of two
strings, the adversary has access to the prompt
p and aims to extract information z. Adapting
the definition of discoverable memorization from
Nasr et al. (2023), we propose:

Definition 3.1 (Composite Discoverable Mem-
orization). For a set of models G = {Geni|f:1},
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prompt modifiers F = {Fj|§:1}, and an ex-
ample [p || x] from the training dataset X,
we say x is composite discoverably memo-
rized if 3 Gen; € G and F; € F, such that,
Gen;(F;(p)) = x.

CDM(G,F,p || x) =

max

1 (Fi(p))=
GeniGG,FjGF GETL'L(F](]J)) X

Prompt modifiers are defined as functions Fj :
W* — W* that take a prompt as input and return
a modified version of this prompt as output. Here,
W represents a finite set of all tokens in the
training data i.e W = {wy,ws, ..., w,} with w;
representing individual tokens, and W™ repre-
sents the Kleene star operation over W, i.e., a
set of all finite length sequences (strings) of to-
kens in W.

Extraction attacks are often evaluated in the
literature using a verbatim match (Carlini et al.,
2021, 2023; Nasr et al., 2023; Huang et al., 2022),
i.e., the generated text must match the original
text perfectly. However, this rigid metric does not
take into account the noise in LLLM generations,
and several works have turned to approximate
matching (Qi et al., 2024; Kassem et al., 2024;
Liu et al., 2023b; Ippolito et al., 2022). Thus, we
also extend our definition of composite extraction
attacks to the approximate matching setup as:

Definition 3.2 (Approximate Composite Dis-
coverable Memorization). For a set of models
G = {Geni|f:1}, prompt modifiers F =
{F;l;_,}, a similarity metric and threshold S, 4,
and an example [p || x] from the training dataset
X, we say x is approximate composite discov-
erably memorized if 3 Gen; € G and F; € F,
such that, S (Gen; (Fj (p)) ,x) > 0.

ACDM (G,F,S,6,p || x)

= 1
Genfrel(%,}%jeF S(Geni(Fj(p)).x)=8

Here, S is a similarity metric defined as a
function S : W* x W*) — [0,1] that takes
as input two strings a,b € W, and returns a
score between 0 and 1 to represent the similar-
ity between the two input strings, and J is a
threshold that controls the degree of approximate
matching. We experiment with various similar-
ity metrics .S in §6.3.

4 Experimental Setup

In this section, we outline our central experiment
setup to set the stage for our empirical study.
Further details about the setup for the case studies
(§7) are delegated to their respective sections.

4.1 Models and Dataset

We use the Pythia suite (Biderman et al., 2023b)
and OLMo models (Groeneveld et al., 2024) for all
our experiments. We focus on the Pythia models
throughout the paper, while also providing com-
plementary results on OLMo models to show the
generalizability of our analysis. Pythia suite offer
access to (a) models of various sizes (1b, 1.4b,
2.8b, 6.9b, and 12b), (b) intermediate checkpoints
during training (a total of 154 checkpoints, with
144 of them equally spaced, i.e., at every 1k train-
ing steps), and (c) the training data (Pile dataset
[Gao et al., 2020]) as well as the training order,
which is the same for all model sizes. This level
of accessibility and control over the training setup
allows us to simulate the real-world availability
of models across sizes and different checkpoints
over time.

OLMo models were trained on the Dolma
dataset (Soldaini et al., 2024) and also offer ac-
cess to (a) intermediate model checkpoints during
training, and (b) the complete training data order.

4.2 Evaluation Methodology

We now describe our evaluation methodology.
Similar to Carlini et al. (2023), we sample a
representative portion of the training data for an-
alyzing the performance of our extraction attacks.
More specifically, we uniformly sample 100,000
sequences (prompts) from the first 100k steps
(batches) of the training data for Pythia. This
sampling strategy is important because we choose
model checkpoints for evaluation starting at step
100k, which ensures that every sentence eval-
vated for memorization has been seen by each
checkpoint under consideration (as illustrated in
Figure 3).

Each sequence sampled is exactly 2049 tokens.
For our analysis, we employ a consistent method
of partitioning each sequence into a prompt and
completion at the midpoint, i.e., 1024 tokens.
Formally, for a sentence s1.2049, prompt length [,,,
and completion length [,, the example [p || x] is
defined as p = s1024-1,,:1024 and X = $1024:1024+1,, -
This partitioning allows us to systematically vary

1836



Sample 100k prompts

S N

First 100k training steps

Sample model checkpoints every 5k steps
Miook  Miosk  M1ok Mi4om

QU
/—_J

Next 40k training steps

\ 4

One epoch over the training dataset

Figure 3: Choosing prompts (pre 100k steps) and checkpoints (post 100k steps) for evaluation of Pythia.

the prompt length and design while comparing the
same completion, and vice versa. We use the same
approach for OLMo, with the training step 300k
(instead of 100k) being the cut-off point.

For the Pythia suite, unless otherwise specified,
we use a prompt length of [, = 50, a completion
length of I,, = 50, the Pythia-6.9b model, and the
140k training step checkpoint, evaluating the ex-
traction attacks using verbatim match. For OLMo,
we use the OLMo-7b model and the 500k training
step checkpoint as defaults, while the rest of the
configuration is the same as Pythia.

5 Churn in Extraction Trends

Churn (Milani Fard et al., 2016), as previously
introduced in §2, refers to regressive variance for
individual extracted information despite an overall
improvement in the extraction rates. For instance,
although using a longer prompt is often associated
with stronger extraction rates (Carlini et al., 2023;
Biderman et al., 2023a), we observe trends that
exhibit churn, i.e., certain information is instead
extractable only with shorter prompts but not with
longer prompts. These non-monotonic and locally
regressive trends of certain sentences (i.e., churn)
can be exploited by an adversary with multifaceted
access to the data to execute a composite extraction
attack. We study the factors that may lead to churn
such as (a) prompt sensitivity, and (b) access to
models of varying sizes and training checkpoints.

5.1 Prompt Sensitivity

We start by examining prompt sensitivity, focus-
ing on how trends in prompt design can lead to
churn.

Prompt Length. Prompt length is a commonly
studied parameter in extraction attacks, and it has
been shown that longer prompts lead to better

extraction (Carlini et al., 2023). This is intu-
itive, as conditioning the model with more text
from training would increase the likelihood of
extraction.

However, we show in Figure 4(a) that the
composite extraction rate (Definition 3.1) across
varying prompt lengths is noticeably higher than
the extraction rate at even the largest prompt
length at 500 tokens. Thus, certain information
extractable with shorter prompts remains elusive
even with the longest prompt, due to prompt
sensitivity in LLMs, as discussed in §3.1. Conse-
quently, an adversary can exploit this churn across
the prompt length to extract more information. We
see similar trends for OLMo in Figure 5.

Prompt Structure. Next, we explore the
structure of prompts to identify where churn can
emerge. We introduce noise into the prompts
by masking and removing random tokens
(Figure 4(d)); and as a prefix in the form
of random numeric and alphanumeric strings
(Figure 4(e)). Despite introducing only a small
amount of noise, we observe a significant drop in
extraction rates. This indicates that the contiguous
prompt from the training data is crucial for
extracting information, and any disruption to this
prompt can significantly hurt its capabilities.

Yet, we do see churn in extraction trends, with
a larger impact of the noisy prefixes. This fur-
ther highlights how an adversary can exploit
repeated prompting, even with seemingly unin-
tuitive changes like masking or removing random
tokens and adding a random prefix to the input
prompt.

Note that the churn trends under prompt sen-
sitivity, both for prompt structure and prompt
length, highlight the increased extraction risks
without access to new information. For instance,
if an adversary has access to the prompt of length
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model size and training steps show similar trends, with the largest impact of the composite extraction rate seen
in training steps, increasing the extraction rate 1.5x compared to a single checkpoint. (d) Randomly masking or
removing tokens severely hurts the extraction rate, highlighting the importance of prompt structure. (e) Adding a
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Figure 5: Composite extraction attack results across
10 prompt lengths (same as Pythia) and 11 training
steps (equidistant between 300k and 500k), compared
against isolated setups, for OLMo.

500 tokens, they can expand the attack surface
and thereby the extraction rate simply by remov-
ing parts of the prompt (prompt length composite
attack from Figure 4(a)), adding noise (prompt
structure composite attack from Figure 4(d, e)),
etc., without needing any additional knowledge.
One might argue that as the number of prompt
variations increases, every sentence could be-
come extractable. However, that is not true; not
all sentences are extractable. Yin et al. (2024)
showed that knowledge not present in an LLM
will not be extractable even after prompt opti-
mization, while Schwarzschild et al. (2024) also
showed similar trends when attempting to extract

a given completion. Consequently, prompting an
LLM to regurgitate certain sentences, even with
various prompt modifications, demonstrates a gen-
uine extraction risk and underscores the extent of
memorization in LLMs (Carlini et al., 2021).

5.2 Multiple Checkpoints

Model Size. The model size has long been
known to influence learning trends, and our results
in Figure 4(b) reflect this phenomenon. Larger
models tend to memorize more information, which
makes them more vulnerable to extraction attacks.
However, our results also indicate that the com-
posite extraction rate is higher than the extraction
rate of any single model, highlighting the churn
in these trends. Biderman et al. (2023a) also con-
ducted an empirical study on the overlap between
memorized data across model sizes and found that
up to 10% data memorized by smaller models
is not memorized by larger models. Combining
our insights with existing literature, it’s clear that
releasing models in different sizes increases the
extraction risks.

Model Updates. We also analyze model up-
dates over time using intermediate checkpoints in
Figure 4(c), where we observe the most signifi-
cant churn in our study. Unsurprisingly, attacking
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single model. (b) While larger models contribute more unique extractions, each model, regardless of size, provides
some unique extractions. (¢) Composite extraction rates after dropping a single model (x-axis: dropped model,
y-axis: resulting extraction rate) show that extraction rates remain stable even if we remove the contributions of

the biggest model.

models at later stages of training is more success-
ful, as seen in the literature (Tirumala et al., 2022;
Biderman et al., 2023a; Jagielski et al., 2023). But
remarkably, the churn here is significantly power-
ful and by exploiting composability, an adversary
can increase their extraction rate by more than
1.5x. This underscores the impact of stochasticity
in model training on extraction attacks and reveals
that regular model updates, typically considered
beneficial in the LLM ecosystem, create a pow-
erful adversary. We also see similar results for
OLMo in Figure 5.

We provide some examples of extractions from
the Pile dataset that show regressive trends, i.e.,
successful extraction using weaker setups, and
highlight the value of churn, in Figure 6.

5.3 Unique Extractions

Next, we study the contribution of each setup to
the composite extraction rate. We focus on trends

across model size, while providing results for other
axes in the appendix (§A). We find that while a
majority of extracted samples are extractable with
all 5 model sizes, there is a significant portion
of extractions unique to a few (or even just one)
model(s) (Figure 7(a)). Examining the distribu-
tion of extractions unique to individual models
(Figure 7(b)), we observe that Pythia-6.9b pro-
duces a substantial number of unique extractions
not found even in the larger Pythia-12b. Smaller
models, such as Pythia-1b, 1.4b, and 2.8b, also
contribute non-trivially.

Finally, we study composite extraction rates
when all models except one are used (Figure 7(c)),
to quantify the contribution of each model. We
find that even after dropping the largest model,
the remaining models achieve high composite ex-
traction rates, indicating that no single model is
essential for strong extraction. Given that attack-
ing the most vulnerable model can be expensive,
this shows that an adversary can take advantage of
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(a) Composite Extraction Rates Across Multiple Axes
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(c) Comparing Similarity Metrics
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Figure 8: Towards more realistic extraction by combining various churn trends and with approximate matching.
(a) Combining two axes at a time, we see a monotonically increasing trend in extraction rates as we gain more
points of access to the underlying data, highlighting the growing power of the adversary. (b) Combining all axes
of attack results in a significant increase in extraction rate for both standard and deduplicated setups. (¢) Various
similarity metrics have distinct trends as we decrease the threshold and allow for looser approximations, thus the
choice of similarity metric depends on the context of the attack.

the churn to instead perform a composite attack on
less vulnerable but cheaper models (more details
in §6.1).

6 Towards Realistic Extraction Attacks

With a better understanding of the churn, we now
evaluate a more realistic measure of leakage in
extraction attacks, by investigating (a) com-
posability across multiple axes, (b) cost of
composite attacks, (¢) approximate matching, and
(d) deduplication.

6.1 Combining Multiple Axes of Churn

In the previous section, we saw how churn can
impact individual axes of variability. However,
a real-world adversary can take advantage of all
factors simultaneously, thus significantly increas-
ing their extraction rates. We start by analyzing
two axes at a time in Figure 8(a). For all pairs of
variability, the overall composite extraction rate
(bottom right) is 2 — 3 x higher than the base setup
(top left) and 1.5 — 2x higher than the compos-
ite extraction rates along one axis (top right and
bottom left). Furthermore, when all three axes are
combined, depicted in Figure 8(b), the extraction
rates grow even higher, albeit with diminishing
gains. Thus, a real-world adversary can extract far
more training data than shown in existing literature.

5 3%

g 2.5% -

£ 929 Single Greedy

g Combined Greedy
LE 1.5% 1, Combined Best

| |
0 10 20 30 40 50

Computation Cost Units

Figure 9: Various strategies of utilizing the adversarial
budget and the resulting extraction rates.

6.2 Computation Cost of Composite Attacks

We now study the computational cost of perform-
ing composite extraction attacks. We define our
cost in units relative to attacking the Pythia-1.4b
model with a prompt length of 100 (the cheap-
est setup to attack in our multiple axes setting).
Cost scales linearly with model size (i.e., attack-
ing the Pythia-2.8b model with prompt length 100
costs 2 units) and quadratically with prompt length
(i.e., attacking the Pythia-1.4b model with prompt
length 200 costs 4 units), while remaining con-
stant across different checkpoints. The resulting
extraction trends for all axes of churn combined
under varying cost budgets are shown in Figure 9.

We study three different strategies for utiliz-
ing the given resources. First, we consider an
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adversary that greedily attacks the most expen-
sive setup, i.e., prioritizing the largest prompt
length, model size, and latest checkpoint, while
leaving any leftover resources unused. The extrac-
tion rate stays flat until the budget can support a
more expensive setup, causing sharp jumps and
creating a staircase pattern. This strategy mirrors
prior work, where each setup is evaluated in iso-
lation. Next, we extend the previous strategy to
utilize the unused resources, and instead of attack-
ing only a single setup, the adversary now selects
multiple setups, still greedily choosing to fit the
remaining budget.

Finally, we define the third strategy, which is
the most effective: searching all combinations to
maximize the composite extraction rate, rather
than greedily targeting the most vulnerable se-
tups. This consistently outperforms the staircase
trend even at the jumps, i.e., even when the greedy
strategy utilizes all available budget, showing that
combining extractions from less vulnerable se-
tups can exceed the returns of attacking the most
expensive setup.

6.3 Approximate Matching

As discussed in §3.2, evaluating extraction at-
tacks under verbatim match can underestimate
the true risk of extraction. Here, we analyze ap-
proximate composite discoverable memorization
(Definition 3.2) across various similarity metrics
S to examine their behavior under changing J
in Figure 8(c). Solely for this discussion, we in-
crease the completion length [, = 500, to allow
for meaningful extraction even with approximate
matching.

Our results reveal intriguing trends. First, we
study evaluations based on the Levenshtein ratio
metric and observe that even the strict threshold
of & = 0.95 doubles the extraction attack rate
compared to a verbatim match. This threshold
signifies a minimum 95% overlap between gen-
erated and original text. Clearly, we miss out on
a considerable amount of leaked information by
relying only on verbatim matches. As § decreases,
the extraction rate increases exponentially, as
the Levenshtein ratio becomes less reliable un-
der looser constraints. We also see similar trends
for ROUGE-L scores.

For similarity metrics like longest common
substring (LCS), Hamming distance, and n-gram
matching, even lower values of similarity (J)

can contribute meaningfully to extraction attacks.
Unsurprisingly, we observe patterns of increas-
ing extraction rates as before, albeit slower.
The diverse trends underscore the choice of
the approximation metric as highly context-
dependent. A more thorough examination of
which metrics best serve particular applications
is left for future work.

6.4 Data Deduplication

A commonly recommended solution to memoriza-
tion is data deduplication, involving the removal
of duplicate data entries within a dataset (Carlini
et al., 2023). While costly, data deduplication rep-
resents a critical aspect of data curation and has
been shown to mitigate extraction risks (Carlini
et al.,, 2023). To understand the role of data
deduplication in our discussion, we repeat our
experiments using Pythia models trained on the
deduplicated Pile dataset. The results are collected
in Figure 8(b).

In line with existing literature, data deduplica-
tion reduces the extraction rate. Interestingly, how-
ever, we observe persistent trends: the presence of
a stronger adversary due to multi-faceted dataset
access. Thus, while beneficial, data deduplica-
tion does not alter our fundamental conclusions;
real-world adversaries with multi-faceted access
to the underlying data can extract substantial in-
formation even post-deduplication. Future work
on incorporating more concrete frameworks like
differential privacy is needed, to better understand
such adversaries, particularly from the perspective
of privacy protection under multi-access systems.

7 Case Studies with Stronger Adversary

We conclude by highlighting the value of our
stronger adversary through various case studies.

7.1 Detecting Pre-Training Data

Extraction attacks identify whether certain data
was included in a model’s training set. This can be
valuable in assessing whether a model is trained on
proprietary or sensitive data without permission,
evaluating data contamination and leakage in var-
ious benchmarks, ensuring regulatory compliance
with data governance policies, or even academic
research to track data contamination.

While membership inference attacks (MIAs)
have been used to detect pre-training data, Maini
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Figure 10: (a) p-value for dataset inference (lower is better) across different dataset sizes. The results show
significant improvement under the composite setup across different prompt lengths. (b) Extraction rate for
different ROUGE-L length thresholds, marking potential copyright violations generated by the LLM. Extraction
rates with composite setups are consistently higher than the baseline setup.

et al. (2024) argue that in reality, MIAs are as
good as random guessing. They show that these
attacks learn how to distinguish between concepts,
and not actual text, highlighting the importance of
using IID data of members and non-members to
appropriately perform dataset inference.

We borrow their setup and extend it to the
composite setting by increasing the size of the
training set for learning correlations. Thus, our
composite setting can be alternatively seen as an
augmentation technique. We record the p-value
of the null hypothesis ‘‘the dataset was not used
for training’’ for the Pile dataset in Figure 10(a),
under different sizes of the original training data.

We find that p-values for the composite set-
ting across prompt lengths are noticeably lower
than the baseline, especially at smaller dataset
sizes. Thus, our adversary requires less data to
get the same p-value. The dataset inference setup
by Maini et al. (2024) requires obtaining IID
data, which can be difficult to find. Hence, re-
ducing the amount of such data required can be
extremely useful. Interestingly, we did not find
strong composition trends across model check-
points, possibly because membership information
can change drastically across models, and thus,
combining information from multiple checkpoints
might not be helpful.

7.2 Copyright Infringement

Copyright issues due to LLMs regurgitating their
training data have been heavily studied in recent
literature. Karamolegkou et al. (2023) discuss
different thresholds for quoting a text ad ver-
batim that can be considered a violation of
fair use, for example, a 50-word threshold for
magazine articles, chapters, etc., while a 300
word threshold for books. The authors suggest

using ROUGE-L lengths (longest common sub-
sequence) as a measure of text reproduction and
potential violations.

We plot the distribution of ROUGE-L
lengths for 2,000 randomly chosen examples in
Figure 10(b), comparing the strongest baseline
and the composite settings. We find that our
adversary produces more potential copyright
violations than the baseline, highlighting an un-
derestimation of such risks in existing literature.
While copyright law is complex and extraction
alone may not imply a violation, our focus is
on strengthening the technical underpinnings of
copyright issues in LLMs.

7.3 PII Extraction Risk

Another commonly studied risk of memorization
is extracting personally identifiable information
(PIIs). We use the setup of Li et al. (2024) to
create our PII extraction test set from the Pile
dataset. We use GLIiNER (Zaratiana et al., 2024)
to detect 2000 unique PlIs in the Pile dataset,
followed by cutting the sentence right before the
PII to create the input prompt. These prompts
were fed to the model, and the attack is considered
successful if the correct PII is generated anywhere
within the first 100 tokens, marking the risk of PII
leakage (Li et al., 2024).

We record the extraction risk for the best single
setup and composite extraction risks across model
checkpoints and model sizes. Since the prompts in
this setup are of varying lengths, we do not extend
our changing prompt lengths setting to this case
study. Similar to Definition 3.1, the composite PII
extraction is considered successful if the PII is
present in the generation of at least one of the
models. The results are collected in Table 1, and
continuing previous trends, we see a noticeable
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Setup Extraction Rate
Best Single Setup 22.16%
Composite Model Sizes 30.97%
Composite Training Steps 33.07%

Table 1: Composite attacks for PII extraction.

increase in the extraction rate for an adversary
with access to multiple checkpoints.

7.4 Closed-Source Models

Our study till now has focused on open-source
models due to the availability of training data for
verifying the success of our attacks. However,
recent work by Duarte et al. (2024) has shown
how similar studies can be performed even when
a model’s training data is undisclosed.

Duarte et al. (2024) propose DE-COP, a method
for detecting memorization in LLMs using a
multiple-choice task inspired by counterfactual
memorization. The approach presents the target
model with four options: one original text passage
and three paraphrases generated using a differ-
ent LLM, in this case, Claude 2. Models tend to
choose the original text more frequently if seen
during training, thus signaling memorization.

The authors validate this method with a novel
benchmark—BookTection—which consists of ex-
cerpts from 165 books published both before and
after 2023. Since closed-source models released
in 2022 could not have been trained on books
published after 2023, this serves as a reliable
non-member set. The books pre-2023 form the
member-set. The method compares a model’s per-
formance on each book to a baseline performance
(computed from non-member books), using it to
assess whether a specific book was part of the
model’s training data. Each book can have multi-
ple passages, so the authors combine the accuracy
per passage for the detection of the book.

For our study, we focus on the experiments
on LLaMA-2 70B using the BookTection dataset
with varying passage lengths. The authors found
that shorter passages yield higher F1 scores: 64,
128, and 256-token passages achieve F1 scores
of 0.67, 0.65, and 0.64, respectively. Building
on this, we extend their method to a composite
setting that combines different lengths. This com-
posite significantly boosts detection performance
on LLaMA-2 70B, achieving an F1 score of 0.78,
underscoring the generalizability of our approach.

8 Discussion

By highlighting the multi-faceted access ad-
versaries have in the current LLM landscape,
our work shows that existing literature greatly
underestimates information leakage risks, thus
emphasizing the importance of explicitly con-
sidering the adversarial perspective and the
composability of information leakage in extrac-
tion attacks. Our work provides a foundation for
future exploration and defense against more re-
alistic extraction attacks, contributing to a secure
and robust management of the risks associated
with memorization in LLMs.

Potential Defenses. We studied the threats
posed by real-world adversaries and showed that
existing defence methods (such as data dedupli-
cation), while undoubtedly useful, are prone to
the same risks of composability. However, we did
not propose defense techniques to deal with this
adversary.

Firstly, it’s important to recognize that not all
instances of discoverable memorization are harm-
ful, and therefore may not require a defense. For
instance, defending against improved methods of
detecting copyright violations or data contami-
nation is inadvisable. Such efforts could hinder
those seeking to determine whether their data was
misused by companies or developers.

However, when we do want to defend against
these attacks in more harmful scenarios, future re-
search could include ways to disrupt multi-faceted
access to the dataset. For example, shuffling and
re-chunking training sequences for each model
can break the link between specific sequences
and model behavior. Since many existing LLM
attacks operate at the sequence level (Meeus et al.,
2024), this simple randomization can significantly
increase the difficulty of combining information
across checkpoints or model sizes.

Other defense strategies, such as anonymizing
sensitive data before training (Yu et al., 2024) or
applying differential privacy (DP) during train-
ing (Yu et al., 2022), can also help. However,
their effectiveness may decline against a stronger
adversary. Finally, beyond modifying training,
one may wish to defend already trained models
against such attacks. While this is challenging,
several practical strategies could be potentially
helpful. Output perturbation techniques, such as
adding noise or rephrasing responses, can reduce
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information leakage, even though a determined
adversary may still bypass them. Access control
measures, such as rate limiting and monitoring for
suspicious prompts, also offer practical defenses
in real-world deployments.

Beyond Discoverable Memorization. Our
analysis focuses on the risks posed by extraction
attacks under the lens of discoverable memoriza-
tion. However, our arguments on the increased
privacy surface apply to any adversary with
multi-faceted access to the underlying data.
Moreover, our experiments on Pythia and OLMo
represent a controlled setup where the underlying
models were trained on the exact same data
and data order. However, in reality, multiple
models from the same family might have some
differences in their training. Hence, translating
our findings to other forms of privacy attacks and
dataset homogenization in the real world is an
important direction for future research.
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A Unique Extraction Results

We provide additional results on the trends of
churn across model checkpoints (Figure 11) and
prompt lengths (Figure 12). We find similar trends
as in the main paper.
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Figure 11: Granular trends of churn across training steps for Pythia. (a) Number of model checkpoints extracting
the same information. Even though the majority of samples are extractable by all 9 checkpoints, a significant
amount of extractions are unique to a subset, or even a single model. (b) While later model checkpoints contribute
more unique extractions, each model, regardless of size, provides significant unique extractions. (¢) Composite
extraction rates after dropping a single model checkpoint (x-axis: dropped checkpoint, y-axis: resulting extraction
rate) show that extraction rates remain stable even if we remove the contributions of the last checkpoint.
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Figure 12: Granular trends of churn across prompt lengths for Pythia. (a) Number of prompts extracting the same
information. Even though the majority of samples are extractable by all 10 prompt lengths, a significant amount
of extractions are unique to a subset, or even a single prompt length. (b) While longer prompt lengths contribute
more unique extractions, each prompt length provides some unique extractions. (¢) Composite extraction rates
after dropping a single prompt length (x-axis: dropped prompt length, y-axis: resulting extraction rate) show that
extraction rates remain stable even if we remove the contributions of the longest prompt length.
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