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Abstract

Detecting content generated by large lan-
guage models (LLMs) is crucial for preventing
misuse and building trustworthy AI systems.
Although existing detection methods perform
well, their robustness in out-of-distribution
(OOD) scenarios is still lacking. In this
paper, we hypothesize that, compared to
features used by existing detection meth-
ods, the internal representations of LLMs
contain more comprehensive and raw fea-
tures that can more effectively capture and
distinguish the statistical pattern differences
between LLM-generated texts (LGT) and
human-written texts (HWT). We validated
this hypothesis across different LLMs and
observed significant differences in neural ac-
tivation patterns when processing these two
types of texts. Based on this, we propose
RepreGuard, an efficient statistics-based de-
tection method. Specifically, we first employ
a surrogate model to collect representation of
LGT and HWT, and extract the distinct activa-
tion feature that can better identify LGT. We
can classify the text by calculating the pro-
jection score of the text representations along
this feature direction and comparing with a
precomputed threshold. Experimental results
show that RepreGuard outperforms all base-
lines with average 94.92% AUROC on both
in-distribution and OOD scenarios, while also
demonstrating robust resilience to various text
sizes and mainstream attacks.1

∗ Equal contribution.
† Corresponding author.
1Data and code are publicly available at: https://

github.com/NLP2CT/RepreGuard.

1 Introduction

Large language models (LLMs) demonstrate im-
pressive language understanding and generation
capabilities (OpenAI, 2022; Anthropic, 2023;
Ghahramani, 2023; MetaAI, 2024), enabling them
to produce creative and persuasive content that
aligns with human preferences (Wu et al., 2023).
These capabilities have raised concerns regard-
ing future data regulation, particularly due to bi-
ases (Tjuatja et al., 2023) and hallucinations (Ji
et al., 2023) in LLM-generated texts (LGT). More-
over, the potential misuse of LLMs, such as
generating fake news (Pagnoni et al., 2022) or
facilitating academic dishonesty (Cotton et al.,
2024), poses significant risks and challenges to
society. To defend against these usage cases, sev-
eral algorithms have been developed to detect
LGT. These primarily include fine-tuning-based
classifiers, which involve training an model with
extensive labeled data for classification, such as
the OpenAI detector (Solaiman et al., 2019), and
statistics-based methods, which identify LGT us-
ing feature metrics from specific distributions
in a small training dataset, such as DetectGPT
(Mitchell et al., 2023).

Fine-tuning-based classifiers generally offer
higher accuracy than statistics-based detectors,
but require large amounts of labeled data and
often struggle to generalize across different gen-
erators, making updates costly for new models
(Guo et al., 2023). In contrast, statistics-based
methods provide better interpretability and only
require setting a threshold based on observed dis-
tribution patterns in a small sample size, offering
stonger reliability for real-world applications (Wu
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et al., 2023). However, current statistics-based
methods perform poorly in both in-distribution
(ID) and out-of-distribution (OOD) scenarios due
to the insufficient robustness in classification fea-
ture metrics. For example, varying prompts could
control the perplexity of generated text, render-
ing thresholds from training samples ineffective
(Hans et al., 2024). This limitation is exacerbated
in OOD scenarios, posing significant challenges
to the usability of statistics-based detectors, with
the growing number of new LLMs.

In response to this challenge, we propose a
detection method based on hidden representa-
tion to identify texts generated by LLMs. This
detection method is motivated by the follow-
ing hypothesis: LLMs exhibit distinct hidden
representation patterns when processing LGT
compared to human-written texts (HWT), due to
their different perceptions of statistical patterns in
these text types.

These hidden representation patterns differ-
ences can be more explicitly observed in
the model’s representations, which are higher-
dimensional features. This is also where the detec-
tion abilities of existing statistics-based detectors
come into play, utilizing classification feature
metrics such as likelihood, rank, and other vari-
ants. Thus, the model’s representations may en-
compass more comprehensive and raw features
that can enhance the ability to distinguish between
text types, with a stronger potential for identifying
LGT. To achieve this, we first employ a surrogate
model as an ‘‘observer’’ to obtain the representa-
tions when processing texts generated by LLMs
and those written by humans. We observed that
the hidden representation patterns of the two types
of texts show distinct differences, which serve as a
strong signal for detecting LGT. Then, to filter out
noisy features that might hinder LGT detection,
we perform dimensionality reduction and model-
ing on both types of text representations to identify
features that maximally retain the distinguishing
information. By calculating the projection score of
the representation of a given text along this feature
direction, which we termed ‘‘RepreScore’’, and
comparing it to the optimal classification thresh-
old statistically derived, we can determine whether
the text was generated by an LLM or written by
a human. We call this detection method Repre-
Guard, which is an efficient detection method that
combines the strengths of both statistics-based
and fine-tuning-based approaches. RepreGuard

exhibits zero-shot characteristics, requiring only a
small number of training samples from one LLM
source to generalize across texts generated by
various types of LLMs.

Experiments on different setups show that
RepreGuard outperforms the SOTA RoBERTa-
based classifier and the statistics-based method
Binoculars in both ID and OOD scenarios, with an
average of 11.05% and 05.88% AUROC higher
than RoBERTa-based classifier and Binoculars,
respectively, and achieve better performance with
fewer training samples. In addition, our method
demonstrates strong robustness to the gener-
alization on domains, texts with varied sizes,
mainstream attacks including text paraphrasing
and perturbation attacks and various sampling
methods. It also achieves an excellent balance
between effectiveness and resource efficiency.

2 Related Work

Statistics-based Detection Methods The
statistics-based detection method detects LGT
by examining the distribution difference of the
specified feature metrics between LGT and HWT.
This classification is achieved by extracting these
feature metrics from the given text and comparing
them to thresholds derived from statistics on
training datasets, without the need to fine-tune a
neural model as classifier. Early statistics-based
methods focused on calculating feature metrics
derived from the model output logits, such as En-
tropy, Log-Likelihood, and Log-Rank (Solaiman
et al., 2019). Subsequently, Su et al. (2023)
introduced the Log-Likelihood Log-Rank Ratio
(LRR), offering a more comprehensive evaluation
by calculating the ratio of Log-Likelihood to
Log-Rank. Recently, perturbation-based methods
have gained significant attention. Mitchell et al.
(2023) and Su et al. (2023) used Log-Likelihood
and Log-Rank curvature, respectively, to identify
LGT, based on the hypothesis that LGT maintains
higher Log-Likelihood and Log-Rank after
semantic perturbation compared to HWT. Bao
et al. (2024) enhanced this by replacing the per-
turbation step in DetectGPT with a more efficient
sampling procedure, reducing the computational
cost. Other methods, like DNA-GPT (Yang et al.,
2024), use an iterative process where an LLM
extends truncated text and assesses authorship
via probability differences between the original
and extended text. In contrast, GECScore (Wu
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et al., 2025) relies on the finding that LLMs
are more likely to correct grammatical errors in
human-written text and distinguishes text sources
by measuring changes in similarity before and
after grammatical error correction. Binoculars
(Hans et al., 2024) is a novel method that employs
a pair of LLMs to calculate the ratio of perplexity
and cross-perplexity, measuring how one model’s
prediction of the next token surprises another one.

Fine-Tuning-Based Detection Methods An-
other approach is to fine-tune a neural model
as a classifier for distinguishing between HWT
and LGT, typically requiring a large amount of
labeled data. Early efforts focused on fine-tuning
pre-trained classifiers for detecting news articles
(Zellers et al., 2019) and social media con-
tent (Fagni et al., 2020). Recent studies (Guo
et al., 2023; Liu et al., 2023; Chen et al., 2023;
Wang et al., 2023) further confirmed the strong
performance of fine-tuned language model in
identifying LGT. OpenAI’s detector, for exam-
ple, is a fine-tuned RoBERTa-based classifier to
perform this task (Solaiman et al., 2019). How-
ever, fine-tuning-based classifiers tend to overfit
to their training data or the training distribution of
the source model, resulting in performance drops
when encountering new LLMs or domains data
(Sarvazyan et al., 2023).

3 RepreGuard

3.1 Preliminary

Hypothesis The premise of RepreGuard is that
LLMs perceive the statistical patterns of LGT
and HWT differently. Their hidden representa-
tion patterns exhibit noticeable differences when
observing and processing these two types of text.

This hypothesis arises from the idea that there
are behavioral differences in the writing processes
between LGT and HWT, which can be captured
through internal hidden representations, as the in-
ternal hidden representations of LLMs typically
contain more information and raw features com-
pared to external behaviours. This information can
reveal the model’s intrinsic understanding of the
differences between the LGT and HWT.

Internal Representation of LLMs Recent re-
search (Voita et al., 2024; Durrani et al., 2020;
Xu et al., 2024b) suggests that the internal

representation mechanisms of LLMs may cap-
ture more information. For instance, LLM-Check
(Sriramanan et al., 2024) extracts the hidden
representations from each layer during re-
sponse generation, and calculates their covariance
matrices (Hidden Score) as an indicator for hallu-
cination detection. Zhang et al. (2024) indirectly
reveal the spatial reasoning capabilities encoded
in the hidden representations of vision-language
models by systematically analyzing output proba-
bilities under continuous variations in input space.
Tang et al. (2024) proposed a method of extracting
latent representations as specific concept direc-
tions, thereby enabling the effective guidance and
control of LLMs towards the concept direction
(eg, safety and honesty).

Therefore, RepreGuard is designed to capture
the underlying hidden representations that char-
acterise these processes based on the distinct
behavioral processes in human writing and AI
writing. These distinctions likely result from the
statistical patterns internalized by LLMs during
training and how these are leveraged in genera-
tive tasks. To validate this hypothesis, we follow
Zou et al. (2023) and compare the neural acti-
vation patterns in Llama-3.1-8B when processing
1000 pairs of LGT and HWT from 4 different
LLMs, as illustrated in Figure 1. Specifically,
LGT and HWT exhibit largely similar hidden rep-
resentations during the early stage of the sequence
(approximately tokens 0–20). However, when the
number of tokens exceeds 20, their hidden rep-
resentations begin to diverge substantially, with
LGT demonstrating a consistently higher over-
all activation level compared to HWT. Moreover,
at the same sequence positions, LGT and HWT
remain relatively similar in the lower layers (ap-
proximately layers 1–11), while exhibiting more
pronounced differences in layers 11–32.

3.2 Detecting by
Representation Comparisons

Based on this hypothesis, we propose Repre-
Guard for detecting LGT using the hidden
representation patterns of LLMs. By analyzing
the activation patterns of a surrogate model dur-
ing the processing of LGT and HWT, we aim to
capture subtle but systematic differences in the
activation patterns when LLMs process them, and
extract the most significant representation feature
for the effective detection of LGT. The overview
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Figure 1: Comparison of Average Hidden Representation Distribution in Llama-3.1-8B Using 1000 Pairs of LGT
and HWT from 4 Different LLMs. The red represents active representations and blue represents relatively inactive
representations. The depth of the color represents the level of representation activation.

Figure 2: The RepreGuard Framework Overview. The framework processes text through a surrogate model
to capture hidden representation patterns and collect representation of LGT and HWT. It employs Principal
Component Analysis model distinct activation features, filtering out noise and identifying key features that
distinguish LGT. Next, the framework calculates an overall projection score, which we called ‘‘RepreScore’’, for
the text to quantify how closely a text’s activation pattern aligns with LGT representation features. A threshold is
then set based on the RepreScores from the training data. In the application tion, if the given text’s RepreScore
exceeds this threshold, it is more likely to be generated by LLMs.

framework of RepreGuard is as illustrated in
Figure 2.

Representation Collection We first introduce a
small training set, formalized as {(T i

LGT, T i
HWT) |

i ∈ [1, N ]}, where N is the number of LGT
and HWT pairs in the dataset. We use a surro-
gate model M as an ‘‘observer’’ to collect the
corresponding representation distribution when
processing LGT and HWT, to capture the dif-
ference in their activation patterns. Specifically,
for each text sequence T = {t1, t2, . . . , tn} con-
taining n tokens, we use M with L layers to
‘‘observe’’ it. For each token tj in T , we collect

the neural activation of the model M at each layer
l, represented as hlj ∈ R

d, where d is the dimen-
sion of the model’s hidden state. Based on this,
the complete activation of the text T in model M
can be formalized:

A(T ) = {hlj | j ∈ [1, n], l ∈ [1,L]} (1)

For each text pair (T i
LGT, T i

HWT), we capture
the model’s representation activations from the
end to the beginning of the token at all layers
L. We denote these activations as A(T i

LGT), and
A(T i

HWT).
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Feature Modeling The difference in activation
patterns between LGT and HWT for each text
pair can be denoted as ΔAi, where:

ΔAi = A(T i
LGT)−A(T i

HWT) (2)

For each hidden layer l in L, we capture this
difference of neural activations from all text pairs:

ΔAl = {ΔAl
i | i ∈ [1, N ], l ∈ [1,L] } (3)

where ΔAl
i = hl,iLGT − hl,iHWT represents the

difference for the i-th text pair at layer l.
To filter out noise and identify key fea-

tures distinguishing LGT, we perform Principal
Component Analysis (PCA) on each ΔAl:

Pl = PCA(ΔAl) (4)

The resulting Pl represents the probing vector
that differentiates between LGT and HWT at layer
l, demonstrated that different types of text evoke
distinct neural activation pattern in the LLM. We
project the activations of each token tj in text
T onto the probing vector across all layers L,
defining this as the RepreScore:

RepreScore(tj) =
1

|L|
∑
l∈L

hl(tj) · Pl (5)

The overall projection score for the text T is
the mean of its tokens’ RepreScores:

RepreScore(T ) =
1

n

n∑
j=1

RepreScore(tj) (6)

Comparison-Based Detection Based on the
calculated RepreScore(T ) for each sample in the
training dataset, we determine the optimal thresh-
old θ to balance the true positive rate (TPR) and
the false positive rate (FPR):

θ = argmax
θ′

(TPR(θ′) + (1− FPR(θ′))) (7)

In the application phase, RepreScore measures
how closely the activation pattern of the input
text aligns with the unique neural features of LGT
identified in the training dataset. For the detec-
tion result S(T ), we calculate the RepreScore(T )
and compare it to the optimal threshold θ. If

Figure 3: Comparison of RepreScores Distribution for
Texts Generated by 4 Different LLMs (1000 Pairs LGT
and HWT for Each LLM). The representation features
used are modeling on Multi-LLMs generated texts. The
overlap means the overlap probability.

RepreScore(T ) exceeds θ, the input text is more
likely to be generated by the LLM:

S(T ) =

{
LGT if RepreScore(T ) > θ
HWT otherwise

(8)

Effectiveness and Generalization Our Repre-
Guard framework effectively detects LGT by
extracting features derived from more fundamen-
tal and comprehensive representation information.
This demonstrates a stronger and more adapt-
able detection capability. We further validate this
capability on LGT generated by four different
LLMs and their corresponding HWT. The results
in Figure 3 clearly show a distinct separation be-
tween the RepreScore distributions of LGT and
HWT, with a consistent trend across different
LLMs. Specifically, the RepreScore for HWT pri-
marily ranges from −2 to 2. Despite variations
in text distributions generated by different LLMs,
the RepreScore for LGT consistently falls be-
tween 0 and 8. This indicates a universal threshold
that can be effectively applied across text gener-
ated by various types of LLMs, eliminating the
need for individual adjustments and highlighting
RepreGuard’s strong generalization capability.
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4 Experiment

4.1 Experiment Setup

Dataset We utilized the DetectRL benchmark
(Wu et al., 2024), a dataset specifically designed
to evaluate the detection capabilities of HWT and
LGT in scenarios closely aligned with real-world
applications. The dataset comprises data from four
domains that are more prone to misuse: academic
writing (ArXiv Archive2), news writing (XSum
[Narayan et al., 2018]), creative writing (Writing
Prompts [Fan et al., 2018]), and social media texts
(Yelp Review [Zhang et al., 2015]). For each
domain, the dataset includes 2,800 pairs of LGT
and HWT samples, with LGT generated using four
widely used LLMs: ChatGPT (OpenAI, 2022),
Claude-instant (Anthropic, 2023), Google-PaLM
(Ghahramani, 2023), and Llama-2-70B.3

To ensure robust evaluation, we applied the
bootstrapping method five times to the dataset of
each LLM, sampling a training set consisting of
512 pairs of samples and a test set consisting
of 1,000 pairs of samples for each iteration. Ad-
ditionally, to construct the multi-LLM dataset, we
combined the data of four different LLMs and
applied the bootstrap method five times equally
on the training sets of different LLMs.

Baselines We compare RepreGuard with both
fine-tuning-based and statistics-based methods to
detect LGT:

• RoBERTa-based classifier (Liu et al.,
2019): A supervised approach by fine-tuning
pre-training language model (PLM) as a
classifier. We use the RoBERTa-base con-
sistent with the OpenAI detector (Solaiman
et al., 2019) for training.

• LRR (Su et al., 2023): A statistics-based
method based on the ratio of Log-likelihood
and Log-rank. We uses GPT-neo-2.7B
for scoring following Bao et al. (2024)
experiments.

• DetectGPT (Mitchell et al., 2023): A
statistics-based zero-shot method based on
the Log-probability curvature of the per-
turbed text. We use T5-small (Raffel et al.,

2https://www.kaggle.com/datasets
/spsayakpaul/arxiv-paper-abstracts/data.

3https://huggingface.co/meta-llama/Llama
-2-70b-chat-hf.

2020) to perturb text, and use GPT-Neo-2.7B
(Black et al., 2021) for scoring following Bao
et al. (2024).

• Fast-DetectGPT (Fast-Detect.; Bao et al.
2024): A statistics-based zero-shot method
that using a sampling strategy to replace the
perturbation strategy of DetectGPT. We use
GPT-Neo-2.7B (Black et al., 2021) for scor-
ing and GPT-J-6B (Wang and Komatsuzaki,
2021) for sample generation following the
best setting reported.

• Straight-forward Detector (Str-Detect.): A
zero-shot approach that directly asks LLM
for both HWT and LGT. This detector is for
better comparison with our method using the
intrinsic mechanism of LLMs.

• Binoculars (Hans et al., 2024): A statistics-
based zero-shot method that uses a pair of
LLMs to calculate the ratio of perplexity
and cross-perplexity for detection. We use
Falcon-7B and Falcon-7B-Instruct (Penedo
et al., 2023) for detection following the best
setting reported.

Metrics Following Mitchell et al. (2023), we
utilized the AUROC to evaluate the performance
of the detector as a binary classification model.
In the LGT detection task, the most worrying
harm usually comes from false positives, that is,
HWT is incorrectly labeled as LGT. Therefore,
we also focus on the TPR at low FPR and follow
the experimental setting of Hans et al. (2024) to
adopt a standard FPR threshold of 0.01% TPR
(TPR@0.01).

ID and OOD Detection Setting Our study
examines both the performance of ID and in
a strict zero-shot detection scenario, where we
use a purely ‘‘OOD’’ setting to distinguish LGT
from HWT, consistent with the ‘‘out-of-domain’’
claims in Binoculars (Hans et al., 2024) and Ghost-
buster (Verma et al., 2024). In fact, many previous
zero-shot works such as DetectGPT (Mitchell
et al., 2023) are in different experimental set-
tings for zero-shot detection, where they use
the test set to define the threshold and get the
best performance on the test set. We argue this
experimental setting may limit the development
of truly effective statistics-based zero-shot detec-
tors. Therefore, our experimental setting is strictly
aligned with the real-world scenario to ensure that
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Test→ Detector↓ ChatGPT Llama-2-70b Google-PaLM Claude-instant Avg.
Train↓ Metrics→ AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR.

ChatGPT

Roberta 98.38±0.32 90.52±1.93 81.71±2.27 54.64±16.57 74.56±0.89 20.20±12.87 66.74±1.49 22.36±13.26 80.35±1.24 46.93±11.16

LRR 92.61±0.39 26.20±0.00 95.84±0.34 86.20±0.00 81.98±0.14 39.80±0.00 57.82±0.80 0.10±0.00 82.06±0.42 38.07±0.00
DetectGPT 54.87±0.25 0.11±0.14 59.21±0.53 0.66±1.77 55.29±0.37 0.08±0.06 55.92±0.61 0.00±0.00 56.32±0.44 0.21±0.49
Fast-Detect. 75.65±0.28 11.60±0.00 85.49±0.31 2.50±0.00 80.36±0.63 17.70±0.00 47.29±0.44 0.00±0.00 72.20±0.42 7.95±0.00
Str-Detect. 52.05±0.00 0.01±0.00 52.30±0.00 0.01±0.00 56.05±0.00 0.01±0.00 57.50±0.00 0.01±0.00 54.47±0.00 0.01±0.00
Binoculars 97.36±0.52 40.70±0.00 99.45±0.44 98.70±0.00 98.03±0.34 89.80±0.00 61.86±3.64 3.40±0.00 89.18±1.24 58.15±0.00

RepreGuard 99.84±0.12 100.00±0.00 99.55±0.12 99.26±0.11 88.67±0.65 64.66±1.26 85.00±1.40 56.12±2.20 93.26±0.57 80.01±0.89

Llama-2-70b

Roberta 95.49±0.96 71.16±4.59 94.21±2.06 63.66±10.40 86.00±2.17 43.60±2.56 76.98±4.04 22.88±5.13 88.17±2.31 50.32±5.67

LRR 91.88±1.05 26.20±0.00 96.47±0.52 86.20±0.00 81.65±0.55 39.80±0.00 56.20±1.77 0.10±0.00 81.55±0.97 38.07±0.00
DetectGPT 54.33±0.81 0.51±0.80 59.36±0.86 1.28±2.18 55.02±0.98 0.02±0.06 56.11±0.24 0.00±0.00 56.20±0.72 0.45±0.76
Fast-Detect. 94.08±1.26 71.90±0.00 98.76±0.05 94.20±0.00 92.39±0.28 81.80±0.00 51.45±0.62 0.40±0.00 84.17±0.55 62.08±0.00
Str-Detect. 52.05±0.00 0.01±0.00 52.30±0.00 0.01±0.00 56.05±0.00 0.01±0.00 57.50±0.00 0.01±0.00 54.47±0.00 0.01±0.00
Binoculars 97.94±0.74 85.90±0.00 99.63±0.06 98.70±0.00 97.23±0.93 89.80±0.00 57.49±3.57 3.40±0.00 88.07±1.32 69.45±0.00

RepreGuard 99.54±0.08 99.38±0.14 99.38±0.18 98.84±0.11 88.84±1.28 77.08±0.45 84.08±3.52 60.66±1.66 92.96±1.27 83.99±0.59

Google-PaLM

Roberta 88.72±1.35 40.94±5.18 85.36±5.00 32.70±6.15 82.09±3.99 36.52±4.64 72.98±4.00 21.54±8.64 82.29±3.58 32.92±6.15

LRR 91.40±2.01 26.20±0.00 92.84±2.78 86.20±0.00 83.13±1.53 39.80±0.00 61.11±2.05 0.10±0.00 82.12±2.09 38.07±0.00
DetectGPT 54.04±0.32 0.00±0.00 59.21±0.22 0.00±0.00 55.30±0.35 0.02±0.06 55.53±0.46 0.96±1.63 56.02±0.34 0.24±0.42
Fast-Detect. 74.62±0.99 11.60±0.00 86.47±0.50 2.50±0.00 80.64±0.22 17.70±0.00 48.46±0.47 0.00±0.00 72.55±0.54 7.95±0.00
Str-Detect. 52.05±0.00 0.01±0.00 52.30±0.00 0.01±0.00 56.05±0.00 0.01±0.00 57.50±0.00 0.01±0.00 54.47±0.00 0.01±0.00
Binoculars 98.56±0.35 85.90±0.00 99.58±0.20 98.70±0.00 97.98±0.38 89.80±0.00 61.15±2.49 3.40±0.00 89.32±0.86 69.45±0.00

RepreGuard 98.39±0.31 99.36±0.07 98.53±0.28 99.16±0.07 93.36±0.27 79.88±3.43 90.57±1.06 56.90±2.20 95.21±0.48 83.82±1.44

Claude-instant

Roberta 88.63±1.34 28.50±11.74 77.45±4.73 23.70±10.19 74.90±1.76 14.58±13.14 88.07±3.89 36.56±4.83 82.26±2.93 25.84±9.98

LRR 86.33±4.23 26.20±0.00 87.46±4.43 86.20±0.00 81.19±3.34 39.80±0.00 63.74±1.07 0.10±0.00 79.68±3.27 38.07±0.00
DetectGPT 53.95±0.84 0.02±0.06 57.90±1.09 0.00±0.00 54.33±1.13 0.06±0.07 55.97±0.38 0.00±0.00 55.54±0.86 0.02±0.03
Fast-Detect. 81.27±5.40 71.90±0.00 82.35±4.48 94.20±0.00 80.85±4.70 81.80±0.00 61.35±0.35 0.40±0.00 76.46±3.73 62.08±0.00
Str-Detect. 52.05±0.00 0.01±0.00 52.30±0.00 0.01±0.00 56.05±0.00 0.01±0.00 57.50±0.00 0.01±0.00 54.47±0.00 0.01±0.00
Binoculars 92.36±1.95 85.90±0.00 93.18±1.01 98.70±0.00 92.83±1.18 89.80±0.00 73.92±0.17 3.40±0.00 88.07±1.08 69.45±0.00

RepreGuard 97.20±1.39 96.92±0.49 97.51±0.99 97.16±0.40 87.77±2.37 63.04±0.73 92.76±0.49 56.22±5.22 93.81±1.31 78.34±1.71

Multi-LLMs

Roberta 92.13±2.80 60.42±10.23 87.84±4.06 45.90±15.30 82.07±3.28 31.16±5.57 82.99±5.42 25.64±4.52 86.26±3.89 40.78±8.91

LRR 92.78±0.27 26.20±0.00 94.98±0.27 86.20±0.00 81.94±0.05 39.80±0.00 59.93±0.41 0.10±0.00 82.41±0.25 38.07±0.00
DetectGPT 54.92±0.13 0.11±0.14 59.05±0.22 0.02±0.06 55.29±0.37 0.08±0.06 55.98±0.35 0.00±0.00 56.31±0.27 0.05±0.06
Fast-Detect. 94.98±1.72 71.90±0.00 95.97±2.65 94.20±0.00 93.19±1.48 81.80±0.00 56.57±3.33 0.40±0.00 85.18±2.30 62.08±0.00
Str-Detect. 52.05±0.00 0.01±0.00 52.30±0.00 0.01±0.00 56.05±0.00 0.01±0.00 57.50±0.00 0.01±0.00 54.47±0.00 0.01±0.00
Binoculars 97.95±0.89 85.90±0.00 98.05±1.17 98.70±0.00 97.58±0.70 89.80±0.00 68.59±3.55 3.40±0.00 90.54±1.58 69.45±0.00

RepreGuard 98.00±0.43 99.26±0.11 98.44±0.24 99.20±0.12 92.35±0.46 74.74±4.52 93.40±0.74 56.52±1.04 95.55±0.47 82.43±1.45

Table 1: ID and OOD Performance Comparison of Detection Algorithms on Different Train and Eval
Settings. RepreGuard shows the strongest detection performance on all settings, with an average of
96.34±0.27% and 93.49±1.13% AUROC (AUR.), and 83.74±1.56% and 81.13±2.11% TPR@0.01 (TPR.)
in ID and OOD respectively. We conduct 5 rounds of bootstrapping and report the mean, standard
deviation, and 95% confidence interval. Here, the subscript represents the standard deviation (e.g.,
99.84 ± 0.12 indicates a mean value of 99.84 with a standard deviation of 0.12). The blue background

or bold indicates the best performance and the grey background or underline indicates the second best.

the detector is robust and not overly dependent
on any particular dataset. We use the training
data to make the decision thresholds to detect text
generated by unknown LLMs.

4.2 ID and OOD Performance

Our experiments evaluate both ID and OOD per-
formance of the detectors, as shown in Table 1.
The results demonstrate that RepreGuard achieves
the best overall performance, excelling in both
ID and OOD scenarios, achieving an average
of 94.92±0.70% and 82.44±1.84% in AUROC and
TPR@0.01, respectively.

ID Performance ID performance refers to the
detectors’ ability to detect instances within the
same distribution as the training dataset. The re-
sults show that RepreGuard outperforms other
detectors in both AUROC and TPR@0.01 in
ID setting. Specifically, it achieves 96.34±0.27%

AUROC and 83.74±1.56% TPR@0.01, demon-
strating its strength in detecting data from the same
distribution as the training datasets. Binoculars is
the second-best performing method in most set-
tings, particularly in the AUROC metric, with an
average AUROC of 92.16% while its TPR@0.01
is only achieving an average of 58.15%.
Fine-tuning classifiers based on RoBERTa gen-
erally perform well to some extent, especially in
terms of AUROC, with values rarely approach-
ing RepreGuard (e.g., 98.38±0.32% AUROC on
ChatGPT generated text), while its overall perfor-
mance can be unstable and may experience signifi-
cant drops (e.g., 82.09±3.99% AUROC on on
Google-PaLM generated text), and its average
TPR@0.01 is 56.82±5.45%. Additionally, LRR,
DetectGPT, and Fast-Detect perform poorly in
TPR@0.01 across most datasets, suggesting they
struggle in achieving accurate LGT detection
within the distribution.
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Train→ ChatGPT Llama-2-70b Google-PaLM Claude-instant Multi-LLMs Avg.
Surrogate Model↓ Metrics→ AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR.

LLama-3.1-8B 93.20 79.70 94.35 81.80 95.05 84.80 94.80 77.10 96.30 81.20 94.74 80.92
LLama-3.1-8B-Instruct 90.20 77.10 93.85 76.50 93.40 79.40 94.75 63.10 95.75 77.20 93.59 74.66
Llama-3-8B 92.45 69.70 90.70 70.30 94.35 73.50 93.70 65.70 94.95 69.70 93.23 69.78
Llama-3-8B-Instruct 91.45 65.10 92.30 56.80 95.05 69.10 94.60 57.60 95.45 65.30 93.77 62.78
Llama-2-7B 87.85 66.20 92.30 78.70 95.40 85.20 94.45 65.70 96.85 85.20 93.37 76.20
Llama-2-7B-Instruct 90.60 65.70 90.70 80.10 92.10 45.90 96.10 57.50 95.95 84.00 93.09 66.64
Mistral-7B 85.95 61.80 85.35 46.80 78.70 27.80 88.65 63.90 85.85 47.80 84.90 49.62
Mistral-7B-Instruct 93.85 55.80 92.35 40.70 89.05 32.90 95.25 69.80 93.35 45.40 92.77 48.92
Falcon-7B 67.55 2.30 86.50 46.00 89.70 50.50 89.80 27.90 69.15 2.10 80.54 25.76
Falcon-7B-Instruct 74.60 0.00 92.20 65.40 90.05 67.10 92.45 76.20 72.60 0.00 84.38 41.74
Gemma-7B 78.50 2.90 78.20 0.60 77.70 0.50 75.30 0.00 77.55 0.00 77.45 0.80
Gemma-7B-Instruct 86.50 69.60 90.95 68.40 78.95 18.10 74.70 3.40 81.70 32.00 82.56 38.30
Gemma-2B 86.55 70.20 90.80 74.60 89.80 64.80 91.40 36.90 92.40 72.50 90.19 63.80
Gemma-2B-Instruct 93.35 75.30 94.70 81.10 91.35 72.10 90.00 65.80 94.35 76.70 92.75 74.20
Phi-3-Mini-4K-Instruct 85.35 36.10 89.90 23.00 89.40 2.10 89.30 1.00 91.85 3.70 89.16 13.18
Phi-2 92.80 75.80 93.55 69.20 94.85 68.40 96.10 54.50 93.40 58.80 94.14 65.34
GPT-J-6B 83.10 9.50 89.45 64.80 89.75 55.80 86.95 24.40 85.30 15.50 86.91 34.00
GPT-Neo-2.7B 48.90 0.10 50.00 0.00 50.00 0.10 50.00 0.10 49.75 0.00 49.73 0.06

Table 2: Performance Comparison of RepreGuard Using Different Surrogate Models on 1000
‘‘HWT-LGT’’ Pairs from 4 Different LLMs. The blue background or bold indicates the best

performance and the grey background or underline indicates the second best.

OOD Performance OOD performance mea-
sures how well a model detects unseen data
that differs from the training set. RepreGuard
demonstrates exceptional performance in OOD
scenarios, with significantly smaller drops in both
AUROC and TPR@0.01 compared to other de-
tectors. This is particularly evident in the testing
on Claude-instant. For instance, when trained
on Google-PaLM and tested on Claude-instant,
RepreGuard achieves an AUROC of 90.57±1.06%
and a TPR@0.01 of 56.22±5.22%. In contrast,
Binoculars experiences a drop to an AUROC
of 61.15±2.49% and a TPR@0.01 of 3.40±0.00%,
while the RoBERTa classifier drops to an AUROC
of 72.98±4.00% and a TPR@0.01 of 21.56±8.64%.
Notably, Binoculars performs particularly well on
the Google-PaLM test set, highlighting its pref-
erence for certain models. Furthermore, although
the RoBERTa-based classifier demonstrates rel-
atively high AUROC performance in certain
scenarios, such as achieving 95.49±0.96% when
trained on Llama-2-70b and tested on ChatGPT, its
overall performance appears relatively unstable.
The combined AUROC and TPR@0.01 are only
81.27±1.33% and 41.36±3.87% respectively, high-
lighting the instability of its performance across
different scenarios.

4.3 Ablation Study

Surrogate Model We evaluated the perfor-
mance of RepreGuard in detection using surrogate

models of different sizes and structures on 1000
random sampled ‘‘HWT-LGT’’ pairs from 4 dif-
ferent LLMs. The results in Table 2 show that
LLama-3.1-8B achieved the best performance
with 94.74% AUROC and 80.92% TPR@0.01,
and was chosen as the example surrogate model
in our paper. We find that LLMs with large
sizes (7B or above), such as Llama-2-7B and
Mistral-7B, consistently performed well. How-
ever, smaller models do not necessarily mean
poor performance. For instance, phi-2 (2.7B) and
Gemma-2B-Instruct outperformed most 7B mod-
els, achieving an AUROC of 94.14% and 92.75%,
suggesting that our approach can be effectively de-
ployed even with limited computational resources.
Additionally, instruction-tuned models generally
performed better than their non-instruction ver-
sion, though this is not always the case (e.g.,
LLama-3.1-8B). Therefore, the performance of
surrogate models may relate to their architecture
and training data, requiring proper evaluation to
determine model effectiveness.

Activation Token Ratio The activation token
ratio refers to the proportion of tokens selected
from end to the beginning in the samples used to
collect neural activation representations for HWT
and LGT. Each token’s representation is influ-
enced by all preceding tokens in the text, making
this parameter critical for optimizing LGT detec-
tion. By focusing on the tokens with the most
informative representations, the activation token
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Figure 4: Effect of Activation Token Ratio in Terms
of AUROC and TPR@0.01 (%) by 4 Different LLMs
(250 ‘‘HWT-LGT’’ Pairs for Each LLM). The model
name in the legend refers to the model-generated text
used for representation features modeling and thresh-
old setting.

ratio ensures a better balance between signal and
noise. The results in Figure 4 indicate that the
average AUROC and TPR@0.01 remain rela-
tively stable as the activation token ratio increases,
peaking at a ratio of 0.1, after which they stay
consistent until approximately 0.6, followed by
a sharp decline. This pattern suggests that not
all token positions contribute equally to feature
modeling. Specifically, the tokens at the end of
the text are more distinctive in differentiating be-
tween LGT and HWT texts. As we extend toward
the beginning of the sentence, noise gradually in-
creases, leading to a decline in performance. Thus,
an optimal activation token ratio is essential for
balancing the modelling of important detection
features while minimizing noise.

Shots of Training Dataset We evaluated the
impact of the number of samples used to set
the detection threshold, as shown in Table 3.
The results indicate that RepreGuard is signifi-
cantly more effective with limited data compared
to other detectors. Specifically, RepreGuard
demonstrates optimal performance in the 16-shot
setting across most training datasets, achieving an
average AUROC of 90.21% and TPR@0.01 of
77.36%, surpassing the best statistics-based base-
line Binoculars by 6.61% and 4.76%, respectively.

In addition, while the RoBERTa-based classi-
fier achieved an average AUROC of 91.77%,
which is lower than RepreGuard’s average AU-
ROC of 94.79% in the 1024-shot setting, its
TPR@0.01 is significantly lower, averaging only
59.1%. This indicates that the RoBERTa-based
classifier struggles to reliably identify positive
cases under stringent false positive constraints,
highlighting a limitation in its ability to balance
sensitivity and specificity in such scenarios. In
contrast, other detectors, such as LRR, Detect-
GPT and Fast-DetectGPT, demonstrate unstable
performance, and consistently fail to exceed a
90% AUROC even with 1024-shot settings. These
findings emphasize the strong and robust detec-
tion capabilities of RepreGuard, especially when
limited data is available for training.

5 Reliability in the Wild

To evaluate our method in real-world scenarios,
we conducted experiments from multiple perspec-
tives, including performance in OOD domains,
sensitivity to text length, robustness against para-
phrase and perturbation attacks, and the impact
of different sampling strategies.

5.1 Generalization on Domains

We evaluated our method on four domain datasets
derived from different sources: ArXiv, XSum,
Writing Prompt, and Yelp Review. As illustrated
in Figure 5, most detectors exhibited poor per-
formance in the OOD domain setting, especially
with a low TPR@0.01. However, RepreGuard
consistently achieves the highest average AU-
ROC and TPR@0.01 on the OOD domain tasks,
with 91.60% and 85.63%, respectively. Specifi-
cally, RepreGuard achieves the best performance
in terms of AUROC and TPR@0.01 under the
OOD domain settings for the Arxiv, Writing
Prompt, and Yelp Review datasets. While its
AUROC on the XSum dataset is slightly lower,
RepreGuard still attains the highest TPR@0.01.
In contrast, although the Roberta-based classifier,
LRR, Fast-DetectGPT, and Binoculars demon-
strate strong performance in terms of AUROC,
their TPR@0.01 values are quite low. For instance,
the second-best detector, Binocular, achieved an
average AUROC of 88.82% but a TPR@0.01 of
76.21%. This indicates that these detectors strug-
gle to identify positive samples when operating at
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Shots→ Detector↓ 16 32 64 128 256 512 1024
Train↓ Metrics→ AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR.

ChatGPT

Roberta 60.55 0.40 42.05 0.00 64.10 0.00 68.05 0.90 84.30 5.90 86.40 48.00 88.55 44.70
LRR 80.55 31.50 81.10 31.50 82.30 31.50 82.85 31.50 83.35 31.50 83.45 31.50 82.75 31.50
DetectGPT 53.68 0.15 54.07 0.04 54.02 0.19 55.89 0.08 56.22 0.13 57.88 0.06 57.78 0.17
Fast-Detect. 84.80 58.80 84.85 58.80 84.75 58.80 84.70 58.80 84.75 58.80 84.70 58.80 84.70 58.80
Binoculars 84.70 72.60 84.70 72.60 88.00 72.60 88.00 72.60 90.25 72.60 88.45 72.60 90.15 72.60
RepreGuard 83.20 81.00 82.55 83.70 91.05 81.60 90.50 81.00 93.15 78.60 93.20 79.70 93.85 79.40

Llama-2-70b

Roberta 52.55 0.20 52.15 0.20 41.65 0.00 60.45 0.00 83.85 27.20 85.85 30.30 95.50 73.40
LRR 75.40 31.50 81.10 31.50 82.80 31.50 82.95 31.50 82.45 31.50 82.45 31.50 82.80 31.50
DetectGPT 54.12 0.11 53.89 0.07 54.33 0.18 56.01 0.02 55.76 0.16 57.23 0.09 58.09 0.13
Fast-Detect. 79.35 58.80 84.10 58.80 84.20 58.80 84.50 58.80 85.00 58.80 84.70 58.80 84.70 58.80
Binoculars 83.00 72.60 83.00 72.60 86.10 72.60 86.10 72.60 87.25 72.60 87.25 72.60 87.25 72.60
RepreGuard 89.55 79.20 89.55 78.70 96.35 77.90 91.85 82.00 95.50 81.70 94.35 81.80 94.05 82.70

Google-PaLM

Roberta 55.45 0.50 61.10 0.10 66.30 0.00 71.25 2.40 77.50 2.80 89.40 22.90 95.45 64.50
LRR 78.95 31.50 81.15 31.50 81.35 31.50 82.15 31.50 82.30 31.50 83.35 31.50 83.20 31.50
DetectGPT 54.12 0.08 54.45 0.19 54.89 0.12 55.76 0.04 56.34 0.17 57.21 0.06 57.95 0.15
Fast-Detect. 76.20 58.80 83.50 58.80 85.35 58.80 85.35 58.80 85.25 58.80 85.25 58.80 85.30 58.80
Binoculars 86.00 72.60 88.95 72.60 88.95 72.60 88.95 72.60 88.95 72.60 88.45 72.60 89.85 72.60
RepreGuard 91.70 76.30 92.00 80.40 94.25 85.30 94.95 85.10 95.05 85.50 95.05 84.80 95.30 82.60

Claude-instant

Roberta 51.90 0.00 62.30 0.00 50.85 0.00 62.10 0.20 74.45 9.30 84.85 43.90 83.70 66.00
LRR 82.50 31.50 82.15 31.50 83.50 31.50 72.75 31.50 79.95 31.50 79.00 31.50 79.05 31.50
DetectGPT 53.71 0.14 54.15 0.06 54.09 0.19 55.92 0.03 56.30 0.17 57.95 0.09 57.82 0.12
Fast-Detect. 79.45 58.80 79.45 58.80 80.80 58.80 80.55 58.80 78.85 58.80 80.45 58.80 79.60 58.80
Binoculars 82.15 72.60 82.15 72.60 82.15 72.60 82.15 72.60 82.15 72.60 81.90 72.60 85.80 72.60
RepreGuard 92.40 63.20 93.25 72.50 94.55 69.90 94.60 76.30 95.40 77.00 94.80 77.10 94.75 77.30

Multi-LLMs

Roberta 57.25 0.00 50.45 1.60 59.80 0.70 59.60 1.30 64.95 3.60 93.50 34.80 95.65 46.90
LRR 78.25 31.50 78.25 31.50 83.30 31.50 81.90 31.50 82.35 31.50 83.50 31.50 83.50 31.50
DetectGPT 55.48 0.04 54.56 0.02 54.43 0.15 54.97 0.18 55.93 0.01 56.31 0.03 57.11 0.07
Fast-Detect. 84.80 58.80 84.80 58.80 85.35 58.80 85.20 58.80 85.35 58.80 85.30 58.80 85.30 58.80
Binoculars 82.15 72.60 82.15 72.60 89.30 72.60 89.30 72.60 89.45 72.60 90.45 72.60 90.45 72.60
RepreGuard 94.20 87.10 95.85 86.90 95.70 81.90 94.20 79.90 95.80 79.80 96.30 81.20 96.00 80.20

Table 3: Performance Comparison of RepreGuard on Various Training Data Shots in Terms of AUROC
(%) on 1000 ‘‘HWT-LGT’’ Pairs from 4 Different LLMs. The blue background or bold indicates the

best performance and the grey background or underline indicates the second best.

Figure 5: Performance Comparison of Various Detection Methods under OOD Domain Settings across Four
Domain in Terms of AUROC (%) and TPR@0.01 (%) on a Test Set with 1000 ‘‘HWT-LGT’’ Pairs from 4
Different LLMs. The name of each subgraph corresponds to the test domain, while training is conducted on the
other three domains. In each domain, the data consists of LGT from four LLMs.

extremely low false positive rates, resulting in a
higher risk of misdetections.

5.2 Detecting Texts with Varied Sizes

We evaluate the impact of text size on the perfor-
mance of our detector. The results are shown in
Figure 6. Overall, RepreGuard achieved the best
performance on both short and long texts. Specif-
ically, it attained an AUROC of 84.22% and a
TPR@0.01 of 57.74% on short texts (64 tokens),

while achieving an AUROC of 92.94% and a
TPR@0.01 of 81.70% on long texts (256 tokens).
Although RepreGuard demonstrates slightly lower
AUROC performance on 64-token texts com-
pared to other detectors when trained on ChatGPT
dataset, its TPR@0.01 consistently outperforms
that of other detectors. Furthermore, as the text
length increases, the performance advantage of
RepreGuard becomes increasingly evident. On
256-token texts, its AUROC and TPR@0.01
significantly surpass those of other detectors,
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Figure 6: Performance Comparison of RepreGuard on Texts with Varied Sizes in Terms of AUROC (%) and
TPR@0.01 (%) on a Test Set with 1000 ‘‘HWT-LGT’’ Pairs from 4 Different LLMs. The model name on each
sub-graph refers to the LGT from different models used for representation features modeling and threshold setting.

showcasing its exceptional capability in handling
long texts. This indicates that RepreGuard remains
effective in accurately identifying HWT, minimiz-
ing the risk of misclassifying it as LGT, even with
shorter text sizes.

5.3 Robustness on Paraphrase &
Perturbation Attack

We also evaluate the robustness of RepreGuard on
mainstream attack methods, including paraphrase
attacks and adversarial perturbation attacks. In
practical applications, humans often make seman-
tically equivalent revisions to LGT in line with
their preferences. In addition, humans might in-
tentionally introduce adversarial noise into LGT
to evade detection, creating challenges for the
detector. We used DIPPER Paraphraser (Krishna
et al., 2023) and TextBugger (Li et al., 2019)
to simulate these realistic scenarios, respectively.
The results presented in Figure 7 and Figure 11
(see Appendix A.5) demonstrate that RepreGuard
is the most robust detection method against
both paraphrase and perturbation attacks. Signif-
icantly, this phenomenon is particularly evident
under perturbation attacks, where the AUROC
and TPR@0.01 reach 89.65% and 88.63%, re-
spectively, exceeding the second-best detector,
Binocular, which achieves 69.45% and 58.54%.
Additionally, although Roberta classifier performs
well in certain aspects of AUROC, its TPR@0.01
is extremely poor, dropping as low as 0.10%,
which highlights its significant limitations in iden-

Figure 7: Performance Comparison of RepreGuard
on Paraphrase and Perturbation Attack in Terms of
AUROC on 1000 ‘‘HWT-LGT’’ Pairs from 4 Different
LLMs. The raw text generated by each model is used
to model representation features and set thresholds.

tifying positive samples under strict thresholds. In
contrast, while certain detectors exhibit strong per-
formance on specific datasets and attacks, such as
Fast-DetectGPT achieving an AUROC of 89.70%
on the Google-PaLM dataset under the pertur-
bation attack, and LRR attaining an AUROC of
83.80% in paragraph attacks on the ChatGPT
dataset, their overall performance remains poor,
indicating that their robustness is significantly
compromised.
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Chat Models Non-Chat Models Avg.
(llama-chat, mistral-chat, mpt-chat) (mistral, mpt, gpt2)

Dec. Strategy greedy sampling greedy sampling

Rep. Penalty? ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓

Metrics AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR. AUR. TPR.

Roberta 88.32 65.97 83.58 41.02 88.57 46.81 71.66 13.27 93.11 40.22 74.45 14.87 80.24 34.03 77.45 5.69 82.17 32.74
LRR 90.17 49.00 80.23 12.69 86.13 24.25 67.17 4.19 94.86 87.43 83.43 34.33 77.25 0.40 50.00 0.20 78.66 26.56
Fast-Detect. 97.80 95.21 87.56 68.03 97.06 91.12 71.86 30.04 98.65 96.21 77.50 48.10 84.03 31.44 50.00 0.00 83.06 57.52
Str-Detect. 55.99 0.01 55.14 0.01 55.24 0.01 55.34 0.01 56.94 0.01 53.84 0.01 56.64 0.01 55.69 0.01 56.98 0.01
Binoculars 99.50 98.70 91.52 71.26 99.15 94.41 77.69 31.24 99.50 99.30 79.54 33.43 88.12 1.70 50.05 0.00 85.63 53.76
RepreGuard 98.30 96.61 97.16 94.81 97.55 94.61 94.86 85.73 98.50 92.22 92.47 75.55 72.55 34.43 81.99 46.31 92.05 77.53

Table 4: AUROC and TPR@0.01 for All Detectors Across Model Groups and Sampling Strategies.
Sampling with a repetition penalty consistently makes most detectors difficult to detect, while
RepreGuard maintains the best performance. The Bold indicates the best performance and underline
indicates the second best.

5.4 Various Sampling Methods

Holtzman et al. (2020) pointed out that sampling
strategies with maximum likelihood (such as beam
search) often lead to text degeneration. Nucleus
sampling addresses these issues by dynamically
truncating the long tail of the probability distri-
bution and sampling only from the ‘‘nucleus’’.
This approach effectively avoids degeneration,
producing higher-quality and more diverse text,
thereby making LGT closer to HWT. To investi-
gate whether different sampling strategies would
impact RepreGuard, we utilized the RAID dataset
(Dugan et al., 2024) to evaluate the robustness of
various sampling strategies. This dataset encom-
passes multiple domains and generative models
and was constructed using diverse sampling ap-
proaches. Following the RAID setting, we also
divided the data into Chat Models and Non-Chat
Models and evaluated the AUROC metric. The
results on Table 4 demonstrate that RepreGuard
achieves the best performance across both mod-
els under the different sampling strategies, with
an average of 6.42% in AUROC and 23.77%
in TPR@0.01 higher than Binoculars. Note-
worthily, most detectors, like LRR, Fast-Detect,
and Binoculars, perform well when the repetition
penalty mechanism is disabled. However, their
AUROC showed a significant decline under the
setting of the repetition penalty, whereas Repre-
Guard demonstrates strong robustness, with its
performance only slightly decreasing and even
improving on non-chat models. In contrast, most
detectors experience a significant performance
drop after enabling the penalty mechanism, es-
pecially in the sampling scenario of Non-Chat
Models, where their detection capability almost
completely deteriorates (AUROC approaching

Detector ↓ AUR. TPR. Cost of Space Cost of Time (Per sample)
Roberta 84.85 43.90 2.0GB 0.016s
Fast-Detect. 80.45 58.80 40.0GB 0.390s
Binocular 81.90 72.60 58.0GB 0.653s
RepreGuard (Phi-2) 96.10 54.50 16.0GB 0.072s
RepreGuard (Llama-3.1-8B) 94.80 77.10 38.0GB 0.359s

Table 5: Comparison of Effectiveness and
Resource Costs on A Test Set with 1,000
‘‘HWT-LGT’’ Pairs from Four Different LLMs.
These were trained on the Claude-Instant dataset
with 512 ‘HWT-LGT’ pairs under the setting
of NVIDIA A100 80GB using Float32 Preci-
sion. The bold indicates the best performance and
underline indicates the second best.

50%). These indicate that RepreGuard can effec-
tively detect the diversity and complexity of LGT
by capturing internal representations, whereas
LRR, Fast-Detect, and Binoculars only capture
information based on output probabilities, leading
to the uncertainty introduced by different sampling
strategies.

5.5 Costs of Space and Time
When examining the costs of Methodology, we
particularly focus on their balance between effec-
tiveness and resource consumption in real-world
applications. To evaluate our method in terms
of effectiveness and resource cost, we compared
RepreGuard with three other detectors: Roberta,
Fast-Detect, and Binocular. In the comparative
experiments, we set the batch size to 1 to measure
the performance of each method when processing
a single sample in the setting of float32 under
the A100 80GB GPU. The results in Table 5
shown that RepreGuard demonstrates the best
overall performance with relatively low resource
consumption. Specifically, RepreGuard (Phi-2)
achieves the highest AUROC of 96.10% and
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relatively low resource consumption (16.0 GB,
0.072 seconds per sample), striking an effective
balance between accuracy and efficiency. Mean-
while, RepreGuard (Llama-3.1-8B) achieves an
AUROC of 94.80 and the highest TPR@0.01 of
77.10%, showcasing exceptional capability in pos-
itive case detection. It is noteworthy that Roberta
lies in its extremely low resource consumption
(2.0 GB, 0.016 seconds per sample), making it
suitable for cost-constrained scenarios. However,
its detection performance (84.85% in AUROC,
43.90% in TPR@0.01) is significantly inferior to
that of RepreGuard.

In addition, we assess whether our approach
is affected by memorization (see Appendix A.2),
and examine how the performance as the increase
of the LGT used in LLMs (see Appendix A.3).

6 Conclusion

In this paper, we introduce RepreGuard, a novel
and reliable method based on hidden represen-
tation features for detecting text generated by
LLMs. Experimental results on both ID and OOD
demonstrate RepreGuard’s strong detection capa-
bilities and zero-shot proficiency. It requires only
a small number of training samples to achieve
impressive OOD generalization, effectively han-
dling diverse real-world application scenarios and
challenge from newly emerging LLMs. Further-
more, we verify the effectiveness, robustness, and
generalization ability of RepreGuard in detecting
texts of varied sizes, as well as texts that have un-
dergone paraphrasing attack, perturbation attack,
and various sampling methods.
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A Appendix

A.1 Analysis of Activation Token
To investigate whether activation tokens contain
specific tokens or which parts of speech enable the
model to distinguish between HWT and LGT, We
conducted an analysis of the word frequency and
part-of-speech (POS) tags of Activation Tokens
(the last 10% of tokens) and their relationship with
RepreScore. The results are presented in Figure 8
and Figure 9. In general, the RepreScores for LGT
are generally higher than those for HWT, with
significant differences observed particularly in
adjectives (ADJ), adverbs (ADV), and pronouns
(PRON), while the differences for symbols (SYM)
are the smallest. From the frequency distribution
of the top 50 tokens, it is evident that the same
token does not have identical RepreScore values
in HWT and LGT; the scores for LGT are gen-
erally higher. This suggests that the RepreScore
is not directly determined by the token itself. To
explain this phenomenon, it is necessary to ana-
lyze from the perspective of Equation 1. Since the

activation value of each token is computed based
on the inputs of its preceding tokens, this implies
that when the model processes a token tn, it has
already accounted for the contextual information
from T = {t1, t2, . . . , tn}. Therefore, when we
calculate the hidden representation changes of a
token, these changes are essentially based on an
analysis of the complete context rather than an
isolated computation of the token itself.

A.2 Analysis of Model Memorization

Previous research (Carlini et al., 2021) has demon-
strated the potential to extract substantial portions
of text from the training data of LLMs by employ-
ing carefully designed prompting techniques. This
finding has been further substantiated by subse-
quent work (Yu et al., 2023), which introduced
advanced strategies for extracting training data. As
a result, when text generated by LLMs is sourced
directly from their training data, it becomes vir-
tually indistinguishable from human-written text,
rendering efforts to differentiate between LGT
and HWT content effectively futile. Additionally,
recent studies (Sun et al., 2025) have revealed that
a significant portion of contemporary textual data
now contains LGT while Reddit has exhibited
relatively slower growth in this trend. To ensure
that newly collected data consists exclusively of
HWT, we utilize the latest Reddit dataset4 re-
leased in 2025, which contains content written af-
ter the training cut-off dates of the Llama-3.1-8B.5

The results in Table 6 demonstrate that the
RepreGuard achieved exceptionally high preci-
sion across all model datasets when evaluating
new HWT, with an average precision of 95.81%.
This suggests that the RepreGuard is not influ-
enced by model memorization, as the models do
not simply recall the texts but can accurately
identify the distinguishing features of LGT and
HWT texts.

A.3 Performance After LGT Pretraining

As LLMs continue to evolve, an increasing pro-
portion of their training data (Mukherjee et al.,
2023; Xu et al., 2024a) is likely to consist of LGT,
as the internet becomes increasingly saturated with
content produced by these systems. This raises

4https://huggingface.co/datasets
/tensorshield/reddit_dataset_157.

5https://huggingface.co/meta-llama/Llama
-3.1-8B.
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Figure 8: Average RepreScore Values Across Different Parts of Speech (POS) Tags for Activation Tokens.

Figure 9: Frequency Distribution of the Top 50 Activation Tokens and Their Corresponding RepreScore Values
for HWT and LGT.
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Train ↓ Precision
ChatGPT 96.50
Llama-2-70b 96.50
Google-PaLM 95.55
Claude-instant 96.45
Multi-LLMs 94.05
AVG. 95.81

Table 6: Precision of Different LLMs in Identi-
fying HWT on 2,000 Samples from the Newly
Collected Reddit Dataset Released in 2025. Pre-
cision is used as the dataset contains only a single
class (HWT).

critical questions about the sustained effective-
ness of RepreGuard when applied to large-scale
datasets in such a scenario. To explore this, we
curate a dataset comprising 1 million LGT to
pre-train our surrogate model and systematically
record the corresponding checkpoints, shown on
the figure Figure 10. The results shown that As the
proportion of LGT in pre-training increases from
0% to 100%, the AUROC of the RepreGuard
exhibits a slight decline, yet overall performance
remains robust. Specifically, the average AUROC
decreases from 94.76% to 94.68%, demonstrating
good overall robustness. In contrast, TPR@0.01
experiences a notable reduction, with the average
TPR@0.01 decreasing from 80.92% to 73.72%.
This suggests that pre-training with LGT di-
minishes the model’s detection capability under
extremely low false positive rates.

A.4 Discussion on Hallucination Detection
and LGT Detection Using the
Hidden Representation

Recent hallucination detection research has grad-
ually shifted from focusing on the external
performance to the internal hidden representa-
tion from LLMs. For instance, Masked Grouped
Causal Tracing (MGCT) (Monea et al., 2024)
reveals the internal mechanisms underlying
grounded and ungrounded behaviors by selec-
tively perturbing and restoring hidden activations.
Azaria and Mitchell (2023) used the hidden rep-
resentation as feature inputs to train an external
feedforward neural network classifier, enabling
the automatic determination of statement verac-
ity. The LLM-Check (Sriramanan et al., 2024)
method further extracts hidden representations

Figure 10: Performance of RepreGuard in Terms of
AUROC and TPR@0.01 on 1000 ‘‘HWT-LGT’’ Pairs
from 4 Different LLMs after LGT Pretraining. The
raw text generated by each model is used to model
representation features and set thresholds.

during LLM response generation and calculates
the covariance matrix (Hidden Score) as a quan-
titative metric for hallucination detec tion. These
methods collectively validate that the hidden rep-
resentation contains rich information, offering
significant advantages in hallucination detection
tasks.

However, our method, RepreGuard, system-
atically identifies differences in hidden states
between LGT and HWT to distinguish them.
Similar to MGCT, RepreGuard focuses on dis-
parities within the hidden space, while MGCT
(Monea et al., 2024) places greater emphasis
on causal intervention and mechanistic explana-
tion. In contrast to Azaria and Mitchell (2023),
RepreGuard does not require training additional
networks, enabling efficient detection within an
unsupervised framework. Furthermore, compared
to LLM-Check (Sriramanan et al., 2024), which
relies on the covariance features of generation,
RepreGuard is designed to capture the hidden
representations underlying behavioral processes,
allowing the model to simulate the writing pro-
cess and thereby discern differences in hidden
representations between HWT and LGT.
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A.5 Figure of TPR@.01 on Paraphrase &
Peturbation Attack

Figure 11 illustrates the performance comparison
of RepreGuard under paraphrase and perturbation
attacks in terms of TPR@0.01.

Figure 11: Performance Comparison of RepreGuard
on Paraphrase and Perturbation Attack in Terms of
TPR@0.01 on 1000 ‘‘HWT-LGT’’ Pairs from 4 Differ-
ent LLMs. The raw text generated by each model is used
to model representation features and set thresholds.
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