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Abstract

Low-Rank Adaptation (LoRA) is widely used
for parameter-efficient fine-tuning of large lan-
guage models, but it is notably ineffective at
removing backdoor behaviors from poisoned
pretrained models when fine-tuning on clean
dataset. Contrary to the common belief that
this weakness is caused primarily by low rank,
we show that LoRA’s vulnerability is funda-
mentally spectral. Our analysis identifies two
key factors: LoRA updates (i) possess insuf-
ficient spectral strength, with singular values
far below those of pretrained weights, and (ii)
exhibit unfavorable spectral alignment, weakly
matching clean-task directions while retaining
overlap with trigger-sensitive subspaces. We
further establish a critical scaling threshold be-
yond which LoRA can theoretically suppress
trigger-induced activations, and we show em-
pirically that standard LoRA rarely reaches this
regime. We introduce Regularized Low-Rank
Adaptation (RoRA), which improves forgetting
by increasing spectral strength and correcting
alignment through clean-strengthened regular-
ization, trigger-insensitive constraints, and post-
training spectral rescaling. Experiments across
multiple NLP benchmarks and attack settings
show that RoRA substantially reduces attack
success rates while maintaining clean accuracy.

1 Introduction

Large language models (LLMs) have achieved re-
markable success across a wide range of natural
language processing (NLP) tasks (Brown et al.,
2020; Raffel et al., 2020; Devlin et al., 2019). How-
ever, the rapid growth in model size has rendered
full fine-tuning increasingly expensive (Ding et al.,
2023), motivating the development of parameter-
efficient fine-tuning (PEFT) methods that adapt
pretrained models with substantially reduced both
computational and memory overhead (Houlsby
et al., 2019; Lester et al., 2021; Hu et al., 2022a).
Among these approaches, Low-Rank Adaptation

(LoRA) (Hu et al., 2022a) has emerged as a de facto
standard, reparameterizing the weight updates into
low-rank matrices that enable efficient adaptation
while preserving strong downstream performance.

Despite their practical advantages, recent studies
have exposed a critical vulnerability of LoRA to
backdoor attacks. Empirical evidence shows that
models fine-tuned with LoRA often retain trigger-
induced behaviors even after adaptation to down-
stream tasks (Gu et al., 2023; Zhao et al., 2024b,
2025b). In contrast, full fine-tuning (FFT) can
partially mitigate backdoor effects by directly over-
writing corrupted parameters. Most existing de-
fenses attribute LoRA’s limited robustness primar-
ily to its low-rank constraint, arguing that reduced
rank inherently restricts representational capacity
compared to full-rank fine-tuning (Sun et al., 2023;
Zhao et al., 2024b, 2025b,a). This perspective has
motivated a range of external remedies, including
trigger detectors, poisoned sample detections, aux-
iliary clean models for knowledge distillation, and
multi-stage fine-tuning pipelines. However, these
approaches offer limited insight into why LoRA
fails to forget backdoor triggers and provide lit-
tle principled guidance for improving LoRA itself.
Consequently, the intrinsic forgetting dynamics of
LoRA remain poorly understood.

In this work, we revisit the forgetting behav-
ior of LoRA from a spectral perspective and chal-
lenge the prevailing assumption that low rank is
the primary bottleneck. We argue instead that
LoRA’s vulnerability arises from two interacting
factors: insufficient spectral strength of its updates
and unfavorable alignment of their representations
with downstream and trigger-sensitive directions.
We first establish, theoretically, the existence of
a critical scaling threshold on the LoRA updates
when added to the pretrained weights. Beyond this
threshold, the low-rank component can dominate
trigger-induced activations and suppress backdoor
behavior. However, our empirical analysis shows
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that standard LoRA updates typically have maxi-
mum singular values far smaller than those of the
pretrained weights, making the required threshold
difficult to attain in practice. In addition, LoRA
updates tend to align weakly with clean-task di-
rections while remaining partial alignment with
spectral subspaces of the pretrained model, which
may overlap with trigger-sensitive directions and
further hinder effective forgetting.

Motivated by these observations, we propose
Regularized Low-Rank Adaptation (RoRA), a
principled enhancement of LoRA that improves
backdoor robustness through three complementary
mechanisms: (i) clean-strengthened regularization,
which applies dropout to the pretrained weights
to encourage the LoRA updates to learn stronger
clean-task directions; (ii) trigger-insensitive regu-
larization, which enforces orthogonality between
the LoRA updates and pretrained spectral sub-
spaces, preventing the relearning of poisoned di-
rections; and (iii) post-training spectral rescaling,
which adaptively increases the effective spectral
strength of the LoRA updates to compete with the
pretrained model’s leading spectral modes.

Our contributions are summarized as follows:

1. We revisit LoRA’s forgetting behavior through a
spectral lens and show that LoRA’s vulnerability
arises not primarily from low rank, but from
insufficient spectral strength and unfavorable
alignment of its updates.

2. We develop a theoretical analysis of backdoor
forgetting under LoRA, proving the existence of
a critical scaling threshold at which the LoRA
updates dominate trigger-induced activations.

3. We propose RoRA, a principled enhancement
of LoRA that improves backdoor robustness via
complementary regularizations and post-training
spectral rescaling, achieving substantially lower
attack success rates while preserving high clean
accuracy, and can also be applied to other LoRA
variants for robustness improvement.

2 Related works

Backdoor attacks, initially presented in computer
vision (Hu et al., 2022b), have recently garnered
interest in NLP (Dong et al., 2021b; Li et al., 2021;
Zhou et al., 2024) due to their implications for
language model security (Dong et al., 2021a; For-
mento et al., 2023; Minh and Tuan, 2022). In a typ-
ical backdoor attack, attackers insert rare words or
sentences into input samples as triggers and modify

their labels to induce malicious behavior (Qi et al.,
2021b; Chen and Dai, 2021). BadNet (Gu et al.,
2017) inserts rare character sequences (e.g., “mn”),
and Chen and Dai (2021) extend this idea by em-
ploying infrequent words as triggers. InSent (Dai
et al., 2019) instead uses fixed sentences to trigger
targeted predictions, while Qi et al. (2021b) exploit
syntactic structures as attack triggers to enhance
stealthiness. Zhao et al. (2024a) enhance back-
door attacks on large-scale models fine-tuned with
PEFT by applying knowledge distillation from a
small teacher model to a large-scale student model.
Backdoor defenses. Backdoor defenses in NLP
primarily aim to disrupt trigger activation while
preserving clean performance. ONION (Qi et al.,
2021a) detects suspicious tokens by measuring
their influence on perplexity and filters those that
introduce abnormal changes. Back-Translation (Qi
et al., 2021b) reduces trigger effectiveness by para-
phrasing inputs through translation. SCPD (Qi
et al., 2021b) restructures input sentences using
predefined syntactic templates to diminish trig-
ger impact. MuScleLoRA (Wu et al., 2024) fo-
cuses on preventing models from learning from poi-
soned downstream datasets, BEEAR (Zeng et al.,
2024) addresses backdoor defenses during full fine-
tuning, and RECIPE (Zhu et al., 2023) targets re-
moving backdoor patterns from pre-trained mod-
els via continual learning with full fine-tuning. A
complementary line of work develops defenses un-
der PEFT. Zhao et al. (2024b) randomize labels
and fine-tune poisoned models with PEFT mod-
ules, identifying poisoned samples via model confi-
dence; however, the method requires multiple fine-
tuning rounds, is computationally costly, and does
not improve the model itself. Zhao et al. (2025b)
introduce an unlearning framework that removes
backdoor behavior via knowledge distillation, but it
relies on constructing a clean teacher model, which
is often impractical.

3 Preliminaries

Threat model and attack capability. We focus on
weight-poisoning backdoor attacks, in which an ad-
versary embeds trigger-label associations into the
pretrained parameters so that inputs containing a
specific trigger are mapped to an adversary-chosen
target label (Li et al., 2021; Du et al., 2022; Xu
et al., 2022; Sun et al., 2023; Zhao et al., 2024b).
We assume that a pretrained language model is poi-
soned during pretraining, and study whether down-
stream fine-tuning strategies can overwrite such
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poisoning. The adversary has partial knowledge
of the downstream task but no access to the target
dataset or its training instances. Thus, the poisoned
model is constructed using a proxy dataset with a
similar label distribution. This reflects realistic sce-
narios where task information is more accessible,
while downstream data remain private.

Problem definition. Without loss of generability,
let W, denote the weights of a poisoned language
model, and let (x,y) € Diin and (x,y) € DS
be the clean training and test datasets, respec-
tively. Given a target input x'"8 containing the
pre-defined trigger, the attacker aims to force the
poisoned model to misclassify x" as the target
label yq. Our defense goal is to ensure that, af-
ter fine-tuning W, on Dglg‘n using LoRA, the
model can predict the correct label for x"8. In
other words, we seek to enhance downstream fine-
tuning to effectively overwrite backdoor behaviors

embedded in the pretrained weights.

4 Backdoor Forgetting in LoRA
4.1 LoRA versus Full Fine-tuning

Full fine-tuning forgets more than LoRA. Full
fine-tuning (FFT) updates all parameters of a pre-
trained model, whereas LoRA introduces only a
small number of trainable low-rank parameters.
Since FFT directly overwrites the poisoned weights
W e, it has substantially greater capacity to erase
backdoor representations and suppress backdoor
behavior when trained on clean data (Sun et al.,
2023; Zhao et al., 2025b). In contrast, LoRA of-
ten preserves trigger-induced behavior even after
adaptation to downstream task (Gu et al., 2023;
Zhao et al., 2024b, 2025b). The stronger forget-
ting behavior of FFT is closely related to catas-
trophic forgetting (McCloskey and Cohen, 1989):
optimization toward the downstream objective may
overwrite associations learned earlier, including
those responsible for trigger-target mappings.

LoRA reduces the memory and compute cost by
restricting adaptation to a low-rank update. For a
linear layer W, € R%*?, LoRA produces

W = Wi + sSAW, (1)

where s = a/r is a scaling factor with « is a hy-
perparameter and AW = BA with A € R"™*¢,
B € R¥" and r < d. This reduces trainable
parameters from d? to 2dr. A common assump-
tion for LoORA’s weaker backdoor forgetting is that
the low-rank constraint reduces expressive capac-
ity (Zhao et al., 2024b, 2025b). However, low rank

alone does not well explain when or why LoRA
fails. Shuttleworth et al. (2025) suggests that LoRA
can still forget pretrained knowledge under certain
conditions in continual-learning settings. This mo-
tivates a mechanistic question central to our work:
under what conditions can a low-rank update sup-
press trigger-induced logits?

Backdoor suppression via LoRA. To reason about
backdoor suppression under LoRA, we rewrite
Eq. (1), which yields

W, = Wclean + Wpois + SAW7 (2)

where Wjean and Wi denote the clean-task
and backdoor-related components of the pretrained
weights, respectively. This decomposition suggests
two conceptually distinct mechanisms:

* Direct cancellation: AW explicitly suppresses
W ,0is, neutralizing trigger-induced activations.
This requires detecting backdoor-relevant direc-
tions, which is typically difficult without addi-
tional modules or assumptions.

e Task dominance: AW amplifies clean represen-
tations so that, at inference time, clean logits
dominate those induced by the trigger.

In this work, we focus exclusively on task domi-
nance: we seek conditions under which LoRA can
suppress backdoor behavior by amplifying clean-
task margins, without requiring trigger detection.

4.2 Spectral Analysis

A spectral lens. We apply singular value decompo-
sition (SVD) to rewrite the pretrained weights and
the LoRA update as Wre = >, 0 ul (Vi )T
and AW = Y. o4 ui(vi)". This decompo-
sition reveals how the low-rank update interacts
with the dominant spectral modes of the pretrained
model. Building on this perspective, we ana-
lyze LoRA’s capacity to mitigate backdoor attacks
through a task-dominance mechanism governed by
two factors that are spectral strength and spectral
alignment. Our analysis shows that LoRA sup-
presses trigger-induced behavior when both fol-
lowing conditions are satisfied: (1) the update has
sufficient spectral strength to influence the decision
boundary, and (2) its dominant directions align
with clean-task structure while remaining weakly
aligned with backdoor-sensitive directions.

’

Assumption 4.1. We consider an arbitrary clean
input-label pair (x,y) and its triggered coun-
terpart X8, We assume both inputs are lo-
normalized: x|z = [|x"8||2 = 1. Let Wiy, €
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RE*? be a poisoned frozen linear classifier and
AW e RY*4 4 LoRA update, where C denotes
the number of classes. For s > 0, define

2s(x) = (Wpre + s AW)x, 3)
Ms (X) = Zs(x)y - ZS(X)ybd (4)

with spectral norms (maximum singular values)
written as opre := || Wopre ||2 = 0max(Wpre), oA 1=
IAW |2 = omax (AW). For logit coordinates, let
e, € RC denote the canonical selector, so that
(e, z) = zy for any logit vector z. The margin di-
rection between the clean label y and the backdoor
target ypq is defined as ¢ := e, — ey, .. We assume

(A1) Effective backdoor at initialization. There
exists ppq € (0, 1] such that

<C7 Wprextrig> < — Pbd HCHQ Opre < 0. )

(A2) LoRA’s clean-trigger margin. There exist
pa1 € (0,1] and pyy € [0, 1) such that

(c, AWX) > pq|c|20a, (6)
l(c, AW (x"® —x))| < pullc]zoa.  (7)

Proposition 4.2 (Scaling threshold for backdoor
forgetting). Under Assumption 4.1, define the effec-
tive clean alignment peg := pel — pir- If peg > 0,
then for every scaling factor

bd O
where s* =2 g L

Peff OA

5 > s*

the triggered margin becomes positive:
M,(x™8) > 0.

Thus, the clean label is preferred over the back-
door target on the triggered input, zs(x™8), >
zs(x'"8),, , and the backdoor is forgotten.

The proof is provided in Appendix A.2. Proposition

4.2 shows that forgetting depends on two factors.

(i) Spectral strength. The ratio op./oa deter-
mines how much the LoRA updates must
be scaled to significantly influence the logits.
When oy, is large and o is small, substan-
tial post-training rescaling of s is required for
LoRA to dominate trigger-induced outputs.

(ii) Spectral alignment. The alignment gap pog =
Pl — pur determines whether the LoRA up-
dates primarily strengthen clean-task features
or trigger-sensitive ones. From a defense per-
spective, the objective is to increase p while
decreasing py,, thereby ensuring p.g > 0. A
larger gap lowers the scaling threshold s* and
facilitates forgetting.
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Figure 1: Spectral ratio between pretrained weights and
LoRA updates across different layers.

Dataset Pair LLaMA RoBERTa BERT
IMDB — SST-2 | 51.13 81.27 75.84
MR — CR 75.10 83.87 86.19

Table 1: Clean accuracy (%) on the SST-2, CR test sets
obtained by pretrained models without fine-tuning.

4.3 Structural Limitations of LoRA

LoRA operates in a low-spectral regime. Fig-
ure 1 shows that, across both BERT- and RoBERTa-
based models, the maximum singular value of the
LoRA updates is substantially smaller than that
of the pretrained weights, i.e., omax(AW) <
0max(Wopre). This gap is consistent across layers,
indicating that LoRA inherently operates in a low-
spectral regime and is aligned with its implicit bias
toward low-rank, low-magnitude updates that avoid
spurious local minima (Kim et al., 2025).

Under the task-dominance view, trigger suppres-
sion requires the LoRA updates to compete with
the leading singular directions of Wp.. How-
ever, since opax(AW) is much smaller than
Omax(Wopre), the LORA updates minimally affect
dominant spectral modes, allowing poisoned repre-
sentations to persist after clean fine-tuning.

LoRA’s weak representations. Pretrained mod-
els in our setting already exhibit non-trivial clean
accuracy on downstream tasks without LoRA fine-
tuning. For example, a BERT model pretrained on
MR under the BadNet attack achieves 86% clean
accuracy on the CR test set, as reported in Ta-
ble 1. As pre-training and downstream tasks are
well aligned in label distribution, most performance
is inherited, and LoRA performs only small adjust-
ments. This constrains the clean-alignment coeffi-
cient p.1, since AW contributes only weakly to the
clean margin relative to dominant pretrained com-
ponents. As a result, LoRA is less likely to satisfy
the task-dominance condition in Proposition 4.2,
reducing its capacity for backdoor forgetting.

LoRA retains alignment with pretrained spec-
tral directions. We analyze the alignment between
LoRA updates and pretrained weights by measur-
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ing the cosine similarity between their leading sin-
gular directions. As shown in Figure 2, this simi-
larity is generally low but distinctly nonzero. This
residual alignment is problematic: under our task-
dominance framework, effective backdoor removal
requires orthogonality to trigger-sensitive direc-
tions so that scaling the updates does not amplify
trigger responses. Any nonzero alignment may in-
crease pyr, narrows the alignment gap (pc — pir)s
and consequently raises the forgetting threshold s*,
making backdoor suppression harder.

5 Regularized Low-Rank Adaptation

Section 4 illustrates that backdoor forgetting under
task dominance requires (i) a large alignment gap
(pel — pir) and (ii) sufficient spectral strength of the
LoRA updates relative to W,.. Standard LoRA
tends to violate both conditions: it contributes
limited clean-task information (small p}), retains
nonzero trigger alignment (large pt,), and its up-
dates have substantially smaller spectral norm than
W .. These factors inflate the forgetting thresh-
old s* in Proposition 4.2. RoRA is thus designed
to explicitly satisfy the s* condition for forgetting
triggers by (a) increasing p.j, (b) decreasing py;,
and (c) boosting the spectral magnitude of AW.

5.1 Clean-strengthened Regularization

To enlarge the clean-alignment term p., RoRA
enforces the model to rely on AW for predict-
ing clean labels rather than depending entirely on
W . Specifically, we apply dropout with rate p to
the pretrained weights when combining them with
the LoRA updates during fine-tuning:

W = Dropoutp(Wpre) + sAW. )

By randomly masking pretrained activations, the
effective contribution of W, is reduced, which
compels AW to encode additional clean-task infor-
mation. As a result, the contribution of AW to the
clean margin increases, enlarging p.] and widening

the alignment gap (pe — pyr). This, in turn, lowers
the threshold s* and facilitates forgetting.

5.2 Trigger-insensitive Regularization

In the backdoor setting, trigger-aligned representa-
tions are encoded in the pretrained weights W ..
During fine-tuning, LoRA may inadvertently re-
learn these pretrained directions (Hu et al., 2022a),
thereby inheriting poisoned features and increasing
pir- To counter this effect, we encourage AW to
be orthogonal to the spectral subspaces of W,
reducing its projection onto trigger directions and
driving py,; toward zero. At the same time, pushing
AW away from the pretrained subspace promotes
the new clean directions and increasing p|.
Formally, let AW = BA and W, = Uxzv’.
Orthogonality to both row and column spaces of
W, ideally requires
W, AW =0,and AWW_ . =0. (9)

pre

We approximate this using the soft penalty

Q(A,B) = [UTB|% + |AV[3.  (10)
This suppresses projection of AW onto pretrained
or trigger-sensitive directions, decreasing py, and
increasing the alignment gap (pc; — ptr). Our full
training objective is as follows

L= Lgp+AQA,B), (11
where Ly, is the supervised downstream loss and
A is a regularization coefficient that controls the
contribution of the orthogonality penalty.

5.3 Post-training Spectral Rescaling
After training, RoRA produces the update AW,
which is then added to the original pretrained
weights via Eq. (1) to derive the final adapted
model. In practice, selecting a single global post-
training scaling factor s is challenging. We don’t
assume access to a validation set containing trig-
gered samples, and different layers exhibit different
spectral magnitudes. As a result, the optimal scal-
ing threshold varies across layers. Proposition 4.2
indicates that the critical scale depends on the ra-
tio between the spectral norms of W, and AW.
Under our regularization, which drives peg ~ 1, the
dominant term in the threshold reduces to opre/0A.
Motivated by this observation, we adopt an adap-
tive layerwise post-training rescaling rule. To sat-
isfy the spectral-strength condition, we match the
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Figure 3: Effect of post-training spectral rescaling on
LoRA and RoRA for LLaMA on SST-2 under the Bad-
Net attack in terms of clean accuracy and ASR.
spectral magnitude of AW to that of the corre-
sponding pretrained layer. After training, we com-
pute omax(Wopre) and omax(AW) and set

_ Omax (Wpre)
Omax(AW)

This choice makes the leading singular value of
sA'W comparable to that of W, effectively sat-
isfying the spectral requirement in Proposition 4.2.

(12)

5.4 Empirical Validation

Figure 3 provides empirical support for the task-
dominance analysis developed in Section 4 and the
effectiveness of our proposed method RoRA.
Increasing spectral strength facilitates backdoor
defense. As the post-training scaling factor s in-
creases, ASR for both LoRA and RoRA declines.
Consistent with Proposition 4.2, the dashed LoRA
curves in Figure 3 exhibit a threshold effect: for
small or moderate s, ASR stays near its maximum,
indicating insufficient spectral strength to alter the
trigger-driven decision rule; once s is large enough,
ASR drops sharply. However, very large scaling
(e.g., s = 128) also reduces clean accuracy, show-
ing that spectral amplification alone is unstable and
can distort the clean decision boundary without
alignment control. Thus, spectral strength is neces-
sary for backdoor suppression but not sufficient.
RoRA’s effectiveness. RoRA operates in a differ-
ent regime: it achieves large ASR reductions at
smaller s, while maintaining stable clean accuracy
over a wide scaling range. Thus, RoRA does not
depend on aggressive spectral amplification but in-
stead benefits from improved representations. This
behavior aligns with our theory: trigger-insensitive
regularization lowers py,, clean-strengthening reg-
ularization raises p., and the enlarged alignment
gap (pe1 — pir) reduces the required threshold s*.

6 Experiments

Setup. We evaluate three popular architectures:
BERT-large (Devlin et al., 2019), RoBERTa-
large (Liu et al., 2019), and LLaMA (Touvron et al.,

2023). During the poisoning stage of pre-trained
models, we construct 1,500 clean-label poisoned
samples with target label 0. We ensure that all
weight-poisoned pre-trained models are effectively
backdoored, i.e., their ASR consistently exceeds
95%, which naturally satisfies Assumption (A1).
We adopt the AdamW optimizer for training and
our hyperparameter settings follow (Sun et al.,
2023). For RoRA, we set the clean-strengthening
dropout rate to p = 0.1 and the trigger-insensitive
regularization weight to A = 10. Two metrics are
used to evaluate performance, including clean accu-
racy (CA) and attack success rate (ASR). More im-
plementation details can be found in Appendix A.1.
Datasets. We experiment with three datasets,
including SST-2 (Socher et al., 2013), CR (Hu
and Liu, 2004), COLA (Wang et al., 2018). For
constructing poisoned pre-trained models, we use
proxy datasets instead of the target downstream
datasets. Specifically, IMDB (Maas et al., 2011)
serves as the proxy dataset for SST-2, MR (Pang
and Lee, 2005) for CR, and SST-2 for CoLA.
Attacks. We focus on weight-poisoning backdoor
attacks that span different types of triggers. Bad-
Net (Gu et al., 2017) represents rare-word insertion
attacks and we use “mn” as the trigger token. In-
Sent (Dai et al., 2019) employs a natural-language
sentence trigger, for which we adopt “I watched
this 3D movie”. Both attacks are implemented in
the clean-label setting (Gan et al., 2021) during
FFT to obtain poisoned pre-trained models.
Baselines. We compare RoRA against full fine-
tuning (FFT), LoRA (Hu et al., 2022a), and three
representative defenses against weight-poisoning
attacks: Back-Translation (Back Tr.) (Qi et al.,
2021b), SCPD (Qi et al., 2021b), and ONION (Qi
et al., 2021a). We also include three LoRA vari-
ants for comparison: PiSSA (Meng et al., 2024),
DoRA (Liu et al., 2024), and OLoRA (Biiyiikakyiiz,
2024). Note that, we exclude a more recent defense
PSIM (Zhao et al., 2024b), as it detects and filters
poisoned samples before inference, so those inputs
never reach the model for actual classification.

6.1 Main Results

Effectiveness analysis. Table 2 summarizes results
across two backdoor attacks, six model-dataset
pairs, and multiple defense baselines. LoRA and its
variants are highly vulnerable to weight-poisoning
backdoors: LoRA typically attains ASR values
near 100% and negative robustness margins, and
LoRA variants likewise exhibit very high ASR in
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Model Attack  Method SST-2 CR CoLA

CAt  ASRL A1 | CAT  ASRL, A+ CAT  ASR, A7

FFT 9306 7763 1543 | 9053 4317 436 | B2 96 1637

LoRA 9200 9970  -170 | 8950 9258 308 | 7992 1000  -2008

PiSSA 0154 4257 4897 | 8942 8316 626 | 8284 s8Il 2473

DoRA ol16 5611 3505 | 8697 9875  -11.78 | 8217 6380 1837

BadNet  OLoRA 9193 3500 5684 | 8890  88.15 075 | 8236 5714 2522
Back Tr. 8956 2200 6756 | 8929 3887 5042 | 7046  17.19 5327

SCPD 8154 3082 4172 | 7767 3742 4025 | 6653 4396 2257

ONION 9049 2068  69.81 | 8825 2723 6102 | 6423 3828 2595

BERT RORA (Ours) | 9246 748 8498 | 8365 2.0 8595 | 8332 485 78.47
FFT 46 6824 2822 [ 9135 72 6365 | 8376 1000  -16.24

LoRA 9249 1000  -751 | 8394 8420 474 | 8066 1000  -1934

PiSSA 9200 9989  -780 | 8813 9813  -1000 | 8188 9723  -1535

DoRA 9110 1000  -890 | 8748 9896  -1148 | 8189 9889  -17.00

InSent  OLORA o182 1000  -818 | 8903 9730  -827 | 8236 9958  -17.22
Back Tr. 8978 9350 372 | 8748 4449 4299 | 7046 9251 2205

SCPD 81.60 3234 4926 | 7638 3388 4250 | 6558 8072  -15.14

ONION 9088 9350 262 | 87.09 8523 186 | 6442 9001 2559

RoRA (Ours) | 9165 1045 8120 | 8929 146 8783 | 8188 6006 2182

FFT %542 1375  8L67 | 9264 4608 4656 | 8571 9986  -1415

LoRA 9571 9974  -403 | 9226 9993 767 | 8159 1000  -18.41

PISSA 9506 8482 1024 | 9290 9979  -689 | 7987 1000  -2013

DoRA 9561 6623 2938 | 9265 1000  -735 | 8102 9945  -1843

BadNet  OLoRA 9572 7184 2388 | 9303  91.89 114 | 8035 1000  -19.65
Back Tr. 9302 1936 7366 | 9096 3866 5230 | 7085 1359 5726

SCPD 8533 3817 4706 | 8064 3513 4551 | 6788 4119 2669

ONION 9395 1881 7514 | 8993 2072 6021 | 6395 5381 10.14

ROBERTa RoRA (Ours) | 9599 649 8950 | 9381 7.8 8653 | 8226 569 7657
FFT 0560 935 8625 | 0286 2030 1256 | 85.68 0833 1265

LoRA 9568 8709 850 | 9269 9882 613 | 8239 9981  -1742

PiSSA 9577 9725  -148 | 9213 9730  -517 | 8476 9847  -137I

DoRA 9599 9934 335 | 9239 9439 200 | 8485 9806  -132I

InSent  OLORA 9583 9769  -186 | 9316 5480 3827 | s485 9792 -13.07
Back Tr. 9379 6083 3296 | 9200 6735 2465 | 7085 6112 373

SCPD 8418 2684 5734 | 8Is4 4116 4038 | 6663 8585  -19.2

ONION 9390 7843 1547 | 9096 9708  -612 | 6433 9306  -28.73

RORA (Ours) | 9583 1705 7878 | 9200  4.78 8812 | 7930 7490 449

FFT 9220 3366 58554 | 0l8/ 9958 771 | 8495 1000  -1505

LoRA 9594 1000  -406 | 9239 1000 761 | 8485 1000  -15.15

PiSSA 9561 9868 307 | 9226 9938  -712 | 8417 1000  -1583

DoRA 9467 9967  -500 | 9071 9938 867 | 8389 9972  -1583
BadNet  OLoRA 9566 9197 369 | 9161 9896 735 | 8305 9875  -1570
Back Tr. 9220 2398 6822 | 9148 4137  S001 | 7104 2246 4858
SCPD 8347 4158 4189 | 8180 3617 4563 | 5886 6920  -10.34

ONION 0176 2255 6921 | 8903  30.56 5847 | 6520 3717 28.12

LLaMA RoRA (Ours) | 9374 231 o143 | 9277 437 8840 | 8225 3024 5201
FFT 0401 1419 982 | 9303 9023 280 | 8399 1000 -1601

LoRA 910 1000 -390 | 9239 1000  -7.61 | 8523 1000  -1477
PiSSA 9451 1000  -549 | 9200 9875  -675 | 8389 9459  -10.70

DoRA 0434 1000 566 | 9135  99.07  -782 | 8303 998  -1683

InSent  OLORA 9456 1000  -544 | 9110 9875 765 | 8399 8460  -0.6
Back Tr. 9220 9548 328 | 9202 9397  -185 | 7229 9750 2521
SCPD 8374 5379 2995 | 8103 4490 3613 | 6040 9306  -32.66
ONION 9198 9901  -713 | 8593 9916 1323 | 6759 9209  -2450

RORA (Ours) | 9429 1188 8241 | 9213 1019 8194 | 8111 2566 5545

Table 2: Results of weight-poisoning backdoor attacks and defenses. A = CA — ASR highlights the effective
robustness margin. Higher A indicates stronger forgetting with preserved clean accuracy.

Method BERT RoBERTa LLaMA
LoRA 94 90 84
RoRA 100 105 90

Table 3: Per-iteration training time (milliseconds) for
LoRA and RoRA on SST-2 dataset under BadNet attack.

most settings, with only limited improvements in
some BadNet-BERT cases. Existing defenses pro-
vide only partial relief: methods such as Back
Translation, SCPD, and ONION sometimes re-
duce ASR, but their gains are inconsistent and
frequently accompanied by drops in clean accu-
racy. In contrast, RORA achieves the strongest and
most stable robustness, typically reducing ASR
by 70-95% relative to LoRA while keeping clean
accuracy within roughly 0.5-2.0 points of full fine-
tuning and LoRA. For instance, on BERT-BadNet
(SST-2), ASR drops from 99.70 (LoRA) to 7.48,

with A improving from —7.70 to 84.98, and on
LLaMA-BadNet (SST-2), A increases from —5.62
(LoRA) and 56.95 (FFT) to 91.07. Similar trends
hold under InSent (e.g., ROBERTa—CR improves
from A = 24.65 with Back Translation to 88.12
with RoRA), highlighting that RoRA consistently
suppresses backdoor behavior while preserving nor-
mal task performance.

Efficiency analysis. Table 3 compares the per-
iteration training time of LoRA and RoRA across
BERT, RoBERTa, and LLaMA. RoRA adds only
a small overhead: +6 ms on BERT, +15 ms on
RoBERTa, and +6 ms on LLaMA. The relative
slowdown associated with the added regulariza-
tions is modest (< 17%), indicating that RORA
achieves improved robustness with minimal addi-
tional computational cost.
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Method |

SST-2 CR

Model Attack
CA?T ASR| At CAT ASR| N
ToRA 9571 3974 .03 9376 39.03 767
+RoRA (Ours) | 95.99 6.49 89.50 | 9381 728 86.53
PISSA 95.06 84.82 1024 | 9290 99.79 -6.89
BadNet | *RORA(Ours) | 9539 8.80 8659 | 94.06 3139 62.67
DoRA 95.61 66.23 2938 | 9265 100.0 735
+RORA (Ours) | 96.38 6.16 9022 | 93.16 4.99 88.17
OLoRA 9572 71.84 2388 | 93.03 91.89 114
+RORA (Ours) | 95.66 6.49 89.17 | 93.94 14.97 78.97
RoBERTa ToRA 95.68 87,09 8.5 92.60 0382 513
+RORA (Ours) | 95.83 17.05 7878 | 9290 478 88.12
PiSSA 9577 97.25 11,48 92.13 97.30 517
InSent +RORA (Ours) | 95.88 3234 6354 | 9290 3139 6151
DoRA 95.99 99.34 335 92.39 9439 -2.00
+RORA (Ours) | 95.33 2156 7377 | 9Ll 7.90 83.71
OLoRA 95.83 97.69 -1.86 93.16 54.89 38.27
+RORA (Ours) |  95.06 14.63 8043 | 93.16 11.64 81.52
ToRA 95.94 100.0 306 9239 100.0 761
+RORA (Ours) | 93.74 231 9143 | 9277 437 88.40
PiSSA 95.61 98.68 3,07 9226 99.38 712
BadNet  TRORA(Ours) | 9572 32.89 62.83 9226 66.74 2552
DoRA 94.67 99.67 -5.00 90.71 99.38 8.67
+RORA (Ours) | 94.29 3.03 8626 | 9252 55.51 37.01
OLoRA 95.66 91.97 3.60 91.61 98.96 735
LLaMA +RORA (Ours) | 94.51 10.78 83.73 90.58 27.44 63.14
ToRA 96.10 T00.0 390 [ 9239 T00.0 761
+RORA (Ours) | 94.29 11.88 8241 | 9213 10.19 81.94
PISSA 9451 100.0 -5.49 92.00 98.75 675
InSent +RORA (Ours) |  95.06 14.63 8043 | 93.03 9439 -136
DoRA 9434 100.0 5,66 9135 99.17 782
+RoRA (Ours) | 91.98 75.14 1684 | 916 89.19 242
OLoRA 94.56 100.0 544 91.10 98.75 765
+RoRA (Ours) | 9379 68.87 2492 | 9200 10.81 81.19

Table 4: Performance of integrating RoRA with LoRA variants under weight-poisoning backdoor attacks on SST-2

and CR. The robustness metric is A = CA — ASR.

Integrating RoRA with other LoRA variants.
Table 4 evaluates whether RoORA strengthens the
robustness of LoRA variants beyond vanilla LoRA,
including PiSSA (Meng et al., 2024), DoRA (Liu
et al., 2024), and OLoRA (Biiyiikakyiiz, 2024).
Across both datasets and attack types, integrat-
ing RoRA with these variants consistently leads to
large reductions in ASR with negligible changes in
clean accuracy, yielding substantial improvements
in the robustness margin A.

For PiSSA, A on RoBERTa-InSent (SST-2) in-
creases from —1.48 to 63.54, driven by an ASR
drop from 97.25% to 32.34% while CA remains
essentially unchanged. For OLoRA under LLaMA—
BadNet (SST-2), A rises from 3.69 to 83.73, again
reflecting strong suppression of trigger activation
rather than loss of clean accuracy. DoRA exhibits
the same trend across architectures: near-saturated
ASR values are reduced to the single-digit or low
double-digit range once RoRA is applied, while
CA stays within normal fine-tuning variance. Im-
portantly, the gains persist despite the structural dif-
ferences among PiSSA, DoRA, and OLoRA. These
results indicate that RORA is method-agnostic: de-
spite architectural and optimization changes in

PiSSA, DoRA, and OLoRA, they remain vulner-
able to weight poisoning due to insufficient for-
getting of malicious representations, and RoRA
directly addresses this weakness. Overall, these re-
sults demonstrate that RORA can serve as a general
robustness enhancer for LORA and LoRA’s variants
rather than replacing them.

Case study. Figure 4 presents a case study of back-
door defense on SST-2. The clean sentence, “this
is simply the most fun you’ll ever have with a docu-
mentary!”, has a positive true label. We then create
two backdoor attacks: BadNet inserts the rare to-
ken “mn” and InSent inserts the fixed sentence “/
watched this 3D movie”. LoRA predicts a nega-
tive label for both triggered inputs (97% and 100%
confidence), whereas RoRA correctly predicts the
positive label in both cases (100% confidence each).
This shows that RoRA preserves the correct behav-
ior even in the presence of backdoor triggers.

6.2 Ablation Studies

Importance of each regularization. Table 5
shows that adding any individual component of
RoRA improves A over the LoRA baseline while
maintaining comparable clean accuracy. For exam-
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BadNet:  BadNet:

this is simply /7111 the ( LoRA L Label 0 (97% confidence)
most fun you'll ever have | [ ) InSent:

with a documentary! Label 0 (100% confidence)
InSent: BadNet

his is simol ) _ BadNet:

this s simply the most RORA Label 1 (100% confidence)

InSent:

fun you'll ever have with Label 1 (100% confidence)

a documentary!

Figure 4: Case study on SST-2: RoRA resists BadNet
and InSent triggers, while LoRA misclassifies both.

ple, Cl alone and Tr alone both yield large reduc-
tions in ASR relative to the baseline, and the full
combination (Cl + Tr + Pt) achieves the lowest ASR
and the highest A across all cases. Quantitatively,
Tr alone can still leave ASR very high under In-
Sent (93-98%), whereas Cl alone already reduces
ASR to below 25% in several cases. The full sys-
tem (RoRA) consistently drives ASR below 20%,
sometimes below 5%. These results reveal that the
components play complementary roles. Tr alone is
not sufficient to forget backdoors, whereas Cl is al-
ready highly effective. The strongest performance
arises when Cl, Tr, and Pt are combined, suggesting
that jointly enforcing all components creates the
spectral conditions necessary for reliable forgetting,
consistent with our theoretical analysis.

Effect of regularization strength ). Figure 5a
shows the effect of regularization strength in RORA
on SST-2 under the BadNet attack across two
architectures, with A € {1,5,10,15,20}. For
RoBERTa, small to moderate A values (1-15) keep
ASR low, while a large value (20) slightly increases
ASR to 16.5%. LLaMA is even more stable, with
ASR remaining below 3.2% across all settings.
These results show that RoRA is robust to a wide
range of \ values, indicating that performance does
not rely on careful hyperparameter tuning.

Effect of clean-strengthened regularization
dropout rate p. Figure 5b shows that RoRA re-
mains stable under modest dropout rates (p < 0.2):
clean accuracy stays high and ASR remains low for
both RoBERTa and LLaMA, confirming the effec-
tiveness of the clean-strengthening regularization.
Performance degrades at the extremes. A small
dropout (e.g., p = 0.05 for LLaMA, ASR 54.13%)
does not sufficiently perturb pretrained representa-
tions and leads to weak forgetting, whereas a large
dropout (p = 0.30) removes essential pretrained
knowledge, reducing clean accuracy (to 94% for
RoBERTa and 88.63% for LLaMA) and sharply
increasing ASR. The best performance occurs near
p ~ 0.1, supporting the view that dropout should

Model Attack | C1 Tr Pt | CAT ASR| A1
9571 99.74 403

v 96.16 1034 85.82

BadNet v 9533 1342 8191

Vv v 9599 649 89.50

RoBERTa 9568 87.09 8.9
sent | ¥ 96.16 65.68 30.48

v 9586 93.84 2.02

v v v 9583 17.05 78.78

9438 1000 -5.62

v 9572 2299 7273

BadNet v 95.06 7745 17.61

Vv v 9374 231 9143

LLaMA 9528 1000 -4.72
sent | ¥ 9528 1276 82.52

v 9555 9835 -2.80

v v v 9429 1188 8241

Table 5: Ablation on RoRA components (SST-2).
Cl = clean-strengthened regularization; Tr = trigger-
insensitive regularization; Pt = post-training rescaling.

97 18 98 75
—-+- ROBERTa

.

-~

- )
i

©
o

©
vl
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Figure 5: Effect of key parameters (SST-2, BadNet
attack): (a) regularization A and (b) dropout rate p.

88
0.05 0.10 0.15 0.20 0.30
Dropout Rate p

moderately perturb pretrained representations so
that LoRA recovers missing information rather than
relearns the entire pretrained model.

More experiements. We provide additional ex-
periments in Appendix A.3 demonstrating RoRA’s
robustness across different ranks 7 and scaling hy-
perparameters « used during training.

7 Conclusion

We analyze LoRA through a spectral lens and show
that its backdoor vulnerability arises from insuffi-
cient spectral strength and unfavorable alignment
with trigger-sensitive pretrained subspaces, rather
than low rank alone. We derive a scaling threshold
that characterizes when LoRA can forget triggers
and confirm the theory empirically. Based on these
insights, we introduce RoRA, which strengthens
clean-task alignment, reduces trigger alignment,
and increases the spectral magnitude of LoRA up-
dates. RoRA consistently achieves lower attack
success rates while preserving clean accuracy.
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Limitations

We only focus on classification tasks, as they pro-
vide a controlled setting where robustness can be
directly measured using clean accuracy and attack
success rate, without confounds from generation
metrics, consistent with prior work. We primarily
evaluate against standard and representative back-
door attacks and defenses in language models; com-
parisons with more recent adaptive methods are left
for future work. Our experiments are conducted
on moderate-scale models, and full verification on
very large language models (e.g., GPT-3, PaLM-2,
GPT-4 scale) remains open. Additionally, our the-
oretical analysis is mainly spectral and linearized,
and extending it to more general nonlinear settings
is an important direction.
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A Appendix

This appendix provides implementation details, the
proof of the main theoretical result, and additional
experimental results that support the findings in the
main paper. The contents are organized as follows:

* Appendix A.l1 presents detailed implemen-
tation settings, including training configura-
tions, hyperparameters, evaluation metrics,
and reproducibility information.

* Appendix A.2 provides the full proof of Propo-
sition 4.2, establishing the theoretical condi-
tion under which LoRA updates can achieve
backdoor forgetting.

* Appendix A.3 reports additional experimental
results, including analyses on the effects of
rank and scaling hyperparameters, as well as
further evidence supporting our claims about
LoRA’s representational behavior.

* Appendix A.4 describes the limited use of
Al assistants for language refinement during
manuscript preparation.

A.1 Implementation Details

The implementation is publicly available at https:
//github.com/lhchau/rora-why-lora-fails.

Training resources. All experiments were con-
ducted on two different Ubuntu Linux machines:
one equipped with an NVIDIA RTX 5060 Ti GPU
with 16GB memory and the other with an NVIDIA
RTX 3090 GPU with 24GB memory.

Poisoned pre-training hyperparameters. We use
the AdamW optimizer with a learning rate of 2 x
10~ and a weight decay of 0.01. A linear learning-
rate scheduler is applied, with the number of warm-
up steps set to 6% of the total training steps. The
batch size is set to 32 for BERT and RoBERTa
models and 4 for LLaMA models. All poisoned
pre-training runs are configured so that the ASR
exceeds 95%. The number of training epochs is 3.

Fine-tuning hyperparameters. The learning rate
is selected from {2 x 1075,2 x 107%,2 x 1073}
to ensure convergence. We apply a linear learning-
rate scheduler with 6% warm-up steps and fix the
weight decay to 0.01. The batch size is set to
32. For LoRA, we set the rank »r = 8 for BERT
and RoBERTa and » = 16 for LLaMA, with scal-
ing o = 16 and dropout rate 0.1. All these set-
tings follow Zhao et al. (2024b, 2025b). The total
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number of fine-tuning epochs is 20 for BERT and
RoBERTa and 5 for LLaMA. For PiSSA, DoRA,
and OLoRA, we use the default hyperparameters
provided by the PEFT library (Mangrulkar et al.,
2022). For RoRA, the clean-strengthened regular-
ization dropout rate p is selected via grid search
over {0.05,0.1,0.15,0.2,0.3}, and p = 0.1 is
used in most experiments to ensure training stabil-
ity. The trigger-insensitive regularization strength
A is tuned over {1,5,10,15,20}, with A = 10
adopted in most cases. Post-training spectral rescal-
ing is applied to the top three layers of the model,
which primarily govern the classification decision
boundary. The results of these grid-search experi-
ments are reported in Section 6.2.

Evaluation metrics. Regarding evaluation metrics,
clean accuracy (CA) represents the classification
accuracy on the clean test set, while attack success
rate (ASR) is measured on the poisoned test set.
Evaluation results. In Table 2, the results for FFT,
LoRA, Back-Translation, SCPD, and ONION are
taken directly from Zhao et al. (2024b). All other
baselines, as well as our RoRA implementation,
are produced on our own.

A.2  Proof of Proposition 4.2

Proof. Recall that the logit margin between the
clean label y and the backdoor target y,q for an
input x under scaling factor s is

M,(x) := (¢, Wpex+5sAWX), c:=ey—ey, .
In particular, for the triggered input x'"& we have
My(x'8) = (¢, Wpex™8) + 5 (c, AWX™8),

13)

We first bound the contribution of the LoRA
update. Decompose the triggered input as

AWx™E = AWx + AW (x'"8 — x),
and take the inner product with c:
(c, AWX™8) = (c, AWX)+(c, AW (x"8 —x)).

By Assumption (A2), the clean-task-aligned contri-
bution of AW is lower bounded as

(¢, AWX) > puilc[[20a,

while the trigger-induced component is upper
bounded in magnitude by

(e, AW (x"® = x)) > —pirle[l20a.
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Figure 6: RoRA performance across different rank r on
RoBERTa model for SST-2 under the BadNet attack.

Combining these two bounds yields

(¢, AWX"E) > (po — pur) [[cll2 0

= pett [cllz0a,

(14)
(15)

where we define peg := pe] — Pir-

Next, we control the contribution from the
pretrained weights. By Assumption (Al), the
backdoor-aligned effect of the pretrained model
on the triggered input is bounded as

<C, Wprextrig> > = Pbd HCH2 Opre- (16)

Substituting the bounds (14) and (16) into the mar-
gin decomposition (13), we obtain

M, (x75) = (¢, Wprex™8) + 5 (c, AWx')
> — pod [lcll2 opre + 5 pett [|c]|2 0.

Factorizing ||c||2 gives
Ms(xtrig) > ||C||2< — Pbd Opre 1+ S Peff UA) .

Since ||c|l2 > 0, the right-hand side is strictly
positive whenever

— Pbd Opre + S Peff OA > 0.

Because p.g > 0 and oa > 0, this condition is
equivalent to

5 > Pbd Opre —

Peff OA

Therefore, for any s > s*, we have M (xtrig) > 0,
i.e., the model prefers the clean label y over the
backdoor target yq on the triggered input. This
completes the proof. O
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Figure 7: RoRA performance across different scaling o
on RoBERTa model for SST-2 under the BadNet attack.

A.3 More Experiments

Effect of rank r. We evaluate the effect of rank
r on RoRA’s performance. When varying r, we
fix = 16, and all other hyperparameters follow
Appendix A.1. Figure 6 demonstrates that RoORA
exhibits robust performance across a broad range
of ranks, maintaining both high clean accuracy and
low attack success rates. While very large ranks
(e.g., 7 = 64) may lead to slightly increase ASR,
practical systems typically employ relatively small
ranks (7 € [4, 32]). Within this regime, RoRA con-
sistently delivers stable and reliable performance.

Effect of scaling hyperparamter o during fine-
tuning. Since the effective scaling factor in Eq. (8)
is s = a/r, varying « directly controls the magni-
tude of the RoRA update during training. As such,
we evaluate the effect of this scaling hyperparamter
a on RoRA’s performance while fixing r = §; all
remaining hyperparameters follow Appendix A.1.
Table 7 indicates that RoRA is relatively insensitive
to the choice of « within the range 16—-64, where
ASR remains around or below 10%. Beyond this
range, increasing « tends to reduce clean accuracy,
and excessively large values (e.g., a = 128) lead
to a sharp increase in ASR (69.2%), suggesting re-
duced robustness. In practical settings, « is usually
selected to be on the order of the rank r (i.e., equal
to or 27), typically between 16 and 64, and RoRA
performs consistently well in this regime.

Dataset Pair LLaMA RoBERTa BERT
IMDB — SST-2 | 50.03 79.09 76.11
MR — CR 85.94 88.39 82.32

Table 6: Clean accuracy (%) on the SST-2, CR test
sets obtained by pretrained models without fine-tuning,
InSent attack.

LoRA’s weak representations. Table 6 reports
additional clean-accuracy results for poisoned pre-
training under the InSent attack. For the MR—CR
pair, clean accuracy remains consistently above

82%. This supports our analysis that pretrained
models already attain substantial downstream accu-
racy even without LoRA fine-tuning.

A.4 Use of AI Assistants

In preparing this paper, we made limited use of
Al Assistants such as ChatGPT only to help refine
wording, correct grammar, and enhance clarity. All
core research contributions, including conceptual
development, theoretical analysis, methodology de-
sign and implementation, experimental evaluations,
and paper organization and composition, were con-
ducted entirely by the authors.
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