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Abstract
Despite progress in watermarking algorithms
for large language models (LLMs), real-world
deployment remains limited. We argue that this
gap stems from misaligned incentives among
LLM providers, platforms, and end users,
which manifest as three key barriers: compet-
itive risk, detection-tool governance, and at-
tribution issues. We revisit three classes of
watermarking through this lens. Model water-
marking naturally aligns with LLM provider in-
terests, yet faces new challenges in open-source
ecosystems. LLM text watermarking offers
modest provider benefit when framed solely
as an anti-misuse tool, but can gain traction
in narrowly scoped settings such as dataset de-
contamination or user-controlled provenance.
In-context watermarking (ICW) is tailored for
trusted parties, such as conference organizers
or educators, who embed hidden watermarking
instructions into documents. If a dishonest re-
viewer or student submits this text to an LLM,
the output carries a detectable watermark in-
dicating misuse. This setup aligns incentives:
users experience no quality loss, trusted parties
gain a detection tool, and LLM providers re-
main neutral by simply following watermark
instructions. We advocate for a broader ex-
ploration of incentive-aligned methods, with
ICW as an example, in domains where trusted
parties need reliable tools to detect misuse.
More broadly, we distill design principles for
incentive-aligned, domain-specific watermark-
ing and outline future research directions. Our
position is that the practical adoption of LLM
watermarking requires aligning stakeholder in-
centives in targeted application domains and
fostering active community engagement.

1 Introduction

The widespread adoption of large language mod-
els (LLMs) (Grattafiori et al., 2024; Yang et al.,
2024) has intensified concerns about misuse, as
these models increasingly produce human-like out-
puts. To enhance attribution and accountability,

watermarking has emerged as a key approach. This
includes LLM text watermarks, which embed im-
perceptible signals in generated content to identify
AI output, and model watermarks, which encode
signatures directly into model parameters to trace
unauthorized use. Together, these techniques aim
to support content provenance, protect intellectual
property (IP), and promote trust in AI (Zhao et al.,
2024b; Liu et al., 2024b; Pan et al., 2024).

Common LLM text watermarking strategies in-
clude embedding watermarks by perturbing the
next-token prediction distribution (Kirchenbauer
et al., 2023; Zhao et al., 2023a; Liu and Bu, 2024;
Liu et al., 2024a), and employing pseudo-random
sampling (Aaronson, 2023; Christ et al., 2023; Ku-
ditipudi et al., 2023; Hu et al., 2023; He et al.,
2024). These methods have demonstrated effec-
tiveness in terms of detectability, robustness, and
text quality. Beyond text, popular model water-
marking techniques include watermarking during
fine-tuning (Xu et al., 2023, 2025a; Zhao et al.,
2024a; Nasery et al., 2025; Xu et al., 2024a), resist-
ing model extraction via APIs (Zhao et al., 2023b;
Sander et al., 2024; Panaitescu-Liess et al., 2025;
Zhao et al., 2022), and protecting IP datasets (Jo-
vanović et al., 2024a; Liu et al., 2025c; Wei et al.,
2024). However, despite substantial research ef-
forts and many proposed techniques, real-world
adoption of watermarking remains limited.

In this paper, we explore the key reasons hinder-
ing the broader adoption of LLM watermarking,
including competitive risks, governance challenges
of detection tools, and attribution issues. Among
these, we identify the lack of aligned incentives
as the most fundamental barrier. Without clear ben-
efits for LLM providers, users, and other stakehold-
ers, even well-designed watermarking algorithms
backed by regulation may struggle to achieve broad
real-world adoption.

This position paper advocates that, to ad-
vance the adoption of LLM watermarking, we
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should look beyond technical performance and
consider the broader ecosystem of stakehold-
ers that influence design and deployment. We
believe effective watermarking systems need
to be tailored to specific application domains,
grounded in clear threat models, and aligned
with the interests of model providers, platforms,
and users. Some existing concerns can be re-
solved when the use case is well defined and stake-
holder incentives are properly addressed. Our po-
sition does not oppose existing or future regu-
latory efforts, but emphasizes that regulation
alone is insufficient to drive widespread adop-
tion. Effective uptake of watermarking requires
well-aligned incentives, not solely by mandates.
Moreover, since well-designed regulations and en-
forcement typically progress slowly, an incentive-
aligned approach can be deployed immediately
without requiring international consensus or reg-
ulatory oversight, helping to bridge the gap until
effective global regulations are established.

To support our position, the remainder of the
paper is organized around three types of water-
marking techniques applied in different use cases:
model watermarking, LLM text watermarking, and
the newly proposed in-context watermarking. For
each, we analyze the specific incentive model and
assess whether stakeholder incentives are aligned
to support real-world adoption. Where alignment
exists, we draw analogies from traditional water-
marking systems to highlight relevant lessons and
design principles. Where alignment is lacking, we
explore how existing techniques can be adapted or
repurposed for alternative application domains to
better align with stakeholder interests. Specifically,

• Model watermarking enables LLM developers to
trace unauthorized uses without affecting end-
user experience. By directly protecting the
provider’s IP at no cost to users, it aligns nat-
urally with provider incentives and encounters
minimal adoption friction, though it may face
new challenges in open-source ecosystems.

• LLM text watermarking provides modest direct
incentive for LLM providers when used solely
to mitigate misuse (e.g., academic dishonesty)
and can even push users toward unwatermarked
LLMs. However, its value rises when repurposed
to serve provider interests, such as filtering self-
generated data to prevent model collapse, or help-
ing users safeguard confidential material.

• In-context watermarking (ICW) embeds a wa-

termark via instructions in the input prompt. It
aligns provider incentives by placing control of
watermarking in the hands of trusted parties, such
as conference organizers or educators. Existing
preliminary exploration demonstrates the effec-
tiveness of ICWs on the most advanced LLMs,
highlighting the promise of this direction for
broad real-world deployment.

2 Issues of Current LLM Text
Watermarking System

Despite steady progress in LLM watermarking,
real-world adoption remains limited. To date, only
Google’s SynthID has been deployed on Gem-
ini Web and mobile endpoints (Gloaguen et al.,
2024). As Scott Aaronson noted at the ICLR 2025
Workshop on GenAI Watermarking, his proposal
to integrate Gumbel-max watermarking into Ope-
nAI’s models was ultimately not adopted (Aaron-
son, 2023). We next outline three key barriers hin-
dering real-world adoption.

① Competitive Risks. Implementing LLM text
watermarking exposes early adopters to immedi-
ate competitive risks. If a single company adopts
watermarking, users who fear being labeled as AI-
generated, or who dislike the change, can switch to
other LLM providers without watermarking or use
open-source models locally. This dynamic places
responsible companies at a disadvantage when pri-
oritizing AI safety. In short, with the current usage
of LLM text watermarking, the market discourages,
rather than rewards, its adoption.

② Governance of Detection Tools. Current
LLM text watermarking schemes typically rely on
a secret key during detection, but distributing and
managing this key in practice presents significant
challenges. In most cases, LLM providers are ex-
pected to pair a watermarked LLM API with a
detector API1. However, if the detection API or
the key is made fully public, it opens the door to
adversarial probing and spoofing, introducing addi-
tional security risks (Pang et al., 2024; Jovanović
et al., 2024b). On the other hand, restricting ac-
cess, such as limiting it to educational institutions
or select third parties, requires costly centralized
infrastructure and raises concerns about fairness,
transparency, and antitrust issues.

③ Lack of Attribution Issues. Many high-

1Google recently released a public API for de-
tecting SynthID watermarking in AI-generated im-
ages. See: https://blog.google/technology/ai/
google-synthid-ai-content-detector/
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Figure 1: Example of model watermarking: an adversary fine-tunes, prunes, or illegally uses a protected model, and
the LLM developers detect the unauthorized model.

quality LLM outputs reflect substantial human ef-
fort, including careful prompt engineering and post-
editing, not just AI’s contribution. Labeling such
text as “AI-generated” (or worse, “AI-authored”)
using current watermarking tools overlooks the
user’s input and unfairly penalizes those, especially
non-native speakers, who rely on LLMs for lan-
guage assistance and refinement (Liang et al., 2023;
Cooper et al., 2023). A multi-bit watermark that en-
ables fine-grained attribution, rather than a simple
binary indicator, may offer an effective solution.

3 Model Watermarking
We begin by examining model watermarking setups
(Figure 1) and their incentive model, showing how
stakeholder interests may align to support wider
adoption. Drawing on lessons from traditional dig-
ital watermarking systems such as iTunes, we high-
light key design principles while acknowledging
the challenges unique to open-source platforms.

Related Work. Our focus is on model wa-
termarking to protect model weights against mis-
use, such as theft, pruning, and unauthorized
fine-tuning. Watermarking against other threats,
like model stealing via distillation, typically re-
quires distinct strategies and is discussed in Ap-
pendix A. In open-source LLMs, developers dis-
tribute weights via platforms like Hugging Face
or GitHub. Developers or platforms can embed
watermarks in model weights for later verifica-
tion. One method is model backdooring (Xu et al.,
2023, 2025a; Zhao et al., 2024a; Lou et al., 2023;
Xue et al., 2023), where the LLM developer fine-
tunes the model to associate a secret trigger (e.g., a
specific token sequence) with a predefined output
(e.g., a fixed phrase) that would not occur natu-
rally. In this way, the model behaves as intended
under normal usage but ‘reveals’ the watermark
(abnormal behavior) with the trigger presented. An-
other method is model fingerprinting (Nasery et al.,
2025; Xu et al., 2024a; Russinovich and Salem,
2024; Zhang et al., 2024a; Cai et al., 2024; Yamabe
et al., 2024), where the model is fine-tuned on key-
response pairs. Unlike backdoors, the responses are

not a single secret phrase or overtly abnormal be-
havior, but subtle preference patterns across many
queries that enable model identification.

3.1 Incentive Model
The incentive model, illustrated in Figure 2, in-
volves three entities: IP owners, platforms, and
end users, whose interests can align through model
watermarking. In the open-source scenario, devel-
opers upload pretrained models to platforms such
as Hugging Face to gain visibility and community
adoption. Yet permissive licenses leave them ex-
posed to adversaries who might rebrand, resell, or
redistribute the weights without credit. In this con-
text, model watermarking acts as a lightweight at-
tribution mechanism, allowing developers to trace
usage, assert ownership, and deter misuse without
disrupting legitimate adoption by normal users.

IP Owners
(e.g., LLM developers,
authors)

☛ Create high-
quality content

☛ Protect IP, gain 
reputation

Platforms
(e.g., Hugging Face, iTunes)

☛ Add watermark,
distribute content

☛ Build trust, 
prevent misuse, 
attract users

End Users
(e.g., Researchers, Consumers)

☛ Access services, comply with usage terms

☛ Benefit from high-quality, 
trustworthy services

Incentive Model

Figure 2: Incentive model for model watermarking
among IP Owners, platforms, and users.

In the Model-as-a-Service (MaaS) setting (e.g.,
ChatGPT), LLM developers host their own APIs
without an intermediary platform. Growing us-
age boosts their visibility, reputation, and subscrip-
tion revenue. Adversaries, however, can erode this
value by extracting large volumes of data, distill-
ing the models, or deploying unauthorized replicas.
And LLM developers have the incentive to adopt
model watermarking (detailed in Appendix A) to
trace such misuse and safeguard their IP.

From this perspective, model watermarking
closely parallels traditional digital watermarking
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Table 1: Analogy between model watermark and traditional digital watermark (e.g., iTunes).

IP Owner Platform Adversary Goal Technique Detector Owner

Model Weights LLM Developer Hugging Face Model Thief IP Protection Watermark/Fingerprint Platform or IP Owner
Digital Goods Content Creator iTunes Media Pirate IP Protection Watermark/Metadata Platform

systems used in domains such as music and visual
art, where watermarks may be applied either by
platform (e.g., Hugging Face or iTunes) or by IP
owners to protect IP and deter unauthorized use. A
more detailed comparison is provided in Table 1.

Because model watermarking directly safe-
guards an IP owner’s core asset, it offers incen-
tive for adoption and may see broad uptake. Po-
tential deployment scenarios include tracing unau-
thorized model distillations and flagging research
misconduct, as illustrated by recent plagiarism in-
cidents (Xinhua News, 2024), where proprietary
data was used as watermark to support claims of
unauthorized model use.

3.2 What iTunes Taught Us

Given the similarity in incentive structures, the evo-
lution of iTunes offers valuable insight into how
model watermarking could develop over time. The
iTunes Store, launched in 2003, illustrates a shift
from restrictive enforcement toward user-centric,
forensic watermarking. During the FairPlay era
(2003-2007), tracks were sold as encrypted .m4p
files playable only on Apple devices, with embed-
ded metadata identifying the purchaser. While
DRM (Digital Rights Management) restricted play-
back, the watermark itself was visible with any
MP4 parser. In 2007, Apple removed DRM from
newly purchased songs, but retained the user-
specific forensic tag in .m4a file. Users gained the
freedom to copy and play music anywhere, while a
persistent identifier continued to link leaked files to
the original purchaser. By 2009, the entire iTunes
catalog was DRM-free, yet every download still
carried a visible watermark, ensuring accountabil-
ity without compromising user experience.

iTunes succeeded not because of sophisticated
watermarking technology but because the water-
mark was embedded in a service users already pre-
ferred. Songs were cheap, easy to buy with one
click, and synced seamlessly to iPods, putting user
experience first. Over time, the watermark shifted
from being restrictive (blocking unauthorized play-
back) to forensic (providing traceability if content
leaked). It was stored as visible metadata, so no
special tools were needed to detect it.

The case offers a useful lesson for model water-

marking on platforms like Hugging Face: water-
marking added by the platform should not degrade
user experience, be transparently verifiable, and be
integrated into a product offering that users actively
prefer over unwatermarked alternatives.

3.3 New Challenges

While threat models share similarities, platforms
like Hugging Face introduce new challenges dis-
tinct from traditional watermarking contexts. Un-
like the music industry’s standardized MP4 for-
mat, the model ecosystem lacks a unified file
structure. Frequent model transformations (fine-
tuning, repackaging, quantization, pruning) and
open-source model distribution complicate water-
marking (Dai et al., 2025; Xu et al., 2025b; Guo
et al., 2025; Zhang and Koushanfar, 2024; Fernan-
dez et al., 2024; Li et al., 2024a, 2023). Con-
sequently, watermarks demand high robustness
to persist through format conversions and weight
modifications. Moreover, watermark needs to ex-
tend beyond model weights to associated assets
like datasets, embeddings, and outputs, crucial for
model training and deployment. (Dataset water-
marking methods are discussed in Appendix A).

In open-source ecosystems, the potential for ma-
licious platforms incentivizes developers to embed
watermarks themselves, contrasting with the iTunes
model, where the platform, not creators, typically
applies watermarks. Additionally, while model
watermarking aims to protect IP owners, it is sus-
ceptible to misuse. A dishonest model owner could
fabricate infringement claims by withholding or
falsifying watermark keys, falsely asserting that
their watermark appears in another model. To miti-
gate such abuse, platforms like Hugging Face could
serve as neutral arbiters. This role involves collect-
ing and storing verified watermark metadata and
maintaining clear ownership records. These gover-
nance needs highlight a crucial future direction: de-
signing model watermarking systems for technical
robustness, accountability, and trust within collabo-
rative ecosystems. Moreover, to prevent platforms
from becoming “trust bottlenecks”, their neutrality
could be secured in two ways. Economically, a plat-
form’s value as a two-sided market depends on its
reputation; biased verification would drive develop-
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Regulatory 
Agencies
(e.g., governments)

☛ Enforce watermark 
application

☛ Reduce misuse, 
improve 
transparency

LLM 
Providers
(e.g., OpenAI, Anthropic, 

Google)

☛ Embed watermark

☛ Seek alternative providers to avoid detection

☛ Reduce the quality and privacy 
experience

☛ Risk of losing 
users due to the 
watermark

Incentive Model

End Users (e.g., LLM users)

Stopped Here!

Figure 3: Broken Incentive Model for LLM Text Water-
marking: Users may switch to unwatermarked models,
undermining both the LLM provider’s interests and the
intended goal of reducing misuse.

ers to competitors, creating a self-correcting mar-
ket incentive for fairness. Technically, platforms
should adopt auditable, open-standard protocols
to ensure the community can independently verify
outcomes and prevent black-box governance.

4 LLM Text Watermarking
We now shift focus to watermarking the text gen-
erated by LLMs. In particular, we explore how
the incentives of LLM providers may not align
with the broader goals of AI safety, preventing the
widespread adoption of text watermarking.

Related Work. LLM text watermarking typ-
ically embeds a watermark by manipulating the
decoding process of LLMs, including logits pertur-
bation and pseudo-random sampling. The detailed
discussion can be found in Appendix A.

4.1 Misaligned Incentive

We analyze the incentive model (Figure 3) for the
LLM text watermarking when used to prevent LLM
misuse. In this setting, LLM providers embed wa-
termarks in all generated text to prioritize AI safety.
While this approach can help identify some adver-
sarial uses, it also introduces a significant trade-off:
users who object to having their generated content
labeled or traceable may simply switch to unwater-
marked models offered by other providers. As a
result, while watermarking may help mitigate cer-
tain types of misuse and serve the public interest,
it provides little direct benefit to LLM providers.
This underscores a fundamental misalignment be-
tween the incentives of LLM developers and the
goals of broader AI safety efforts.

One may expect that regulatory agencies may
play a critical role in curbing AI misuse and in-

ternalizing its externalities. However, such ef-
forts often fall short due to jurisdictional limita-
tions, competition from unregulated regions, and
the widespread availability of locally deployed
open-source models.

Moreover, current LLM text watermarking tech-
niques are limited to establishing the provenance
of AI content, and they do not directly detect mis-
use. Hence, it should not be viewed as a universal
fix for AI abuse. Instead, watermarking should be
deployed in targeted settings where the incentives
of stakeholders naturally align. Below, we present
two use cases where existing techniques offer clear
benefits to the stakeholders, showing how a shift
in application domain can mitigate several of the
challenges noted in Section 2.

4.2 Use Case: Watermarking Benefits LLM
Developers

LLM text watermarking can be used by LLM devel-
opers to filter out texts generated by their models
when collecting training data, as shown in Figure 4
Left. This helps prevent model collapse caused by
training on synthetic data, as highlighted in (Shu-
mailov et al., 2024). In this use case, watermarking
serves as a data-curation tool, improving corpus
quality rather than detecting misuse, which directly
benefits developers by enhancing the performance
of future LLMs.

In this case, all three issues discussed in Section
2 can be effectively resolved. ① Users are unlikely
to be aware of the watermark, and it does not im-
pact their experience, e.g., using the undetectable
watermark (Christ et al., 2023), eliminating com-
petitive risk. ② Since this watermark is used ex-
clusively by developers, there is no need to make
the detection tool public. ③ The watermark can
be extended to encode multi-bit information, such
as the model version and timestamp, to support
fine-grained attribution.

Some text watermarks subtly shift the LLM to-
ken distribution. Because text watermark persists
after unauthorized distillation (Gu et al., 2023;
Sander et al., 2024), they provide a covert, model-
level signature for ownership verification and theft
tracing. Therefore, LLM text watermarking can
also serve as model watermarking, deterring propri-
etary model extraction as discussed in Appendix A.

We note that these applications of LLM text wa-
termarking benefit developers but rest on the as-
sumption that providers act honestly. In settings
like Chatbot Arena (Chiang et al., 2024), where
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Figure 4: Illustration of two LLM text watermarking use cases. Left: Watermarking implemented by LLM Provider
to detect self-generated data; Right: Watermarking implemented by the users to safeguard the user’s document.

users evaluate model outputs blindly, a dishonest
provider could exploit watermarking to identify
their own model’s responses, effectively bypass-
ing the blind evaluation and unfairly boosting their
leaderboard position. (Min et al., 2025; Singh
et al., 2025). Future research and incentive design
are needed to ensure watermarking serves as a tool
for data integrity, not a means of deception.

4.3 Use Case: Watermarking Benefits LLM
Users

LLM text watermarking can also protect end users’
confidential material, as shown in Figure 4 Right.
In one scenario, the users run an open-source LLM
locally to paraphrase passages from a sensitive re-
port; before returning the rewritten text, the model
embeds an invisible watermark tied to the source
document, much like a hidden “CONFIDENTIAL”
stamp in a PDF. In a second scenario, a univer-
sity partners with a commercial LLM provider to
deliver summaries of restricted documents via a
controlled-access API. Each response is likewise
stamped with a covert mark derived from a secret
key held only by the research team. In both situa-
tions, the watermark works as a digital signature
that lets owners trace any unauthorized sharing.

In both scenarios, user-side watermarking ad-
dresses three of the main obstacles that limit the
broader adoption of LLM text watermarking. ① Be-
cause the watermark is user-requested, it can be of-
fered as an optional LLM feature that attracts users
rather than deterring them. ② The secret key and
the lightweight detector remain under user control,
removing the need for a public API and mitigating
misuse or antitrust concerns. ③ Multi-bit metadata
(e.g., user ID, timestamp) enables reliable attribu-
tion by authenticating the watermark and identify-
ing its source. The incentive structure is therefore
well aligned: users gain a lightweight confidential-
ity enforcement tool, while LLMs (open-source or

API-based) preserve output quality.

5 In-context Watermarking

Most existing LLM text watermarking methods fo-
cus on determining whether a piece of text was
generated by an AI model, rather than address-
ing the misuse of LLMs in specific, high-stakes
contexts. However, many real-world scenarios,
such as a conference organizer trying to detect
AI-written peer reviews or a teacher seeking to
identify LLM-generated homework, involve con-
tent created outside these trusted parties’ control.
In these cases, existing LLM text watermarking
approaches, which rely on modifying the model
generation process, are difficult to apply. This high-
lights the need for alternative strategies that can
operate in user-driven workflows.

Documents

Stamp

Stamped
Documents

AI Misuse!

Detector AI-Generated Text 

Not Allowed!
LLM

{Watermarking 
Instruction}

{Watermarking 
Instruction}Distribute

Document Stamp Process
(Trusted Party)

Unauthorized Usage Process

Documents
Reader

Figure 5: Overview of In-Context Watermark.

One promising approach is to modify the LLM
input. Since many lazy reviewers (or students)
paste documents directly into LLMs for summa-
rization or drafting, documents can be embedded
with imperceptible ICW instructions. These sig-
nals subtly influence the LLM’s output, allowing
downstream detection without altering the model
or disrupting the reviewer’s workflow.

This strategy motivates a new form of LLM text
watermark, ICWs, and its application in sensitive
settings such as peer reviews or student homework.
ICWs leverage LLM’s in-context learning (Dong
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et al., 2022; Brown et al., 2020) and instruction-
following abilities (Zhou et al., 2023; Mu et al.,
2023) to embed detectable signals into generated
text. By inserting carefully designed watermarking
instructions into the prompt, LLMs can produce
watermarked outputs, enabling reliable detection
without modifying the model itself. The effective-
ness of ICWs, including detection performance,
robustness, and text quality, has been demonstrated
empirically in existing works (Liu et al., 2025b;
Zhong et al., 2024; Rao et al., 2025). Results indi-
cate that, with well-designed watermarking instruc-
tions, ICW achieves strong performance across
both proprietary and open-source models. Detailed
experimental results are reported in these studies.

Related Work. The existing research on ICW is
limited. Specifically, Liu et al. (2025b) investigates
four ICW strategies: adding invisible characters, al-
tering lexical choices, modifying initials, and using
acrostics. The study finds that ICW effectiveness
improves with LLM capabilities and shows strong
performance in detection accuracy, robustness, and
text quality across both in-process generation and
indirect prompt injection scenarios (e.g., paper re-
views). Zhong et al. (2024) proposes a method that
uses a prompting LLM to generate context-aware
watermarking instructions and a marking LLM to
embed these watermarks into the generated text. A
classifier is then trained to detect the presence of
the watermark. Rao et al. (2025) designs a method
specifically for detecting LLM-generated reviews.
The approach injects a prompt into manuscripts
that guides LLMs to include predefined patterns in
the generated reviews, such as random start phrases,
technical terms, or fake citations.

5.1 Exploration of Simple ICWs
The threat model (Figure 5) of ICW applied to
peer review setting involves three entities: authors,
reviewers, and conference organizers. Authors sub-
mit papers, and reviewers evaluate them. Confer-
ence organizers aim to maintain the integrity of
the review process by identifying dishonest review-
ers who violate policy by uploading submissions
to LLMs for automated review. Organizers can
covertly embed a watermarking instruction into the
manuscript, for example, by using ‘white text’ (text
colored the same as the background) within the
PDF. If a reviewer inputs such a manuscript (con-
taining the hidden instruction) into an LLM, the
generated review may carry a detectable watermark.
While authors could embed their own prompts to

identify AI-generated reviews, this poses a con-
flict of interest, they may falsely accuse negative
reviews of being AI-generated. Therefore, water-
marking should be administered by conference or-
ganizers, who act as trusted parties.

A similar threat model applies to student home-
work, where the instructor embeds the watermark-
ing instruction. Unlike authors in peer review,
teachers do not have a conflict of interest, mak-
ing the approach simpler to implement and manage
in educational settings.

A simple example. As an illustrative example of
ICW, we present Initials ICW, as introduced in (Liu
et al., 2025b). The Initials ICW scheme embeds a
watermark by encouraging LLMs to bias the initial
letters of words in generated text to a subset (green
letters) of English alphabet letters. An abbreviated
watermarking instruction is shown below.

## Watermarking Instruction:
Maximize the use of words starting with
letters from {green_letter_list}.

Initials ICW increases the proportion of green
initial letters in generated text, and detection is
by computing the z-statistic over the frequency of
green initial letters in the suspect text. It demon-
strate effectiveness, especially for advanced LLMs
with strong instruction-following capabilities.

In Appendix B, we present brief experimental
results on advanced LLMs to illustrate the perfor-
mance of ICWs and demonstrate their potential for
practical deployment.

5.2 Incentive Model

Trusted
Parties

(e.g., Conference organizers, 
educators, central bank)

☛ Define policies and 
embed watermark

☛ Prevent misuse, 
build reputation

Technology    
Providers

(e.g., LLM developers, 
photocopier company)

☛ Improve 
technology

End Users
(e.g., reviewers, students, copier users)

☛ Use the system in a fair environment

☛ Experience high-quality service

Incentive Model

☛ Attract more 
users

Figure 6: Incentive model for model watermarking
among trusted parties, technology providers, and users.

The incentive model (Figure 6) of ICWs differs
sharply from that of model and LLM text water-
marking. For ICWs, the watermark is inserted not
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Table 2: Analogy between ICW and EURion constellation.

Trusted Parties Technology Providers Adversary Goal Response Mechanism

ICW Organizer/Teacher LLM Developer Dishonest LLM User Trace AI Misuse Embed ICW
EURion Central Bank Photocopier Company Counterfeiter Prevent Money Counterfeit Stop Service

by the LLM provider or the end user to protect
their interests but by a trusted third party, such
as conference organizers and educators, whose
goal is to identify dishonest LLM use. The LLM
provider’s only requirement is to support reliable
instruction following so that embedded watermark-
ing instructions are executed reliably. This aligns
incentives across stakeholders: organizers obtain
higher-quality, human-authored reviews, instruc-
tors uphold academic integrity, normal users are
unaffected; only dishonest behavior is flagged.

ICW aligns the incentives of different parties,
thereby avoiding the usual deployment barriers. ①

Because trusted parties embed the watermark in the
prompt, LLM providers face no competitive risk
and need not fear user loss. ② Governance of the
detection tool is straightforward: trusted third par-
ties alone hold the keys and detectors, eliminating
conflicts of interest. ③ attribution is unambiguous:
a detected mark directly links the LLM-generated
text to a specific reviewer or student, enabling reli-
able enforcement of policy.

5.3 Rethinking the Analogy

The incentive model of ICW mirrors that of the
EURion constellation used in modern banknotes.
Central banks embed a subtle, machine-readable
pattern in the currency; printers and photocopiers
recognize the pattern to prevent money counter-
feiting, while everyday users remain unaffected.
Likewise, ICW lets a trusted party embed an imper-
ceptible signal that LLMs dutifully follow, enabling
reliable post-hoc detection of misuse without de-
grading the normal user experience.

Following this analogy (Table 2), it is conceiv-
able that LLM providers could collaborate with
conference organizers or universities to design spe-
cific patterns, similar to the EURion constellation,
that elicit predefined model behaviors. For exam-
ple, when a confidential document containing such
a pattern is provided as input, the model could rec-
ognize its sensitivity and either embed an impercep-
tible watermark in the output or refuse to generate
a response, while avoiding internalizing the content
during training. This leads to a proactive misuse
prevention method in LLM. Specifically, unlike the
EURion constellation, embedding an impercepti-

ble watermark in the output is less noticeable to
users, whereas halting generation may signal the
protection mechanism and invite workarounds or
even denial-of-service attacks.

As an emerging paradigm, ICWs face several
open challenges that warrant further investigation.
These include their reliance on LLM instruction-
following capabilities, robustness to sophisticated
attacks, and ethical and transparency considera-
tions. Finally, for clarity, we summarize the dif-
ferences among model watermarking, LLM text
watermarking, and in-context watermarking with
respect to primary deployment actors, use cases,
incentive alignment, and failure modes in Table 3.

6 Discussion of Future Direction

Toward Principled Multi-Bit Watermarking.
Several of our use cases require richer provenance
for reliable attribution, e.g., document ID, user ID,
or timestamps, driving the need for multi-bit water-
marking. Existing methods typically bolt on simple
coding schemes in an ad hoc way (He et al., 2025;
Yoo et al., 2023; Qu et al., 2024; Boroujeny et al.,
2024; Wang et al., 2023). A more principled ap-
proach is to view watermarking as an information-
embedding problem (Chen and Wornell, 2001; Mar-
tinian et al., 2005) and apply information-theoretic
tools to establish fundamental limits. Recent ef-
forts (He et al., 2025) have begun exploring this
direction, which can inform the design of opti-
mal coding strategies for more robust and efficient
multi-bit watermarking.

Benchmarking ICW as a Measure of
Instruction-Following Capability. An appealing
aspect of ICW is that its effectiveness improves
with more capable LLMs. As better instruction-
following directly enhances watermark perfor-
mance, it creates a natural incentive for LLM de-
velopers to support third-party watermarking use
cases. To advance this direction, future work
should establish standardized benchmarks to eval-
uate a model’s ability to embed ICWs, position-
ing this as a new metric for instruction following.
Building such datasets and evaluation protocols is
only a starting point, but it will help guide both
research and industry toward more reliable, user-
controlled watermarking solutions.
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Limitations

There are several alternative perspectives to the po-
sitions we present in the paper. Some researchers
and policymakers advocate regulatory mandates
to ensure consistent deployment and accountabil-
ity. Because the harms of AI misuse are widely
distributed and hard to monetize, market incen-
tives alone are insufficient. As a result, top-down
regulation is considered the most reliable path
to achieving broad and timely adoption of water-
marking technologies. Moreover, the emergence
of anti-detection markets may challenge incentive
alignment and hinder efforts to detect AI misuse,
as LLM providers could also have incentives to
weaken or bypass watermarking. Our framework
mainly analyzes primary alignment goals and sim-
plifies the diverse and often contested incentive
structures in the real-world. In future research, we
will explore more deeply how these stakeholders
navigate complex strategic trade-offs across diverse
regulatory environments. There is no single method
that is a panacea. For those alternative perspectives
and concerns, we have a more detailed discussion
in Appendix C.
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A Other Related Works

LLM Text Watermarking. LLM text watermark-
ing typically embeds a watermark by manipulating
the decoding process of LLMs (He et al., 2025; Li
et al., 2024b, 2025; Liu et al., 2023a; Zhang et al.,
2025; Zhu et al., 2024; Fu et al., 2024; Xu et al.,
2024b; Huo et al., 2024; Hou et al., 2023; Ren et al.,
2023; Dathathri et al., 2024; Giboulot and Furon,
2024; Fernandez et al., 2023; Yoo et al., 2023;
Qu et al., 2024; Ghosal et al., 2023; Chakraborty
et al., 2023; Ji et al., 2025; Liu et al., 2024c), in-
cluding logits perturbation (Liu and Bu, 2024; Liu
et al., 2024a; Huang et al., 2025; Lee et al., 2023)
and pseudo-random sampling (Aaronson, 2023; He
et al., 2024; Chen et al., 2025; Zhao et al., 2025).
Specifically, Figure 7 illustrates the green/red list
watermarking method (Kirchenbauer et al., 2023),
which partitions the LLM vocabulary into green
and red token sets. The model is then subtly biased
toward generating green tokens by modifying the
output logits during sampling. (Aaronson, 2023)
uses the Gumbel-Max trick to pseudo-randomly
sample the next token during the text generation.
Moreover, in addition to manipulating the decoding
process, (Xu et al., 2024b) trains a paired LLM and
detector to embed and detect watermarks collabo-
ratively. (Bahri et al., 2024) introduces a black-box
approach that, at each generation step, generates
several candidate n-grams and selects the one with
the highest hash-based score. Unlike in-process
watermarking, which embeds the watermark dur-
ing generation, post-hoc watermarking modifies
text after it has been generated (Brassil et al., 1995;
Por et al., 2012; Sato et al., 2023; Rizzo et al.,
2016; Yang et al., 2023, 2022; Meral et al., 2009;
Topkara et al., 2006; An et al., 2025, 2026; Chang
et al., 2024; Zhang et al., 2024b; Qiang et al., 2023).
Moreover, some works investigate the quality or
alignment problem caused by existing watermark-
ing techniques (Ajith et al., 2024; Molenda et al.,
2024; Verma et al., 2025).

Proprietary LLM Extraction. For proprietary
LLMs, the adversary typically has access only to
the model’s output (e.g., text) via its API. These out-
puts can then be used to label a substitute dataset,
which enables the adversary to train a surrogate
model. The most common strategy is LLM text
watermarking, which involves manipulating the
decoding process of proprietary LLMs (Kirchen-
bauer et al., 2023; Zhao et al., 2023a; Gu et al.,
2023) without requiring additional training. The

core idea is that the watermark signal embedded
in the model-generated text can be learned by the
surrogate model trained on those watermarked out-
puts, resulting in the surrogate’s outputs also carry-
ing detectable watermark information. Specifically,
(Zhao et al., 2023b) injects a secret sinusoidal mod-
ulation into the token-generation logits, creating
invisible ‘spectral’ signatures in the sequence of
chosen tokens. (Sander et al., 2024) demonstrates
the radioactivity of existing LLM text watermarks
(Kirchenbauer et al., 2023), showing that when
watermarked text is used as fine-tuning data, the
watermark signal is transferred to the fine-tuned
model.

Unauthorized Dataset Misuse. In addition to
model IP infringement, protecting dataset IP is
also crucial. Unauthorized users may incorporate
proprietary datasets into their model training data
or use them in Retrieval-Augmented Generation
(RAG) systems (Karpukhin et al., 2020; Xiong
et al., 2020; Lewis et al., 2020) without permission
(Panaitescu-Liess et al., 2025; Liu et al., 2023b;
Cui et al., 2025; Liu et al., 2025a; Li et al., 2024c;
Anderson et al., 2024). The dataset owner usually
embeds a backdoor (Chaudhari et al., 2024; Cheng
et al., 2024; Chen et al., 2024) or watermark (Liu
et al., 2023b; Jovanović et al., 2024a; Liu et al.,
2025c; Wei et al., 2024) into the dataset for reli-
able detection. Specifically, (Zou et al., 2024) in-
troduces a technique that involves inserting crafted
malicious content into the dataset, causing retrieval-
augmented LLMs to produce a specific, incorrect
response to a targeted query. (Liu et al., 2025c)
inserts carefully crafted watermarked canaries into
the proprietary dataset to detect unauthorized use
of the dataset in RAG systems.

B Experimental results of ICWs

In this section, we present brief experimental re-
sults on the detection and robustness performance
of ICWs, given that the concept is relatively new.
The performance is evaluated under the indirect
prompt injection (IPI) setting, where we consider a
scenario in which academic conference organizers
embed watermarking instructions into submitted
manuscripts and then detect if a review is generated
by inputting the manuscript to an LLM.

The experiments use ICLR papers from 2020
to 2023 as a dataset. The ICWs are evaluated
on gpt-4o-mini and gpt-o3-mini. The perfor-
mance is evaluated using ROC-AUC, true posi-
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Table 3: Comparative summary of watermarking settings across deployment actors, goals, incentive alignment, and
potential failure modes.

Settings Primary Deployment
Actors

Primary Goal/Use Case Incentive Alignment Failure Modes

Model Watermarking LLM developers or Plat-
forms (e.g., Hugging Face)

IP protection Aligned: Protect the
provider’s core asset without
degrading user experience.

Transparency, disputes over
ownership proofs

LLM Text Watermarking LLM provider (e.g., Ope-
nAI, Google)

Provenance of AI-misuse Misaligned: Create com-
petitive risk for model
providers; users may switch
to unwatermarked models.

Market rejection, key
management

In-Context Watermarking Trusted third parties (e.g.,
Conference organizers)

Provenance of AI-misuse Aligned: Trusted parties
gain detection tools; model
providers remain neutral;
users get fair services.

Dependence on model’s
instruction-following ability

tive rate at 1% false positive rate (TPR@1%FPR),
and true positive rate at 10% false positive rate
(TPR@10%FPR). The robustness is evaluated by
paraphrasing the watermarked text using LLMs.

As shown in Table 4, ICW performance im-
proves with increasing LLM capability, for exam-
ple, from GPT-4o-mini to GPT-o3-mini. For ad-
vanced models such as GPT-o3-mini, ICWs achieve
strong detection performance. Moreover, ICWs,
such as Initials, Lexical, and Acrostics ICWs,
remain certain robustness even when the water-
marked text is completely paraphrased, demonstrat-
ing their potential for practical deployment. More
extensive experimental results can be found in Liu
et al. (2025b).

C Alternative Views and Discussion

Watermarking as A Mandatory Safety Baseline.
Some people argue that waiting until all parties
voluntarily adopt watermarks sets the bar too high.
Instead, they treat provenance watermarking as a
basic feature in the era of genAI, like seat belts
or food allergy labels, that should be mandated
through policy, not left to voluntary adoption. From
this perspective, watermarking is not merely a mar-
ket feature driven by aligned incentives but a nec-
essary safeguard to protect society from the risks
of AI-generated content.

Regulatory momentum supports this view:

• The EU AI Act (European Union, 2024) ex-
plicitly requires providers to embed machine-
readable watermarks in any system that generates
or manipulates content, with enforcement set to
take effect in 2025.

• China’s Cyberspace Administration (Cyberspace
Administration of China, 2023) has gone further,
mandating both visible and invisible watermarks

for generative content and requiring platforms to
detect and flag unmarked media.

• In the U.S., NIST’s 2024 report on synthetic con-
tent (Chandra et al., 2024) frames watermarking
as a foundational content authentication tool, rec-
ommended even in the absence of strong com-
mercial incentives.
Supporters of this approach argue that because

the harms of misuse, such as deepfake-driven mis-
information, copyright infringement, are broadly
distributed and hard to monetize (Ma, 2022), no
individual stakeholder has a strong financial reason
to act alone. They contend that without regulatory
pressure, the market will reward providers who
skip provenance controls in favor of speed, cost,
or user satisfaction. As a result, they advocate for
watermarking mandates backed by penalties and
procurement rules, arguing that these top-down
mechanisms are more likely to ensure timely and
universal adoption than waiting for stakeholder in-
centives to naturally align.
The Existence of Anti-detection Markets. The
emergence of anti-detection markets may challenge
incentive alignment and hinder efforts to detect AI
misuse, as LLM providers could also have incen-
tives to weaken or bypass watermarking.
Discussion. In this paper, we advocate for the con-
sideration of incentive alignment when designing
the LLM watermarking algorithm for broader de-
ployment in the real world. However, there is no
single method that is a panacea. A well-designed
regulation may also play an important role in the
ecosystem. However, a well-designed regulation
usually requires substantial effort, moves slowly,
varies across jurisdictions, and is hard to keep pace
with the rapid deployment of LLMs. In the mean-
time, we believe it is important to consider mecha-
nisms such as ICW that can be deployed immedi-
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Table 4: Empirical performance of ICWs: Comparing detection effectiveness and robustness against paraphrasing
on indirect prompt injection (IPI) setting.

Language Models Methods Detection (IPI Setting) Robustness (Paraphrase)

ROC-AUC TPR@1%FPR TPR@10%FPR ROC-AUC TPR@1%FPR TPR@10%FPR

GPT-4o-mini

Unicode ICW 0.857 0.714 0.735 0.500 0.010 0.100
Initials ICW 0.620 0.006 0.076 0.616 0.000 0.070
Lexical ICW 0.889 0.054 0.564 0.887 0.048 0.556
Acrostics ICW 0.592 0.002 0.448 0.591 0.000 0.378

GPT-o3-mini

Unicode ICW 1.000 1.000 1.000 0.500 0.010 0.100
Initials ICW 0.997 0.910 0.998 0.893 0.106 0.628
Lexical ICW 0.997 0.974 0.989 0.940 0.558 0.872
Acrostics ICW 0.997 0.982 0.998 0.874 0.448 0.724
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Figure 7: Illustration of Green/Red list LLM text Watermarking (Kirchenbauer et al., 2023).

ately without requiring international consensus or
regulatory enforcement. Moreover, a simple, one-
size-fits-all mandate risks overlooking the diverse
incentives of different stakeholders. From a poli-
cymaking perspective, we believe it is important
to account for these diverse incentives when de-
signing watermarking requirements. In particular,
effective regulation should aim to align incentives
so that watermarking offers clear value not only
to providers but also to trusted third parties and
end users. By grounding regulation in incentive
alignment, policymakers can reduce resistance and
increase the likelihood of successful adoption.

Moreover, the existence of anti-detection mar-
kets may challenge incentive alignment, as LLM
providers could have motives to weaken watermark-
ing. However, this problem also arises under reg-
ulatory approaches. Moreover, incentive-aligned
methods could better mitigate such risks: universal
watermark mandates create a single target for eva-
sion, while incentive-aligned methods apply mainly
in high-stakes contexts with limited incentive to
bypass detection. Incentive-aligned methods like
ICW also align with providers’ goals to improve
instruction-following, requiring no universal coop-
eration, and opposing it would conflict with their
broader interests. Because enterprises and educa-
tors all benefit from trustworthy watermarking, de-
liberately undermining it would bring reputational

risks, making compatibility with incentive-aligned
methods the rational choice.
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