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Abstract

Large language models are known to be vul-
nerable to adversarial perturbations such as
synonym-based word substitutions. However,
previous analyses of adversarial influence focus
only on output behavior and provide limited in-
sight into the propagation of substitution-based
input perturbations through internal represen-
tations. In this work, we introduce a topolog-
ical data analysis (TDA) framework to study
the structural effects of adversarial attacks on
attention maps across model layers. We evalu-
ate small encoder-based architectures (BERT,
RoBERTa, DistilBERT) fine-tuned to solve bi-
nary classification on the IMDb review dataset,
which were attacked using TextFooler. We
convert attention maps into distance matrices
and apply TDA to extract topological features,
which we then compare using Wasserstein dis-
tances between original and perturbed features.
In parallel, we compute a non-TDA baseline
on attention maps using per-head L1 distances
between original and perturbed attentions. In
addition, we analyze these models on a layer-
by-layer basis. We find that adversarial per-
turbations induce systematic and statistically
significant topological changes across layers,
with the largest deviations occurring in late lay-
ers and smaller but notable effects in early lay-
ers. These patterns are consistent across mod-
els and are validated using both non-parametric
(Kruskal–Wallis, Dunn) and parametric (one-
way ANOVA, Tukey) tests on log-transformed
Wasserstein distances. Compared to our non-
TDA baseline, our results show more dis-
tinct layer-wise separation and provides a ro-
bust and interpretable framework for evaluat-
ing how adversarial perturbations alter internal
model structure. Our code is publicly available
at: https://github.com/angelinatsai04/
mitll_clinic/tree/adam_spring1.
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Figure 1: Illustration of using TDA to characterize the
topology of the latent space, tracking adversarial activity
across model layers.

1 Introduction

Large language models (LLMs) have proven to
be strong tools in solving many tasks in NLP,
from part-of-speech tagging to sentiment analysis
to spam detection. Furthermore, LLMs are eas-
ily customizable to fit several needs (Chen et al.,
2024), making them suitable for a variety of appli-
cations. However, while they provide great utility,
they suffer from vulnerabilities due to the introduc-
tion of adversarial perturbations. In some cases,
LLMs may produce very different outputs when
semantic-preserving changes are made to the input
(Arakelyan et al., 2024). One such case is point-
based word substitution (Qi et al., 2021), in which
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individual words in a text input are replaced with
synonyms, which may have undesirable effects on
LLM-based text classification models. Therefore,
before deploying LLM solutions, we need to under-
stand what scenarios (i.e., adversarial perturbations
encourage or discourage vulnerabilities in language
models.

We study TextFooler (Jin et al., 2020), a word
substitution attack that has a high success rate in
disrupting classification predictions for fake news
prediction and sentiment classification tasks (Jin
et al., 2020). Like other model-agnostic attacks,
TextFooler evaluates robustness at the output level,
but provides few insights into how the input per-
turbation propagates through a model. Despite
this limitation, TextFooler generates a rich set of
“successful” perturbations to the output (Jin et al.,
2020). Consequently, building defense strategies
for this type of attack is difficult. Thus, we use
TextFooler, a black-box attack, to adversarially per-
turb texts and probe how these perturbed texts (in
comparison with the original) are represented in
the embedding space of encoder-only models. Fur-
thermore, we track how perturbations change the
embedding space across layers.

To investigate the robustness of a model’s inter-
nal states, we evaluate the structure of attention
maps (Kushnareva et al., 2021), which are inter-
mediate representations of an input that show how
much each token contributes to the meaning of
each other token. We introduce the use of topologi-
cal data analysis (TDA) in order to better quantify
the effect of TextFooler on each layer’s attention
maps and to visualize changes in the structure of a
model’s internal representations across layers. See
Figure 1 for an illustration on how TDA can be
used to characterize the topology of each layer in
a language model to investigate adversarial influ-
ence. Using these tools, we investigate the follow-
ing three research questions (RQs):

RQ1: Can we observe distinct topologies in the
attention maps of encoder models, before
and after word substitution?

RQ2: Are these distinct topologies observable
across the layers of a model?

RQ3: Are these distinct topologies observable
across different encoder models?

Finally, our findings reveal that adversarial per-
turbations such as word substitution attacks do af-
fect the topology of the embedding space of lan-
guage models. In addition, we find that adversarial

influence is most noticeable in the early and late lay-
ers for the encoder models (i.e., BERT, RoBERTa,
DistilBERT) investigated.

2 Related Work

Adversarial attacks have been used to evaluate the
robustness of AI systems. Specifically, for LLMs,
these range from prompt-based attacks (Zhang
et al., 2025), using LLMs to paraphrase texts to
evade author attribution (Alperin et al., 2025), to
attacks that probe LLM embeddings like poison-
ing attacks (Fendley et al., 2025). We have also
observed several defense techniques and more re-
cently the application of TDA to detect adversarial
activity (Uchendu and Le, 2024). This includes
using TDA to track topological changes in hidden
space as a result of adversarial attacks (Fay et al.,
2026; Vu et al., 2025; Chauhan and Kaul, 2022;
Perez and Reinauer, 2022). These applications
suggest that TDA can characterize the topological
structure well, such that changes caused by adver-
sarial perturbations are detectable. In this study, we
study the granular topological effects of adversarial
perturbations by tracking its evolution across all
layers.

3 Topological Data Analysis (TDA)

In order to quantify the properties of a point cloud
in high-dimensional space, we move beyond using
summary statistics and employ TDA. TDA meth-
ods analyze the topology induced by the connectiv-
ity of points in a space across a variety of scales,
allowing for more comprehensive and informative
results (Wasserman, 2018).

We use persistent homology (Edelsbrunner et al.,
2008), one of two key methods in TDA, to ana-
lyze both the local and global features of language
model internal representations. In particular, given
a set of points in a metric space, we perform a
Vietoris–Rips filtration (Sheehy, 2012) across a pa-
rameter r; for each r, we construct a graph con-
taining points as vertices and connecting vertices
when they are within a distance of r from one an-
other. Persistent homology analyzes the creation
(“birth”) and filling-in (“death”) of topological fea-
tures within this graph, such as connected com-
ponents (H0 features), loops (H1 features), and
voids (H2 features) (Uchendu et al., 2024). These
features are compiled into a persistence diagram
(Cohen-Steiner et al., 2005), a plot which shows
birth and death values (bi, di) for each feature in
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the filtration. Persistence describes how long each
topological feature lasts in the filtration and is given
by Persistence((bi, di)) = di− bi. This is the verti-
cal distance from the feature to the y = x diagonal
on the diagram.

Persistent homology is a suitable tool for our task
since attention maps are a natural way to quantify
the distance between token representations. Un-
like hidden states, the space induced by attention
values is not Euclidean (Kobayashi et al., 2020;
Vaswani et al., 2017); however, persistent homol-
ogy does not require a Euclidean space (Edelsbrun-
ner et al., 2008; Wasserman, 2018). In addition,
persistence diagrams generated from persistent ho-
mology are robust to noise (Cohen-Steiner et al.,
2005). This means metrics computed from persis-
tence diagrams are also generally robust to noise
and are a suitable tool for sensitivity analysis via in-
put perturbation. Because persistence diagrams are
stable under small perturbations of the underlying
metric space, large Wasserstein deviations indicate
structurally meaningful changes rather than numer-
ical noise alone.

4 Problem Definition

4.1 RQ1: Topology of Adversarial
Perturbations

In making small point perturbations to the input, we
expect to see the appearance or disappearance of
high-persistence 0-dimensional and 1-dimensional
features rather than shifts in the overall distribution
of persistence values. In other words, we expect
text substitution to primarily influence the tail be-
havior of persistence values. We examine the tail
behavior of persistence using a suite of graphical
visualizations. To better evaluate the tail behav-
ior of persistence values, we propose persistence
survival curves. By plotting and overlaying the
persistence percentiles on a logarithmic scale, we
emphasize the difference in the weights of high
persistence tails as a result of perturbation, rather
than show the relatively diffuse and noisy behavior
of the main mass of points.

4.2 RQ2: Layer Analysis with TDA

Different layers in an encoder model typically char-
acterize different levels of the meaning of the input.
Early layers typically encode local syntax features,
while every subsequent layer encodes more global
meaning. In this paradigm, the added classifica-
tion head represents the highest-level meaning, i.e.,

the overall sentiment, of the input. With this in
mind, we visualize the distribution of persistence
values across layers 0, 6, and 11, representing early,
middle, and late layers. Further, we investigate the
sensitivity of the heads in each layer to adversarial
perturbation.

4.3 RQ3: Generalizability of the Topology of
the Embedding Space Across Models

We compare patterns across several encoder mod-
els to identify whether the observed topological
behaviors and layer-wise sensitivities are consis-
tent. This serves to validate results developed from
individual model layer analysis.

5 Methodology

5.1 Datasets
The IMDb dataset consists of 50,000 long-form
movie reviews (25,000 positive and 25,000 nega-
tive) collected from the IMDb website. Reviews
contain an average of 231 words with standard de-
viation 171 words.

5.2 Selected Language Models
We evaluate the impact of TextFooler on
three encoder-only models: BERT-base-uncased,
RoBERTa-base, and DistilBERT. Each model was
modified via a classification head consisting of a
dropout and a linear layer during training, then
fine-tuned to perform binary classification on the
IMDb dataset. For consistency, we capped the num-
ber of input tokens to the first 128 tokens of each
example. BERT and RoBERTa were trained to a
level of greater than 90% test accuracy, and Distil-
BERT was trained to a level of greater than 80%
test accuracy.

5.3 Adversarial Attack
Using TextFooler, Jin et al. (2020) propose a model-
agnostic, score-based point substitution attack for
text classification tasks. Suppose we have a binary
classification task and have fine-tuned a language
model fθ to output the probability of class 1 on
dataset D = {(qi, yi)}, yi ∈ {0, 1}. Given an
input qi with label yi, a substitution attack perturbs
the input by replacing a small number of words in
qi, resulting in a semantically similar input q′i. The
attack aims to achieve

∣∣yi − fθ(q
′
i)
∣∣ > 0.5,

an incorrect prediction, in as few substitutions as
possible.
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Figure 2: Overall pipeline for adversarial attack, visualization, and layer-wise analysis of attention maps. Recall
that TextFooler is a black-box attack, but the subsequent step of extracting attention maps is white-box. Note that
some outputs are “stacked,” meaning there are multiple diagrams, one per layer or head.

6 Experimental Setup

6.1 Attack Pipeline

Given a model where only output logits are visible,
the TextFooler attack first determines the “impor-
tance” of each word in the input qi by masking
word individually and observing the change in the
logits of the output. Then, the attack will perform
a search by iteratively replacing important tokens
with similar words with some minimum cosine
similarity threshold — effectively, replacing words
with synonyms. For each model, In our input gen-
eration step, we store the original input qi and the
altered input q′i, and log the number of words that

have been changed for each input. For each model,
we use the same set of 1024 examples from the
IMDb test split to ensure direct comparability. Fi-
nally, the attack results were sorted by highest to
lowest “effectiveness” of the attack, which is mea-
sured by the absolute change in the prediction logits
after an attack. Next, for each model, we stored all
input sentence pairs and attack statistics in tabular
form for analysis:

• Original and Perturbed Texts: In both texts,
the affected words were wrapped in the special
punctuation [[...]], which was also cleaned via
regex prior to feeding into our models.

• Original and Perturbed Scores: Score mea-
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sures the deviation of the logit corresponding
to the correct label from a fully confident logit
of 1.

• Absolute Score Difference: The loss in score
after an attack. This is positive for all attack in-
stances where the model initially was greater
than 50% confident in the correct label but
then switched its prediction.

An example original-perturbed input pair is pro-
vided below. The replaced words (in this case, just
one) are in bold.

Original Input: This version is very
painful to watch. All of the acting is
very stilted. . . (Negative, 99.97% confi-
dence)

Perturbed Input: This version is very
scathing to watch. All of the acting is
very stilted. . . (Positive, 99.95% confi-
dence)

6.2 Attention Map Extraction
For each original-perturbed text pair, we performed
inference by individually feeding each example
into their corresponding models, and extracted
attentions per head per layer. For BERT and
RoBERTa, there were 12 layers and 12 attention
heads per layer; for DistilBERT, there are 6 layers
and 12 attention heads per layer. Thus, for each
head, we have a seq_len × seq_len attention map
(Vaswani et al., 2017).

We now formalize the sense of “distance” be-
tween a pair of tokens in the input sentence. For a
sequence of tokens (t1, t2, . . . , tk), each attention
map is a k × k matrix A that encodes pairwise
attention weights aij , with each aij being nonneg-
ative and each row summing to 1. As discussed
previously, this matrix representation naturally en-
codes a sense of distance between tokens, where
higher attention weights aij , aji between a pair of
tokens corresponds to a lower distance between the
tokens in space. To achieve this, we create a dis-
tance matrix D containing the pairwise distances
between tokens, which we define to be 1 minus the
average attention between the tokens (Kushnareva
et al., 2021). In other words, for each pair of tokens
(ti, tj), we set

dij = 1− 1

2
(aij + aji) .

We also set dii = 0 for i ∈ 1, 2, . . . , k. Our re-
sulting distance matrix is then used to generate

a Vietoris–Rips filtration and perform persistent
homology.

6.3 Visualizations
In order to highlight different changes in persis-
tence upon perturbation, we introduce several visu-
alization modes of persistence:

1. Persistence Diagram: a plot of birth-death
values (bi, di) for H0 and H1 topological fea-
tures (Cohen-Steiner et al., 2005). This is the
standard mode of visualization for persistent
homology.

2. 2D KDE Plot: a contour plot directly on
the H1 persistence diagram. This smooths
the discrete distribution, reduces noise, and is
more visually intuitive in showing systematic
trends in the overall distribution than compar-
ing point clouds (Rosenblatt, 1956).

3. 1D KDE Plot: a plot of H1 persistence val-
ues as KDE plots, showing the distribution of
mass in persistence values (Rosenblatt, 1956).

4. Persistence Survival Curve: a plot of the sur-
vival function versus the persistence, where
the survival function is plotted on a logarith-
mic scale.

5. Wasserstein Heatmap: a heatmap of aver-
age Wasserstein metrics between original and
perturbed H1 persistence diagrams, showing
variation across heads and layers (Scholkem-
per et al., 2024).

6. Wasserstein Violin Plot: a violin plot of the
distribution of log-Wasserstein metrics com-
piled across examples per layer.

6.4 Statistical Tests
To assess which layers in an encoder model are
more sensitive to adversarial perturbations, we
compute the Wasserstein distance (Rüschendorf,
1985) between H1 persistence diagrams for each
attention head across the 20 sentence pairs cor-
responding to attacks that maximized output-logit
changes. These distances were aggregated per head
and per layer. As a non-topological baseline, we ad-
ditionally computed raw L1 distances between cor-
responding original and perturbed attention maps
for each head and layer. These L1 distances were
aggregated identically to the Wasserstein metrics,
allowing direct comparison between TDA-based
and conventional attention-space sensitivity mea-
surements. Unlike raw L1 distances, which mea-
sure elementwise deviations in attention weights,
persistent homology summarizes higher-order con-
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nectivity structure across multiple scales. Thus,
TDA-based Wasserstein distances are more sensi-
tive to global structural changes induced by per-
turbations even when local attention differences
remain small.

Since we did not assume any particular distribu-
tion of Wasserstein or L1 distances across heads
and examples, we first applied non-parametric tests.
Specifically, we used a rank-based Kruskal–Wallis
test (McKight and Najab, 2010) on Wasserstein dis-
tances and L1 distances to evaluate whether layers
differed in their distance metrics, followed by a
post-hoc Dunn test with Holm correction for pair-
wise layer comparisons. These tests are robust to
skewed distributions and do not require normal-
ity assumptions (McKight and Najab, 2010). In
addition, the rank-based non-parametric statistics
are unaffected by the logarithmic transformation
because logarithms preserve ordering.

In parallel, we also performed parametric tests.
Based on the log-Wasserstein violin plots (Hintze
and Nelson, 1998), the log transformation greatly
reduced right skew and produced distributions
within each layer that approximated normality.
This allowed us to perform a parametric one-way
ANOVA (Quirk, 2021) to assess differences in
mean log-Wasserstein distances between layers. By
using both parametric and non-parametric tests, we
maximize the explanatory power of our observa-
tions: the Kruskal–Wallis test provides a robust
baseline that makes no assumptions about normal-
ity, while ANOVA offers greater power by leverag-
ing the improved symmetry of the log-transformed
data.

7 Results

7.1 Topology of Adversarially Perturbed
Embedding Space

In our analysis of adversarial topologies, we ob-
served that the vast majority of points in the H1

persistence diagrams were concentrated in large
clusters of points, making the original and per-
turbed diagrams difficult to differentiate via basic
inspection or overall population statistics. How-
ever, in many of these diagrams, there were a few
outliers with high birth and death values and persis-
tence values (i.e., points up the diagonal and points
farther away from the diagonal, respectively). For
this type of deviation, we observe a marked im-
provement in qualitative visual analysis by using
logarithm-scale survival curves over histograms,

Figure 3: Persistence diagrams for a text pair across the
three encoder models where “worst” was replaced with
“gravest,” averaging attentions across heads of the final
layer prior to computing persistence. Low-death, low-
persistence points tend to cluster in the bottom left and
are less important than the scattered high-persistence
points toward the top of each plot.

Figure 4: BERT KDE overlays (left) and survival curves
(right) for layers 0, 6, and 11 for the substitution attack
in Figure 3. The difference in mass in high-persistence
regions before and after perturbation is more clearly
visible in the survival curves.
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Figure 5: 2D KDE plots on the H1 persistence diagrams in Figure 3. We see that the majority of the mass of
persistence features in the H1 diagram remain stationary, but there are shifts in high-persistence outlier points.

KDE overlays, and simple persistence diagrams.
Survival curves more clearly show deviations in
tail behavior compared to the raw persistence dia-
grams and KDEs (Figures 3, 4, and 5). Additional
comparisons can be found in Appendix C.

Model Method H pKW Dunn

BERT TDA 902 2.3×10−186 11/11
Baseline 422 1.1×10−83 10/11

RoBERTa TDA 753 1.9×10−154 10/11
Baseline 430 2.3×10−85 5/11

DistilBERT TDA 494 1.7×10−104 5/5
Baseline 58.8 2.2×10−11 5/5

Table 1: Non-parametric analysis of layer-wise differ-
ences for both TDA-based and baseline non-TDA dis-
tances. Entries report Kruskal–Wallis statistics and cor-
responding p-values. “Dunn” reports the number of
significant pairwise differences between the final layer
and all preceding layers under Dunn tests with Holm
correction. TDA-based distances consistently produce
stronger statistical separation across layers than baseline
L1 distances.

Model Method F pANOVA Tukey

BERT TDA 51.9 7.6×10−105 11/11
Baseline 37.3 1.3×10−75 10/11

RoBERTa TDA 32.9 1.5×10−66 9/11
Baseline 44.7 1.3×10−90 5/11

DistilBERT TDA 50.2 5.2×10−48 5/5
Baseline 13.6 5.1×10−13 5/5

Table 2: Parametric analysis of layer-wise differences
using one-way ANOVA and Tukey’s HSD tests for both
TDA-based and baseline non-TDA distances. Entries
report ANOVA statistics and corresponding p-values.
“Tukey” reports the number of significant pairwise dif-
ferences between the final layer and all preceding layers
under Tukey’s HSD tests. While both approaches de-
tect significant layer-wise effects, TDA-based distances
generally yield stronger and more discriminative layer
separation, with the exception of RoBERTa.

7.2 Layer Sensitivity Analysis with TDA

We observe from the persistence survival curves
(Figures 4; and in Appendix, 8, 9) that persistence
diagrams (Figures 3) show more drastic differences
in tail behavior as the layer number increases from
0 → 6 → 11. The Wasserstein distances per head
point to a similar phenomenon. The distance matri-
ces in Figure 6 are average Wasserstein distances
per head across the 20 examples with the highest
deviation in output logits. These matrices show
a substantial increase in Wasserstein distances in
the final two layers for each model. In addition,
some heads in layers 0, 1, and 2 also show large
average Wasserstein distances as a result of per-
turbation. Unlike in late layers, this behavior is
typically only shown in a small number of heads
rather than across all heads (Figure 6).

We also plotted the distribution of log-
Wasserstein distances per layer, aggregating the
12× 20 = 240 observations per head per example
for each layer. Even in log-space, there is a clear
trend in log-Wasserstein distances, with median dis-
tances per layer roughly following a sideways “U”
(or “W,” in the case of RoBERTa) shape for each
model (Figure 7). To test this hypothesis, we use
both non-parametric and parametric tests, as out-
lined in Section 5. For BERT, the Kruskal–Wallis
test suggests very strong differences between lay-
ers (H = 902, p = 2.3×10−186; see Table 1), and
post-hoc Dunn tests show that the final layer differs
significantly from all other layers. The baseline
L1 distances for the same set of examples show a
much weaker trend statistically and visually, with
distances weakly increasing over layers (Figure 12).
While the majority of layer comparisons still yield
significant results, the separation of effect sizes
across layers is observed to be much stronger in
the TDA analysis. Similar results are observed for
RoBERTa and DistilBERT, although on a weaker
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Figure 6: Wasserstein distance matrices showing dis-
tance values per head across the 20 examples with the
highest deviation in logits. Notice the consistent high
activations in the latest and earliest layers.

scale (Table 1).

Parametric analysis on the log-transformed
Wasserstein distances using one-way ANOVA cor-
roborates these findings, with the final layer differ-
ing significantly in mean log-Wasserstein distance
across layers for all models (Table 2). Tukey’s
HSD post-hoc tests confirm the non-parametric re-
sults, though the discrepancy between RoBERTa’s
middle layers and late layers is less pronounced.
A comprehensive table of pairwise p-values from

Figure 7: Per-layer log-Wasserstein distance violin plots
with box plot overlay.

each test is provided in Appendix D.

7.3 Generalization Across Models

Our violin plots show that, across all models, the
very early and very late layers show the highest
distances, and the middle layers show the lowest
distances. Our statistical tests confirm this claim.
For all models, the final layer exhibits significantly
higher log-Wasserstein distances than nearly all
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preceding layers, reflecting increased sensitivity to
perturbations at the top of the network. However,
RoBERTa differs from the other models in a no-
table way: its middle-layer attention maps show
a pronounced increase in distances, suggesting a
resurgence in sensitivity in middle layers that is
largely absent in BERT and DistilBERT. In gen-
eral, RoBERTa’s average log distances are more
evenly distributed across layers, although the final
layer still maintains significantly higher distances
than earlier layers. This pattern highlights the com-
mon trend of greater sensitivity in later layers, and
a model-specific feature of RoBERTa, where per-
turbation effects are more distributed across the
network.

8 Discussion

Adversarial Influence is Most Detectable in
Early and Late Layers. The qualitative and
quantitative findings in Section 7 can be explained
in the context of model evolution over layers. At
each layer, our encoder models consistently incor-
porate additional context that accumulate across
each layer, resulting in the highest deviation in at-
tention shape just before the decision layer. The
large Wasserstein distances in a subset of heads
in early layers is also intuitive: since low-level
representations are close to individual token em-
beddings, single-word perturbations have a large
impact on early layers’ attention topology.

RoBERTa Exhibits Relatively Uniform Sensitiv-
ities Across Layers. This pattern is apparent in
both baseline and TDA methods, showing fewer
significant pairwise layer comparisons than other
models in its family. This can be attributed to
several properties of RoBERTa’s design and pre-
training. First, RoBERTa has more rigorous pre-
training than BERT (Liu et al., 2019), using more
data and more dynamic masking. These features
prevent the model from overfitting on data and
concentrating specific features in a few layers or
heads. Second, RoBERTa was pretrained specifi-
cally for masked language modeling (MLM) (Liu
et al., 2019), whereas BERT was pretrained for
both MLM and next sentence prediction (NSP) (De-
vlin et al., 2019). MLM is much more relevant to
our binary text classification task than NSP since
sentence coherence does not produce contextual
features. Therefore, since all heads are dedicated
to learning contextual features, there is less special-
ization of attention heads, meaning heads are less

sensitive to word-level perturbations.

TDA Captures Structural Rather Than Purely
Local Changes. Although both the TDA-based
Wasserstein distances and the non-TDA L1 base-
line detect statistically significant effects of adver-
sarial perturbations, the TDA metrics consistently
produce stronger and more discriminative layer-
wise separation. In particular, the TDA-based anal-
yses reveal clear U-shaped or W-shaped sensitivity
trends across layers, whereas the baseline distances
show weaker and less consistent patterns across
different models (Figures 7 and 12; Tables 1 and 2).
Because persistent homology summarizes connec-
tivity structure across multiple scales, the resulting
Wasserstein distances are more sensitive to these
large-scale structural perturbations than raw matrix
norms alone.

Practical Applications. Beyond characterizing
layer-wise behavior, Wasserstein sensitivity analy-
sis has practical use cases. For example, it can be
used to better inform future studies of the weakest
parts of an LLM. When implementing safeguards
to prevent model overconfidence, developers of an
LLM may reinforce residual connections from less
sensitive layers to more sensitive layers to mitigate
the overall impact of single-word substitutions. In
addition, for text classification tasks using LLMs,
Wasserstein sensitivity analysis can inform model
confidence by aggregating raw logits and Wasser-
stein metrics as a result of adversarial perturbation.
Given an input, if the average Wasserstein distance
as a result of input word substitution is higher than
usual, then the model may be over-relying on indi-
vidual words in the input. Thus, it should decrease
its confidence in its prediction for that example.

9 Conclusion

Our qualitative analysis reveals that the topology
of the attention maps of each encoder model in
this study changes on the global level as a result
of adversarial influence, while local features stay
roughly intact. Compared to conventional attention-
space baseline distances, the TDA-based Wasser-
stein metrics produce clearer layer-wise separation
and more discriminative sensitivity patterns across
models. This is bolstered by our quantitative sensi-
tivity analysis, which indicates that very early and
late layers experience the greatest change in high-
persistence features and show significantly higher
Wasserstein distances than middle layers.
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10 Limitations

One key limitation of our sensitivity analysis is that
it is not directional: the Wasserstein metric only
captures the magnitude of change between persis-
tence diagrams, but does not indicate the direc-
tion or nature of the change. Consequently, while
we can quantify how much the topological struc-
ture changes under perturbation, we cannot directly
infer whether the change increases or decreases
specific topological features. When examining di-
rectional trends in persistence, we did not find con-
sistent patterns across examples, highlighting that
magnitude alone may not capture the full dynamics
of model sensitivity.

In addition, our per-layer Wasserstein analysis
relies on a small subset of the data. Although we
found statistically significant results, we only tested
the 20 examples with the highest change in output
logits. Although upon manual inspection, the vast
majority of these examples preserved the semantics,
the top 20 examples may not be representative of
the average successful attack. Since Wasserstein
distances are linear in the scale of the distance
map, it is possible that some examples with “large”
initial perturbations would have disproportionately
large Wasserstein distances, which would disrupt
parametric statistical tests, which rely on normality
assumptions. To mitigate this effect, we suggest
three potential solutions:

• Larger Sample Size: We can increase the
number of samples to include in our analy-
sis. This would allow for more robust and
powerful statistical tests.

• Random Sampling with Bootstrapping: To
get more representative distributions and 95%
confidence intervals for mean log-Wasserstein
distances, we could use bootstrapping in con-
junction with random sampling of text exam-
ples.

• Distance Matrix Normalization: Prior to
computing persistence, we could normalize
the distances to decrease the chance of sin-
gle examples that dominate the Wasserstein
distance analysis. This could introduce bias
in our Wasserstein distance calculations, es-
pecially if we do not scale distance matrices
belonging to the same sentence pair identi-
cally.

We also acknowledge that Wasserstein distance cal-
culations are generally slow; the fastest known al-
gorithms for computing Wasserstein distance, such
as the Hungarian algorithm, have time complex-
ity scaling with f3, where f is the number of H1

features, which itself can be up to quadratic in the
number of tokens seq_len. This can become infea-
sible for larger inputs. In future studies, we propose
using the bottleneck distance as a metric instead,
as it is slightly faster computationally and isolates
the effect of high-persistence values changing due
to adversarial perturbation.

11 Ethical Statement

There are potential dangers to extending any con-
clusions found on these particular models and
datasets to more general use cases. As the LLM
ecosystem evolves, there are no guarantees that
newer, state-of-the-art models will have the same
vulnerabilities. In addition, any findings presented
in this paper may not generalize to text classifica-
tion tasks on other datasets.

All datasets and models, including pretrained
model weights, are open-source and can be found
on Hugging Face.
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.1 Code Availability
Our implementation for adversarial attack gener-
ation, attention map extraction, topological data
analysis, and statistical evaluation is publicly avail-
able at: https://github.com/angelinatsai04/
mitll_clinic/tree/adam_spring.

A Reasoning for Selection of
Visualization Methods

Generally, the KDE plots are suited for showing
trends in overall movement in the mean persistence
of the distribution, that is, any consistent shifts in
large masses of points. This would correspond to
topological effects such as the destruction of topolo-
gies on small or large scales, or overall topological
compression. The survival curve is generally more
suitable for isolating global topological features
that persist across scales.

The KDE plots and survival curves were plotted
as overlays to facilitate direct visual comparison.
For the persistence diagram, we ensured that plots
of original and perturbed persistence were the same
scale per example to also facilitate direct compari-
son.

Computing Wasserstein distances on H1 persis-
tence diagrams is preferred to computing norms
on raw attention maps because persistent homol-
ogy has guarantees about numerical stability and
robustness to noise. In practice, we observed that
the resulting Wasserstein distances were strongly
right-skewed across heads and layers. To improve
interpretability in both visualization and statistical
analysis, we applied a logarithmic transformation
to all Wasserstein distance observations.

B Top TextFooler Perturbations

Some of the successful attacks for each model that
resulted in the highest decrease in correct predic-
tion probability are reproduced in Table 3. Based
on these samples, all of which are negative-turned-
positive, negative reviews appear to be much more
vulnerable to single-word attacks than positive re-
views. The models seem to misclassify phrases
containing words like “egregious” and “gravest,”
which typically have negative connotations but can
also be found in a positive review; these words
are easily influenced by contextual cues. In ad-
dition, the review that appeared in every model’s
top three examples was especially tricky; every
model suffered from the same single substitution
from “worst” to “gravest.” Given the remainder
of the review, which is unchanged in the attack, it
is clear that the review is negative, but this small
change signals to the model that the series is mostly
hilarious and not bad.

C Additional Visualizations for RoBERTa
and DistilBERT

Figures 8 and 9 show the comparison between 1D
KDE plots and their corresponding survival curves.
DistilBERT has a less clear discrepancy between
original and perturbed survival curves for this ex-
ample. It is possible that, as a simpler model, Dis-
tilBERT only recognizes the word substitution on
a local semantic level, explaining the early-layer
differences, but this effect does not propagate as
the context widens. We also computed persistences
after averaging all heads in the layer, meaning any
effect localized in few heads would be diluted in
this visualization.

D Per-layer p-value Matrices

The heatmaps in Figures 10 and 11 show p-values
for both parametric and non-parametric tests per-
formed on log-Wasserstein distances, and are more
detailed summaries of the results from Tables 1
and 2.
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Figure 8: RoBERTa KDE overlays (left) and survival curves (right) for layers 0, 6, and 11 for the substitution attack
in Figure 4.
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Figure 9: DistilBERT KDE overlays (left) and survival curves (right) for layers 0, 3, and 5 for the substitution attack
in Figure 4.
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BERT

while Hillary Swank is great for the role, the plot to the
movie is just dreadful.
Negative (99.94%)

while Hillary Swank is great for the role, the plot to the
movie is just egregious.
Positive (99.94%)

The film is annoying.
Negative (99.90%)

The film is troubling.
Positive (99.93%)

[Y]ou’ll agree with me that this is one of the worst and yet
hilarious series ever made.
Negative (99.84%)

[Y]ou’ll agree with me that this is one of the gravest and yet
hilarious series ever made.
Positive (99.94%)

RoBERTa

[Y]ou’ll agree with me that this is one of the worst and yet
hilarious series ever made.
Negative (99.27%)

[Y]ou’ll agree with me that this is one of the gravest and yet
hilarious series ever made.
Positive (97.40%)

This is a truly awful film.
Negative (99.83%)

This is a truly spooky film.
Positive (96.51%)

Don’t see this movie! It’s... repulsive!
Negative (99.74%)

Don’t presume this movie! It’s... unsavory!
Positive (96.01%)

DistilBERT

[Y]ou’ll agree with me that this is one of the worst and yet
hilarious series ever made.
Negative (98.79%)

[Y]ou’ll agree with me that this is one of the gravest and yet
hilarious series ever made.
Positive (98.61%)

This is fairly typical for the Sci-Fi Channel: one-dimensional
characters, a ridiculous plot, and terrible special effects.
Negative (99.40%)

This is fairly typical for the Sci-Fi Channel: one-dimensional
characters, a ridiculous plot, and tragic special impact.
Positive (96.90%)

I really did not want to write a harsh review of this movie...
However this movie is truly awful.
Negative (99.45%)

I really did not want to write a harsh review of this movie...
However this movie is truly egregious.
Positive (95.55%)

Table 3: Adversarial examples showing original (left) and perturbed (right) text substitution pairs, producing
prediction flips from negative to positive with high confidence across models. Replaced text is in bold.
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Figure 10: Layer-wise Dunn’s (left) and Tukey’s HSD (right) test p-value heatmaps of log-Wasserstein distances,
with significant layer pairings in green. Note that the final layer in all models has significantly different log-
Wasserstein distances from almost all other layers.
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Figure 11: Layer-wise Dunn’s (left) and Tukey’s HSD (right) test p-value heatmaps of non-TDA baseline L1

distances, with significant layer pairings in green. The U-shaped trend observed in our TDA results is less clear and
varies much more between models.
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Figure 12: Per-layer Non-TDA L1 baseline distance
violin plots with box plot overlay.
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