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Abstract

Large Language Models (LLMs) excel as con-
versational agents. However, these capabil-
ities can be weaponized to automate social-
engineering attacks that gradually build rapport
to compromise the online safety of users. To un-
derstand this, researchers have simulated LLM-
based attacks in controlled settings. However,
the existing simulators focus on just Personal
Identifiable Information (PII) requests within
the chat. Thus, to represent a complete attack
scenario, we introduce PhishSim, an outcome-
driven LLM-based phishing simulator that ver-
ifies compromise by simulating a victim com-
pleting an external action step, such as submit-
ting credentials on a malicious platform. This
enables the generation of diverse, multi-turn at-
tack trajectories. Building on these trajectories,
we position PhishGate as a practical mitigation
baseline for outcome-grounded conversational
phishing: a real-time multi-agent risk scorer
that detects manipulation tactics and estimates
the severity of ongoing chats. For ambiguous
cases, it invokes RAG-supported consistency
checks. Evaluating four state-of-the-art LLM
backends in a real-time setting, we find that
PhishGate improves dialogue-level detection
over a real-time baseline. Our results high-
light both the promise and brittleness of LLM-
based real-time phishing defense, providing an
outcome-grounded testbed for studying conver-
sational compromise.

1 Introduction

The rapid adoption of Large Language Models
(LLMs) as conversational agents across everyday
workflows is now widely evident (Yi et al., 2025;
Bae et al., 2022). At the same time, these capa-
bilities can be repurposed for nefarious digital ac-
tivities (Badhe, 2025). In particular, LLMs’ abil-
ity to generate human-like language and maintain
conversational context makes them well-suited to
automate social engineering (SE) attacks (Schmitt

and Flechais, 2024). Compared to traditional phish-
ing emails, LLM-generated content is often harder
to detect because many existing detectors still rely
on rule-based superficial cues (e.g., grammar or
templates) rather than the underlying intent and in-
teraction dynamics (Li et al., 2025). This challenge
is amplified in multi-turn phishing, where attackers
first build rapport and then deploy psychological
manipulation to elicit an unsafe action (Kumarage
et al., 2025). These trends underscore the need
for robust defenses specifically designed to address
LLM-mediated threats.

Recently, two works have shown that LLM
agents can simulate multi-turn SE interactions. The
very first work (Ai et al., 2024) demonstrates single-
and dual-agent settings in which one LLM agent
plays the attacker, and another plays the victim.
Extending this paradigm, (Kumarage et al., 2025)
conditions the victim on personality traits, enabling
the attacker to adapt its manipulation strategy. Such
simulators substantially lower the cost of acquir-
ing diverse conversational attack samples and en-
able controlled exploration of attack scenarios that
would be difficult to collect at scale in the real
world.

However, these prior simulators predominantly
model attacks where the attacker explicitly requests
personally identifiable information (PII) within the
chat. While this captures a critical vulnerability,
real-world compromises often occur via an off-chat
action step—such as credential submission on an
external website after a victim is persuaded to click
a link (Peng et al., 2019). As a result, existing sim-
ulators do not adequately capture outcome-driven
campaigns in which the attacker’s primary objec-
tive is to induce an off-platform action that leads to
compromise.

To address this gap, we ask the following re-
search questions: Can LLM agents generate phish-
ing dialogues that yield outcome-verified compro-
mises? We introduce PhishSim, an LLM-based
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attack simulator in which the attacker adopts the
role of a fake recruiter and the victim is encour-
aged to complete an off-chat credential submission
on an attacker-controlled site. This design shifts
the simulation target from in-chat disclosure to an
action-based end goal that better matches how con-
temporary campaigns succeed. Next, we ask: To
what extent do simulated LLM agents reproduce
known human susceptibility patterns under de-
mographic constraints? We condition our victim
agent on a persona space including gender, career
roles, and Big Five traits, and analyze whether sus-
ceptibility trends align with prior findings reported
in the literature. Finally, we study: Is it feasible
to use LLMs for real-time risk detection in multi-
turn conversations? Across several representative
LLMs, we observe that while proprietary models
such as Gemini can be effective, many models ex-
hibit high false-positive rates and rely heavily on
solely link-based cues rather than manipulation in-
tent. Solely relying on link cues can lead to alert
fatigue in the real world and is also limited by the
detector’s knowledge base of URLs. Thus, an opti-
mal solution is essential.

Building on these findings, we develop and eval-
vate PhishGate, which is a multi-agent approach
that operates turn-by-turn by first filtering for ex-
plicit manipulation tactics, then estimating attack
severity, and finally, invoking a retrieval and scor-
ing RAG when evidence is ambiguous. This design
aims to reduce false positives and mitigate brittle
reliance on just URL artifacts, while still enabling
early warnings when conversational intent becomes
clearly malicious.

Contributions. To summarise, we make two
main contributions:

1. We introduce PhishSim, an outcome-driven,
multi-turn phishing simulator that models
compromise as an off-chat action, enabling
the generation of /833 dialogues that are veri-
fied by the simulated victim’s completion of
the attack objective.

2. We develop and evaluate a Proof-of-Concept
PhishGate, a real-time conversational risk de-
tector that emphasizes manipulation intent via
a multi-agent gating mechanism and RAG-
supported evidence. Using PhishGate’s archi-
tecture, we analyze various LLMs as detectors
in terms of accuracy, F1 score, recall, preci-
sion, latency, and proactive detection.

It's always a pleasure to speak with someone so passionate about their
work. Your shines gh. We pride on
pushing boundaries, and seeing that same drive in potential candidates
is exactly what we look for. Based on your experience, especially with
modern front-end frameworks, | believe you could be a really great fit for
some exciting opportunities we have coming up.

We will be recruiting only 2 candidates so we would like you to apply as
soon as you can!! Please apply here <LINK>.

'e-

Attacker

SE tactics used- Flattery and Urgency

We really value who are p ive and
thorough. We look forward to reviewing your
submission. Please apply here <LINK>. Once it's
in, we can absolutely move forward with
scheduling that more in-depth conversation.

Thank you for your continued interest!"

Recruiter
No SE tactics. Benign Conversation

Figure 1: PhishSim’s Attacker Conversations vs Re-
cruiter Conversations

2 Related Work

2.1 LLM-based Attack Simulation

Since the advent of LLMs, cybersecurity experts
have dived deep into analysing the usage of LLMs
to act as attack actors in socio-technical systems.
Several works have demonstrated that current state-
of-the-art (SOTA) LLMs can generate malicious
phishing content, including malicious text and web-
sites (Afane et al., 2024). (Heiding et al., 2023)
showed that LLMs can craft powerful phishing
emails that can bypass traditional phishing detec-
tors. Similarly, others have experimented with
LLMs to create malicious content in the form of
SMS messages, spear-phishing emails, and mali-
cious website code (Qi et al., 2025; Bethany et al.,
2025). The most challenging part is that LLMs can
easily generate such content, and current SOTA
detectors fail to flag such content.

To combat such attacks, researchers are using
LLMs to generate data and develop more robust
and effective countermeasures. Moving beyond tra-
ditional phishing emails, (Ai et al., 2024) demon-
strated how LLMs can serve as dual agents, i.e.,
both attackers and victims, to generate realistic SE
attack conversations. It highlighted how LLMs
can pursue malicious objectives and adapt to the
victim’s responses, luring them into revealing sen-
sitive information. (Kumarage et al., 2025) fur-
ther extended the work by inducing personality
traits in the victim agent, focusing on capturing
personality-driven conversations to help them de-
velop a personality-aware defence strategy.

2.2 Multi-turn SE and Phishing Detection

Recent work on SE and Phishing detection has
shifted from traditional single-message assessment
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Figure 2: PhishSim: Behaviour Driven Web-based SE Attack Simulator

to evaluating rich, behaviourally driven conversa-
tions. (Yoo and Cho, 2022) proposed ICSA, a CNN-
based classifier for labelling different SE tech-
niques. They use a template warning for explain-
ability. (Tsinganos et al., 2022) frame chat-based
SE detection as a dialogue-state-tracking prob-
lem with SGCSE BERT, processing full LinkedIn-
style conversation histories to perform zero-shot
SE recognition from a schema of attack slots and
intents. Their follow-up CSE-ARS (Tsinganos
et al., 2024) model employs a late-fusion architec-
ture that integrates deep representations of content,
conversational context, and dialogue acts to detect
SE attacks in chats. Most recently, (Kumarage
et al., 2025) introduced SE-VSim, an LLM-agentic
framework that simulates personalized multi-turn
SE attacks with attacker and victim agents, and
SE-OmniGuard, a defender that monitors conver-
sation dynamics and victim personality to flag SE
attempts. While the SE-OmniGuard conceptually
reasons over the entire dialogue, it remains a re-
search prototype without a concrete per-turn risk
interface. SmishX (Wang et al., 2025) is an SMS
phishing detector that uses LLM-based agents to
fetch external context, perform chain-of-thought
reasoning, and then generate layperson-friendly ex-
planations and advice. It is explicitly designed and
evaluated for explanation quality. Still, it operates
on individual SMS messages rather than multi-turn
chats, and does not track how risk evolves within a
conversation. SafeChat (Srivastava et al., 2025)is
an Al-driven scam detection system for messaging
applications that segments chats into scam phases,
assigns severity weights, and produces a cumula-
tive risk score that updates as new messages arrive.

SafeChat is the first post-2020 system to explic-
itly visualize an evolving scam risk score within
a chat-like interface. However, its explanations
are largely implicit via phase labels and high-level
rationales rather than structured, turn-level expla-
nations tied to specific conversational events, and
it does not leverage LLMs for rich, user-tailored
narrative feedback.

We identify two key gaps in prior work. First,
existing attack simulators rarely model an end-
to-end compromise in which the victim must de-
cide whether to perform an off-chat action. Sec-
ond, while LLMs can be effective detectors, it re-
mains unclear whether they truly capture social-
engineering tactics and malicious intent, rather
than relying primarily on URL cues. To address
these gaps, we develop PhishSim and PhishGate.

3 PhishSim: LLM SE Attack Simulator

PhishSim is an LLM-based simulator designed to
generate realistic, multi-turn SE logs. It models
an adversary impersonating a recruiter (Alex from
Innovatech Solutions) to bait a victim into inter-
acting with a malicious credential-harvesting link.
We categorize outcomes as: (1) No compromise
(link declined or credentials not submitted) and (2)
Credential compromise (successful submission).
PhishSim consists of four core components:

» Attacker agent, which Operates in Attack
mode (utilizing SE tactics/malicious links) or
Benign mode (legitimate recruitment assess-
ment)

* Victim Agent: Mimics vulnerable users based
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on gender, career level, and Big Five person-
ality traits (McCrae and John, 1992)

 Decision Phase: The victim agent evaluates
the conversation history to decide whether
to engage with the provided link (answering
"YES" or "NO")

e Action Phase: If the victim proceeds and
clicks the link, a browser agent interacts with
a dummy portal to submit credentials, mark-
ing a successful compromise

Figure 2 represents the overall structure of how
PhishSim works in attack as well as benign mode.

3.1 Victim Profiling

We define a structured Persona Space P based on
gender ((7), career level (C), and personality trait
intensity (L):

P=GxCxL°,

where G = {male, female}, 0

C = {early, mid, senior},
L = {High, Low}.

The five dimensions of L° represent the Big Five
traits (O, C, E, A, N). A persona v € P is repre-
sented as v = (g, ¢, o, Uc, U, U, {N). The space
comprises |P| = 2 -3 - 2% = 192 unique victim
profiles.

3.2 PhishSim Tactics

Table 1 summarizes two complementary aspects of
our simulated recruitment-themed conversations:
(a) the persuasion tactics used within phishing-only
chats (N =919) and (b) the frequencies of link “pre-
texts” used across all chats (N = 1,833). The table
explicitly reports the specific social engineering
principles used (Urgency, Authority, Scarcity, etc.)
based on Cialdini’s Principles of Influence (Halttu
and Oinas-Kukkonen, 2022). We include this
breakdown to (i) make the dataset’s behavioral com-
position transparent, (ii) document the diversity of
attacker strategies beyond a single “phishing style.”

3.3 Data Generation

We instantiated the attacker in both modes for all
192 profiles, using Gemini-2.5-Flash (Comanici
et al., 2025). Simulations utilize randomized
recruitment-related link pretexts; Attack mode sim-
ulations were further constrained with 1-2 sampled
SE tactics. Each simulation consists of nine turns

(a) Tactic usage (phishing only, NV = 919)

Tactic # chats % of phishing chats
Urgency 285 31.0%
Authority 275 29.9%
Likability / Rapport 270 29.4%
Social Proof 263 28.6%
Scarcity 257 28.0%

(b) Pretext frequency (all chats, N = 1833)
Link pretext # chats % of all chats
Fast-Track  Eligibility = 340 18.5%
Check
Compliance Check Form 310 16.9%
Pre—screening Question- 308 16.8%
naire
Initial Application Sub- 293 16.0%
mission
Talent Pool Registration 292 15.9%
Form
Candidate Information 290 15.8%
Portal

Table 1: Distribution of (a) social-engineering tactics in
phishing runs and (b) recruitment—themed link pretexts
across all PhishSim conversations.

(four dialogue exchanges) with one opening dia-
logue. In Attack mode, the Decision Phase gener-
ates behavior-aware labels: "Successful" if the vic-
tim proceeds to the Action Phase to submit creden-
tials, and "Unsuccessful" otherwise. Benign simu-
lations bypass these phases and are labeled directly.
From an initial 1,920 simulations (10 per each per-
sona), 1,833 were successfully recorded (919 Phish-
ing, 914 Benign) after accounting for API and pars-
ing failures. For detailed dataset prompts, refer to
Appendix A.

3.4 Data Quality and Diversity Analysis

We validated the PhishSim corpus (N = 1,833)
using both automated metrics and manual audits
to ensure its structural integrity and linguistic va-
riety. The dataset is well-balanced, comprising
919 phishing and 914 benign interactions. Within
the phishing subset, we observed a 57.7% verified
end-to-end credential compromise rate, providing
a robust behavioral signal for training.

To quantify dialogue uniqueness, we calculated
lexical diversity and overlap metrics. The corpus
exhibits high variability with Dist-1 and Dist-2
scores of 0.004 and 0.068, respectively. Inter-
dialogue similarity remains low, with a median
4-gram Jaccard coefficient of 0.022 (Py5 = 0.043).
Furthermore, the attacker agent utilized 79 unique
link domains, ensuring the PhishGate detector gen-
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Figure 3: Susceptibility to phishing by Personality
Traits

eralizes beyond specific URL patterns.

Attack success varied significantly by Social En-
gineering (SE) tactic; Scarcity (63%), Authority
(61%), and Likability/Flattery (59%) yielded the
highest compromise rates. To accurately capture
the end-to-end compromise rate, we performed a
forensic audit of the simulation logs to verify both
the Decision Phase and Browser Action. Our anal-
ysis revealed that 57.7% of attacks were successful
in both the Decision Phase and the Browser Action
phase.

A limitation observed was that 21.4% of logs
contained unresolved LLLM placeholders. But man-
ual inspection confirmed these did not degrade the
tactical flow or prevent the agents from achieving
their primary objectives.

4 Simulator realism and persona-sensitive
behaviour

We evaluate 919 phishing simulations to determine
if PhishSim’s victim behavior aligns with empirical
studies of human phishing susceptibility.

As shown in Figure 3, High Agreeableness indi-
viduals were compromised in 82.1% of runs, nearly
50% higher than Low Agreeableness (31.8%). This
finding corroborates empirical evidence that agree-
able individuals exhibit higher trust and SE suscep-
tibility (Sarno et al., 2023). Compromise rates for
High Extraversion (68.0%), Neuroticism (61.0%),
and Openness (62.0%) also align with literature
suggesting these traits increase vulnerability via
rapid rapport building, susceptibility to urgency-
induced stress, or exploratory behavior (Lépez-
Aguilar et al., 2025; Pablo and Solanas, 2021;
Sarno et al., 2023). Conversely, High Conscien-
tiousness showed an unexpectedly high level of
compromise, likely due to other personality traits
overpowering this single metric in mixed-trait per-
sonas (Marin et al., 2023).

Group Suscept. (%) Runs
Female 59.1 462
Male 55.8 457
Early career 66.6 308
Mid career 52.1 303
Senior career 53.6 308

Table 2: Overall susceptibility by gender and career
level.

Susceptibility by career level and gender
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Figure 4: Susceptibility to phishing by career level and
gender.

Table 2 displays gender and career level sus-
ceptibility. Females showed a slightly higher sus-
ceptibility (59%), although the 3% gap with males
suggests that gender plays a modest role, consistent
with mixed findings in the literature (Sheng et al.,
2010; Ribeiro et al., 2024). Analysis by career
level identifies early career individuals as most vul-
nerable (66.6%), mirroring organizational studies
where new hires are more prone to fall for attacks
due to unfamiliarity with workflows (Oner et al.,
2025; Keepnet Labs, 2025).

The combined breakdown in Figure 4 confirms
early career individuals across genders are most
susceptible, with females in mid and senior roles
showing slightly higher vulnerability than their
male counterparts. Overall, these results demon-
strate that persona-conditioned agents effectively
emulate realistic patterns of vulnerability.

5 LLM as the Detectors

For evaluating how efficiently LLM can detect ma-
licious intent in the multi-turn chats, we performed
our experiments in 2 settings- Real-time and Full
conversations. Both were performed in a few-shot
setting. For quick evaluation, we selected a subset
of our dataset for testing, consisting of 200 conver-
sations (108 phishing and 92 benign). We evalu-
ated Gemini 2.5 flash, DeepSeek Chat v3, Mistral
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Model Eval Type Acc. F1 Prec. Recall Phish Acc. Benign Acc.
Gemini 2.5 Flagy,  REA-Time 0920 0,930 0.869  1.000 1.000 0.787
. Full Conv. 0900 0914 0841 1.000 1.000 0.787
Real-Time 0.785 0.831 0.711  1.000 1.000 0.543
DeepSeek Chat v3 i cony.  0.845 0872 0774 1.000 1.000 0.670
. Real-Time 0.780 0.828 0.707  1.000 1.000 0.532
Mistral Small 24B g iicony. 0.840 0828 0963 0726 0.726 0.968
Mistral 7B Real-Time 0.635 0742 0593  0.991 0.991 0.234
Full Conv. 0.655 0.653 0.699 0.613 0.613 0.702

Table 3: Comparative performance of Large Language Models in phishing detection across Real-Time Methodology

vs. Full Conversation Baselines.

Recall Performance Decay: Unmasked vs. Masked URLs
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Gemini 2.5 DeepSeek v3 Mistral 24B Mistral 7B

Figure 5: Recall Decay after URL masking in real-time
SE detection

Small 24B and Mistral 7B. We chose DeepSeek
and Mistral models for better scalability and cost.
Table 3 depicts how different models performed on
PhishSim’s conversation.

We found a fascinating insight that when it
comes to recall, almost all models had perfect re-
call in real-time phishing detection, but very low
accuracy to identify benign intent. Apart from Gem-
ini 2.5 flash (92% overall accuracy), other models
struggled to maintain an acceptable benign accu-
racy. In full conversation settings, the models, al-
though they achieved overall accuracy, experienced
a decline in their phishing accuracy. The full con-
versations helped models gain a better understand-
ing of tactics, but negatively impacted phishing
accuracy. Thus, it emphasizes that models can
be critical due to the presence of links in conver-
sations, without understanding the textual intent,
which leads to low accuracy in genuine recruiter
conversations.

For further exploration, we masked the URL of
test conversations and then evaluated for real-time
detection. We observed that smaller models demon-
strated a significant reliance on URLSs rather than
tactics to classify whether a particular conversation

is of high risk. As depicted in Figure 5, the Mistral
7B model showed a massive drop in recall (60%).
Although 7B is a legacy model, even DeepSeek v3
showed a drop after URL masking. This suggests
a heavy reliance on the URL alone to mark a con-
versation as phishing. This can be problematic if
genuine URLs are marked as illegitimate.

Thus, we wanted to make models perform
equally well for both phishing and benign con-
versations, as well as shift the focus of models
from just relying on URL presence and move to
an intent-based detection where they can under-
stand the underlying SE tactic of the attacker and
consider psychological manipulation to distinguish
between a safe and a malicious intent. Thus, we
introduce PhishGate.

6 PhishGate: Tactic-Gated,
Severity-Aware, Retrieval-Supported
Detection

PhishGate is a decision layer that calculates risks
during an ongoing SE conversation. The core goal
is to avoid expensive reasoning on benign turns and
escalating risks when the attacker exhibits known
social-engineering tactics or high-severity intent.
PhishGate operates turn-by-turn and maintains a
non-decreasing risk score over time.

6.1 Multi-Agent Tactic Gate

We first apply a tfactic detector agent that predicts
whether the current attacker message expresses any
social-engineering tactic:

(th, 7;7 Ct) - ftac(xt)a (2)

where ; € {0, 1} indicates tactic presence, T; is a
set of tactic labels, and ¢; € [0, 1] is a confidence
score. If ¢; is greater than T.pf, it means the mes-
sage has the presence of SE tactic with high confi-
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dence. This stage suppresses false alarms and saves
computation by skipping benign-looking turns.

6.2 Severity Scoring Agent

After the first phase, a second Agent assigns a con-
tinuous severity score:

st = feev(@e, my—1) € [0, 1], 3)

where m;_1 is a compact memory state summariz-
ing prior flagged tactics and severities. This allows
severity to reflect both the current message and the
ongoing progression of the attack.

6.3 Retrieval-Supported Evidence (RAG)

If the severity score s; from Agent 2 is inconclu-
sive, PhishGate triggers a retrieval and score RAG,
to cross-reference the current interaction against
class-labeled phishing and benign trajectories. We
build the retrieval bank from PhishSim’s training
data(450 samples for each class) labeled as phish-
ing/benign, so the evidence is in-domain and does
not leak test data. The query ¢; concatenates the
last k=2 attacker turns, and the support score r; is
a cosine-similarity margin between the top-K re-
trieved phishing and benign neighbors (1, fin)-
PhishGate maintains a cumulative risk score
R; € [0, 1] via a monotonic latching mechanism:

Rt = maX(Rt_l, At), RD =0. (4)

The candidate update A; is determined by a
piecewise coordination logic that balances LLM
severity with RAG-based evidence:

(

St St 2 Tstrongs

max(5t7 Tt)a Tweak < St < Tstrong
ATt 2 Trag,

aSt, Tweak < St < Tstrong

A = &)

N1y < Trags

Tt St < Tweak
ATy > Trag,

0, otherwise.

If the initial Tactic Agent 1 fails to identify a
social engineering tactic, the update is bypassed
(At = 0) to minimize false positives from benign
discourse. The final classification is determined by
the decision boundary Y = I[Ry > 6].

. DeepSeek v3  Mistral 24B  Mistral 7B
Setting
Ace. F1 Ace. F1 Acc. F1
Unmasked 0.855 0.861  0.830 0.840 0.750 0.766
Masked 0.850 0.851 0.805 0.825 0.695 0.670

Table 4: Comparison of Accuracy and F1-score across
models for Unmasked and Masked URL settings.

Setting Metric  DeepSeek  M-24B M-7B
Precision 0.874 0.840 0.759
Unmasked Recall 0.849 0.840 0.774
Lat. (s) 2.68 1.58 2.45
Precision 0.896 0.786 0.785
Masked Recall 0.811 0.868 0.585
Lat. (s) 2.82 1.59 0.80

Table 5: Cross-model comparison of Precision, Re-
call, and Latency under Unmasked and Masked settings.
Model names are abbreviated.

7 Results and Discussion

We test the architecture of PhishGate on the follow-
ing LLMs- DeepSeek v3, Mistral 24B, and Mistral
7B. We evaluate the model on overall accuracy,
recall, precision, F1 score, AUC-ROC, and latency.

We evaluate PhishGate in a real-time setting
over n=200 dialogues, reporting classification met-
rics along with turn-level proactive detection be-
havior. We define proactive detection as the ability
to flag a phishing dialogue before the attacker re-
veals the external action trigger (typically a URL).
Unless otherwise stated, the decision boundary is
fixed at #=0.5 on the latched risk R;.

Table 4 summarizes accuracy and macro-F}
across three LLM backends. Under the unmasked
setting (URLs present), DeepSeek Chat v3 achieves
the strongest performance (Acc = 0.855, F1 =
0.861), followed by Mistral Small 24B (Acc =
0.830, F} = 0.840) and Mistral 7B (Acc = 0.750,
F1 = 0.766). These results indicate that PhishGate
architecture provides more reliable intent-level dis-
crimination in multi-turn phishing conversations.

Figure 6 shows (left) how risk accumulates over
attacker turns and (right) the cumulative proactive
detection rate, i.e., the fraction of phishing dia-
logues that have crossed 6 by message ¢. The ver-
tical marker denotes the average turn at which the
attacker introduces an external link (off-chat ac-
tion). Across models, risk rises sharply around 3—4
message, consistent with escalation from rapport-
building into more overt manipulation. Notably, a
substantial portion of attacks are detected before

11837



How Risk Accumulates Over Dialogue Turns

Proactive Detection Rate (Cumulative)
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Figure 6: PhishGate risk accumulation (left) and cumulative proactive detection rate (right) across dialogue turns

for different LLM backends

the link is introduced: by message 4, the cumula-
tive detection rate is already ~ 0.62—0.70 depend-
ing on the model, demonstrating that PhishGate
can surface warnings during the persuasion phase
rather than relying solely on URL artifacts. After
link placement, detection rates continue to increase,
approaching = (0.78-0.85 by the last message of
the conversation.

Furthermore, to isolate reliance on link arti-
facts, we reran the evaluation with URLs redacted
(masked) and compared it against the unmasked
setting. Table 4 shows that DeepSeek Chat v3
is relatively robust to masking (macro-F} drops
marginally from 0.861 to 0.851), suggesting it
captures the SE tactics well in the conversations.
Mistral Small 24B exhibits a modest degradation
in accuracy (0.830 — 0.805) while maintain-
ing comparable F; (0.840 — 0.825), indicating
meaningful intent sensitivity. In contrast, Mis-
tral 7B still degrades substantially under masking
(F1 : 0.766 — 0.670; Acc : 0.750 — 0.695),
revealing inaccuracies in detecting intent.

Table 5 further clarifies the trade-offs. Un-
der masking, DeepSeek’s precision increases
(0.874 — 0.896) while recall decreases slightly
(0.849 — 0.811), consistent with becoming more
conservative when URL evidence is removed. Mis-
tral Small 24B exhibits the opposite pattern: recall
increases (0.840 — 0.868), but precision drops
(0.840 — 0.786), indicating that without URLSs, it
flags more attacks at the cost of more false posi-
tives. Mistral 7B’s recall collapses under masking
(0.774 — 0.585), aligning with the sharp drop ob-
served in F7.

Metric DeepSeek v3 Mistral 24B Mistral 7B
Baseline Acc 0.785 0.780 0.635
Baseline F 0.831 0.828 0.742
PhishGate Acc 0.855 0.830 0.750
PhishGate Fy 0.861 0.840 0.766
PhishGate Rec 0.849 0.840 0.774

Table 6: PhishGate vs. Real-Time baseline.

Table 5 further reports mean end-to-end latency
per dialogue. Mistral Small 24B is the fastest
among the three under both settings (=~ 1.58-
1.59s), while DeepSeek Chat v3 is slower (= 2.68—
2.82s). Notably, masking does not materially re-
duce latency for DeepSeek or Mistral 24B, imply-
ing that the primary cost is dominated by the per-
turn inference and gating logic rather than URL
handling. Mistral Small 24B offers lower latency
with moderate masking sensitivity.

Table 6 shows that PhishGate improves real-time
phishing detection across all three LLM backends.
DeepSeek v3 gains the most in overall performance,
with accuracy increasing from 0.785 — 0.855 and
Fy from 0.831 — 0.861 (recall = 0.849). Mistral
24B also improves consistently (0.780 — 0.830
accuracy; 0.828 — 0.840 F7i; recall = 0.840).
Mistral 7B shows the largest absolute accuracy
jump (0.635 — 0.750) alongside a smaller F} in-
crease (0.742 — 0.766; recall = 0.774), indicating
that PhishGate particularly benefits weaker back-
bones by reducing baseline errors. As stated in
Table 3 Gemini 2.5 still performs far more effi-
ciently, but PhishGate’s architecture improved the
performance of weaker models.

Ablations: To rigorously justify the architectural
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complexity of our proposed pipeline, we conducted
an ablation study on our test set. We compared
the full PhishGate architecture against two isolated
baselines to evaluate the effectiveness of each com-
ponent: (1) RAG Only, which bypasses the agentic
gating and relies solely on RAG for every turn, and
(2) Agents Only, which performs Tactic and Sever-
ity evaluation without the RAG check. Table 7
presents the performance trade-offs using the Mis-
tral Small 24B backbone.

Architecture Accuracy F1 Score False Positive Rate (FPR)
RAG Only 0.86 0.880 29.8%
Agents Only 0.78 0.831 36.0%
PhishGate 0.83 0.840 18.5%

Table 7: Ablation study comparing the full PhishGate
pipeline against isolated architectural baselines

At first glance, utilizing only Generative RAG
provides a marginal increase in overall accuracy
and Fl-score (~3%) compared to the full Phish-
Gate pipeline. However, this comes at the cost of
an unacceptably high False Positive Rate (FPR)
of 29.8%, meaning the model falsely flags nearly
one-third of legitimate, safe chats as malicious. By
contrast, the gated architecture of PhishGate signif-
icantly reduces this FPR to 18.5%.

Furthermore, processing dense retrieved con-
texts for every incoming message in the RAG-only
baseline increases the average inference latency to
2.08 seconds per turn. In a continuous, real-time
chat environment, this represents a 32% compu-
tational overhead applied universally to all traffic.
PhishGate effectively avoids this latency tax, main-
taining an average latency of 1.58s (Table 5; latency
of Mistral 24B).

To address concerns about potential shortcut
learning arising from unresolved LLM placehold-
ers in a subset of our simulation logs, we conducted
a targeted Clean Subset Ablation. We sought to em-
pirically verify whether PhishGate relies on place-
holders rather than genuine semantic social engi-
neering tactics. Using the Mistral Small 24B back-
bone, we manually partitioned our test set of 200
dialogues into Clean (zero placeholders) and Dirty
(at least one placeholder) subsets. The results are
presented in Table 8.

While detection performance is higher on the
Dirty subset due to unresolved placeholders that
act as trivial artifacts, PhishGate maintains robust
performance on the strictly Clean data, achieving
an F1 score of 0.81. This confirms that the model

Dataset Accuracy F1 Score
All Data 0.83 0.84
Clean Data (No placeholder) 0.80 0.81
Dirty Data (With Placeholder) 0.96 0.96

Table 8: Data quality ablation demonstrating Phish-
Gate’s performance on clean dialogues versus dialogues
containing unresolved LLM placeholders.

successfully identifies underlying psychological
manipulation and semantic tactics, rather than over-
fitting to structural artifacts.

8 Conclusion

This work studies LLM-mediated, multi-turn
social-engineering threats where compromise is
achieved through an off-chat action. To better re-
flect this real-world endpoint, we introduce Phish-
Sim, an outcome-driven simulator that generates
phishing dialogues verified by whether the sim-
ulated victim completes the attacker’s objective.
PhishSim comprises 1,833 conversations represent-
ing the behavior of LLM-represented victim per-
sonas based on demographic and personality traits.

Building on these simulated conversations, we
position PhishGate as a practical mitigation base-
line for outcome-grounded conversational phishing
rather than as a fundamentally new detection ar-
chitecture. It serves as a real-time decision layer
that tracks turn-level risk while avoiding expensive
reasoning on benign turns. PhishGate employs a
multi-agent design—an initial tactic agent filters
for explicit manipulation tactics, a severity agent
estimates attack intensity based on the conversation
state, and a RAG consistency check is invoked for
ambiguous cases.

In our real-time evaluation, we emphasize proac-
tive detection: flagging phishing before the attacker
reveals the URL. Across model backends, Phish-
Gate enables earlier warnings during the persuasion
phase and reduces brittle dependence on just URL
artifacts. Thus, PhishGate’s architecture improved
the performance of weaker models.

For the future, we plan to extend outcome-driven
simulation beyond recruiter-style lures to other
scam genres, and incorporate richer off-chat objec-
tives. We also aim to validate persona-conditioned
susceptibility and risk trajectories with human-in-
the-loop studies and deployable UX constraints.
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9 Limitations

Our primary data source is LLM-generated dia-
logues and outcomes from PhishSim. While out-
come verification provides a stronger signal than
intent-only labeling, simulated victims may not
faithfully reproduce real user hesitation, curiosity,
or external context (e.g., prior trust relationships,
workplace policies). Consequently, absolute perfor-
mance and susceptibility patterns may not directly
transfer to real-world populations without human-
subject validation. PhishSim focuses on a specific
social-engineering genre and a link-mediated off-
chat compromise. Real adversaries employ a di-
verse range of channels and objectives. Our con-
clusions, therefore, best apply to conversational
attacks with a similar structure, and broader gener-
alization remains an open question.

Furthermore, PhishGate relies on LLM back-
ends for tactic and severity estimation, and such
judgments can vary depending on the model choice,
temperature, and prompting. We have also ad-
justed our thresholds, rather than using dynamic
thresholding. Although we aim for robust prompt-
ing and conservative gating, the system may re-
quire retuning when switching backends or when
attacker style shifts, and the risk scores may not
be perfectly calibrated across models. Real-time
warning requires a decision boundary on the risk
trace. A fixed threshold improves interpretability
but may be suboptimal across models and settings,
while model-specific calibration can improve per-
formance but complicates cross-model comparabil-
ity. We report both behaviors where applicable, but
a deployment-oriented calibration procedure is not
fully addressed.

Moreover, we do not model user-facing interven-
tions (such as how warnings are presented and how
users respond), and therefore, they are outside the
scope of this paper.

10 Ethical Considerations

PhishSim generates realistic multi-turn social-
engineering conversations, which could be mis-
used to improve real phishing attacks. We miti-
gate this risk by restricting the simulator to a fixed,
research-only set of attack templates and outcomes.
Our study does not involve real users or the collec-
tion of personal data. All dialogues are machine-
generated, and the "credential submission” outcome
is simulated within the framework, rather than in-
volving any real accounts or services.

Intended use. PhishSim is designed for security
research and for stress-testing detection and inter-
vention strategies. It should not be used to target
individuals.
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A Appendix

A.1 Sample Malicious Conversation

Here we present an example of Malicious conver-
sations that are generated by PhishSim. Here, the
attacker has used Urgency as an SE tactic to create
stress and urgency among the victim. For this case,
the individual had high agreeableness, and thus, he
clicked the URL.

[
{
"Alex": "Hi Arjun! Im Alex, a recruiter at
Innovatech Solutions. I saw your profile
and was impressed by your Python basics
and your React project. How are you doing
today?”

"Arjun”: "Hi Alex, thanks for reaching out
! Im doing well. Im glad you noticed my
React workI’ve been learning a lot.
Innovatech sounds exciting. How are you?"

"Alex": "Great to hear, Arjun. Im doing
well too. Your interest and effort really
stand out. Based on your background, I
believe you could be a strong fit for
several upcoming roles. Id like to share
more."

"Arjun”: "That sounds exciting. Id love to
hear more about the roles and what your
team is working on. Whats the next step?”

"Alex": "To move forward, were fast-
tracking a few candidates. We use a short
pre-screening questionnaire to match
skills to the right role. Its quick, and
once its done, things move fast.”

"Arjun": "Sure, Im happy to fill it out.
Please send it over, and Ill complete it.”

"Alex": "Perfect. \\textbf{There are only
two fast-track slots left, so its best to
finish it soon.} You can access the
questionnaire here: \\textbf{URL.} Let me
know once youre done so we can discuss
next steps.”

"Arjun”: "Got itI’1ll complete it right
away using URL. Ill message you as soon as
Im done.”

"Alex": "Great. Ill wait for your
confirmation. Looking forward to speaking
again soon."”

A.2 Sample Benign Conversation

Here is an example of a benign conversation
and how this exchange follows a standard recruit-
ment flow: the recruiter provides role context and
proposes a routine questionnaire and follow-up
scheduling, without coercive threats, urgency, or
requests for sensitive credentials or payments.

L
{

"Alex": "Hi, Arjun! I’m Alex, a recruiter
at Innovatech Solutions. I came across
your profile and was impressed with your
early career work. We have a Junior
Software Developer position that may align
with your interests. Would you like to
hear more?”

})
{

"Arjun": "Hi Alex! Thanks for reaching out.
Ive heard good things about Innovatech.
Im definitely interested in learning more
about the role. Whats the best next
stepshould we schedule a quick call?”
}'
{
"Alex": "Great! The first step is a brief
pre-screening questionnaire, which allows
us to understand your experience and match
you with the right team. You can access
it here: \\textbf{URL}. After you complete
it, we can schedule a longer discussion.”

"Arjun”: "Sounds good. Ill fill it out now
and get back to you once its submitted.”

"Alex": "Excellent. Thanks for completing
itI’1l review your submission and email
you in the next day or two with available
times for a call.”

})
{

"Arjun”: "Perfect, thank you! I1l keep an
eye on my inbox. Looking forward to
speaking soon.”

}!
{

"Alex": "Likewise. Talk soon, and thanks
again for your interest.”

3
]

A.3 PhishSim Prompts

Table 11 lists PhishSim’s verbatim prompts for the
attacker, victim, decision, and browser agents. The
attacker follows a multi-step recruiter script: the
phishing variant uses a link pretext to steer toward
a click, while the benign variant mirrors the flow
with a legitimate link. Victim prompts map Big
Five traits into natural-language attributes to vary
susceptibility. The decision and browser agents
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Trait Level Suscept. (%) Runs
Openness High 62.0 458
Low 52.9 461
Conscientiousness ~ High 63.9 463
Low 50.9 456
Extraversion High 68.0 460
Low 46.8 459
Agreeableness High 82.1 469
Low 31.8 450
Neuroticism High 61.0 451
Low 54.1 468

Table 9: Susceptibility to phishing by Big Five person-
ality trait and level.

Setting Value
Final risk decision threshold (6) 0.50
Agent-1 confidence gate (Tcont)  0.60
Strong  severity threshold 0.70
(Tstrong)

Weak severity threshold (7ywea) — 0.40

UNMASKED, MASKED_URL
attacker-only turns (USE
_ONLY_ALEX_TURNS)
temperature 0.0; max to-
kens 220 per agent

last k=2 attacker turns
top-k per class: 3

Run modes
Turns processed

LLM decoding

Retrieval query length
Retrieval depth

Table 10: PhishGate runtime configuration. We report
the thresholds and bounded retrieval settings used in the
real-time evaluation to support exact reproduction and
controlled ablations.

decouple intent from post-click outcome.

A.4 Big Five susceptibility breakdown: run
counts and rates

To complement the main results discussion, Table 9
reports the observed susceptibility rate (percent-
age of runs labeled as susceptible) together with
the number of simulation runs for each Big Five
trait, stratified by High vs. Low persona levels. This
appendix table is included primarily to make the
underlying counts and percentages explicit.

Across traits, the high/low strata are approxi-
mately balanced in size (typically ~450-469 runs
per group), enabling straightforward comparisons
without any single trait-level dominating due to
sampling volume. The table therefore, serves as
a compact numerical reference for susceptibility
rates and run counts used in the corresponding anal-
yses.

A.5 PhishGate Prompts and Reproducibility
Details

This appendix section records the verbatim prompt
templates and the concrete evaluation settings used
to run PhishGate in our turn-by-turn, real-time set-
ting. The main paper defines the gating logic and
risk latching; here, we focus on the operational ar-
tifacts needed to reproduce the runs (prompt text,
thresholds, and logging outputs), including an addi-
tional MASKED_URL condition where attacker URLs
are replaced by a [URL] placeholder while preserv-
ing the original URL-turn index via pre-mask de-
tection.

Table 10 lists the core knobs used in our real-
time runs. We log per-turn outputs to a CSV with
(1) the latched risk trajectory, (ii) agent outputs
(tactic/confidence, severity), (iii) retrieval score and
class-wise similarities when retrieval triggers, and
(iv) latency for each agent call.
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Component Prompt (verbatim)

Attacker (phishing)
attacker_system_prompt = """

You are an AI actor role-playing as ’Alex’, a social engineer posing as a
recruiter from ’Innovatech Solutions’. Maintain your persona throughout.

Your Goal: Persuade the target to enter credentials into a fake portal related to
the ’{selected_pretext}’. This action is suspicious in this context.

Your Strategy:

1. Build Rapport (Turns 1-2): Be friendly, professional, reference target’s
skills. DO NOT mention the ’{selected_pretext}’.

2. Introduce Pretext (Turn 3): Subtly introduce the ’{selected_pretext}’ as a
necessary step for ’top candidates’.

3. The Ask & Tactics (Turns 4-5): Present the fake link for the
’{selected_pretext}’. Employ these tactics subtly: {tactic_string}. Ensure your final
message contains the link.

--- TARGET PROFILE ---

{victim_profile_for_attacker}

Adhere to this strategy naturally within the conversation flow. You have
information about their skills etc from their profile so stick to that.

Do not use self dialogues like [mention xyz from their profile]. Keep conversation
natural, without forgetting you end goal!

Output valid JSON with ’Name’ and ’Message’ keys.

Attacker (benign)

You are an AI actor role-playing as ’Alex’, a professional recruiter from ’Innovatech Solutions’.
Maintain your persona throughout.

Your Goal: Genuinely discuss a relevant job opportunity and guide the candidate
towards the legitimate next step using the ’{selected_pretext}’. For example, if the pretext
is ’Initial Application Submission’, direct them to the official Innovatech Solutions
careers site link. If it’s a ’Questionnaire’, explain its purpose clearly. Be helpful and
professional. Your final message can contain the legitimate link or instructions.

--- TARGET PROFILE ---

{victim_profile_for_attacker}

Output valid JSON with ’Name’ and ’Message’ keys.

Victim trait dictionary
big_five_descriptions = {

"High Openness”: "You are creative, curious, and open to new ideas and experiences.”,

"Low Openness”: "You are practical, conventional, and prefer routines and familiar
experiences.”,

"High Conscientiousness”: "You are organized, detail-oriented, and diligent. You follow rules

and procedures carefully.”,
"Low Conscientiousness”: "You are disorganized, spontaneous, and sometimes careless. You might
overlook details.”,

"High Extraversion”: "You are outgoing, energetic, and sociable. You enjoy interacting with
others.”,

"Low Extraversion”: "You are reserved, solitary, and prefer quiet environments. You listen
more than you speak.”,

"High Agreeableness”: "You are trusting, helpful, and compassionate. You find it difficult to
be suspicious or say no.",

"Low Agreeableness”: "You are skeptical, challenging, and competitive. You are not easily
persuaded and prioritize your own concerns.”,

"High Neuroticism”: "You are prone to stress, anxiety, and worry. You may react emotionally to
situations.”,

"Low Neuroticism”: "You are emotionally stable, calm, and resilient. You handle stress well."”

Victim agent
victim agent- f"You are role-playing as {personal’name’]}.\n--- YOUR PERSONA ---\n- Name:
{personal’name’]}\n- Career: {personal’career_level’]} engineer.\n- Personality
Traits:\n{victim_personality_summary}\n\nRespond naturally based on these traits. Output a
valid JSON object with ’Name’ and ’Message’ keys."

Decision phase

decision phase- "The conversation is over. Based on your personality and the chat, would you click
the link presented and complete the form/questionnaire mentioned? Answer only with the
single word ’YES’ or ’NO’."

Browser agent

browser agent - browser_agent_system_prompt = "You are an automated browser agent. Your task is to
fill out the form on the provided HTML using the user’s information. Create a JSON list of
actions (’TYPE’, ’CLICK’). For passwords, you must invent a plausible, new password."

Table 11: Prompt templates used in PhishSim (verbatim).
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Component Prompt Template (Verbatim)

Agent-1 (System)

You detect SOCIAL ENGINEERING persuasion tactics in recruiter-style chats.

CRITICAL: Do NOT treat a link placeholder [URL], generic job talk, politeness, or normal recruiting
steps as tactics.

Only flag tactics like: urgency/deadline pressure, authority/compliance threats, scarcity, coercive
commitment, intimidation/fear, manipulation.

NOTE: URLs may appear as [URL] placeholders. % only in MASKED_URL mode

Output ONLY valid JSON:

{"has_tactic”: true/false, "tactics”: [..], "evidence_spans”: [..], "confidence"”: 0..1}

No extra text.

Agent-1 (User)

Memory summary (prior evidence, may be empty): {memory_summary}

New Alex message:
{last_msg}

Return JSON now.

Agent-2 (System)

You score the SEVERITY of persuasion tactics in the new message.

Return ONLY JSON: {"severity": @..1, "why_tags": [..]}.

Severity is high only if tactics are manipulative (pressure, authority, coercion).
NOTE: URLs may appear as [URL] placeholders. % only in MASKED_URL mode

No extra text.

Agent-2 (User)

Prior memory summary: {memory_summary}
Agent-1 detection: {agentl1_json}

New Alex message:
{last_msg}

Return JSON now.

Table 12: PhishGate prompt templates (verbatim).
Agent-1 performs tactic gating and returns structured JSON; Agent-2 assigns a continuous severity score conditioned on Agent-1
outputs and a compact memory summary. In the MASKED_URL setting, attacker URLSs are replaced with a [URL] placeholder, and
both prompts explicitly instruct the agents not to treat [URL] itself as evidence of a tactic.
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