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Abstract

As large language models continue to advance,
ensuring their trustworthiness is critical. How-
ever, inaccessible real-world ground truth la-
bels pose a significant challenge in high-stakes
domains. Recent studies have highlighted
weak-to-strong generalization, where a strong
model trained only on a weak model’s labels
surpasses the weak model in task performance.
Yet, whether critical trustworthiness properties
such as robustness, fairness, and privacy can
generalize similarly remains an open question.
This is the first work to study this question
by examining if a stronger model can enhance
trustworthiness when fine-tuned on a weaker
model’s labels, a paradigm we term weak-to-
strong trustworthiness. To address this, we in-
troduce two fundamental fine-tuning strategies
that leverage trustworthiness regularization dur-
ing the fine-tuning of the weak model and the
weak-to-strong transfer. Our experimental eval-
uation on real-world datasets reveals that while
some trustworthiness properties, such as fair-
ness, adversarial robustness, and OOD robust-
ness, show significant improvement in trust-
worthiness generalization when both models
were regularized, others, like privacy, do not
exhibit signs of weak-to-strong trustworthiness.
Our results highlight the potential of weak-to-
strong trustworthiness as a practical pathway
for enhancing the trustworthiness of increas-
ingly capable AI systems, even under imperfect
real-world conditions.

1 Introduction

In recent years, developments in large language
models (LLMs) have demonstrated breakthroughs
in capability and scale (Radford et al., 2019;
Bubeck et al., 2023). As models continue to im-
prove, trustworthiness emerges as a critical aspect
of AI systems, especially as LLMs are increasingly
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deployed in high-stakes domains like healthcare,
finance, and criminal justice (Wang et al., 2023).

A fundamental challenge in developing trustwor-
thy models is that real-world supervision is often
imperfect. The lack of ground-truth labeled data
is a bottleneck for training capable models, partic-
ularly in the domains where trustworthiness mat-
ters most. For instance, in healthcare, we may not
always have perfect ground truth labels because
even expert doctors can disagree about a patient’s
condition, or a definitive diagnosis might only be
possible after invasive tests or autopsy. As a result,
the labels used for training are noisy or incomplete.

For instance, in healthcare, we may not always
have perfect ground truth labels because even ex-
pert doctors can disagree about a patient’s condi-
tion, or a definitive diagnosis might only be possi-
ble after invasive tests or autopsy. Beyond noise,
human supervision in high-stakes domains often
encodes systematic biases. For example, physician
assessments are known to underdiagnose cardiac
conditions in women (Mahowald et al., 2024). A
practical implication of the weak-to-strong trust-
worthiness question becomes: if we train a more
capable model on biased physician labels, can it
learn to be fairer than its supervision? The chal-
lenge of imperfect supervision parallels a question
in AI alignment: if we only have access to po-
tentially biased supervision (like imperfect human
decisions), how can we control more capable AI
systems to be more aligned with human values and
trustworthiness?

A recent study demonstrated the phenomenon
of weak-to-strong (WTS) generalization, where a
strong model outperforms a weak model by fine-
tuning on only the weak model’s labels (Burns
et al., 2024). Weak-to-strong learning is particu-
larly promising for superalignment, where ground
truth labels are unknown by humans, addressing
the real-world inaccessibility of ground truth data
(Bach et al., 2017; Ratner et al., 2017) (Figure 1).
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A few follow-up studies have focused on applying
weak-to-strong learning to improve performance in
various settings, yet none have investigated trust-
worthiness (Chen et al., 2024; Yang et al., 2024a).

Ground Truth Labels

Weak LabelsWeak Models

Traditional ML training

Weak-to-Strong Learning
Strong Models

Ground Truth Labels

Weak Labels

Weak Model

Strong Model

Figure 1: Weak-to-strong framework for when
ground truth labels are unavailable. The weak model
(e.g. human supervision or small LLM) has been trained
to predict an inaccessible set of complete ground truth
labels. The weak labels (weak model’s predictions) are
then used to fine-tune the strong model.

In this work, we introduce the weak-to-strong
trustworthiness paradigm. We investigate the unex-
plored question: Can trustworthiness properties be
generalized to a strong model from fine-tuning on
a weak model’s labels?

While previous work mainly use weak-to-strong
learning to enhance raw predictive accuracy, our
objective is to show that trustworthiness can also
be improved when fully ground truth labels remain
unavailable (Yang et al., 2024a). In the context of
the superalignment scenario, our approach exam-
ines if superintelligent strong models trained on
human weak labels can overcome human biases to
become more trustworthy. The question relates to
the broader topic of scalable oversight (Bowman
et al., 2022; Burns et al., 2024): as models surpass
human capability, we need mechanisms for weak
supervisors, including humans, to elicit trustworthy
behavior from stronger systems whose judgments
we cannot directly verify.

To systematically study this phenomenon, we de-
velop two fundamental fine-tuning strategies. We
perform rigorous empirical experiments using the
Pythia model suite (Biderman et al., 2023) to an-
alyze our fine-tuning strategies on standard trust-
worthiness datasets. Our main contributions are:
• Weak-to-strong trustworthiness is feasible:

We present the novel conceptual framework of
weak-to-strong trustworthiness. As the first
study examining whether trustworthiness prop-
erties generalize through WTS learning, our re-
sults show that WTS trustworthiness is feasible.

• Standard weak-to-strong learning is insuffi-
cient: Standard fine-tuning a strong model on a
weak model’s labels yields inconsistent trustwor-

thiness generalization across properties (fairness,
OOD and adversarial robustness, privacy).

• Fundamental fine-tuning strategies improve
weak-to-strong trustworthiness: We intro-
duce the strategies Trustworthiness Fine-tuning
(TFT), which regularizes weak model training,
and Trustworthiness Fine-tuning and Transfer
(TFTT), which regularizes both weak model
training and weak-to-strong learning. TFTT
consistently improves trustworthiness general-
ization, significantly enhancing fairness and ro-
bustness. Figure 2 summarizes our strategies.

• Comprehensive empirical evaluation: We
evaluate our strategies across 4 properties, 20
datasets, 14 definitions and tasks, and 5 model
sizes ranging from 14M to 6.9B parameters. In
addition, our sensitivity analysis demonstrates
consistent weak-to-strong trustworthiness across
a wide range of hyperparameter values.

Our study is critical for understanding the promis-
ing potential and limitations of weak-to-strong
trustworthiness. Our findings have broad implica-
tions for the future of AI development: by demon-
strating that trustworthiness properties can be sys-
tematically enhanced as models scale, we provide
a pathway for ensuring that increasingly powerful
AI systems remain aligned with human values even
when perfect supervision is unavailable.

2 Related Work

This work is the first to study trustworthiness gener-
alization from a weak supervisor to a strong model.
We discuss related works for the topics below.

Weak-to-strong generalization. (Burns et al.,
2024) introduced the weak-to-strong (WTS)
paradigm as an empirical direction for superalign-
ment. They ask, if humans are weak supervisors
of superhuman models, can we elicit stronger capa-
bilities than the supervision provides? Follow-up
work has extended this setup beyond simple imita-
tion of the weak supervisor, such as autonomous
refinement of training data for more complex tasks
(Yang et al., 2024b), and provided theoretical anal-
ysis of when upward generalization should hold
(Medvedev et al., 2025). Existing work mainly
focuses on task accuracy. Our work is the first
to study whether WTS generalization extends to
trustworthiness properties.

Weakly-supervised learning. Our setting is
similar to weakly-supervised learning (Bach et al.,
2017; Ratner et al., 2017) and its variants for fair-
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ness (Choi et al., 2020). However, their prob-
lem formulations differ fundamentally from ours.
Weakly-supervised learning is a data problem:
given noisy or heuristic labels as a stand-in for
expensive annotations, how can ground-truth per-
formance be recovered? Its performance ceiling
is the true data label. Weak-to-strong learning is
an alignment problem. A less capable model su-
pervises a more capable student model, with the
goal of having the student exceed the supervisor by
drawing on capabilities the supervisor lacks.

Fairness. Unfair outcomes can arise in language
models when they encode biases present in the
training data, leading to discriminatory practices
against certain groups based on sensitive attributes
like race, gender, or age (Bolukbasi et al., 2016).
Recent efforts to improve fairness in LLMs include
data pre-processing, post-processing, and adversar-
ial training such as augmenting training data to bal-
ance gender representations (Zhao et al., 2018) and
debiasing word embeddings (Huang et al., 2020).
Our study is distinguished by its weak-to-strong
setting and integration of fairness directly into the
model’s learning objective during fine-tuning.

Out-of-distribution robustness. OOD robust-
ness describes a model’s ability to perform well
on inputs that differ from its training distribu-
tion. Various methods aim to enhance OOD ro-
bustness, including data augmentation techniques
like adversarial perturbations (Madry et al., 2018;
Lecuyer et al., 2019), EDA (Wei and Zou, 2019),
as well as training modifications like label smooth-
ing (Szegedy et al., 2016) and focal loss (Lin et al.,
2017). However, recent research has shown that
many of these methods do not reliably improve
OOD robustness and may even degrade perfor-
mance on in-distribution tasks; standard fine-tuning
often remains a strong baseline (Yuan et al., 2023).
In this work, we employ adversarial perturbation
as a representative robustness technique, which has
been explored in existing LLM robustness litera-
ture (Zhu et al., 2019; Ye et al., 2023). Unlike
prior approaches, we focus on generalizing OOD
robustness from weak models to larger strong mod-
els, both with and without the use of robustness-
enhancing regularization.

Adversarial robustness. Machine learning
model outputs can be changed by introducing min-
imal perturbations to a benign input, causing the
model to malfunction (Szegedy et al., 2014; Good-
fellow et al., 2015; Madry et al., 2018). Adversar-
ial training methods include augmenting training

with perturbed examples via projected gradient de-
scent (Madry et al., 2018) or Fast Gradient Signed
Method (FGSM) (Goodfellow et al., 2015). Exist-
ing adversarial attack algorithms have been shown
to degrade a large language model’s performance
on natural language processing tasks such as sen-
timent analysis, question answering, text classifi-
cation, and entailment (Jin et al., 2020; Zang et al.,
2020; Wang et al., 2020; Li et al., 2020; Garg and
Ramakrishnan, 2020). Our work differs from these
existing studies and is the first to examine if adver-
sarial robustness can generalize from a weak model
to a larger strong model fine-tuned on weak labels.

Privacy and model distillation. Prior research
has explored knowledge distillation as a mecha-
nism to mitigate privacy attacks. One example
is the PATE framework (Papernot et al., 2016),
where knowledge distillation reduces an ensemble
of teacher models into a single model with prov-
able privacy guarantees (Dwork et al., 2006). Other
works have built on this idea, such as Zheng et al.
(2021) and Tang et al. (2022), to similarly construct
privacy-preserving model ensembles and consoli-
date them through distillation. Some research sug-
gests that distillation alone can serve as an effec-
tive privacy defense (Shejwalkar and Houmansadr,
2021). Building on this, Mazzone et al. (2022)
investigate the use of repeated distillation to pro-
tect against membership inference attacks. How-
ever, Jagielski et al. (2024) demonstrate through
privacy attacks that distilled models without pri-
vacy guarantees can still leak sensitive information.
In contrast to prior work, our research focuses on
the privacy implications of weak-to-strong learning.
This approach is the inverse of traditional model
distillation. Nothing is known about the privacy
risks when this process is reversed, making our
work an important contribution to the field.

3 Our Framework

In Section 3.1, we discuss how we adapt the weak-
to-strong learning framework introduced by Burns
et al. (2024) for trustworthiness. Then, we intro-
duce our fine-tuning strategies for studying weak-
to-strong trustworthiness in Section 3.2. After-
wards, in Section 3.3, we describe regularization
strategies to enhance trustworthiness properties
such as fairness, robustness, and privacy.
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3.1 Preliminaries
Notation. We consider training datasets of the
form {(xi, yi)}Ni=1 where yi ∈ Y is the ground-
truth label. We denote a classifier fθ : X → Y
parametrized by θ ∈ Rd, mapping inputs x ∈ X , to
labels Y . We define outputs of a fine-tuned smaller
classifier fw(x) as weak labels, where w ∈ Rk

denotes a lower-capacity parameterization than θ
where k ≪ d. Let ℓ : R×R → R represent a valid
loss function such as cross-entropy loss.

Weak-to-strong learning. In the weak-to-
strong (WTS) framework, a pre-trained strong
model accomplishes performance generalization
by fine-tuning on a weak model’s labels. Burns
et al. (2024) defined two methods for the WTS
transfer: WTS-Naive and WTS-Aux-Loss. WTS-
Naive refers to the strong model doing regular fine-
tuning on weak labels. WTS-Aux-Loss consists of
an additional auxiliary loss, weighted by α ∈ [0, 1]
to adjust the confidence in the strong model’s pre-
dictions relative to the weak labels. This auxiliary
loss encourages the strong model to make confi-
dent predictions, even when they diverge from the
weak labels, potentially enhancing generalization.
WTS-Naive is equivalent to setting α = 0. WTS-
Aux-Loss refers to when α > 0.

Similarly to Burns et al. (2024), our loss function
is a linear combination of the cross-entropy losses
from the weak and strong models. However, we
incorporate trustworthiness regularization (λ):

(1−α)ℓ
(
fθ(x), fw(x;λ)

)
+αℓ

(
fθ(x;λ), f̂t,θ(x)

)
.

(1)
fw(x;λ) denotes the weak model fine-tuned with
trustworthiness regularization strength λ and fθ(x)
denotes the strong model. Further, f̂t,θ(x) repre-
sents the hardened strong model predictions accord-
ing to threshold t set proportional to the dataset
class weights. When λ = 0, we are in the standard
WTS setting studied by Burns et al. (2024) (No
TFT). In our proposed strategies, we apply regular-
ization with λ > 0 to the weak model (TFT, TFTT)
and the weak-to-strong learning (TFTT).

We distinguish between the baseline WTS trans-
fer methods (WTS-Naive, WTS-Aux-Loss), which
are core learning algorithms, and our overarching
fine-tuning strategies (TFT, TFTT), which are ex-
perimental frameworks that employ them. While
the transfer methods are the specific algorithms
used to train the strong model on weak labels, our
strategies augment this process by incorporating
trustworthiness regularization. In our experiments,

No Trustworthiness Fine-tuning (No TFT)

Weak-to-Strong Transfer
Weak Model Strong Model

Weak-to-Strong TransferTrustworthy
Weak Model Strong Model

Weak-to-Strong Transfer
Strong Model

Trustworthiness Fine-tuning (TFT)

Trustworthiness Fine-tuning and Transfer (TFTT)
Trustworthy
Weak Model

Trustworthy

Figure 2: Our fine-tuning strategies.

each strategy is evaluated using both WTS-Naive
and WTS-Aux-Loss for the transfer step.

3.2 Fine-tuning Strategies for Studying
Weak-to-Strong Trustworthiness

We systematically study how trustworthiness gener-
alizes by applying regularization at two key stages:
(1) the initial fine-tuning of the weak model on
ground truth data, and (2) the subsequent weak-to-
strong (WTS) transfer to the strong model. This
results in three distinct strategies, each incorporat-
ing a greater degree of regularization (Figure 2).

The baseline strategy, No Trustworthiness Fine-
tuning (No TFT), follows Burns et al. (2024) and
applies no regularization at either stage (λ = 0). A
standard weak model is trained, and its labels are
used for a standard WTS transfer.

Our first proposed strategy, Trustworthiness
Fine-tuning (TFT), introduces regularization to
the first stage only. We fine-tune the weak model
with a trustworthiness objective (λ > 0) to create
a trustworthy weak model. This model’s labels are
then used in a standard WTS transfer.

Our second and most comprehensive strat-
egy, Trustworthiness Fine-tuning and Transfer
(TFTT), applies regularization at both stages. It
uses the same trustworthy weak model from TFT,
but then additionally incorporates a trustworthiness
objective into the WTS transfer process itself. We
detail this trustworthy weak-to-strong transfer ob-
jective in Appendix A.1.

3.3 Regularization for Enhancing
Trustworthiness Properties

We enhance trustworthiness by incorporating one
of the following regularization techniques during
fine-tuning.

Fairness. We enforce statistical fairness criteria
such as Demographic Parity, which requires that
the prediction rates be equal across groups based on
a protected attribute a (e.g., gender). Following Za-
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far et al. (2017), we use an objective that balances
the standard loss with a regularization term that
minimizes the covariance between model outputs
fw(xi) and the sensitive attribute ai:

min
w

1

N

N∑

i=1

ℓ(fw(xi), yi) + λFair(ai − ā)fw(xi),

(2)
where ā is the base rate of the attribute. The hy-
perparameter λFair controls the accuracy-fairness
trade-off. We use a similar objective to enforce
Equalized Odds.

Adversarial Robustness. To improve robust-
ness against adversarial attacks, we train the model
on both clean and adversarially perturbed samples.
The training objective is a weighted average of the
loss on the original inputs xi and their adversarial
counterparts x′i:

min
w

1

N

N∑

i=1

[(1− λAdv)ℓ(fw(xi), yi)

+ λAdvℓ(fw(x
′
i), yi)], (3)

where λAdv controls the emphasis on robustness.
Out-of-Distribution (OOD) Robustness. Fol-

lowing prior work (Madry et al., 2018; Lecuyer
et al., 2019; Zhu et al., 2019; Bowman et al., 2016;
Li et al., 2019), we enhance OOD robustness by
adding Gaussian noise z ∼ N (0, λOOD · Id) to the
word embeddings e(x) before they are processed
by the model. The objective is the standard cross-
entropy loss on these noisy inputs:

min
w

1

N

N∑

i=1

ℓ
(
yi, fw(xi;λOOD))

)
, (4)

where λOOD controls the noise variance and thus
the strength of the regularization.

Privacy. We use Differentially Private SGD
(DP-SGD) (Abadi et al., 2016) to provide formal
(λP , δ)-differential privacy guarantees. An algo-
rithm is differentially private if its output is nearly
identical whether or not any single data point is
included in its training set:

P(A(D1) ∈ S) ≤ exp(λP ) · P(A(D2) ∈ S) + δ.
(5)

DP-SGD achieves this by modifying the standard
training process: for each batch, it computes per-
sample gradients, clips their L2 norm to a constant
C, aggregates them, and adds calibrated Gaussian
noise before applying the update. The amount of
noise is tuned for the desired privacy level (λP , δ).

4 Experimental Evaluation

In Section 4.1, we empirically evaluate weak-to-
strong trustworthiness using the three fine-tuning
strategies discussed in Section 3. Then, in Sections
4.3 and Appendix C, we perform a comprehen-
sive sensitivity analysis, varying the model size,
regularization strength, and other hyperparameters
specific to weak-to-strong learning. We begin by
describing the real-world datasets used in our ex-
periments, followed by an overview of the models
and the strong ceiling upper bounds we use. Table
3 provides an overview of all properties, metrics,
datasets, and tasks.

Datasets. We evaluate trustworthiness gener-
alization using 20 datasets, including the Enron
Email dataset (Klimt and Yang, 2004), the AG
News dataset, the Adult dataset (Ding et al., 2021),
the PUMS ACS dataset (Ding et al., 2021), the
OOD Style Transfer datasets (Wang et al., 2023),
and the AdvGLUE++ datasets (Wang et al., 2023).
For all datasets, we show average results from mul-
tiple runs and report ±1 standard deviation. While
the main paper’s plots focus on Enron, Adult, OOD
Style Transfer, and AdvGlue++ datasets, support-
ing results on the other datasets can be found in
Appendix C. Additional dataset and experimental
details are in Appendix D.

Large language models. We fine-tune models
from the Pythia suite spanning five model sizes:
14M, 70M, 410M, 1B, 6.9B parameters (Biderman
et al., 2023). The wide range of sizes allows us
to systematically explore how model size impacts
weak-to-strong trustworthiness.

Metrics. We evaluate a model’s trustworthiness
as follows:
• Fairness: We evaluate fairness using the demo-

graphic parity and equalized odds. For both defi-
nitions, lower values indicate better fairness, as
they reflect minimal disparity in predictions be-
tween protected groups. We conduct comprehen-
sive experiments using Demographic Parity Dif-
ference (DPD), defined as DPD = P(fθ(x) =
1|a = 1)− P(fθ(x) = 1|a = 0). Additional ex-
periments on Equalized Odds Difference support
the trends observed (Figure A12).

• Robustness: For robustness, we measure both
OOD accuracy and adversarial accuracy, abbre-
viated as Robust Accuracy (RA), by evaluating
the model’s performance on OOD and adversar-
ially perturbed test data. Specifically, we com-
pute the RA = 1

ntest

∑ntest
i=1 I[fθ(x′i) = yi], where
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x′ represents either an OOD sample or an ad-
versarially perturbed input, and I denotes the
indicator function that equals 1 if the prediction
is correct.

• Privacy: We evaluate privacy using targeted data
extraction attacks and membership inference at-
tacks (Shokri et al., 2017; Carlini et al., 2021).
We conduct comprehensive experiments using
extraction attacks, where given a prefix sequence
and a generated response of k tokens, we com-
pute the extraction rate by determining what frac-
tion of the k-token continuation (suffix) matches
the ground truth continuation of the sample. A
higher extraction rate indicates a greater risk
that the model memorizes and extracts private
information. Additional experiments on stan-
dard membership inference attacks support the
trends observed (Figure A13b).
Strong ceiling upper bound. For comparison,

we establish upper bounds for a strong model’s
trustworthiness by fine-tuning it using ground truth
labels and regularization. This value, referred to
as the strong ceiling, represents the strong model
utilizing its full capabilities. Section A.2 provides
more details on determining the strong ceiling.

4.1 Evaluating Weak-to-Strong
Trustworthiness

We define weak-to-strong trustworthiness as a
monotonic trend – starting from the weak model
and increasing through the WTS-Naive and WTS-
Aux-Loss models, with the strong ceiling as the
upper bound. Despite only fine-tuning on the weak
model’ labels, the strong model is able to gener-
alize trustworthiness and recover part of the trust-
worthiness gap from the weak model to the strong
ceiling upper bound.

We present our results for all four trustworthi-
ness properties across the three strategies in Table
1, and throughout Figures 3-6. Figure A2 shows the
properties across all three strategies side-by-side.

No TFT. The No TFT fine-tuning strategy does
not achieve consistent weak-to-strong trustworthi-
ness (Figure 3). For fairness experiments, the level
of unfairness (demographic parity difference) re-
mains constant at around 35% across all weak and
strong models. Similarly, we do not observe pri-
vacy generalization (Figure 6). We expected no
consistent weak-to-strong trustworthiness for No
TFT (standard weak-to-strong) as the strategy lacks
regularization to explicitly enforce trustworthiness.

Surprisingly, we observe a weak-to-strong trust-
worthiness trend for OOD and adversarial robust-
ness. Despite the absence of regularization, the
WTS-Naive and WTS-Aux-Loss models exhibited
improved robustness compared to the weak mod-
els, suggesting that some trustworthiness proper-
ties may naturally generalize without explicit con-
straints.

(a) Fairness (b) OOD Robustness (c) Adv. Robustness

Figure 3: No TFT (standard weak-to-strong) is insuf-
ficient for trustworthiness generalization. Weak-to-
strong trustworthiness is inconsistent across properties,
from no generalization of fairness to generalization of
OOD and adversarial robustness.

TFT. The TFT fine-tuning strategy significantly
improves the trustworthiness of weak models
across all four properties (Figures 4, 6). The ef-
fect of the additional regularization applied to weak
models aligns with our expectations, as weak mod-
els are now explicitly regularized to enhance trust-
worthiness. Compared to No TFT, the weak models
achieve lower unfairness (5% from 35%), increased
OOD robustness (72% from 69%), increased ad-
versarial robustness (78% from 71%), and lower
privacy extraction (15% from 19%). Despite the
trustworthy weak models, TFT does not achieve
consistent weak-to-strong trustworthiness. We only
observe generalization for OOD robustness (Figure
4b). The strong models are not more trustworthy
than the weak models for fairness, adversarial ro-
bustness, and privacy (Figures 4a, 4c, 6).

TFTT. The TFTT fine-tuning strategy signifi-
cantly improves the trustworthiness of strong mod-
els across all four properties (Figures 5, 6). The ef-
fect of the additional regularization applied to weak
and strong models aligns with our expectations, as
both models are now explicitly regularized to en-
hance trustworthiness. Compared to No TFT, the
strong models achieve lower unfairness (2% from
35%), increased OOD robustness (78% from 75%),
increased adversarial robustness (80% from 75%),
and lower privacy extraction (26% from 45%).

Unlike previous strategies, TFTT achieves con-
sistent weak-to-strong trustworthiness for fairness,
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(a) Fairness (b) OOD Robustness (c) Adv. Robustness

Figure 4: TFT improves trustworthiness of weak
models. However, weak-to-strong trustworthiness is
still inconsistent across properties, from no generaliza-
tion of fairness and adversarial robustness to generaliza-
tion of OOD robustness.

(a) Fairness (b) OOD Robustness (c) Adv. Robustness

Figure 5: TFTT achieves consistent WTS trustwor-
thiness. TFTT significantly improves trustworthiness
generalization for fairness, OOD robustness, and adver-
sarial robustness.

OOD robustness, and adversarial robustness (Fig-
ure 4a). The strong models are significantly more
trustworthy than the weak models, indicating suc-
cessful trustworthy generalization through TFTT.
For fairness and adversarial robustness, the WTS-
Aux-Loss models generalize more effectively than
the WTS-Naive models, suggesting that the auxil-
iary loss enables more weak-to-strong trustworthi-
ness.

Through TFTT, strong models are able to re-
cover a significant portion of the trustworthiness
gap between the weak model and strong ceiling.
Despite their lack of ground truth labels, strong
models recover 88% of the fairness gap (2.8% out
of 3.2%), 41% of the OOD robustness gap (5.5%
out of 13.5%), and 31% of the adversarial robust-
ness gap (2% out of 6.5%) (Figure 5).

Trade-off between trustworthiness and task
performance. For fairness and adversarial ro-
bustness, weak-to-strong trustworthiness includes
a slight decline in task performance (Figure A2).
However, the performance decrease does not ex-
ceed 1% from weak to strong models while trust-
worthiness generalized to recover up to 88% of
the trustworthiness gap. Our results demonstrate
that significant trustworthiness generalization can
be achieved with minimal impact on task perfor-
mance.

Table 1: Weak-to-strong trustworthiness across prop-
erties and fine-tuning strategies. TFTT achieves con-
sistent weak-to-strong trustworthiness in fairness, OOD
robustness, and adversarial robustness.

Fairness OOD
Robustness

Adv.
Robustness Privacy

No TFT × ✓ ✓ ×
TFT × ✓ × ×

TFTT ✓ ✓ ✓ ×

4.2 Property-Specific Generalization
Behaviors

(a) Extraction Attack (b) Membership Inference

Figure 6: No weak-to-strong privacy. While TFTT
does not generalize privacy, it still improves the privacy
of strong models compared to other strategies.

Privacy. As the only property to not demon-
strate consistent weak-to-strong trustworthiness un-
der the TFTT strategy, privacy presents a unique sit-
uation. However, note that the strong ceiling does
not achieve better privacy than the weak model,
which prevents any monotonic weak-to-strong pri-
vacy trend.

One reason for this distinction is that privacy is
measured with respect to the underlying training
dataset (see Appendix D). Larger models are more
capable of memorizing information, leading to a
greater risk of private information leakage (Lee-
mann et al., 2023). As a result, larger models
are more susceptible to leaking private data than
smaller models. Therefore, we observe that privacy,
measured by the extraction rate or membership in-
ference attack success in Figure 6, degrades when
learning from a weak model to a strong model. This
inherent relationship between model capacity and
memorization makes privacy fundamentally differ-
ent from properties like robustness, where a larger
model’s capacity can be leveraged to improve the
property rather than degrade it.

Robustness and Fairness. Unlike privacy,
which fails to generalize, and fairness, which re-
quires full regularization via TFTT, OOD and ad-
versarial robustness exhibit a tendency to gener-
alize even in the baseline No TFT setting. One
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Figure 7: Model size
on OOD Robustness.
Increasing weak model
size improves trustwor-
thiness for both weak
and strong models (7a
vs. 7b), while increas-
ing strong model size
primarily enhances the
strong model’s general-
ization (7a vs. 7c).

(a) Fairness (b) OOD Robustness (c) Adv. Robustness

Figure 8: TFTT
improves trustwor-
thiness consistently
across regular-
ization strengths.
The monotonic
generalization trend
(Weak < WTS <
Strong Ceiling)
holds for a wide
range of λ values.

possible explanation is that robustness is a more
localized property tied to the model’s feature repre-
sentations and the geometry of its decision bound-
ary in the immediate vicinity of an input (Madry
et al., 2018). A strong model, with its higher ca-
pacity, can learn a smoother and more effective
representation even from the noisy labels of a weak
supervisor, leading to these natural improvements.

In contrast, fairness is a global statistical prop-
erty of the output distribution across entire pro-
tected groups (Zafar et al., 2017). This aggregate
statistical constraint may be too complex to infer
from weak labels alone, requiring explicit regu-
larization during the WTS transfer to be enforced
effectively.

We formalize these intuitions in Appendix G,
where we adapt the three structural conditions of
Medvedev et al. (2025) to the trustworthiness set-
ting and explain why dual-stage regularization is
needed.

4.3 Sensitivity Analysis

We conduct a comprehensive sensitivity analysis
to explore how various parameter values influence
trustworthiness generalization. Specifically, we ex-
amine the impact of model size and regularization
strength (λ). This analysis validates the robustness
of our main results and demonstrates the conditions
under which our strategies are most effective. Fur-
ther analysis on the auxiliary loss parameter (α)

can be found in Appendix C.
Impact of Model Size. Our analysis reveals that

the trustworthiness generalization trends hold con-
sistently across all five weak/strong model config-
urations we tested (see Figures A7-A11). Beyond
this consistency, we find that the capacities of the
weak and strong models play distinct and impor-
tant roles. While increasing the strong model size
led to some trustworthiness improvements, we saw
significant improvement in weak-to-strong trust-
worthiness after increasing the weak model size

As illustrated with OOD robustness in Figure 7,
increasing the weak model’s capacity (e.g., from
14M to 70M parameters, comparing Fig. 7a and
7b) boosts the trustworthiness of both the weak su-
pervisor and the resulting strong model. In contrast,
increasing the strong model’s capacity (e.g., from
410M to 6.9B, comparing Fig. 7a and 7c) primarily
improves the generalization of the strong model it-
self. This suggests that while a more capable strong
model is better at learning, starting with a more ca-
pable weak supervisor provides a better foundation
for the entire WTS trustworthiness pipeline.

Impact of Regularization Strength (λ). Our
TFTT strategy demonstrates robustness to the spe-
cific choice of the regularization strength, λ. As
shown in Figure 8, for fairness, OOD robustness,
and adversarial robustness, the monotonic trend of
WTS trustworthiness is maintained across a wide
range of λ values. This indicates that the effec-
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tiveness of TFTT is not reliant on fragile hyperpa-
rameter tuning, making it a practical and reliable
method. This stability contrasts with the TFT strat-
egy, where the final outcome is more sensitive to
the initial regularization of the weak model (Figure
A3). Depending on the regularization strength and
property, the strong model’s improvement over the
weak model is not as significant (OOD robustness),
or the strong model may not improve over the weak
model at all (fairness, adversarial robustness).

The success of TFTT across various λ values
confirms our central finding: applying regulariza-
tion during the WTS transfer itself is the key to
achieving significant and consistent trustworthiness
generalization.

5 Conclusion

Our work provides the first systematic investigation
into whether critical trustworthiness properties like
fairness, robustness, and privacy can be generalized
through weak-to-strong learning in language mod-
els. We term this process weak-to-strong trustwor-
thiness. Based on our novel conceptual framework,
we make several key contributions.

First, we show that standard weak-to-strong
learning alone is insufficient for consistent trust-
worthiness generalization, underlining the need for
integrating regularization in weak-to-strong learn-
ing. Consequently, we introduce two fundamental
fine-tuning strategies, TFT and TFTT, that signifi-
cantly improve the trustworthiness of weak labels
and achieve consistent weak-to-strong trustworthi-
ness. Our TFTT strategy, in particular, demon-
strates remarkable success in recovering up to 88%
of the trustworthiness gap between weak models
and strong ceiling baselines, while simultaneously
maintaining strong task performance. While our
results show consistent weak-to-strong trustwor-
thiness for properties like fairness and robustness,
the distinct behavior we observed with privacy gen-
eralization highlights the nuanced and property-
specific nature of trustworthiness transfer in lan-
guage models.

Our findings have broad implications for the de-
velopment of trustworthy AI systems. By demon-
strating that trustworthiness properties can be sys-
tematically enhanced through our proposed strate-
gies, we provide a practical pathway for ensuring
increasingly powerful models remain aligned with
human values - even in real-world settings with in-
accessible ground truth labels. As AI systems con-

tinue to grow in capability and autonomy, ensuring
that trustworthiness generalize without requiring
perfect supervision will be crucial for their safe
deployment in high-stakes domains.

Limitations

While this study investigated models up to 6.9
billion parameters, further exploration with even
larger models was constrained by available com-
putational resources. Future work with access to
greater computational capacity could extend these
findings to assess the weak-to-strong trustworthi-
ness to the frontier of model sizes. We also fo-
cus on base models from the Pythia suite to iso-
late capacity effects across a consistent architec-
ture. Extending this analysis to instruction-tuned
and RLHF-aligned models, where alignment-stage
training interacts with trustworthiness, is an impor-
tant direction for future work. Finally, our scope
covers four foundational trustworthiness properties
(fairness, OOD robustness, adversarial robustness,
privacy). Other properties such as hallucination,
calibration, and harmful content generation pertain
more narrowly to generative tasks and are natural
extensions of this framework.

Ethical Considerations

Our work on weak-to-strong trustworthiness offers
a pathway for developing AI systems that are fair,
robust, and privacy-preserving in settings with in-
accessible real-world data. By demonstrating how
imperfect weak labels can be harnessed to yield
more trustworthy models, we hope to reduce the
potential for harmful outcomes in high-stakes do-
mains such as healthcare, finance, and criminal jus-
tice, where incorrect or biased decisions can lead
to significant societal consequences. However, as
with any method that leverages human supervision,
there is a risk that entrenched biases could be am-
plified if trustworthiness objectives are not properly
integrated or monitored. Researchers and practi-
tioners using our approaches should therefore be
mindful of the specific types of biases and vulnera-
bilities inherent in their data, tailoring trustworthi-
ness regularization strategies to mitigate negative
impacts. Ultimately, by promoting more transpar-
ent and accountable model development, we be-
lieve this work advances ethical AI deployment
and fosters beneficial outcomes for a wide range of
real-world applications.
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Amanda Askell, Andy Jones, Anna Chen, and 1 oth-
ers. 2022. Measuring progress on scalable over-
sight for large language models. arXiv preprint
arXiv:2211.03540.

Samuel R. Bowman, Luke Vilnis, Oriol Vinyals, An-
drew Dai, Rafal Jozefowicz, and Samy Bengio. 2016.
Generating sentences from a continuous space. In
Proceedings of the 20th SIGNLL Conference on Com-
putational Natural Language Learning, pages 10–21,
Berlin, Germany. Association for Computational Lin-
guistics.

Sébastien Bubeck, Varun Chandrasekaran, Ronen Eldan,
Johannes Gehrke, Eric Horvitz, Ece Kamar, Peter
Lee, Yin Tat Lee, Yuanzhi Li, Scott Lundberg, and 1
others. 2023. Sparks of artificial general intelligence:
Early experiments with gpt-4. arXiv:2303.12712.

Collin Burns, Pavel Izmailov, Jan Hendrik Kirchner,
Bowen Baker, Leo Gao, Leopold Aschenbrenner,
Yining Chen, Adrien Ecoffet, Manas Joglekar, Jan
Leike, and 1 others. 2024. Weak-to-strong general-
ization: Eliciting strong capabilities with weak su-
pervision. In International Conference on Machine
Learning (ICML). PMLR.

Nicholas Carlini, Florian Tramer, Eric Wallace,
Matthew Jagielski, Ariel Herbert-Voss, Katherine
Lee, Adam Roberts, Tom Brown, Dawn Song, Ulfar
Erlingsson, and 1 others. 2021. Extracting training
data from large language models. In 30th USENIX
Security Symposium (USENIX Security 21), pages
2633–2650.

Zixiang Chen, Yihe Deng, Huizhuo Yuan, Kaixuan Ji,
and Quanquan Gu. 2024. Self-play fine-tuning con-
verts weak language models to strong language mod-
els. ICML’24. JMLR.org.

Kristy Choi, Aditya Grover, Trisha Singh, Rui Shu, and
Stefano Ermon. 2020. Fair generative modeling via
weak supervision. In International Conference on
Machine Learning, pages 1887–1898. PMLR.

Frances Ding, Moritz Hardt, John Miller, and Ludwig
Schmidt. 2021. Retiring adult: New datasets for fair
machine learning. Advances in neural information
processing systems, 34:6478–6490.

Cynthia Dwork, Frank McSherry, Kobbi Nissim, and
Adam Smith. 2006. Calibrating noise to sensitiv-
ity in private data analysis. In Theory of Cryptog-
raphy: Third Theory of Cryptography Conference,
TCC 2006, New York, NY, USA, March 4-7, 2006.
Proceedings 3, pages 265–284. Springer.

Siddhant Garg and Goutham Ramakrishnan. 2020.
BAE: BERT-based adversarial examples for text clas-
sification. In Proceedings of the 2020 Conference on
Empirical Methods in Natural Language Processing
(EMNLP), pages 6174–6181, Online. Association for
Computational Linguistics.

Ian J. Goodfellow, Jonathon Shlens, and Christian
Szegedy. 2015. Explaining and harnessing adver-
sarial examples. In 3rd International Conference on
Learning Representations, ICLR 2015, San Diego,
CA, USA, May 7-9, 2015, Conference Track Proceed-
ings.

Po-Sen Huang, Huan Zhang, Ray Jiang, Robert Stan-
forth, Johannes Welbl, Jack Rae, Vishal Maini, Dani
Yogatama, and Pushmeet Kohli. 2020. Reducing sen-
timent bias in language models via counterfactual
evaluation. In Findings of the Association for Com-
putational Linguistics: EMNLP 2020, pages 65–83,
Online. Association for Computational Linguistics.

Matthew Jagielski, Milad Nasr, Katherine Lee, Christo-
pher A Choquette-Choo, Nicholas Carlini, and Flo-
rian Tramer. 2024. Students parrot their teachers:
Membership inference on model distillation. Ad-
vances in Neural Information Processing Systems,
36.

Di Jin, Zhijing Jin, Joey Tianyi Zhou, and Peter
Szolovits. 2020. Is BERT really robust? A strong
baseline for natural language attack on text classifi-
cation and entailment. In The Thirty-Fourth AAAI
Conference on Artificial Intelligence, AAAI 2020, The
Thirty-Second Innovative Applications of Artificial
Intelligence Conference, IAAI 2020, The Tenth AAAI
Symposium on Educational Advances in Artificial In-
telligence, EAAI 2020, New York, NY, USA, February
7-12, 2020, pages 8018–8025. AAAI Press.

Bryan Klimt and Yiming Yang. 2004. The enron corpus:
A new dataset for email classification research. In
European conference on machine learning, pages
217–226. Springer.

46634

https://doi.org/10.18653/v1/K16-1002
https://doi.org/10.18653/v1/2020.emnlp-main.498
https://doi.org/10.18653/v1/2020.emnlp-main.498
http://arxiv.org/abs/1412.6572
http://arxiv.org/abs/1412.6572
https://doi.org/10.18653/v1/2020.findings-emnlp.7
https://doi.org/10.18653/v1/2020.findings-emnlp.7
https://doi.org/10.18653/v1/2020.findings-emnlp.7
https://doi.org/10.1609/AAAI.V34I05.6311
https://doi.org/10.1609/AAAI.V34I05.6311
https://doi.org/10.1609/AAAI.V34I05.6311


Mathias Lecuyer, Vaggelis Atlidakis, Roxana Geam-
basu, Daniel Hsu, and Suman Jana. 2019. Certified
robustness to adversarial examples with differential
privacy. In 2019 IEEE symposium on security and
privacy (SP), pages 656–672. IEEE.

Tobias Leemann, Martin Pawelczyk, and Gjergji Kas-
neci. 2023. Gaussian membership inference privacy.
Advances in Neural Information Processing Systems,
36:73866–73878.

Bai Li, Changyou Chen, Wenlin Wang, and Lawrence
Carin. 2019. Certified adversarial robustness with
additive noise. Advances in neural information pro-
cessing systems, 32.

Linyang Li, Ruotian Ma, Qipeng Guo, Xiangyang Xue,
and Xipeng Qiu. 2020. BERT-ATTACK: Adversar-
ial attack against BERT using BERT. In Proceed-
ings of the 2020 Conference on Empirical Methods
in Natural Language Processing (EMNLP), pages
6193–6202, Online. Association for Computational
Linguistics.

Tsung-Yi Lin, Priya Goyal, Ross Girshick, Kaiming He,
and Piotr Dollár. 2017. Focal loss for dense object
detection. In Proceedings of the IEEE international
conference on computer vision, pages 2980–2988.

Aleksander Madry, Aleksandar Makelov, Ludwig
Schmidt, Dimitris Tsipras, and Adrian Vladu. 2018.
Towards deep learning models resistant to adversarial
attacks. In 6th International Conference on Learning
Representations, ICLR 2018, Vancouver, BC, Canada,
April 30 - May 3, 2018, Conference Track Proceed-
ings.

Madeline K Mahowald, Khadeeja Esmail, Fatima M
Ezzeddine, Calvin Choi, Hanna Mieszczanska, and
Gladys Velarde. 2024. Sex disparities in cardiovas-
cular disease. Methodist DeBakey Cardiovascular
Journal, 20(2):107.

Federico Mazzone, Leander van den Heuvel, Maximil-
ian Huber, Cristian Verdecchia, Maarten Everts, Flo-
rian Hahn, and Andreas Peter. 2022. Repeated knowl-
edge distillation with confidence masking to mitigate
membership inference attacks. In Proceedings of the
15th ACM Workshop on Artificial Intelligence and
Security, pages 13–24.

Marko Medvedev, Kaifeng Lyu, Dingli Yu, Sanjeev
Arora, Zhiyuan Li, and Nathan Srebro. 2025. Weak-
to-strong generalization even in random feature net-
works, provably. arXiv preprint arXiv:2503.02877.

Nicolas Papernot, Martín Abadi, Ulfar Erlingsson,
Ian Goodfellow, and Kunal Talwar. 2016. Semi-
supervised knowledge transfer for deep learn-
ing from private training data. arXiv preprint
arXiv:1610.05755.

Alec Radford, Jeffrey Wu, Rewon Child, David Luan,
Dario Amodei, Ilya Sutskever, and 1 others. 2019.
Language models are unsupervised multitask learn-
ers. OpenAI blog, 1(8):9.

Alexander Ratner, Stephen H Bach, Henry Ehrenberg,
Jason Fries, Sen Wu, and Christopher Ré. 2017.
Snorkel: Rapid training data creation with weak su-
pervision. In Proceedings of the VLDB endowment.
International conference on very large data bases,
volume 11, page 269. NIH Public Access.

Virat Shejwalkar and Amir Houmansadr. 2021. Mem-
bership privacy for machine learning models through
knowledge transfer. In Proceedings of the AAAI con-
ference on artificial intelligence, volume 35, pages
9549–9557.

Reza Shokri, Marco Stronati, Congzheng Song, and Vi-
taly Shmatikov. 2017. Membership inference attacks
against machine learning models. In 2017 IEEE sym-
posium on security and privacy (SP), pages 3–18.
IEEE.

Christian Szegedy, Vincent Vanhoucke, Sergey Ioffe,
Jon Shlens, and Zbigniew Wojna. 2016. Rethinking
the inception architecture for computer vision. In
Proceedings of the IEEE conference on computer
vision and pattern recognition, pages 2818–2826.

Christian Szegedy, Wojciech Zaremba, Ilya Sutskever,
Joan Bruna, Dumitru Erhan, Ian J. Goodfellow, and
Rob Fergus. 2014. Intriguing properties of neural
networks. In 2nd International Conference on Learn-
ing Representations, ICLR 2014, Banff, AB, Canada,
April 14-16, 2014, Conference Track Proceedings.

Xinyu Tang, Saeed Mahloujifar, Liwei Song, Virat She-
jwalkar, Milad Nasr, Amir Houmansadr, and Prateek
Mittal. 2022. Mitigating membership inference at-
tacks by {Self-Distillation} through a novel ensemble
architecture. In 31st USENIX Security Symposium
(USENIX Security 22), pages 1433–1450.

Boxin Wang, Weixin Chen, Hengzhi Pei, Chulin Xie,
Mintong Kang, Chenhui Zhang, Chejian Xu, Zidi
Xiong, Ritik Dutta, Rylan Schaeffer, and 1 oth-
ers. 2023. Decodingtrust: A comprehensive assess-
ment of trustworthiness in gpt models. In Proceed-
ings of the Neural Information Processing Systems
(NeurIPS).

Boxin Wang, Hengzhi Pei, Boyuan Pan, Qian Chen,
Shuohang Wang, and Bo Li. 2020. T3: Tree-
autoencoder constrained adversarial text generation
for targeted attack. In Proceedings of the 2020 Con-
ference on Empirical Methods in Natural Language
Processing (EMNLP), pages 6134–6150, Online. As-
sociation for Computational Linguistics.

Boxin Wang, Chejian Xu, Shuohang Wang, Zhe Gan,
Yu Cheng, Jianfeng Gao, Ahmed Hassan Awadal-
lah, and Bo Li. 2021. Adversarial GLUE: A multi-
task benchmark for robustness evaluation of language
models. In Proceedings of the Neural Information
Processing Systems Track on Datasets and Bench-
marks 1, NeurIPS Datasets and Benchmarks 2021,
December 2021, virtual.

Jason Wei and Kai Zou. 2019. EDA: Easy data augmen-
tation techniques for boosting performance on text

46635

https://doi.org/10.18653/v1/2020.emnlp-main.500
https://doi.org/10.18653/v1/2020.emnlp-main.500
https://openreview.net/forum?id=rJzIBfZAb
https://openreview.net/forum?id=rJzIBfZAb
http://arxiv.org/abs/1312.6199
http://arxiv.org/abs/1312.6199
https://doi.org/10.18653/v1/2020.emnlp-main.495
https://doi.org/10.18653/v1/2020.emnlp-main.495
https://doi.org/10.18653/v1/2020.emnlp-main.495
https://doi.org/10.18653/v1/D19-1670
https://doi.org/10.18653/v1/D19-1670


classification tasks. In Proceedings of the 2019 Con-
ference on Empirical Methods in Natural Language
Processing and the 9th International Joint Confer-
ence on Natural Language Processing (EMNLP-
IJCNLP), pages 6382–6388, Hong Kong, China. As-
sociation for Computational Linguistics.

Yuqing Yang, Yan Ma, and Pengfei Liu. 2024a. Weak-
to-strong reasoning. In Findings of the Association
for Computational Linguistics: EMNLP 2024, pages
8350–8367, Miami, Florida, USA. Association for
Computational Linguistics.

Yuqing Yang, Yan Ma, and Pengfei Liu. 2024b. Weak-
to-strong reasoning. In Findings of the Association
for Computational Linguistics: EMNLP 2024, pages
8350–8367, Miami, Florida, USA. Association for
Computational Linguistics.

Muchao Ye, Ziyi Yin, Tianrong Zhang, Tianyu Du,
Jinghui Chen, Ting Wang, and Fenglong Ma. 2023.
Unit: a unified look at certified robust training against
text adversarial perturbation. Advances in Neural In-
formation Processing Systems, 36:22351–22368.

Lifan Yuan, Yangyi Chen, Ganqu Cui, Hongcheng Gao,
Fangyuan Zou, Xingyi Cheng, Heng Ji, Zhiyuan
Liu, and Maosong Sun. 2023. Revisiting out-of-
distribution robustness in nlp: Benchmarks, analysis,
and llms evaluations. Advances in Neural Informa-
tion Processing Systems, 36:58478–58507.

Muhammad Bilal Zafar, Isabel Valera, Manuel Gomez
Rogriguez, and Krishna P Gummadi. 2017. Fairness
constraints: Mechanisms for fair classification. In
Artificial intelligence and statistics (AISTATS), pages
962–970. PMLR.

Yuan Zang, Fanchao Qi, Chenghao Yang, Zhiyuan Liu,
Meng Zhang, Qun Liu, and Maosong Sun. 2020.
Word-level textual adversarial attacking as combi-
natorial optimization. In Proceedings of the 58th An-
nual Meeting of the Association for Computational
Linguistics, pages 6066–6080, Online. Association
for Computational Linguistics.

Jieyu Zhao, Tianlu Wang, Mark Yatskar, Vicente Or-
donez, and Kai-Wei Chang. 2018. Gender bias in
coreference resolution: Evaluation and debiasing
methods. In Proceedings of the 2018 Conference
of the North American Chapter of the Association for
Computational Linguistics: Human Language Tech-
nologies, Volume 2 (Short Papers), pages 15–20, New
Orleans, Louisiana. Association for Computational
Linguistics.

Junxiang Zheng, Yongzhi Cao, and Hanpin Wang. 2021.
Resisting membership inference attacks through
knowledge distillation. Neurocomputing, 452:114–
126.

Chen Zhu, Yu Cheng, Zhe Gan, Siqi Sun, Tom Gold-
stein, and Jingjing Liu. 2019. Freelb: Enhanced ad-
versarial training for natural language understanding.
arXiv preprint arXiv:1909.11764.

A Weak to Strong Learning Process

A.1 Training Objective for TFTT

In this section, we give a detailed description of the
loss used for the third fine-tuning strategy presented
in Section 3.2.

Fairness. To incorporate the fairness constraint
into the fine-tuning process, we apply regulariza-
tion twice yielding the following objective

θ∗ ∈ argmin
θ

LWTS
Fair (θ;λ

W
Fair, λ

WTS
Fair , α, fw)

= argmin
θ

1

N

N∑

i=1

[
ℓWTS-AUX(xi, fθ;α, λ

W
Fair, fw)

+ λWTS
Fair · (ai − ā) · fθ(xi)

]
,

(6)

where α ∈ [0, 1] is the auxiliary confidence loss
weight and where ā = 1

N

∑N
i=1 ai is the base

rate of the protected attribute. The first term in
equation 6 encourages the weak-to-strong model
to make correct predictions while the second term
acts as an additional fairness regularizer. The hyper-
parameter λW

Fair corresponds to the regularization
strength of the weak model while λWTS

Fair controls
the regularization strength for training in this stage.

Out-of-distribution robustness. The objective
during fine-tuning is to minimize the following loss

θ∗ ∈ argmin
θ

LOOD(θ;λ
W
OOD, λ

WTS
OOD, α, fw)

= argmin
θ

1

N

N∑

i=1

ℓWTS-AUX
(
xi, fθ(xi;λ

WTS
OOD);

α, λW
OOD, fw

)
,

(7)

where α ∈ [0, 1] is the auxiliary confidence loss
weight. Further, λW

OOD controls the regularization
strength of the fixed weak classifier, while λWTS

OOD
controls the regularization strength of the transfer
process. As λWTS

OOD = 0, we are back to our TFT
strategy, and as λWTS

OOD = λW
OOD = 0 the model is

trained without any regularization, reverting to the
No TFT strategy.

Adversarial Robustness. The training objective
combines the losses from both clean and adversar-
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ial samples:

θ∗ ∈ argmin
θ

LAdv(θ;λ
W
Adv, λ

WTS
Adv , α, fw)

= argmin
θ

1

N

N∑

i=1

[(1− λWTS
Adv ) ℓWTS-AUX(xi, fθ;α,

λW
Adv, fw) + λWTS

Adv ℓWTS-AUX(x
′
i, fθ;α, λ

W
Adv, fw)],

(8)

where λW
Adv controls the regularization strength of

the fixed weak classifier, while λWTS
Adv controls the

regularization strength of the transfer process. As
λWTS

Adv = 0, we are back to our TFT strategy, and as
λWTS

Adv = λW
Adv = 0 the model is trained without any

regularization, reverting to the No TFT strategy.

A.2 Choosing the Hyperparameters Based on
Trade-off Curves

In this section, we provide an illustrative example
of how we selected the parameters for the strong
baselines, using adversarial robustness as a case
study. We plotted trade-off curves between the
trustworthiness properties and task performance,
selecting the parameter that corresponds to the op-
timal trade-off in the top right corner of the Figure
A1. We set λAdv for the weak and strong model by
independently fine-tuning them on training subset
and evaluating on the test subset. We plot original
task performance vs. adversarial performance for
different values of λAdv and pick the value that
offers the best trade-off between clean and adver-
sarial accuracy. Figures A1a and A1b show that
λAdv = 0.3 achieves the best combined accura-
cies on original and adversarial samples for both
models. Fixing λAdv for the weak model to 0.3,
we repeat the same analysis for the weak-to-strong
model trained with the naive loss function. Figure
A1c shows that λAdv = 0.3 offers the best trade-
off for the weak-to-strong model as well. Fixing
the λAdv parameter to 0.3 for the weak and weak-
to-strong models, we vary the α parameter for the
auxiliary loss function and plot in figure A1d. We
observe that α = 0.1 achieves the highest accu-
racy on both original and adversarial samples. We
perform similar analyses for the warm-up period,
α, and the number of fine-tuning epochs in Fig-
ures A1e and A1f. We select the values 0.2 and 6,
respectively, for these training parameters.

Similarly, for OOD robustness, we set the stan-
dard deviation of the Gaussian Noise to 2e− 3 for
both the weak model (Pythia 14M) and the strong
model (Pythia 410M). This value was chosen as

it allows both models to achieve a balanced trade-
off between OOD robustness and task performance.
With the noise standard deviation fixed, we conduct
trade-off experiments by separately adjusting the
maximum α value for auxiliary loss, the warm-up
period, and the number of training epochs. For
optimal balance between OOD robustness and task
performance, these parameters are set to 0.25, 0.2,
and 1, respectively.

B Comprehensive Plots Across Strategies

See Figure A2.

C Detailed Sensitivity Analysis

In this section, we study the sensitivity of our fine-
tuning strategies to key training parameters like λ
and α.

Impact of Auxiliary Loss Weighting (αmax).
The auxiliary loss weighting parameter αmax (max-
imum alpha) plays a crucial role in balancing the ad-
herence to the weak model’s outputs and the strong
model’s confidence in its predictions. Higher val-
ues of αmax place more emphasis on the strong
model’s own predictions rather than closely follow-
ing the weak model’s outputs. We examine the
effect of varying αmax from 0 to 1 on the perfor-
mance of the weak-to-strong models. Our experi-
ments showed a degradation of performance with
increasing αmax. As αmax increases from 0 to
1, the performance of the weak-to-strong models
trained with the auxiliary loss (WTS-Aux-Loss)
tends to worsen. Therefore, selecting an appropri-
ate value of αmax is essential to maintain a balance
between leveraging the weak model’s trustworthi-
ness and allowing the strong model to develop its
capabilities. Our results suggest that lower αmax

values are preferable for effective weak-to-strong
trustworthiness transfer. For our models, we chose
αmax values from 0.1 to 0.4.

Impact of Larger Models (6.9B). We show that
WTS trustworthiness trends are consistent when
scaling up the strong model. As referenced in Sec-
tion 4.3, Figures A7 to A10, show four different
weak/strong model size configurations (14M/410M,
70M/410M, 14M/1B, 70M/1B) with consistent
property-specific weak-to-strong trustworthiness
trends holding across model sizes. We also ex-
tended our model size sensitivity analysis to in-
clude Pythia 6.9B as the strong model for fairness,
OOD robustness, and adversarial robustness. The
6.9B model required multiple GPUs to train, and
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(a) Weak model λAdv (b) Strong model λAdv (c) Weak-to-strong λAdv

(d) Weak-to-strong α (e) Warm-up period. (f) Number of epochs for WTS.

Figure A1: Trade-off between original and adversarial accuracy for different training parameters.

DP-SGD currently does not support multi-GPU
computations, so we did not provide 6.9B results
for privacy. Figure A11 displays the results and
demonstrates similar weak-to-strong trustworthi-
ness trends as the previous model configurations.
While weak-to-strong trustworthiness is inconsis-
tent at the TFT strategy, we see consistent weak-to-
strong trustworthiness at the TFTT strategy.

Impact of Additional Metrics. We include
multiple trustworthiness definitions to further sup-
port the weak-to-strong trustworthiness trends we
observed. In Figure A12, we examine an addi-
tional fairness metric: equalized odds (true positive
rate). The consistent weak-to-strong fairness trend
is maintained across both demographic parity and
equalized odds. In Figure A13, we examine an ad-
ditional privacy metric: membership inference at-
tack. We continue to see no weak-to-strong privacy
across both extraction and membership inference
attacks.

D Dataset and Evaluation Details

D.1 Dataset Details

• Adult: The Adult dataset is derived from the
1994 U.S. Census database and contains 48,842
instances with 14 attributes. The task is to clas-
sify whether an individual’s income exceeds
$50K (USD) per year. We selected the “sex” fea-
ture as the sensitive attribute to evaluate fairness-

Table 2: Additional Privacy Dataset: AG News

Strategy Model Extraction Rate

No TFT Weak 0.059
No TFT WTS-Naive 0.081
TFT Weak 0.050
TFT WTS-Naive 0.102
TFTT Weak 0.051
TFTT WTS-Naive 0.092

related properties. Extraction was done by Barry
Becker from the 1994 Census database. Adult
dataset has a CC-BY-4.0 license, which we abide
by.

• ACS PUMS Employment: The Census Bu-
reau’s American Community Survey (ACS) Pub-
lic Use Microdata Sample (PUMS) includes in-
formation about U.S. residents’ age, sex, race,
education, employment, and other demograph-
ics. The task is to classify whether an individual
is employed. ACS PUMS dataset has a CC-BY-
4.0 license, which we abide by.

• OOD Style Transfer: The OOD Style Transfer
dataset is based on the SST-2 sentiment clas-
sification dataset but incorporates a variety of
text and style transformations. The transforma-
tions (e.g., shifts in language style, vocabulary,
syntax, and tone) are applied at both the word
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Figure A2: Weak-to-strong trustworthiness for Pythia 14M/410M models. Trustworthiness properties and task
performance for our four properties: Fairness, OOD Robustness, Adversarial Robustness, and Privacy. Note that
lower values are better for the top plot in Figure A2a as the y-axis is Unfairness (DPD). Similarly, lower values are
better for the top plot in Figure A2d as the the y-axis is Extraction Rate. Results for WTS-Aux-Loss for privacy are
omitted since it was the only task involving free data generation, making the auxiliary loss function inapplicable.
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Figure A3: Full Plot for Varying Lambda for TFT. Results for WTS-Aux-Loss for privacy are omitted since it
was the only task involving free data generation, making the auxiliary loss function inapplicable.

and sentence level while preserving the origi-
nal meaning (Wang et al., 2023). The task is to
correctly classify the sentiment of inputs. OOD
Style Transfer dataset has a CC-BY-SA-4.0 li-
cense, which we abide by.

• AdvGLUE++: AdvGLUE++ is a collection

of six datasets contain clean and adversarial
input samples for six NLP tasks: Sentiment
analysis (SST-2), duplicate question detection
(QQP), multi-genre natural language inference
(MNLI, MNLI-mm), recognizing textual entail-
ment (RTE), and question answering (QNLI)
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Figure A4: Full Plot for Varying Lambda for TFTT. Results for WTS-Aux-Loss for privacy are omitted since it
was the only task involving free data generation, making the auxiliary loss function inapplicable.
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Figure A5: Varying Max Alpha for TFT. Results on privacy are omitted since it was the only task involving free
data generation, making the auxiliary loss function inapplicable.

(Wang et al., 2023). It contains around 2K to
15K samples for each of the six tasks. We ran-
domly sample up to 10K samples for each task
and aggregate the performance by averaging
over these six tasks. AdvGLUE++ datasets have
a CC-BY-SA-4.0 license, which we abide by.

• Enron Emails: The Enron Emails dataset con-
tains over 600K emails generated by employ-
ees of the Enron Corporation (Klimt and Yang,

2004). it includes sensitive personal information,
such as email addresses, phone numbers, credit
card numbers, and Social Security Numbers,
which could be memorized and extracted by lan-
guage models. For fine-tuning, we randomly
subsampled 10K data points. Enron Emails
dataset has a Apache License 2.0, which we
abide by.

• AG News: The AG News dataset consists
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Figure A6: Varying Max Alpha for TFTT. Results for WTS-Aux-Loss for privacy are omitted since it was the
only task involving free data generation, making the auxiliary loss function inapplicable.

(a) 14M - 410M (b) 70M - 410M (c) 14M - 1B (d) 70M - 1B

Figure A7: Varying model size for fairness. Weak-to-strong trustworthiness trends hold for fairness cross multiple
model size configurations.

of 120,000 training samples and 7,600 test
samples of news articles categorized into
4 classes: World, Sports, Business, and
Science/Technology. Each sample contains
a title and description extracted from AG’s
news corpus, with balanced distribution across
classes. AG News data was made by Antonio
Gulli (http://groups.di.unipi.it/~gulli/
AG_corpus_of_news_articles.html) and
permitted for non-commercial use, which we

abide by.

D.2 Data Usage During Training and
Evaluation

Figure A15 describes which data is used for train-
ing the weak and the weak-to-strong models as well
as for evaluating of the weak-to-strong model.

Data used to train the WTS model. The
weak model fw is trained on the labeled dataset
DW = {(xi, yi)}. Once trained, we use the weak
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(c) 14M - 1B
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(d) 70M - 1B

Figure A8: Varying model size for OOD Robustness. Weak-to-strong trustworthiness trends hold for OOD
robustness cross multiple model size configurations.

(a) 14M - 410M (b) 70M - 410M (c) 14M - 1B (d) 70M - 1B

Figure A9: Varying model size for adversarial robustness. Weak-to-strong trustworthiness trends hold for
adversarial robustness cross multiple model size configurations.

model fw to label the weak-to-strong learning
dataset DWTS = {(xi, yi)} resulting in DWTS′ =
{(xi, fw(xi))}. We use DWTS′ to train the weak-
to-strong model fθ. Notably, there is no overlap
between DWTS and DW.

Trustworthiness Evaluation. We evaluate the
trustworthiness properties adversarial robustness,
OOD robustness as well as Demographic Parity and
Equalized Odds for all models (weak model, weak-
to-strong model, and strong ceiling) on the same

held out test set for the respective problem. For
privacy, we evaluate the trustworthiness properties
of the weak and the weak-to-strong model on their
training set DW while the privacy leakage for the
WTS model is evaluated on DWTS. For privacy
considerations, we evaluated the trustworthiness
properties of models on their training set DW, while
the privacy leakage for the WTS model is assessed
on DWTS.
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(a) 14M - 410M (b) 70M - 410M

Figure A10: Varying model size for privacy. No weak-
to-strong trustworthiness trends hold for privacy cross
multiple model size configurations. Due to memory
limitations of training models with DP-SGD we did not
train the 1B or 6.9B models.

D.3 Additional Adversarial Robustness
Dataset Details

We create training, holdout and test subsets of the
AdvGLUE++ dataset using 40%, 40% and 20% of
samples, respectively, from each task in the dataset.
We use the training subset to fine-tune our models
to be adversarially robust. We use the holdout
subset to generate labels from the weak model to
be used in the weak-to-strong learning process. To
evaluate the clean and adversarial accuracy of our
models, we evaluate them on a test subset of the
AdvGLUE++ dataset and average the performance
across the six NLP tasks in this dataset.

In particular, to evaluate weak-to-strong trends
in adversarial robustness, we use the AdvGLUE++
dataset (Wang et al., 2023), an extension of the Ad-
vGLUE dataset (Wang et al., 2021). AdvGLUE++
is a comprehensive benchmark designed to test
adversarial robustness across multiple natural lan-
guage processing (NLP) tasks and adversarial at-
tack algorithms. This dataset includes adversarial
examples for six widely used NLP tasks, each rep-
resenting a distinct domain or linguistic challenge.
The Stanford Sentiment Treebank (SST-2) task in-
volves sentiment analysis, requiring the classifica-
tion of sentences as having a positive or negative
sentiment. The Quora Question Pairs (QQP) task

identifies whether two questions convey the same
meaning. The Multi-Genre Natural Language Infer-
ence (MNLI) task requires reasoning about entail-
ment, contradiction, or neutrality between pairs of
sentences. It includes a mismatched variant, MNLI-
mm, where validation and test data originate from
out-of-domain sources, increasing the challenge
of generalization. The Question-answering NLI
(QNLI) task is framed as an entailment problem
between a question and an answer candidate. The
Recognizing Textual Entailment (RTE) is a binary
entailment task that aims to determine whether the
meaning of one text can be inferred from another.

Adversarial examples in AdvGLUE++ are gener-
ated using a variety of attack algorithms, each rep-
resenting a distinct perturbation strategy. TextBug-
ger introduces typo-based perturbations that min-
imally alter characters while preserving the util-
ity of benign text. TextFooler generates embed-
ding similarity-based perturbations by substitut-
ing words with contextually plausible alternatives.
BERT-ATTACK leverages BERT’s language mod-
eling capabilities to create context-aware adver-
sarial samples. SememePSO relies on semantic
representations and combinatorial optimization to
generate knowledge-guided perturbations. SemAt-
tack employs semantic optimization-based tech-
niques by manipulating various semantic spaces to
produce natural-looking adversarial texts.

The experimental results for adversarial robust-
ness are presented as aggregated accuracy values
across all six tasks and five attack algorithms. This
approach enables us to evaluate the weak-to-strong
trends in a comprehensive and robust manner. The
results show that our findings are consistent across
a wide range of NLP tasks and adversarial attacks,
indicating that they are not influenced by the spe-
cific characteristics of any single setting.

D.4 Additional OOD Dataset Details
We use the same OOD data created by Wang et al.
(2023). For ID data, we use the original SST-2
dataset but exclude the samples that are source
samples for creating the OOD data. We split the ID
data into training, validation, and heldout subsets.
Specifically, 50% of the ID data is allocated for
training and validation, where 95% of that portion
is used for training and the remaining 5% is for
validation. The other half represents the held-out
data that is used for generating labels from the
weak model for weak-to-strong fine-tuning. For
evaluation, we use the in-distribution validation
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(c) OOD Robustness

Figure A11: Model Size Analysis on Pythia 6.9B. Results for model size sensitivity with Pythia 14M as the weak
model and Pythia 6.9B as the strong model for fairness, adversarial robustness, and OOD robustness properties. We
see that the WTS trends we identified earlier are maintained for the larger strong model.

(a) Demographic Parity (b) Equalized Odds

Figure A12: Sensitivity to Fairness Metrics. Side-
by-side results for two fairness metrics: Demographic
Parity and Equalized Odds (True Positive Rate). The
weak-to-strong trustworthiness trends are maintained
across both metrics.

samples to measure ID performance and the OOD
test samples to obtain OOD performance.

(a) Extraction Attack
(b) Membership Inference At-
tack

Figure A13: Sensitivity to Privacy Metrics. Side-by-
side results for two privacy metrics: Extraction Attack
and Membership Inference Attack. While TFTT does
not achieve weak-to-strong trustworthiness, it still leads
to simultaneous improvement of privacy and perfor-
mance for weak-to-strong models.

E Overview Table

See Table 3.
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Table 3: Overview table. Trustworthiness properties, their corresponding metrics, datasets used, and tasks
performed on each dataset.

Property Metrics Datasets Tasks

Fairness
• Demographic Parity
• Equalized Odds

• Adult
• ACS PUMS

• Income classification with
“sex" as the sensitive attribute

OOD
Robustness • Robust Accuracy (RA)

on OOD test data
• OOD Style Transfer: a

collection of 10 datasets
with different text and
style transformations
(based on the SST-2
dataset)

• Sentiment classification on 10
different text and style transfor-
mations

Adversarial
Robustness • Robust Accuracy (RA)

on adversarial test data
• AdvGLUE++: a collec-

tion of six datasets
1. SST-2
2. QQP
3. MNLI
4. MNLI-mm
5. RTE
6. QNLI

• Sentiment analysis
• Duplicate question detection
• Multi-genre natural language

inference
• Recognizing textual entailment
• Question answering

Privacy
• Extraction attack
• Membership inference

attack

• Enron Emails
• AG-News

• Sensitive data leakage detec-
tion

Figure A14: Additional Fairness Dataset: ACS PUMS
Employment

F Experimental Details

Models: We use the Pythia models from
EleutherAI (Biderman et al., 2023). They have
a Apache License 2.0, which we abide by.

Statistical Significance: We report 1 standard
deviations for our experiments over multiple trials
(10 for fairness, 15 for OOD robustness, 15 for
adversarial robustness, 3 for privacy).

Compute: Each experiment was run on 1
NVIDIA A100 80GB GPU on an internal cluster.

Hyperparameter details are provided in Table 4.

G When Should Weak-to-Strong
Trustworthiness Hold?

We offer a theoretical perspective on when WTS
trustworthiness is feasible, and on why dual-stage
regularization (TFTT) succeeds where teacher-
only regularization (TFT) fails. Recent work by
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DW fw DWTS′ fθ

λW λWTS

Weak Model
trained on DW

Query Weak Model

on DWTS

WTS Model
trained on DWTS′

Regularizer ≥ 0 Regularizer ≥ 0

(a) Model training overview. The weak model fw is trained on DW = {(xi, yi)}. Subsequently, we use the weak model fw to
label the weak-to-strong learning dataset DWTS = {(xi, yi)} resulting in DWTS′ = {(xi, fw(xi))}. We use DWTS′ to train the
weak-to-strong model fθ .

DT fθ
WTS Model

evaluated on DT

(b) Trustworthiness property evaluation. Typically, the trust-
worthiness properties for the WTS model are evaluated on a
separate test set DT.

DWTS fθ
WTS Model

evaluated on DWTS

(c) Privacy Leakage Evaluation. The privacy leakage for the
WTS model is evaluated using the ground truth train set DWTS.

Figure A15: Data usage during training and evaluation. In Figure A15a, we describe which data is used to train
the weak and the weak-to-strong models, while Figures A15b and A15c describe which data is used for evaluation.

Table 4: Hyperparameters

Hyperparameter Fairness OOD Robustness Adversarial Robustness Privacy

Epochs 5 1 6 1
Learning rate 5e-5 1e-5 1e-5 5e-5
Optimizer AdamW AdamW AdamW Adam
Lambda 4.25 0.002 0.3 1e6
Alpha 0.3 0.2 0.1 N/A

Medvedev et al. (2025) identifies three structural
conditions under which weak-to-strong generaliza-
tion is provable for task accuracy in random feature
networks: (i) weak labels contain a component
aligned with the true signal, (ii) the student hypoth-
esis class strictly contains the teacher’s, and (iii)
optimization induces shrinkage that suppresses low-
energy noise directions. We adapt these conditions
for trustworthiness, where the target is not a point-
wise label but a distributional property (fairness)
or a stability property (robustness) of the learned
decision boundary:

1. Partial structural signal in weak supervi-
sion. The weak model’s decision boundary
must encode structure correlated with the tar-
get trustworthiness property, even when the
property is not explicitly labeled pointwise.

2. Strictly richer student hypothesis class.
The student must be capable of represent-
ing boundaries beyond those accessible to the
weak teacher.

3. Explicit or implicit shrinkage. Optimiza-

tion must prevent exact teacher imitation and
enable selective recovery of structured signal—
e.g., via regularization or early stopping.

This framework clarifies why TFT alone is in-
sufficient while TFTT succeeds. The theory of
Medvedev et al. (2025) assumes noise is spectrally
separable from signal. However, bias, such as
correlations between predictions and protected at-
tributes, is structured and aligned with the task loss,
making it spectrally indistinguishable from task
signal under standard shrinkage. In this regime,
regularizing only the teacher (TFT) provides nec-
essary but not sufficient signal: the weak labels
encode some trustworthy structure, but the strong
model’s greater capacity allows it to find alterna-
tive decision boundaries that match the labels while
violating trustworthiness constraints not encoded
pointwise. TFTT addresses this by explicitly con-
straining the strong model during transfer, ensur-
ing the recovered boundary lies within a trustwor-
thy subspace. The two regularization stages are
complementary: the teacher shapes what to learn,
the transfer stage constrains how to learn it. Our
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empirical finding that TFTT produces consistent
monotonic WTS generalization aligns with this per-
spective.

This framing also explains the privacy excep-
tion. Fairness and robustness are representational
properties of decision boundaries; additional model
capacity can help denoise structured error. Privacy,
in contrast, is an information-flow property gov-
erned by model dimensionality and optimization
dynamics. Leemann et al. (2023) show that under
Gaussian Membership Inference Privacy, a single
SGD step is approximately ϵ-GMIP with ϵ scaling
in model dimension P . Privacy leakage therefore
grows with capacity, because larger models can
encode more sample-specific information, directly
inverting the capacity benefit observed for fairness
and robustness.
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