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Abstract

As LLMs rapidly advance and enter real-
world use, their privacy implications are in-
creasingly important. We study an author-
ship de-anonymization threat: using LLMs
to link anonymous documents to their au-
thors, potentially compromising settings such
as double-blind peer review. We propose
De-Anonymization at Scale (DAS), a large-
language-model-based method for attributing
authorship among tens of thousands of candi-
date texts. DAS uses a sequential progression
strategy: it randomly partitions the candidate
corpus into fixed-size groups, prompts an LLM
to select the text most likely written by the
same author as a query text, and iteratively re-
queries the surviving candidates to produce a
ranked top-k list. To make this practical at scale,
DAS adds a dense-retrieval prefilter to shrink
the search space and a majority-voting—style
aggregation over multiple independent runs to
improve robustness and ranking precision. Ex-
periments on anonymized review data show
DAS can recover same-author texts from pools
of tens of thousands with accuracy well above
chance, demonstrating a realistic privacy risk
for anonymous platforms. On standard author-
ship benchmarks (Enron emails and blog posts),
DAS also improves both accuracy and scalabil-
ity over prior approaches, highlighting a new
LLM-enabled de-anonymization vulnerability.

1 Introduction

Large language models (LLMs) have seen rapid
and widespread adoption due to their remarkable
ability to generate human-like text and follow com-
plex instructions across domains (Zhao et al., 2023;
Chang et al., 2024; Aw et al., 2023). Such wide
deployment in real-world systems, fundamentally
reshapes how human interact with information.
Alongside their impressive capabilities, however,
LLMs also introduce new privacy concerns. One
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emerging risk is the potential for LLMs to un-
dermine anonymity in settings where privacy is
paramount — for example, double-blind academic
peer review!, whistleblower forums, or anonymous
communication platforms. These systems depend
on keeping authors’ identities hidden to protect
fairness and safety, yet LLMs’ strong text analy-
sis abilities may enable them to infer identifying
signals, such as distinctive writing patterns or do-
main expertise, and thereby de-anonymize content
intended to remain anonymous (Staab et al., 2023;
Nyffenegger et al., 2023)

Existing work on authorship attribution offers
limited guidance for this privacy risk. Traditional
authorship attribution (AA) in NLP and forensic
linguistics (Stamatatos, 2009; Neal et al., 2017;
He et al., 2024) is usually studied in a closed-set
setting: a small, fixed list of candidate authors is
given, and each author has labeled writing sam-
ples. This assumption underlies many stylometry
benchmarks and PAN competitions (Bevendorff
et al., 2022; Stamatatos et al., 2018; Bevendorff
et al., 2023), where the candidate pool is often only
tens of authors and building per-author profiles or
classifiers is feasible.

Real-world anonymous systems look very dif-
ferent: there may be tens of thousands of possible
authors and no pre-labeled profile texts for any of
them. In double-blind peer review, for example,
the reviewer pool for major Al venues can be ex-
tremely large, yet we typically lack labeled writing
from each reviewer. Authorship attribution at this
scale, under such minimal assumptions, remains
underexplored. Recent work Huang et al. (2024a)
prompts GPT-3/4 for author attribution on blogs
and emails, it still considers relatively small can-
didate sets. In practice, de-anonymization may
require searching tens of thousands of candidate
texts with minimal supervision, a scenario where
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previous methods break down or become computa-
tionally infeasible, motivating new techniques for
LLM-based de-anonymization at scale.

In this paper, we introduce De-Anonymization
at Scale (DAS), an LLLM-based method for author-
ship matching in anonymous systems with tens of
thousands of candidate texts. DAS uses a progres-
sive elimination strategy: we randomly partition
candidate texts into small groups, prompt the LLM
to select the most likely match to a query within
each group, i.e., a one-to-many identification pro-
cess, and iteratively re-group and re-compare the
surviving candidates until we obtain a ranked top-k
list.

To scale under a restricted LLM token budget,
DAS employs a coarse-grained retrieval module
(Lewis et al., 2020) to shrink the search space.
Given a query text, embedding-based retrieval nar-
rows a corpus of up to 10° candidate texts to, say,
the top 103. This retrieval step acts as a coarse
but efficient sieve, ensuring that only the most
likely candidates proceed to the expensive LLM
comparisons. This design makes large-scale de-
anonymization computationally and economically
feasible.

To further improve the accuracy, we employ a
majority-voting-style scoring system to enhance
robustness with multiple independent runs. DAS
repeats the progressive selection with different ran-
dom partitions, and each time assigns scores to
candidates that win comparisons. By aggregating
these scores of multiple runs, DAS produces the
final ranking, favoring texts that consistently match
the query across runs.

We evaluate DAS on both real-world and bench-
mark datasets. On anonymized double-blind peer-
review data, DAS identifies same-author reviews
from pools of thousands at rates well above chance,
providing evidence that modern LLMs can threaten
reviewer anonymity. On standard benchmarks,
DAS also improves accuracy and scalability over
direct LLM prompting, including the Enron email
corpus (Klimt and Yang, 2004) and a large blog-
ger dataset (Schler et al., 2006). Overall, our re-
sults show that LLM-enabled de-anonymization
is a practical risk, motivating the development of
stronger mitigation and privacy safeguards in the
era of omnipresent large language models.

The contributions are summarized as follows.

* New Privacy Risk. We identify a realistic
and underappreciated privacy threat: by lever-

aging the power of modern LLLMs, an adver-
sary can de-anonymize texts in systems like
double-blind peer review at rates significantly
above chance. This finding urges a fundamen-
tal rethinking of how anonymous platforms
are designed and secured against stylometric
attacks.

Technical Contribution. We propose De-
Anonymization at Scale (DAS), a two-
stage pipeline combining (1) a coarse dense-
retrieval filter to narrow down tens of thou-
sands of candidates to a short list and (2)
an LL.M-based sequential progression with
a majority-voting scoring mechanism for fine-
grained authorship attribution. This design
enables both efficiency and accuracy in mas-
sive open-set authorship attribution scenarios.

Empirical Contribution. Through extensive
experiments on anonymized peer-review data
and public benchmarks (Enron emails, large
blogging corpora), we show that DAS substan-
tially outperforms random guessing and exist-
ing LLM-based stylometric methods, achiev-
ing high accuracy and scalability in challeng-
ing, real-world deanonymization tasks.

Finally, despite the difficulty of attributing au-
thorship in massive anonymized collections, our
method is remarkably simple, further underscoring
the severity of this risk.

2 Related Work

Classical Authorship Attribution. Authorship
attribution (AA) has a long history in statistical
stylometry. Traditionally, AA methods relied on
human-defined linguistic features that capture an
author’s writing style (Holmes, 1994; Stamatatos,
2009). Researchers engineered features such as
character/word n-gram frequencies, vocabulary
richness, function word usage, syntactic patterns,
and other stylometric markers (Seroussi et al.,
2014). These features, combined with machine
learning classifiers (e.g., Bayesian or SVM-based
techniques), proved effective on closed-world prob-
lems with small to medium author sets (Madigan
et al., 2005; Koppel and Winter, 2014; Koppel et al.,
2007; Bevendorff et al., 2022). Comprehensive
overviews of authorship attribution, including tax-
onomies of tasks (closed-set vs. open-set, verifi-
cation vs. profiling) and feature categories, are
provided by Stamatatos (2009); He et al. (2024).
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Authorship Attribution with Large Language
Models. The recent generation of large language
models (LLMs) has opened new avenues for au-
thorship analysis. Unlike fixed feature extractors,
LLMs can be prompted to perform complex NLP
tasks zero- or few-shot, without fine-tuning on task-
specific data. Initial studies have started to evaluate
LLMs on authorship attribution and verification.
Hung et al. (2023) prompt LLMs to produce ex-
planations for authorship verification. Huang et al.
(2024a) systematically tested GPT-3.5 and GPT-
4 on both verification and closed-set attribution
with up to tens of candidates, where zero-shot GPT-
based models can match or even surpass fine-tuned
BERT classifiers on certain datasets. By employing
specially crafted prompts that encourage the LLM
to explain its decisions, they also extract human-
interpretable justifications for the model’s predic-
tions. Gorovaia et al. (2024) similarly showed that
an LLM (GPT-3) could robustly verify authorship
of Latin texts in a zero-shot manner. Overall, these
works suggest LL.Ms hold promise for authorship
tasks, especially when fine-tuning data is scarce.

De-anonymization, Privacy, and Adversarial
Stylometry. Authorship attribution techniques
pose dual-use concerns: the same tools that identify
authors can undermine anonymity and privacy. The
security community has long studied “stylometric
attacks”, where an adversary de-anonymizes an au-
thor by matching their writing style across anony-
mous texts. A landmark study (Koppel et al., 2006)
illustrated that distinguishing tens of thousands of
authors is theoretically feasible given sufficient text.
Subsequent work demonstrated the practicality of
such attacks and also how authors might evade
them (Brennan et al., 2012; Emmery et al., 2021).
At the same time, researchers have developed meth-
ods to detect when text has been manipulated or
when a writing style is inconsistent (Bevendorff
et al., 2024).

The broader implications of such de-
anonymization capabilities have been highlighted
in survey (Huang et al., 2025), which call for more
research on privacy-preserving text rewriting and
adversarial robustness in authorship analysis.

3 Method

This section presents the DAS framework for au-
thorship attribution in large corpora. Section 3.1
formalizes the de-anonymization problem. Sec-
tion 3.2 introduces DAS’s three-phase processing

pipeline. Section 3.3 elaborates on the key algo-
rithmic modules, including Coarse Filtering, LLM-
based Matching, and Progressive Elimination.

3.1 The De-Anonymization Problem

The de-anonymization task in this paper aims to
identify documents sharing the same author within
a large corpus of anonymized texts. Formally, let
C = {d;}, denote a collection of documents
where each document d; = (¢;,a;) consists of
text content ¢; and hidden author identity a; € A.
Given a target document d; = (¢, a;), the task’s
objective is to obtain a subset of documents:

R*:{dJEC\{dt}|CL]:CLt} (1)

3.2 De-Anonymization at Scale Framework

Our De-Anonymization at Scale (DAS) framework
addresses the "needle in a haystack" challenge of
authorship attribution through a dual-stage archi-
tecture. To maintain both computational feasibility
and high precision, DAS decomposes the problem
into two sequential objectives: Stage 1 (Coarse
Filtering) rapidly narrows the search space from
tens of thousands to hundreds of candidates, which
keeps high recall rate and reduces the set of can-
didates significantly, and when the search space
is manageable, Stage 2 (Tournament-Style At-
tribution) utilizes the deep reasoning capabilities
of LLMs to pinpoint candidate texts of the same
author. Notably, Stage 1 is optional and can be
omitted when the candidate set is not large.

3.2.1 Coarse Filtering

In DAS, we use vectorized retrieval to accomplish
the Coarse Filtering mission, in order to address
the efficiency bottleneck. It transforms the entire
corpus into a stylistic vector embedding. As de-
tailed in Algorithm 1, we use a CoSENT-based
model (Huang et al., 2024b; Xu, 2023)—a con-
trastive learning framework optimized for sentence
embedding that normalizes cosine similarity scores
to enhance semantic alignment—to generate fixed-
dimension stylistic embeddings for every docu-
ment. By computing the cosine similarity between
the target document and the corpus, we solve the
first subproblem: identifying a reduced candidate
set with top-K maximized similarities.

Importantly, this phase has to retain the ground-
truth matches, i.e., high recall rates, when reducing
the size of candidate set.
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Figure 1: The DAS framework addresses the challenge of authorship attribution in large document corpora through
a sequential progression strategy. The system operates in two core phases: (1) Coarse Filtering to narrow down
candidate authors from thousands to a tractable subset, (2) Tournament-Style Attribution (T'SA) that integrates
LLMRank with dynamic weighting, multiple independent trials, and progressive elimination to iteratively reduce
the candidate space and pinpoint the target author. This framework enables efficient analysis of long-form texts

while maintaining computational feasibility at scale.

Algorithm 1 Coarse Filtering

Input: Target document d;, Corpus C, Size K

Output: Filtered pool U

e COSENT(tt)

: for each document d; € C do
€5 < COSENT(tj), S5 <
Store (dj, s;) in list L

end for

Sort L descending by s;;

U<+ L[1: K]

return U/

et-e;
llezll-[le;l

AN A e

3.2.2 Tournament-Style Attribution (TSA)

Once the search space becomes manageable,
DAS initiates Tournament-Style Attribution (Algo-
rithm 2). This phase addresses the second subprob-
lem: determining the final identity via a “survival
of the fittest” style comparison. Next, following Al-
gorithm 2, we detail its critical design components.

Progressive Elimination. Rather than process-
ing candidates simultaneously, the pool is parti-
tioned into small groups. An LLM acts as a judge,
performing deep linguistic analysis to rank candi-
dates within each group. By immediately removing
lower-ranked candidates after each LLM query, it
prevents the system from wasting resources on un-
likely matches. This recursive reduction allows the

LLM to focus on the most subtle stylistic differ-
ences among the “finalists”, significantly increas-
ing attribution accuracy while enjoying the tourna-
ment’s efficiency.

Specifically, in Algorithm 2, each group compar-
ison retains 2 survivors and eliminates the remain-
ing | — 2 candidates. For ¢ iterates as the size of
the candidate set decreases to give higher scores
to trusted documents. For each group, top-ranked
documents receive 2¢ points, secondary choice ¢
points.

LLMRank. We randomly shuffle candidates
and partition them into groups of size (1) to reduce
ordering effects and fit the LLM context window.
For each group G; = {d;,,...,d;}, we prompt
the LLM with (i) the target text (d;), (ii) the texts
in (G), and (iii) instructions to compare stylistic
cues, and ask it to rank candidates by likelihood
of sharing the same author. The prompt template
for paper review de-anonymization is provided in
Figure 2.

Dynamic Weighting. To reinforce confidence in
survivors, we use an exponential weighting mech-
anism . As the rounds progress and the candidate
pool shrinks, the scores awarded to survivors in-
crease:

2

where ¢ is the current round and « is the accel-

¢T+1 = a'¢7’7
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Prompt

{Target Review}

{Reviews List}

author as the review [ want to attribute.

ID: number'!

appearing first.

Here is a review for a paper I want to attribute.
Below is a list containing the reviews of multiple papers.

Please analyze the writing style and structure of the review provided above and compare it
with the reviews in the list. Specifically, focus on factors such as sentence length, complexity,
tone, word choice, and any recurring stylistic features or habits in the writing.

Please try to identify and choose reviews in the list that most likely belong to the same

Do not include as one of the options the self of the review I want to attribute!
Just output exactly five ID of the reviews you picked from the list directly, such as ‘1. review

Additionally, please sort the output based on confidence level, with the most likely reviews

Figure 2: LLMRank prompt for paper review scenario.

Algorithm 2 Tournament-Style Attribution (TSA)
Input: target text ¢, Filtered pool U, Trials m,

Scaling factor «, group size [, final k;
Output: Ranked top-k IDs R;

1: Initialize global scores S <— {d: 0 |d € U}
2: for Trial t = 1 to m do
3: O <« shuffle() { A new random trail }
¢ < 1 {A new random trail }
while |O| > k do
Partition O into groups {G1, ...
size [ (last may be smaller),
Let O < 0,
for each group G; do
{IDl, IDQ} < LLMRank(dt, G])
{Top 2 IDs in G that matches d; most}
{Top rank reward}

AN

) Gp} of

10: S[I.DQ] (—S[IDQ] + ¢
{Runner-up reward }

1: O« OU{ID;, 1Dy}

12: end for

13: O+ O, {Progressive Elimination }

14: ¢+ ¢-a {Dynamic Weighting}

15:  end while

16: end for

17: R < top-k IDs in U sorted by S[/]
18: return R

eration rate. This ensures that authors who consis-
tently win their groups across multiple trials accu-
mulate the highest global scores .

Multiple Trials. To be precise, Algorithm 2
forms a multi-round survival tournament. We run
the tournament for (m) independent trials, each
with a fresh random shuffle and regrouping of the
candidate pool, which reduces sensitivity to any
single partition and mitigates stochastic LLM be-
havior. In each trial, candidates that survive more
rounds (and are selected more frequently within
groups) accumulate higher scores. We then ag-
gregate scores across trials (majority-voting style)
and rank candidates by their total score, so texts
that consistently match the query under different
random groupings rise to the top while spurious
matches are suppressed.

The score map persists across all trials. Even if
a document is accidentally eliminated in one trial
due to LLM noise, its consistent performance in
other trials will keep its global ranking high.

So far, we have established the DAS framework
and its underlying design philosophy. Next, we
conduct experiments to validate its effectiveness.

4 Experiments

In this section, we evaluate the effectiveness and
practical implications of DAS. Section 4.1 studies
real-world risk on anonymized peer-review data.
Section 4.2 evaluates DAS on cross-domain bench-
marks, including blogs and emails. Section 4.3
analyzes sensitivity across genres by tracking rank
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progression over rounds. Finally, Section 4.4 re-
ports controlled ablations to quantify the contribu-
tion of each component.

4.1 Evaluation on Anonymous Peer Reviews

To assess DAS in a realistic anonymous setting,
we first evaluate it on anonymized conference peer-
review data. This setup models an adversary at-
tempting to compromise double-blind review by
linking reviews of the same author via automated
authorship analysis.

4.1.1 Experiment Setup

Specifically, we target on the following setup:
Given a target annoymous review, where the under-
lying reviewer identity is hidden, we apply DAS
to retrieve other reviews likely written by the same
reviewer.

Dataset Construction. We build a benchmark
from ICLR 2023-2025 OpenReview records, cov-
ering 23,889 submissions and 147,367 anonymized
reviews collected via the OpenReview API. Each
instance includes submission metadata (e.g., title
and abstract) and an anonymized review with a
randomized ID. Table 1 summarizes key statistics.
Given a query review

Human Evaluation. Since reviewer identities
are not observable, we validate DAS with a human
study. Nine participants provided 25 test cases and
supplied one-shot judgments (see Appendix A) in-
dicating which retrieved candidates were written
by themselves. Because the study involves sensi-
tive anonymous reviews from real-world review-
ers, we minimized data collection: we stored no
personal information and retained only aggregated
voting outcomes over candidate ranges for analy-
sis. This protocol prioritized and relied on mutual
trust—participants provide honest labels, and we
did not collect or retain identifiable data.

Year 2023 2024 2025
Paper number 4955 7262 11672
Review number 27095 44771 75501
Mean Length 3175 2562 2524

Table 1: Statistical characteristics of the review dataset.

Implementation Details of DAS. Given a target
review r;, we first apply coarse filtering to retrieve
the rop-2000 candidates. We then run the fine-
grained stage for m = 5 independent trials: in each

trial, candidates are randomly grouped into clus-
ters of [ = 10 reviews and compared by an LLM
(Gemini-2.0-flash unless noted), using exponential
round weighting with o = 5. The tournament stops
once k < 20 candidates remain, and we aggregate
scores across trials to produce the final ranking. All
experiments run on a single server with 4 vCPUs
(Xeon Platinum 8269CY) and 8GB RAM. Each
trial uses approximately 6,000 tokens (about ~$1
USD) and, with parallelization, finishes in 2~3 min-
utes.

Evaluation Metric and Baseline. We use
Rank @k to evaluate the effectiveness of the de-
anonymization task, defined as the frequency that
the top-k list contains at least one same-author doc-
ument.

As baselines, repeated human trials are infea-
sible due to reviewer availability and our privacy
protocol, where we retain only voting outcomes,
not full interaction logs. We therefore use random
guessing as the primary baseline. For a candidate
pool of size N, with m same-author documents for
a target review and cutoff k, the chance of retriev-
ing at least one same-author document by random
selection is:

(")
Rank@k(random) =1 — £~ (3)
()

We report Rank@k relative to this baseline and
show that DAS performs substantially better than
random guessing. We include additional algorith-
mic baselines in the open-benchmark experiments
that follow.

4.1.2 Experiment Results

Table 2 shows that DAS is effective on large-
scale anonymized reviews, achieving 28% Rank @5
about a 1,000-fold improvement over random
guessing. In practical terms, an attacker could
reach roughly a 44% success rate if inspecting
only the top-20 candidates, indicating a substan-
tive anonymity risk. Although the ICLR setting
is challenging due to sparse stylistic cues and few
same-author samples per reviewer, DAS remains
robust, underscoring an emerging LLM-enabled
privacy threat.

4.2 Evaluation on Existing Benchmarks

Besides evaluating the emerging privacy risk on
anonymous peer review systems, we also con-
duct experiments on existing benchmarks that
are widely used for distinguishing writing styles:
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Rank@5

28%
0.03%

Rank@10 Rank@15

40% 44%
0.07% 0.10%

Rank @20

44%
0.13%

Miss

56%
99.88%

DAS
Random

Table 2: Real scenario experiments on ICLR anonymous
reviewing systems.

blogs and emails. This test examines the ca-
pability of DAS on non-academic settings and
supports broader claims about LLM-enabled de-
anonymization.

4.2.1 Experiment Setup

Datasets & Baseline. We use two public corpora.
(1) Blog Authorship Corpus (Schler et al., 2006),
containing posts from 19,320 bloggers; we sam-
ple 1,500 authors, each with 10 posts. (2) Enron
Emails (Klimt and Yang, 2004), a large email col-
lection; following Huang et al. (2024a), we keep
174 authors with 50 emails each. As an algorithmic
baseline, we report results using AIDBench (Wen
et al., 2024), a recent framework for evaluating
LLM-based authorship attribution under diverse
conditions.

Experimental Design. We run two complemen-
tary settings: (1) a one-to-many test, where each
query is mixed with a controlled number of dis-
tractors, and (2) a in-the-wild test, where an ad-
versary attempts to identify an author from an en-
tire corpus rather than a pre-filtered candidate pool.
Both follow the DAS pipeline with domain-specific
prompts: for blogs, we emphasize narrative voice
and colloquial phrasing; for emails, we focus on
greetings, sign-offs, and topic transitions. Each
configuration uses five independent trials with ran-
domized candidate ordering. For consistency with
the baseline, we use Qwenl.5-72B-Chat for the
one-to-many tests, while using Gemini-2.0-flash
for he in-the-wild tests.

Evaluation Metrics. We report two metrics.
Rank @k measures retrieval success, i.€., the frac-
tion of queries for which the top-k list contains
at least one same-author document. Precision @k
measures ranking quality, i.e., the proportion of
same-author documents among the top-k results.

4.2.2 Experiment Results

One-to-many Test. Tables 3 and 4 show that
DAS consistently outperforms the AIDBench base-
line across both benchmarks. On blogs, DAS im-
proves Rank @1 by up to 28% in the two-author set-
ting and maintains 75% Precision@k in five-author
identification. On Enron emails, DAS also yields

higher accuracy, reaching 80% precision in the five-
author setting. Overall, DAS degrades more grace-
fully as the candidate pool grows, with substantially
smaller performance drops than the baseline.

In-the-wild Test. Table 6 further confirms DAS
in realistic search over the whole corpus. On blogs,
Rank @k increases from 74% at k=5 to 94% at
k=20, with only 6% misses, suggesting the iter-
ative tournament effectively captures consistent
narrative cues. On Enron emails, where texts are
shorter and stylistically diverse, DAS achieves 74%
Rank@5 and reaches 88% by k=20 (12% misses).
Across both datasets, multi-trial aggregation im-
proves stability and mitigates occasional LLM er-
rors.

4.3 Ablation Studies on Progressive
Elimination

To isolate the contribution of progressive elimi-
nation to DAS’s performance, we conducted con-
trolled ablation experiments on the Blog Author-
ship Corpus. We define a variant DAS-PE that
disables the progressive elimination mechanism:
instead of iteratively retaining top candidates and
shrinking the pool, DAS-PE processes all candi-
dates in a single round of grouping and scoring
without iterative reduction. All other components
remain identical to the full DAS framework. We
evaluate both the full DAS and DAS-PE using the
same metrics to ensure direct comparability.

Experiment Results Table 5 demonstrates the
critical role of progressive elimination through con-
trolled experiments. Disabling progressive elim-
ination (see variant DAS-PE) caused 34% rela-
tive Rank @5 performance drop and doubled miss
rates on blog data, with accuracy stagnating at
68% (vs. 94% full model). The complete sys-
tem achieved noise suppression through iterative
filtering, whereas DAS-PE demonstrated higher
susceptibility to bias accumulation due to limited
candidate screening. The results show the dual
role of progressive elimination as a computational
accelerator and a signal purifier.

4.4 Ablation Studies on Different Models

To further validate the robustness of DAS frame-
work across different LLMs, we conducted ad-
ditional experiments using two other popular
language models DeepSeek-R1 and Claude-3.5-
Sonnet. This extension aimed to assess the frame-
work’s adaptability to different models and reason-
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2 Authors 5 Authors
Rank@1 Rank@3 Rank@5 Rank@]1 Rank@3 Rank@5
DAS 95.0 100.0 100.0 75.0 85.0 85.0
AIDBench 66.7 93.3 93.3 66.7 86.7 86.7
Prec@1 Prec@3 Prec@5 Prec@1 Prec@3 Prec@5
DAS 95.0 85.0 76.0 75.0 66.7 60.0
AIDBench 66.7 73.3 70.0 66.7 60.0 56.7

Table 3: Evaluation of the one-to-many author identification on the Blog Authorship Corpus (with Qwen1.5-72B-

Chat model).
2 Authors 5 Authors

Rank@]1 Rank@3 Rank@5 Rank@]1 Rank@3 Rank@5
DAS 85.0 100.0 100.0 80.0 95.0 100.0
AIDBench 66.7 93.3 100.0 66.7 73.3 80.0

Prec@1 Prec@3 Prec@5 Prec@1 Prec@3 Prec@5
DAS 85.0 83.3 77.0 80.0 71.7 72.0
AIDBench 66.7 68.9 66.0 66.7 53.3 49.3

Table 4: Evaluation of the one-to-many author identification on the Enron Email dataset (with Qwen1.5-72B-Chat

model).

ing approaches. The evaluation employed identical
experimental parameters as previous tests (see Sec-
tion 4.2).

Experiment Results We cvaluate the one-to-
many author identification task on the Research
Paper dataset. As shown in Table 11, Claude-
3.5-Sonnet attained perfect 100% Rank@1 accu-
racy in two-author scenarios, while DeepSeek-R1
achieved 96.3%, both achieving excellent results.
These results confirm DAS’s ability to leverage
different LLMs’ strengths while ensuring robust
author identification. This model-agnostic perfor-
mance highlights the framework’s practical viabil-
ity in diverse deployment environments.

Rank@5 Rank@10 Rank@15 Rank@20 Miss

DAS 74% 88% 92% 94% 6%

DAS-PE 40% 60% 66% 68% 32%
Table 5: Ablation test on blog dataset

Rank@5 Rank@10 Rank@15 Rank@20 Miss

blog T4% 88% 92% 94% 6%

email 74% 86% 88% 88% 12%

Table 6: Evaluation of the in-the-wild tests on Blog
Authorship Corpus and Enron Emails.

5 Conclusion

In this paper, we propose De-Anonymization at
Scale (DAS), a progressive framework that en-
ables scalable authorship matching with LLMs.
Real-scenario evaluations show that DAS can re-
cover same-author texts in anonymized peer re-
views (44% Rank @20), blogs (94% Rank @20),
and emails (88% Rank@20), exposing practical
vulnerabilities in anonymous systems, where an
attacker may succeed by inspecting only a small
shortlist of candidates.

Looking ahead, methodologically, hybrid sys-
tems that combine LLM-based comparisons with
classical stylometric signals may further strengthen
attribution. More broadly, our results motivate stan-
dardized anonymity benchmarks and updated poli-
cies for deploying LLMs in privacy-sensitive set-
tings, as well as closer collaboration between ma-
chine learning and privacy research to better protect
anonymous communication in the LLM era.

6 Limitations

Our study demonstrates promising results, but has
several limitations. First, our experiments focus
mainly on Gemini-2.0-flash and Qwenl.5-72B-
Chat, and may not fully reflect the behavior of other
strong LLM architectures. Second, our prompt de-
sign is relatively limited, which may under-exploit
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LLMs’ capacity for fine-grained stylometric analy-
sis.

7 Ethical Considerations

Purpose and dual-use risk. This work is a risk
demonstration: it shows that large language mod-
els (LLMs) can de-anonymize texts in anonymity-
critical systems (e.g., double-blind peer review) by
exploiting stylometric signals at scale. Our intent
is to show actionable privacy risks so platforms and
venues can assess and strengthen defenses, not to
target individuals. Accordingly, our evaluation mir-
rors realistic conditions in anonymous ecosystems
(open-set attribution, large candidate pools, and no
pre-built author profiles).

Data sources and scope. All peer-review texts
analyzed in this paper come from publicly accessi-
ble, anonymized OpenReview records (ICLR 2023-
2025). We use these texts only for evaluation and
do not train or fine-tune any models on review con-
tent. DAS relies on retrieval and LLM prompting
rather than supervised training on the review cor-
pus, reducing risks of memorization or data leakage
from these sources.

Human subjects and privacy. We complement
offline evaluation with a small validation study (9
participants; 25 test cases) designed to protect par-
ticipant privacy. We collect only the information
needed to compute metrics and store no person-
ally identifying information. Any potentially iden-
tifying inputs (e.g., paper identifiers) are hashed
or deleted, and we retain only anonymized, ag-
gregated voting outcomes (see Appendix A). The
study design follows principles of notice, purpose
limitation, data minimization, and storage limita-
tion.

Safeguards and non-targeting. Because the
study involves sensitive real-world material (anony-
mous reviews), we report only aggregated results
and do not release per-document or per-user attri-
butions. We also refrain from attempting to de-
anonymize ongoing review threads outside con-
trolled evaluation.

Responsible communication. To reduce mis-
use, we provide sufficient methodological detail
for reproducibility while omitting operational in-
structions that would materially lower the barrier to
abuse. We encourage venues to consider counter-
measures such as stylometric audits, reviewer-style
obfuscation tools, and clearer policies governing
LLM use in privacy-sensitive workflows.

Use of AI assistants. We used LLMs only for
language polishing (grammar and clarity). They
were not used for code generation, data analysis,
experimental design, or substantive content cre-
ation. All methods, results, and conclusions are the
product of human work.
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A Platform Functionalities

Processing Status

Processing complete!
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Year: 2024

Paper Title: ADCPT: Modified Adam Can Converge with the
Optimal Rate with Any Hyperparameters

Reviewer Code: Y8m7

100%

Result 1:
VRAda: A Variance Reduced Adaptive Algorithm for Stochastic Parameter-Agnostic
Minimax Optimizations Reviewer QWNk

Result 2:
Contrastive Predict-and-Search for Mixed Integer Linear Programs Reviewer fyvF

Result 3:
Provable Benefit of Adaptivity in Adam Reviewer AvTQ

Result 4:
Malcom-PSGD: Inexact Proximal Stochastic Gradient Descent for Communication Efficient
Decentralized Machine Learning Reviewer ckRP

Result 5:
Malcom-PSGD: Inexact Proximal Stochastic Gradient Descent for Communication Efficient
Decentralized Machine Learning Reviewer zv9X

Result 6:
Result 16:
Adaptive Bilevel Optimization Reviewer YefR

Result 17:
Accelerated Policy Gradient: On the Nesterov Momentum for Reinforcement Learning
Reviewer yloq

Result 18:
FOSI: Hybrid First and Second Order Optimization Reviewer dEKh

Result 19:
Rank-adaptive spectral pruning of convolutional layers during training Reviewer AtDm

Result 20:
NAG-GS: Semi-Implicit, Accelerated and Robust Stochastic Optimizer Reviewer nCbP

Your Annual Total Review Num

[

Matches in Top 1-5:
0

Matches in Top 6-10:
0

Matches in Top 11-15:
0

Matches in Top 16-20:
0

Submit Feedback

Figure 3: User interface of our platform

The web platform’s workflow centers on process-
ing anonymous review analysis tasks in real-world
scenarios while providing a fluent user experience
for our volunteer participants, who were not paid
for their involvement. The process is presented in
Figure 3 with a random query example.

First, participants submit a query specifying the
year, paper title, and review code. That request
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enters a background task queue, which uses the
DAS framework to retrieve the 20 most similar
reviews and presents them as a ranked list from
most to least likely.

Next, participants report both the total number
of reviews they authored that year and how many
of those appear within each ranking interval.

Finally, with these inputs, the system computes
the necessary statistics. Under the hood, this work-
flow incorporates multiple technical components
including asynchronous task processing, real-time
status updates, dynamic result visualization, and
privacy protection, ensuring efficient and safe eval-
uation.

We want to emphasize that this platform en-
abled researchers to evaluate the deanonymization
risks inherent in anonymous review systems while
strictly adhering to ethical guidelines and privacy
protections.

Before participants use the platform, we explic-
itly inform users of the platform’s functionalities
through pop-up notifications, including the pur-
poses, types of information collected, and privacy
protection measures. Throughout the entire inter-
action process, we ensure that users remain com-
pletely anonymous, preventing potential breaches
in the anonymity system’s privacy protections. As
shown in Table 7, the validation platform was de-
signed in compliance with GDPR and COPPA regu-
lations, incorporating multiple privacy safeguards.

Stored?

Yes
No
No

Data Type Protection Measures

User Feedback
User Inputs
System Logs

Description

Rage hit statistics
Year, paper title, review code
Task status information

Anonymization
Hash, Automatic deletion
Automatic deletion

Table 7: Data handling protocol for human subject in-
teractions

B Evaluation on Research Paper Dataset

To further investigate DAS’s capability in identify-
ing authorship of formal academic writing, we con-
ducted comprehensive experiments on a large-scale
research paper dataset. This evaluation extends
our analysis to scholarly articles while addressing
multi-author attribution challenges inherent in aca-
demic publications.

B.1 Experiment Setup

Benchmark Dataset & Baseline The research
paper dataset (Wen et al., 2024) comprised titles,
abstracts and introductions from 138,652 arXiv pa-
pers under the CS.LG tag (the field of machine

learning in the computer science domain) published
between 2019 and 2024. After removing duplicate
entries and authors with fewer than ten papers, the
dataset included 24,095 papers from 1,500 authors,
ensuring that each author had at least ten papers.
As detailed in Section 4.2, we implemented AID-
Bench (Wen et al., 2024) as the baseline method.

Experiment Design Following the methodology
established in Sections 4.1 and 4.2, we performed
both one-to-many and real-scenario tests on the re-
search paper dataset. The one-to-many test utilized
Qwenl.5-72b-chat while the real-scenario test em-
ployed Gemini-2.0-flash. A successful identifica-
tion was registered if the target author appeared in
the author list of any retrieved result. This lenient
evaluation criterion reflected real-world attack sce-
narios where attackers might only need to associate
a document with one of its actual authors.

B.2 Experiment Results

One-to-many Test The experimental results
demonstrated that the DAS framework exhibited
significant advantages in research paper authorship
attribution tasks. As shown in Table &, in two-
author scenarios, DAS achieved a Rank@1 accu-
racy of 93.3%, surpassing baseline methods by 23.3
percentage points. In the more challenging five-
author scenarios, DAS attained a Rank@1 score of
60% - significantly higher than the baseline. Re-
garding precision metrics, DAS obtained 48.9%
Precision@3 in five-author scenarios, representing
a 38.9 percentage point improvement. This perfor-
mance advantage proves particularly pronounced in
long academic texts, likely stemming from DAS’s
proficiency in capturing discipline-specific termi-
nological patterns, argumentative structures, and
other deep stylistic features inherent to scholarly
writing conventions.

Real-scenario Test This experiment demon-
strated the remarkable efficacy of the DAS frame-
work in academic author identification tasks. As
shown in Table 9, DAS achieved 92% accuracy on
the Rank @20 metric with a mere 8% missing rate,
revealing that writing style-based author recogni-
tion could create substantial privacy vulnerabilities
even in strictly anonymized academic scenarios.
This finding carries significant implications for the
academic publishing system, serving as a critical
warning. Given the prevalent preprint culture in
computer science, particularly in arXiv reposito-
ries, attackers could potentially compromise the
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2 Authors 5 Authors
Rank@1 Rank@3 Rank@5 Rank@]1 Rank@3 Rank@5
DAS 93.3 93.3 100.0 60.0 80.0 86.7
AIDBench 70.0 76.7 86.7 13.3 23.3 333
Prec@1 Prec@3 Prec@5 Prec@1 Prec@3 Prec@5
DAS 93.3 68.9 70.7 60.0 48.9 41.3
AIDBench 70.0 51.1 46.7 13.3 10.0 8.0

Table 8: One-to-many experiments on research paper dataset

double-blind review mechanism by analyzing au-
thors’ historical publications through DAS’s se-
quential analysis.

Rank@10 Rank@15
80% 88%

Rank@20
92%

Miss
8%

Rank@5
66%

DAS

Table 9: Real scenario experiments on research paper
dataset

C Further explanation of random
baseline

To rigorously establish the theoretical baseline for
random guessing performance, we provide a de-
tailed derivation of the combinatorial probability
model. Consider a candidate pool containing N
documents where each target document has m
same-author documents (not including the target
itself). The probability of selecting at least one
same-author document when randomly choosing
k candidates follows hypergeometric distribution
principles.

Let X be the random variable representing the
number of same-author documents in a random
sample of size k. The probability of selecting ex-
actly s same-author documents is:

N—
(9 (G=2)
~ .
(%)
The probability of selecting at least one same-
author document (Rank @k metric) is therefore:

P(X =s)= e

Rank@k = 1 — P(X (5)

Where (JZ ) represents total ways to choose k
documents from N and (V,™) counts the ways to
choose k documents excluding all m same-author
documents.

For concrete illustration, we used a set of typical
data for calculation: N=44770 (total documents),
m=4 (same author documents), k=20 (top candi-
dates).

The random baseline probability calculates as:

(*5")

(")

Rank@20 =1 — ~0.014%  (6)

We ultimately aggregate the data from each year,
where final result matches the 0.13% random base-
line reported in Table 1, demonstrating that DAS’s
44% Rank@20 accuracy represents a 338x im-
provement over random chance. The combinatorial
approach provides exact theoretical expectations
against which empirical results can be meaning-
fully compared.

D Dataset Details

We conducted comprehensive evaluations across
four key datasets representing distinct textual do-
mains and privacy challenges:

Blog Curated from the Blog Authorship Cor-
pus (Schler et al., 2006), this dataset contains
15,000 posts by 1,500 active bloggers, capturing
informal writing styles and personal expression
patterns that enable authorship analysis of user-
generated content.

ICLR Review The ICLR Review dataset aggre-
gates 147,367 anonymized peer reviews from 2023-
2025 conferences via OpenReview API, simulating
real-world deanonymization attacks on academic
review systems through structured metadata and
textual analysis.

Enron Email Derived from the Enron cor-
pus (Klimt and Yang, 2004), the benchmark in-
cludes 8,700 professionally written emails from
174 executives, preserving linguistic fingerprints
while removing sensitive headers to study corpo-
rate communication privacy risks.

Research Paper The academic writing dataset
comprises 24,095 single-author machine learning
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Domain #Documents  #Authors  Avg.Length Source
Review Peer Review 147,367 N/A 2,655 OpenReview API
Blog Personal Blogs 15,000 1,500 116 Schler et al. (2006)
Email Corporate Communication 8,700 174 197 Klimt and Yang (2004)
Paper Academic Writing 26,632 1,500 7,383 Wen et al. (2024)

Table 10: Detailed characteristics of evaluation datasets

2 Authors 5 Authors
Rank@1 Rank@3 Rank@5 Rank@]1 Rank@3 Rank@5
DeepSeek-R1 96.3 100.0 100.0 85.2 88.9 96.3
Claude-3.5-Sonnet 100.0 100.0 100.0 93.3 100.0 100.0
Prec@1 Prec@3 Prec@5 Prec@1 Prec@3 Prec@5
DeepSeek-R1 96.3 97.5 90.4 85.2 76.5 75.6
Claude-3.5-Sonnet 100.0 95.6 93.3 93.3 97.8 90.7

Table 11: Evaluation of different models one-to-many identification capability on research paper dataset

papers from arXiv CS.LG (2019-2024) (Wen et al.,
2024), filtered to include only authors with > 10
publications, exposing stylistic consistency chal-
lenges in scholarly communication.

Table 10 provides comprehensive statistics for
all datasets used in our experiments. The table
includes key characteristics such as document do-
mains, corpus sizes, author counts, average text
lengths, and original data sources. All datasets
were preprocessed to remove personally identifi-
able information while preserving linguistic pat-
terns. Text lengths represent word counts after
standard cleaning (stopword removal, punctuation

stripping).

D.1 Sensitivity Analysis

Figure 4 reveals consistent performance improve-
ment across text genres, with mean same-author
rankings reduced by 47% after five iterations. De-
spite the initial variance caused by text length and
stylistic differences, DAS maintaind downward
trajectory in both free-form blogs and structured
emails. This demonstrates the framework’s dual-
phase synergy: coarse filtering eliminates stylistic
outliers while fine-grained analysis identifies stable
authorial patterns, enabling effective cross-domain
discrimination. The convergence trend validates
DAS?’s capacity to extract personalized expression
signatures regardless of text structure.

—e— Blog

400 Email

Round 3 Roun
Round

Figure 4: Mean rank of same author documents per
round
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