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Abstract

The ability of Natural Language Processing
(NLP) methods to categorize text into multiple
classes has motivated their use in online con-
tent moderation tasks, such as hate speech and
fake news detection. However, there is limited
understanding of how or why these methods
make such decisions, or why certain content is
moderated in the first place. To investigate the
hidden mechanisms behind content moderation,
we explore multiple directions: 1) training clas-
sifiers to reverse-engineer content moderation
decisions across countries; 2) explaining con-
tent moderation decisions by analyzing Shapley
values and LLM-guided explanations. Our pri-
mary focus is on content moderation decisions
made across countries, using pre-existing cor-
pora sampled from the Twitter Stream Grab.
Our experiments reveal interesting patterns in
censored posts, both across countries and over
time. Through human evaluations of LLM-
generated explanations across three LLMs, we
assess the effectiveness of using LLMs in con-
tent moderation. Finally, we discuss potential
future directions, as well as the limitations and
ethical considerations of this work.1

Disclaimer: This paper contains examples that
may be considered offensive or hateful towards
certain groups.

1 Introduction

In an era where billions of users engage with digi-
tal platforms daily, content moderation serves as a
critical governance mechanism that balances free-
dom of expression with the need to mitigate harm
and maintain community standards (Grimmelmann,
2015). Platforms enforce moderation policies to
address a wide array of issues, including terror-
ism, graphic violence, hate speech, explicit content,

*Equal contribution
1Our code and data are at https://github.com/

Stealth-py/CensorshipRisksLLM.

Country Censored Post Type
Germany London Tube Bomber was Taken

in as a Refugee at age 15. They
are NOT Refugees they are in-
vaders Soldiers 4 Allah

Harmful
Censor-
ship

France Give Me Your Thoughts. Mili-
tary friend believes this videos
proves there were at LEAST 2
shooters on 32nd floor

Military
Censor-
ship

India #KashmirUnderThreat. Use of
cluster bombs targeting civilian
population at ceasefire line has
exposed India #KashmirBleeds

Political
Censor-
ship

Turkey He is Kurdish became Christian.
That alone is reason enough 4 Ira-
nian Mullahs 2 hang him. These
idiots are same as daesh only shia
form

Religious
Censor-
ship

Russia Watch bet on football whenever
you like it. Try #SBOBETs Vir-
tual football today bring the ac-
tion to a new level

Corporate
Censor-
ship

Table 1: Example censored tweets across five countries.
This table presents verbatim examples of social media
posts from five countries in our study, illustrating diverse
censorship rationales. The highlighted segments denote
key textual elements that are most salient for censorship
classification.

child exploitation, and fraudulent activities such as
spam and fake accounts (Boyer, 2003; Gorwa et al.,
2020; Arora et al., 2023).

However, as mega-platforms scale, concerns per-
sist regarding the transparency and accountability
of moderation practices (Suzor et al., 2019). The
challenges manifest at two levels: (1) the opac-
ity of moderation decisions, often hidden within
proprietary algorithms, platform policies, and gov-
ernment interventions (Ksenia Ermoshina and Mu-
siani, 2022; Akgül and Kırlıdoğ, 2015), and (2) the
methodological limitations of NLP-based modera-
tion systems, which predominantly rely on surface-
level keyword detection without distinguishing be-
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tween mention and usage (Gligoric et al., 2024).
Moreover, the lack of interpretability of black-box
models makes it difficult to verify whether con-
tent moderation decisions are justified or erroneous.
While prior work has focused on improving mod-
eration techniques, little attention has been paid
to systematically analyzing the reasoning behind
these decisions (Kolla et al., 2024; Huang, 2024a).
Singhal et al. (2023) is the closest to our motivation,
however they look at platform-specific guidelines,
whereas we intend to analyze guidelines across
countries.

To address these gaps, this work pioneers a novel
investigation: deploying LLMs to audit and inter-
pret cross-national moderation patterns, like au-
tomatic investigative journalists. We conduct a
case study on Twitter posts censored in five coun-
tries—Germany, Turkey, India, France, and Rus-
sia—spanning from 2011 to 2020.

We explore two research questions:

RQ1: Can LLMs reverse-engineer moderation
decisions across different countries? We model
censorship behavior using neural classifiers of vary-
ing architectures and scales, leveraging the content
moderation dataset from Elmas et al. (2021) to pre-
dict whether a post was censored and to categorize
it into one of six predefined censorship categories.

RQ2: Can explainable AI techniques applied to
LLMs reveal the underlying mechanisms of con-
tent moderation decisions over time and across
events? We employ Shapley values (Lundberg and
Lee, 2017) to extract the most influential entities
in censored posts and use LLMs to generate inter-
pretable explanations for the content moderation
decisions (Bills et al., 2023).

Our findings reveal that LLM-based classifiers
can effectively replicate real-world content moder-
ation decisions, with notable cross-country varia-
tions, particularly in the distribution of misclassi-
fied censorship categories. Additionally, both Shap-
ley values and LLM explanations help in inferring
the censorship patterns, with their validity and ex-
plainability verified through human evaluation. A
temporal analysis also suggests that censorship pat-
terns align with major social and political events.
Finally, we discuss recent emergent censorship be-
havior in reasoning models such as DeepSeek R1
and concerns about applying LLMs to real-world
content moderation.

To summarize, the contributions of this work are
threefold:

1. We systematically reverse-engineer online con-
tent moderation decisions in five countries over
a decade using LLMs, uncovering patterns in
how content moderation varies across geopoliti-
cal contexts.

2. We enhance explainability of moderation de-
cisions by applying Shapley values and LLM-
guided reasoning, providing insights into the
factors influencing content moderation and vali-
dating their effectiveness through human evalu-
ation.

3. We discuss the broader implications and poten-
tial applications of this study for online content
moderation.
Our work is among the first to explain content

moderation decisions across countries and time,
addressing the challenges of automated content
moderation and exploring the potential of LLMs in
this domain.

2 Related Work

Online Moderation Content moderation is cru-
cial for maintaining online discourse, encompass-
ing hate speech detection (Waseem and Hovy,
2016; Waseem et al., 2017; Founta et al., 2019), po-
litical censorship (Elmas et al., 2021), and factual
verification (Thorne et al., 2018). While investiga-
tive journalists rely on nuanced decision-making,
automated moderation systems predominantly use
keyword-based filtering (MacKinnon, 2009; Ab-
delberi et al., 2014), which often lacks contextual
depth. Large datasets (Elmas et al., 2021; Knockel
et al., 2018) provide benchmarks, but moderation
policies remain fluid.

Automated systems frequently misclassify criti-
cal content, such as calls to action in social move-
ments (Rogers et al., 2019), while users devise
creative linguistic adaptations to bypass censorship
(Ji and Knight, 2018). Traditional language models
(LMs) also struggle to distinguish between the use
and mention of keywords, sometimes incorrectly
censoring counterspeech (Gligoric et al., 2024).

With the rise of LLMs, research has examined
their effectiveness in moderation. Huang (2024b)
evaluate LLMs on broader metrics beyond accu-
racy, while Kumar et al. (2024) report that LLMs
outperform traditional classifiers in toxicity detec-
tion. However, moderation remains subjective, as
Masud et al. (2024) show that LLMs’ persona-
based attributes influence hate speech annotation.
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Explainability Explainability plays a crucial role
in AI decision-making, particularly in content mod-
eration and healthcare (Pate, 2023). Techniques
such as causal interventions analyze neuron behav-
iors (Vig et al., 2020; Dalvi et al., 2019), while inter-
mediate representation translation reveals concept
evolution across layers (nostalgebraist, 2020; Bel-
rose et al., 2023). Influence functions, LIME, and
SHAP provide model explanations without modify-
ing architectures (Koh and Liang, 2017; Lundberg
and Lee, 2017), and Bills et al. (2023) propose an
explainer model for interpreting LM decisions. Ac-
tivation Patching enables self-interpretation of LM
representations (Meng et al., 2022; Ghandeharioun
et al., 2024), while Swayamdipta et al. (2020) ex-
amine training dynamics to assess dataset impact.

In content moderation, Mathew et al. (2021) in-
troduced HateXplain, the first benchmark for ex-
plainable hate speech detection. However, prior
work does not address censorship explainability
across multiple countries and time periods. Our
study takes a novel approach by treating LLMs as
investigative journalists to analyze content modera-
tion decisions across five countries. Unlike HateX-
plain, our work (1) focuses on content moderation,
which lacks rationale-specific datasets, and (2) gen-
erates full-length explanations for censored posts.
To our knowledge, this is the first large-scale study
using LLMs for content moderation pattern analy-
sis and explanation.

Feature Germany France India Turkey Russia
# P 39447 36197 5028 37243 4669
# W/P 21.86 22.18 23.87 18.79 21.98
Avg. Len 131.07 133.58 142.44 113.21 131.2
TTR 0.03 0.03 0.11 0.05 0.14
% / all 16% 14% 2% 15% 1.8%

Table 2: Dataset Statistics. Summary of key statistics for
the five countries in our dataset, including the number
of posts, average words per post, average length, type-
to-token ratio, and percentage of total posts.

3 Dataset Description

3.1 Data Description

We focus on data from five countries: Germany,
France, India, Turkey, and Russia. These countries
were selected for their diverse national contexts and
because they have the highest number of samples
as shown in Elmas et al. (2021), from which we
can borrow our data guidelines for streaming the
Twitter API.

Dataset Characterization. This dataset was an
artifact of the Twitter Stream Grab, which is a 1%
subsample of all the tweets (and retweets) between
2011 and 2020 July. As reported by the authors, the
number of censored posts was reduced significantly
from the time of their own analysis as of December
2020. We used Twitter’s API to crawl the tweets2

much later than the publishing of the previous work.
Due to this, there was a subset of tweets missed due
to problems we could not control: users deleting
their tweets, tweets being blocked by the Twitter
API, etc. The dataset also contains multiple at-
tributes about the posts such as which countries
the tweet is censored in, if the poster’s profile was
censored, and its replies or retweets. The language
of all samples in the dataset is English. We create
a subset of the existing overall combined test set
after sampling 500 samples per country, exclusive
of the train set. We choose at most 500 samples in
order to make sure our country-wise classifications
are more or less fair, as the number of censored
samples is inconsistent across all 5 chosen coun-
tries. We also report our findings from the predic-
tions over these country-wise test sets. There is no
country-wise separation during the training. Note
that the country-wise sets may have some overlap
because a post can be censored in more than one
countries. Table 1 shows some excerpts taken ver-
batim from the dataset along with their country
of moderation and the explanations generated by
GPT-4o-mini.

3.2 Data Statistics

Overview In Table 2, we present general statis-
tics of the dataset introduced earlier. The type-
token ratio (TTR) is computed as #unique words
/ total #words. A lower TTR suggests reduced
token diversity, potentially indicating repeated enti-
ties that are significant for censorship across mul-
tiple posts. Approximately 16% of the samples
were censored in Germany, 14% in France, 2% in
India, 15% in Turkey and , 2% in Russia. India and
Russia have relatively fewer posts than the other
three countries. The validation sets are about 12%
of the training set size, while the test sets comprise
approximately 8%.

Topic Categories According to the taxonomy
provided by the RSF methodology for calculating

2We could not use the dataset released by Elmas et al.
(2021) because they only released the Twitter IDs and not the
actual post content, which is crucial for our analysis.
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(a) Category Distribution.
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(b) Misclassification Distribution. % of misclassified sam-
ples per country: Germany-6%, France-4%, India-14%,
Turkey-8%, Russia-14%.

Figure 1: Category Distribution and Misclassification Patterns Across Countries. Figure (a) illustrates how samples
are distributed across different censorship categories, providing insights into the relative prevalence of each category
within the dataset. Figure (b) depicts the classified categories for our best-performing model across countries,
showing how misclassified samples are distributed among the predefined categories. Notably, compared with the
ground truth (Figure (a)), a substantial portion of the misclassified instances fall into the Other category, suggesting
that these cases might be harder to categorize accurately, possibly due to overlapping features.

the Press Freedom Index, Warf (2010) and Singhal
et al. (2023), we categorize censorship into six
key types that account for a significant portion of
censored posts:

1. Political censorship
2. Religious censorship (including cultural re-

strictions and religion-based constraints)
3. Harmful content (racism, hate speech, obscen-

ity, etc.)
4. Corporate censorship (including IP laws, gam-

bling, spam)
5. Military censorship (content deemed harmful

to national security or containing confidential
military intelligence)

6. Other (to account for outliers that do not fit
into the primary categories – relatively ran-
dom, spam and other topics that LLMs cannot
associate with the other 5)

To classify censored posts from our target coun-
tries C, we use GPT-4o-mini, leveraging its strong
world knowledge and ability to model distributional
patterns across different nations. We manually eval-
uate its predictions on a random sample of 50 ex-
amples per language and find its classification per-
formance to be nearly perfect.

Figure 1a illustrates the predicted categoriza-
tions3. Interestingly, Germany and France exhibit
similar distributions, with the highest proportion

3Refer to Appendix B for details on common keywords
associated with each category and the rationale behind their
selection.

of Category 3 censorship. Russia has the highest
levels of Category 4 and 6 censorship, while India
and Turkey display similar patterns, with the most
censorship occurring under Category 1.

Turkey Russia India Germany France

96 88 94 94 92

Table 3: Human Evaluation of Predicted Categories on
50 randomly selected samples for each country – total
250 samples.

In Table 3, we show the scores from the Human
Evaluation we performed over the 50 randomly
selected samples for each country on their predicted
categories. We observe that this task is not complex
for LLMs, and that they are very good at such
categorizations.

All analyses related to these categories are per-
formed on the validation set, as it contains a rela-
tively higher number of samples than the test set,
particularly for countries where data is already
scarce.

4 Task Formulation and Preliminaries

In this section, we formulate two key tasks based
on our research questions: (1) reverse-engineering
content moderation decisions and (2) leveraging
LLMs to uncover hidden patterns behind these de-
cisions.
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4.1 Task 1: Reverse-Engineering Content
Moderation

To achieve our goal of understanding censorship,
we start with predicting if a post was censored in
a country c ∈ C. C refers to the set of test sets
{Germany, France, India, Turkey, Russia}.
Within our dataset, for each censored post, there
can be multiple labels for the country. For exam-
ple, a post can be censored in both Germany and
France.

We train a multi-label classifier using five
encoder-based language models (LMs): BERT-
Tiny (Bhargava et al., 2021), BERT Base and m-
BERT (Devlin et al., 2018), XLM-RoBERTa (Con-
neau et al., 2020), and RoBERTa (Liu et al., 2019).
Additionally, we include two small-scale decoder-
based LLMs, Pythia (1B) (Biderman et al., 2023)
and Llama 3.2 (1B), for censorship prediction ex-
periments. These small-scale models were chosen
for their memory efficiency, making them well-
suited for resource-constrained applications. We
report the Weighted F1 metric for this task.

Beyond trained models, we also evaluate larger
state-of-the-art LLMs in a zero-shot setting with-
out training on the dataset, including Aya-23-8B
(Aryabumi et al., 2024), Llama-3.1-8B-Instruct
(Dubey et al., 2024), GPT-4o-mini, and GPT-4o
(OpenAI, 2024). Table 7 lists all LLMs used for
prompting, along with their knowledge cutoffs.
We conduct classification experiments to assess
the zero-shot censorship detection performance of
these models. Additional experimental details can
be found in Appendix A.

We reverse-engineer content moderation deci-
sions by employing classifiers to predict the censor-
ship label of each tweet from the dataset. This clas-
sification is important because, only after finding a
model that can replicate human content moderation
decisions well (or, reverse-engineer content mod-
eration decisions) can we apply techniques such
as determining the most important predictor for
censorship.

4.2 Task 2: Explaining Content Moderation

Beyond analyzing predictions and data distribu-
tion, we also aim to explain the reasoning behind
these decisions. In this task, we leverage the pre-
dictions from Task 1 to compute Shapley values,
aiming to identify patterns across countries and
over time. Additionally, we employ LLMs to gen-
erate explanations for model censorship predictions

and manually verify their generations.

Task 2.1: Shapley Explanations. Building on
prior work in explainability, we apply SHAP (Lund-
berg and Lee, 2017) to identify the most globally
relevant entities for each country by computing
Shapley values for token contributions to predic-
tions. To align this with our research motivation,
we conduct this analysis separately for each coun-
try’s subset. We then compare these findings with
the year-wise distribution of censorship data and
contextualize them within real-world social events.

Task 2.2: LLM-Guided Explanations. With
the rise of LLMs and their ability to model
world knowledge efficiently, we simulate a content-
moderation setting where LLMs provide reasoning
for why a post should be moderated or censored
online. Building on recent LLM interpretability re-
search (Bills et al., 2023), we employ similar tech-
niques to extrapolate relevant entities into concise
yet “approximate” explanations for model predic-
tions (Kunz and Kuhlmann, 2024; Lee et al., 2024;
Yadav et al., 2024). These explanations offer a high-
level understanding of the topic and help evaluate
whether the LLMs listed in Table 7 can contribute
to content moderation. To generate possible ratio-
nales for censorship, we prompt three LLMs to
explain why a given post should be moderated. We
then conduct a human evaluation to assess the effec-
tiveness of these explanations across all countries.

4.3 Preliminaries

Shapley values Shapley values is a method
widely used in Cooperative Game Theory intro-
duced in Shapley (1951). It is used to assign each
feature a “weight" or “credit" to the final payout
or result in terms of contribution. This concept
has been widely adopted in Interpretable Machine
Learning, and can be used to assign each token in
the input text a credit score that defines its contri-
bution to the final model’s output, here, it would be
the predicted label of "censorship."

Data Attributes Used For our experiments, we
use the withheld_in_countries attribute, that is
actively returned by the Twitter API, to form our
"censorship" label for prediction. This attribute
of Twitter API directly returns which country a
certain tweet is withheld in, or censored in. We
use this attribute in addition to the text attribute
that returns the tweet content for each tweet ID.
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Country Split
Encoder Language Models Decoder Language Models

BERT-Tiny BERT Base XLM-R m-BERT RoBERTa Base Pythia Llama 3.2

Germany Val. 76.91 89.89 88.21 89.39 90.93 93.81 92.76
Test 78.19 91.26 89.27 90.03 91.64 94.53 93.69

France Val. 76.90 90.62 88.88 90.21 92.03 94.86 93.94
Test 78.35 91.73 89.87 90.77 92.67 95.51 95.19

India Val. 0.41 79.87 75.22 79.28 80.86 87.11 78.34
Test 0.57 78.83 72.56 77.19 77.95 86.64 85.97

Turkey Val. 73.05 89.20 86.36 88.25 88.92 92.05 91.15
Test 73.55 89.25 87.15 88.48 89.77 92.04 91.82

Russia Val. 0.00 79.73 73.08 77.13 79.11 85.59 82.08
Test 0.00 77.19 73.33 78.26 79.93 85.50 85.61

Aggr. Val. 69.77 89.11 86.75 88.43 89.79 91.64 93.00
Test 70.71 89.74 87.51 88.80 90.36 92.94 93.39

Table 4: Country-wise Accuracies. This table presents the accuracy scores for each model across different countries,
evaluated using weighted F1 scores on the test set. "Aggr." refers to the results on the aggregated test set, which
serves as the primary criterion for determining the overall best-performing model.

Country Aya-23 Llama-3.1 GPT-4o-mini GPT-4o

Germany 37.0 11.0 49.0 41.0
France 49.0 7.0 42.0 36.0
India 56.0 29.0 66.0 66.0
Turkey 62.0 36.0 77.0 80.0
Russia 34.0 8.0 34.0 44.0

Aggr. 47.6 18.2 53.6 53.4

Table 5: Country-wise accuracy of additional decoder
language models on the validation set. This table reports
accuracy scores across different countries, with results
constrained by computational limitations. For GPT-*
models, predictions are based on a subset of 500 samples
per country due to the high cost of API queries.

5 Results and Findings

5.1 Results for Reproducing Content
Moderation Decisions

How Accurately Can LM Classifiers Repro-
duce Real-World Content Moderation Deci-
sions? As discussed in §4.1, we present our re-
sults for censorship prediction in Tables 4 and 5. Ta-
ble 4 shows that even encoder-based LMs achieve
high F1 scores, with RoBERTa leading at 90.36
points, followed by Llama 3.2 at 92.94 points, and
Pythia 1B achieving the highest score of 93.39
points. We later use Pythia 1B, the best-performing
model, as the anchor model for generating Shapley
values for each token in a given text, to help identify
entities that significantly influence model predic-
tions. Table 5 demonstrates that, without training,
model performance remains low across all coun-
tries. Content moderation in Germany, France, and
Russia is more challenging to classify compared to

India and Turkey. Among the four models tested,
GPT-4o and GPT-4o-mini achieve the highest clas-
sification performance, highlighting the non-trivial
nature of the task.

Do Censorship Patterns Vary across Countries?
To dive deeper into the patterns in censorship on
a geopolitical scale, we take a look at Table 4 that
shows our best-performing model’s accuracy on
samples censored in specific countries only. We
find that this is very dependent on the number
of samples and hence does not show any strong
patterns (we discuss some country-specific social
events that can affect censorship in § 5.2. How-
ever, in general it was easiest to predict censorship
in a French context in comparison to other con-
texts while being very similar to German contexts
(geopolitically speaking). We show a t-SNE visu-
alization of all censored posts in our training set
differentiated per country in Fig. 3

Where do LMs tend to fail? To understand if
there are any general patterns in the examples
where models frequently misclassify, we look at
Figure 1b that shows the distribution of misclassi-
fied samples per category for each country. Gener-
ally speaking, the models had a hard time predict-
ing text of Type 6 (Category: Other) Censorship
across all countries, which makes sense due to the
seemingly ambiguous nature of those posts (see:
App. B for more information on the ‘Other’ cate-
gory). This hints towards the open-ended nature of
that category which introduces some difficulty. Sur-
prisingly, the Indian and Turkish sets had a major-
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ity of Type 1 Censorship while having the highest
amount of samples in that category.

5.2 Analysis of Shapley-Based Explanations

How Do Shapley Values Help in Inferring Cen-
sorship Patterns? Figure 5 presents the top 20
most influential entities identified by Shapley val-
ues for each country. These values help approx-
imate which social events are (1) most common
in the dataset and (2) have the strongest positive
impact on censorship predictions. Previous studies
have demonstrated the effectiveness of Shapley val-
ues in identifying key training instances (Ghorbani
and Zou, 2019; Schoch et al., 2023), and we adopt
a similar approach for our task.

We observe a clear alignment between censored
content and real-world events. For instance, the
"Kavanaugh Hearings" (likely Type 1 censorship)
appear frequently in Germany and France (Fig-
ures 5a, 5b) and are associated with 2018, alongside
various racist and anti-religious entities. In Turkey,
entities related to the controversial TV series "Af-
ter Daesh" and the "Kacmaz Family" (likely Types
5 and 1, respectively) appear in the 2017 censor-
ship landscape (Figure 5c). In India (Figure 5e),
religion and politics are heavily interlinked (Aiyar,
2007; Thomas et al., 2024) and thus censorship
heavily influenced by religious topics is also polit-
ical, with frequent references to "MSG"4. Mean-
while, Figure 5d reveals strong censorship targeting
religious, political, and possibly gambling or spam-
related content (that comes under Type 6), which
is strongly condemned by the Russian state.
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Figure 2: Unique Token Distribution Over Time. The
figure illustrates the number of unique tokens that
played a crucial role in the model’s censorship pre-
dictions across different years and countries. Notably,
peaks in the distribution often coincide with political or
societal events that may have caused increased censor-
ship activity.

4Unlike the chemical MSG, this refers to a religious group
in India that is heavily censored and scrutinized by the gov-
ernment and people for various reasons.

Do Censorship Patterns Vary over the years?
To address the question if LMs can model real-
life social events by relating them with censorship,
from simple training, we decided to look at the
number of unique tokens important for censorship
every year, for each country. We believe that the
number of unique tokens are directly proportional
to the number of censored posts – the tokens are:
1) crucial to changing the model’s prediction; and,
2) extracted directly from the posts. Simply put,
the total number of unique tokens is proportional to
the total number of tokens, which is the sum of the
number of tokens in censored posts + non-censored
posts.

Figure 2 shows the distribution of N̂y
C , where

y ∈ [2011− 2020] and c ∈ C. Russia and Turkey
reached a peak in 2017, whereas France and Ger-
many reached a peak in 2018, and India in 2019.
This might point to certain social events that caused
an influx of censorship to maintain online neutrality.
Our findings from the previous question strengthen
our observations here5.

5.3 Analysis of LLM-Generated Explanations

How Do Topic Categories Correlate with Cen-
sorship? As described in §3, we prompt GPT-
4o-mini to classify censored posts into one of six
censorship categories. By examining the category
distributions in Figures 1a and 1b, we observe that
while Germany and France exhibit similar cate-
gory distributions, their underlying contexts dif-
fer. For instance, detecting Type 3 censorship is
more challenging in France than in Germany, pos-
sibly due to differences in textual characteristics
and stricter online moderation laws in Germany,
such as the NetzDG law (Mchangama and Fiss,
2019; Jaki and Smedt, 2019; Paasch-Colberg et al.,
2021). A similar pattern emerges between India
and Turkey, which share comparable category dis-
tributions. However, predicting Type 1 censorship
appears more difficult in the Indian context than in
Turkey, highlighting potential differences in regu-
latory frameworks and linguistic nuances.

Can LLMs Explain Content Moderation Deci-
sions Effectively? We explore the potential of
using LLMs within a moderation framework to as-
sist content moderators. Specifically, we generate

5We want to mention that although this distribution seems
to contradict the category similarities for Turkey and India, it
is not exactly contradictory. There may not be an overlap of so-
cial events, but there might be similar censorship laws/events
taking place in the two regions at different times.
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Country Pref. Order Fluency Helpfulness

Aya-23 Llama-3.1 GPT-4o-mini Aya-23 Llama-3.1 GPT-4o-mini

Germany 3>2>1 3.50 3.33 3.33 3.39 3.61 3.44
France 1>2>3 3.56 3.22 3.33 3.44 3.56 3.44
India 1=2>3 3.78 3.78 3.89 3.94 3.89 3.83
Turkey 1>2>3 4.06 3.78 3.94 3.94 3.83 3.89
Russia 3>1>2 3.78 3.72 4.22 3.06 3.33 3.44

Overall 1>3>2 3.74 3.57 3.74 3.55 3.64 3.61

Table 6: Human Evaluation of Model-Generated Explanations. This table presents the results of a human evaluation
conducted on the censorship explanations quality produced by three different LLMs. The evaluation was performed
on 15 randomly selected samples per country, with each sample receiving two independent annotations. We made
sure there was no annotator bias by masking the LLM names in the annotator form.

post-specific explanations using the LLMs listed in
Table 7 and assess their effectiveness through hu-
man evaluation on a small subset of samples from
all five countries. For this task, we conduct a small-
scale human evaluation6 on 45 samples per country
(15 samples per LLM across three LLMs). Five ex-
pert evaluators participated in the evaluation, with
two evaluators assigned per country across all met-
rics and samples. Evaluators rated the generations
based on three key metrics: LLM Preference Rat-
ing, Fluency, and Helpfulness. Table 6 presents an
overview of our results, averaged across all sam-
ples and both annotations per country. The final
row, indexed as Overall, reports the average across
all countries.

Interestingly, most annotators preferred the gen-
erations produced by Aya-23 (LLM 1) over GPT-
4o-mini (LLM 3) and Llama-3.1 (LLM 2). This
preference may be attributed to Aya-23’s enhanced
multilingual capabilities, which could improve its
ability to process multicultural content across di-
verse countries. This shows that Aya-23 can be
used as a decent helper for a content moderator!

5.4 Discussions

How Predictable and Explainable Is Censor-
ship? While censorship appears to be predictable
(see Table 4), it remains largely unexplained. LMs
perform well in predicting censorship decisions,
yet Table 5 highlights the non-trivial nature of this
task, where even SOTA LLMs struggle to surpass
random predictions. Table 6 further demonstrates
that although LLMs can generate possible explana-
tions, they are, on average, only about 72% helpful.
No single explainability method can fully uncover
the underlying rationale behind censorship laws
in different countries. Instead, multiple findings

6See Appendix §E for details on the complete human eval-
uation process.

must be synthesized to derive meaningful obser-
vations. The apparent predictability of censorship
is obscured by the contextual variability of censor-
ship rules across countries. For instance, the same
category of censorship may be easier to predict in
France but more challenging in Germany due to
stricter regulations requiring implicit and harder-
to-detect contextual cues (Mchangama and Fiss,
2019; Jaki and Smedt, 2019; Paasch-Colberg et al.,
2021).

Does Censorship Follow Any Patterns? Our
analysis reveals no consistent censorship pattern
across countries. However, Figure 1a shows that
certain country pairs, such as Turkey-India and
Germany-France, exhibit similar category distri-
butions. There is no clear pattern linking these
pairs unless considered within a geopolitical con-
text, suggesting a possible correlation between their
censorship policies.

In contrast, censorship patterns emerge over time
(see Figure 2). These trends can be attributed to
both global and local events (as discussed in § 4.2)
that may conflict with the moderation guidelines of
specific countries. We hypothesize that such events
lead to a surge in online content, increasing the
number of censored posts. For example, political
content faces significantly more censorship in In-
dia and Turkey, whereas harmful content is more
frequently censored in Germany and France.

Can LLMs Infer the Causes of Censorship?
We conduct multiple analyses to evaluate the abil-
ity of LLMs to infer causation behind censorship.
Our observations indicate that while LLMs effec-
tively categorize censored posts into predefined
categories, they struggle to decipher entities that
require deeper regional knowledge. For instance, in
the Indian Shapley plot, entities related to "MSG"
resemble spam-like content, making interpretation
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challenging (see Figure 5e).
Figure 4 illustrates the accuracy of LLMs in cat-

egorizing censored posts. Results from human eval-
uation (Table 6) show that, on average, LLMs are
only moderately helpful, with a highest Helpful-
ness score of 3.64. This limitation arises from the
implicit and context-specific nature of censored
content, which often requires regional expertise.

Despite these challenges, LLMs remain useful
by (1) identifying underlying themes and patterns
that might be overlooked by traditional analysis
methods and (2) providing a rough understanding
of implicit censorship rules. Additionally, they
offer valuable insights for a deeper comparative
analysis of censorship regulations across different
countries.

6 Opening Directions for Future Work

Our work opens several avenues for future research,
particularly in using LLMs for content moderation,
explaining the decisions behind censorship, and
detecting censorship across both geographical and
temporal scales. Given the highly sensitive nature
of this task, ensuring that LLM-generated explana-
tions remain faithful is crucial (Turpin et al., 2023).
With the growing focus on interpretability, we an-
ticipate that future research can build upon our find-
ings using advanced techniques such as activation
patching (Meng et al., 2022) and circuit discov-
ery (Conmy et al., 2023). Furthermore, expanding
censorship analysis to more countries while bal-
ancing dataset distributions across regions could
provide deeper insights into how multilingualism
influences censorship practices.

7 Conclusion

This study analyzes content moderation mecha-
nisms across multiple countries, using LLMs for
classification and explainability. Our findings high-
light discrepancies in moderation policies, shaped
by geopolitical, temporal, and event-specific fac-
tors. Using explainability techniques like Shapley
values and LLM-guided reasoning, we identify key
censorship patterns, showing that while LLMs can
replicate moderation practices, they struggle with
nuanced, context-dependent rules. These insights
emphasize the need for greater transparency in AI-
driven moderation. Future research should focus on
improving interpretability and ensuring the respon-
sible deployment of LLMs in content governance.

Limitations

Language and Data Considerations Our study
primarily analyzes English-language tweets, al-
lowing for a consistent cross-country compari-
son. While this approach facilitates direct analysis
across regions, it may not fully capture localized
discourse patterns in multilingual countries such
as Turkey, Russia, and India. Furthermore, the
dataset used is a 1% subsample of Twitter, which
may not fully represent the complete spectrum of
censorship activities in these regions.

Data Disparity Our analysis primarily focuses
on tweets collected in Elmas et al. (2021), but be-
cause tweet contents were not collected there, we
scraped them separately much later than that work.
Doing such an analysis is not feasible now due
to the increased restrictions and extremely high
cost of Twitter API, that was recently updated.
We would like to highlight the sample disparity
for countries like India and Russia (≈ 2% each)
may have been caused by this and other restrictive
reasons where either users or entities (request to)
delete such censored content directly from Twitter.

Model Considerations As with all large lan-
guage models, those used in this study are influ-
enced by the characteristics of their training data.
While our approach prioritizes fairness and accu-
racy, certain cultural or contextual variations may
affect model predictions. In particular, some ex-
pressions may be more prominently recognized
than others, reflecting broader patterns in the train-
ing data. These factors could shape model outputs
in nuanced ways, especially when identifying less
explicit forms of censored content.

Temporal Scope Our dataset covers the period
from 2011 to 2020, providing a historical perspec-
tive on censorship trends. While this enables an
in-depth analysis of long-term patterns, it may not
capture more recent developments in moderation
practices introduced after 2020, particularly in dy-
namic political contexts.

Platform-Specific Scope Our analysis is based
on Twitter, a platform with distinct moderation poli-
cies and user demographics. While this provides
valuable insights into censorship dynamics, differ-
ent platforms—such as Facebook, Instagram, or
regionally specific networks—may have varying
guidelines and user behaviors. As a result, findings
from this study primarily reflect patterns observed

22442



on Twitter, with potential variations across other
platforms.

Ethical Considerations

Implications of Applying LLMs to Real-World
Content Moderation We experimented with two
models from two leading companies, DeepSeek
and OpenAI, on a publicly available dataset about
political censorship in China across various cate-
gories, totaling 1360 queries.7 We used DeepSeek
R1 (Guo et al., 2025), distilled on Qwen 32B (Bai
et al., 2023) and officially released on Hugging-
Face,8 alongside GPT-4o-mini (OpenAI, 2024) for
comparison. Our results indicate that the DeepSeek
model refuses 47% of the queries, whereas the GPT
model refuses 41%. Specifically, the DeepSeek
model censors more queries related to historical po-
litical movements and riots, political parties, lead-
ership, and human rights. In contrast, GPT-4o-mini
censors more queries concerning religious freedom,
forced organ harvesting, and organized crime.

These findings reveal several important implica-
tions. First, the differences in refusal rates highlight
that LLMs, even when trained on publicly avail-
able datasets, exhibit divergent content moderation
behaviors. This suggests that moderation policies
are shaped not only by the country of origin but
also by company-specific guidelines, training data,
and alignment strategies. Such variability raises
concerns about the consistency and reliability of
LLM-based moderation across different platforms.
Second, the distinct censorship patterns observed
underscore how LLMs may inadvertently encode
biases reflecting political, cultural, or corporate pri-
orities. These biases can shape public discourse,
leading to differential access to information de-
pending on the system in use.

Nature of our work We do not propose or intro-
duce frameworks ready for deployment, rather, we
use and analyze existing tools and datasets. The
classifiers may develop bias towards certain cul-
tures or minority groups, which we have also dis-
cussed in our results. The nature of our work is
"investigative journalism", due to which we have
to make certain hypotheses that may or may not
align with the majority views. We want to high-
light that we do not hold any bias against any group

7https://huggingface.co/datasets/promptfoo/
CCP-sensitive-prompts

8https://huggingface.co/deepseek-ai/
DeepSeek-R1-Distill-Qwen-32B

mentioned in our work, but we simply make infer-
ences based on our experiments and data. There
is a potential bias from using only Twitter data,
particularly given our small sample size.

Usage of LLMs, Bias and Fairness The gener-
ations of LLMs may not be faithful but aligned to
human preferences, as has been shown by previous
work (Turpin et al., 2023). LLMs are trained on
vast amounts of data, which often contain societal
biases. As a result, the models may amplify or
perpetuate stereotypes and biases against certain
groups based on race, gender, religion, or political
affiliation. While our study focuses on detecting
censorship, it is important to acknowledge that the
models themselves may reflect the biases of the
data they are trained on, which could dispropor-
tionately affect marginalized or minority communi-
ties. We have taken steps to mitigate these biases
through careful evaluation and human oversight,
but further research is needed to refine these ap-
proaches and ensure that the models are equitable
in their decision-making processes.

Responsible Use of Censorship Detection Mod-
els The application of NLP models in censor-
ship detection has significant ethical implications.
While automated models can assist in identifying
patterns of censorship and explaining moderation
decisions, they must not be seen as a definitive so-
lution. Censorship is a sensitive topic, particularly
in politically charged or authoritarian contexts, and
the outputs of these models could be misinterpreted
or used to justify harmful moderation practices. We
emphasize that our work should not be used as a
tool for mass surveillance or to enable repressive
censorship regimes. The responsibility for using
these tools must lie with institutions committed to
transparency, human rights, and the protection of
freedom of speech.

Data Privacy and Consent Our research utilizes
public data from Twitter, a platform where users are
often unaware of how their content may be used for
academic or commercial research. While the data
we analyzed is publicly available, issues surround-
ing the privacy and consent of users must be consid-
ered. Twitter data can sometimes include personal,
sensitive, or contextually revealing information that
users may not intend to be used in research, par-
ticularly studies on censorship. Researchers must
be vigilant in anonymizing and safeguarding user
identities where applicable, to minimize potential
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harm.

Political and Cultural Sensitivity Censorship is
highly context-dependent, varying widely across
political regimes and cultural norms. Our analy-
sis spans five countries, each with distinct political
environments and legal frameworks surrounding
free speech. We acknowledge the sensitivity of
this topic, particularly in regions where govern-
ment control over online discourse is strong. We
do not take a political stance on any of the cases
or countries analyzed in this work, and we em-
phasize that our findings are purely academic, and
aimed at advancing the understanding of how NLP
models interact with censorship. The potential for
misuse of our findings for political purposes or to
justify further censorship remains a concern, and
we strongly discourage such applications.
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A Experimental Details

We performed our experiments via the Huggingface
Transformers library (Wolf et al., 2020). We used
open-source LLMs with a commercial license such
as Llama-3.1 and Llama-3.2, and completely open-
source LLMs such as Aya-23 and the Pythia. All

models were trained for one epoch, with a learning
rate of 1e-5, a drop-out rate of 0.1, and a batch size
of 8.

Our experiments were performed on NVIDIA
H100 and A100 clusters, and we used the OpenAI
API to query GPT-4o-mini.

LLMs used. We used the LLMs mentioned in
Table 7, for our zero-shot censorship classifica-
tion and explainability experiments. The Llama-
3.1 series is among the best-performing medium-
scale open-source LLMs, while the Aya-23 suite
offers one of the strongest multilingual LLMs, cov-
ering 23 languages. GPT-4o-mini performs only
slightly below GPT-4o but is significantly more
cost-effective, making it an ideal choice for our
experiments.

Model Knowledge Cutoff
Aya23-8B† (Aryabumi et al., 2024) Unknown
Llama-3.1-8B-Instruct† (Dubey et al., 2024) December 2023
GPT-4o-mini‡ (OpenAI, 2024) October 2023
GPT-4o‡ (OpenAI, 2024) October 2023

Table 7: Details of LLMs Used in the Explanation
Studies. Dagger (†) refers to open-weight models, and
Double Dagger (‡) refers to closed-source models

B Censorship Categorization

Reasoning behind these categories We found
the RSF methodology for calculating the Press
Freedom Index quite relevant along with works
like Warf (2010). Warf (2010) mentions that the
verbatim primary motivations for Censorship seem
to be the following:

• Political repression of dissidents
• Human rights activists, or comments insulting

to the state
• Religious controls to inhibit the dissemination

of ideas deemed heretical sacrilegious
• Protections of intellectual property, including

restrictions on illegally downloaded movies
and music

• Cultural restrictions that exist as part of the
oppression of ethnic minorities

• Sexual minorities
We took inspiration from these points and stud-
ied the data and Shapley plots (see: Fig. 5) to
come up with the six categories mentioned in this
paper. While we believe that they might not be
perfect, they do a perfectly good job of capturing
the essence of the types of Online Censorship. The
wordclouds in 4 also strengthens our motivation.
The ‘Other’ category was introduced to make sure
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Country Censored Post
Germany what is the sense of this lol

France Gaia is knocking

India Another one bites the dust An-
other one bites the dust And an-
other one gone and another one
gone Another one bites the dust
#INDvNZL #NZvsIND

Turkey Stop focusing on how stressed
you are and remember how
BLESSED you are

Russia In Brazil even the dogs are good
at football

Table 8: Examples of censored tweets belonging to the
Other category according to GPT-4o-mini, across all
countries.

that we take into account any outliers that might
not align with any of the major categories.

Top Keywords per Category We illustrate the
top 300 most important keywords by count for each
category through WordClouds in Figure 4. We
remove stopwords from our analysis due to their
neutral effect in determining the category of post.
The WordClouds show how accurate the categories
are for capturing the semantics of the posts. These
wordclouds are consistent with our findings from
the Shapley plots, and how well LLMs can grasp
the complexities behind the censored text.

Prompt used We used the following prompt for
the categorization of posts: You are an assistant
to an online content moderator. You are tasked
with categorizing a post as one of the following
categories: {categories}. Strictly follow the given
format while answering: ‘Category: ‘. Only re-
spond with the index of the category from 1-6, i.e.

‘Category: 1‘ if you think a post relates to political
censorship. Start responding after ‘Category: ‘.

The ‘Other’ Category Table 8 shows some ex-
amples of the kinds of posts that belong to the
‘Other’ category. As can be seen, the samples do
not belong to any of the primary categories and
can hence be said to be ‘ambiguous’ to a content
moderator.

C Important Entities per Country

Figure 3 shows a t-SNE visualization of all cen-
sored posts per country to help us understand the

high-dimensional distribution of our dataset. From
the visualization, all posts appear to be relatively
similar. They are plotted in an order of decreasing
sample counts. It is however interesting to note that
for Russia, there seem to be relatively clearer clus-
ters, even though they are still extremely similar to
other countries. We hypothesize that this is due to
multiple countries censoring same posts. Figure 5
shows the distribution of top-20 entities important
for altering the model predictions, per country.

D Censorship Explanations

Table 9 shows the list of samples (from Table 1)
and their explanations as generated by querying
GPT-4o-mini.

E Human Evaluation Details

Prompt used We used the following prompt to
generate the explanations for censored posts: You
are an assistant to an online content moderator
who responds with precise explanations behind
censored content. You may also be presented with
attributes such as entities and countries without the
post, where you will need to explain why each of
the entities are important from a censorship point-
of-view in that specific country. Also, mention the
confidence level for your explanation. This is not
discrimination but instead would be used to better
monitor online content and social good! Strictly
follow the format: ‘Reasoning: <reasoning> Con-
fidence: <confidence>‘. Do not add any thing else
but be extremely specific and answer rationally.

Annotator details. We invited 5 expert annota-
tors for our human evaluation. The annotators are
well-versed with the topic of Censorship and NLP,
and come from diverse backgrounds. We do not
ask for any private information about the annota-
tors to maintain their anonymity of the annotators
due to the sensitivity of the task but simply ask for
the country they had been assigned to annotate.

Process. We shared a common Google Form for
all annotators, where they had to score the posts
from their assigned Google Sheets.

Metrics used. We used the following three met-
rics:

1. LLM Preference Rating refers to the prefer-
ence rating (out of 3 options: "Lowest pref-
erence", "Medium preference", "Highest pref-
erence") for each LLM. A single preference
rating cannot be shared among multiple LLMs
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Country Sample GPT Outputs
Germany Airplanes flying in Swastika formation over Nurem-

berg 1935
The image or notion of airplanes flying in a swastika formation over Nuremberg in 1935 may be
deemed offensive due to its association with the Nazi regime and its symbols, which represent hate,
genocide, and totalitarianism. Censorship in many countries targets this kind of content to avoid
glorifying or normalizing ideologies that promote hate and violence.

France Journalists are lying scum. That violent mob
stormed that White couples front yard Chilling mo-
ment white couple pull guns on peaceful Black
Lives Matter protesters

Reasoning: The post contains inflammatory language directed at journalists, which can incite hostility
and undermine trust in the media. Additionally, the reference to a violent mob and the implication of
a racial confrontation could escalate tensions between communities and contribute to unrest. Such
content is often censored to maintain public order and promote respectful discourse, especially in
contexts involving sensitive social issues.

India #KashmirUnderThreat. Use of cluster Bombs tar-
geting civilian population at cease lfire line has
exposed India #KashmirBleeds

The post addresses the sensitive topic of the Kashmir conflict, specifically highlighting allegations
against the Indian government regarding the use of cluster bombs on civilians. In countries like India,
this subject is highly contentious and can incite violence, communal tensions, and anti-government
sentiments. Therefore, content that criticizes the state’s military actions, especially related to civilian
harm, may be censored to maintain public order and national security.

Turkey 7 TRT which is a state-run TV network is violat-
ing its privilege by shutting down our channel and
deleting our videos

The post may be censored due to allegations against TRT (Turkey Radio and Television Corporation)
regarding the misuse of its state-run status to suppress dissenting voices or independent media. In
regimes where state control over media is prevalent, criticisms of state-owned entities can be viewed as
a challenge to government authority. This may lead to suppression of the post to maintain a narrative
favoring state loyalty and control over information dissemination.

Russia Dzokhar Dudayev All my conscious life i have
lived with dream to see indep of Chechen people
the path of political struggle 1

Dzokhar Dudayev is a significant figure in Chechen history, known for leading the Chechen indepen-
dence movement. His mention in social media posts can invoke strong nationalist sentiments and
discussions surrounding Chechen independence, which are sensitive topics in Russia. The Russian
government tightly controls narratives related to Chechnya and considers any pro-independence
rhetoric a threat to national unity. Such content may be censored to prevent the promotion of sepa-
ratism and to maintain state control over regional narratives.

Table 9: Example Posts from All Five Countries and Explanations Produced by GPT-4o-Mini. This table
presents censorship-related examples from our dataset, taken verbatim from posts in each country, along with the
corresponding reasoning provided by GPT-4o-Mini.

for the same post. Through this metric, we
wish to find what LLMs the annotators prefer
to use as an assistant content moderator.

2. Fluency measures how fluent in terms of En-
glish grammar the generation is, irrespective
of its context regarding the task and its cor-
responding utterance. We only consider the
syntactic properties of language here. For ex-
ample: "my name is John" is a fluent sen-
tence. The scoring was done on a 5-point
Likert scale.

3. Helpfulness measures how helpful the gen-
eration is, from the perspective of an online
content moderator. The annotators had to con-
sider the generation in the context of the given
post and measure how useful/helpful the gen-
eration is in understanding the harmful na-
ture/context of the given post. The scoring
was done on a 5-point Likert scale.
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Figure 3: t-SNE visualization of all censored posts from
the training set, per country.
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(a) Category 1: Political censorship. (b) Category 2: Religious censorship.

(c) Category 3: Harmful content. (d) Category 4: Corporate censorship.

(e) Category 5: Military Censorship. (f) Category 6: Other.

Figure 4: WordClouds showing top-300 most important keywords for all 6 categories, except stopwords.
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(a) Important entities for the German set.
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(b) Important entities for the French set.
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(c) Important entities for the Turkish set.
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(d) Important entities for the Russian set.
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(e) Important entities for the Indian set.

Figure 5: Shapley Bar Plots for all 5 Individual Countries.
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