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Abstract

Opinions in social media play such an im-
portant role for customers and companies
that there is a growing tendency to post
fake reviews in order to change purchase
decisions and opinions. In this paper we
propose the use of different features for a
low dimension representation of opinions.
We evaluate our proposal incorporating
the features to a Support Vector Machines
classifier and we use an available corpus
with reviews of hotels in Chicago. We
perform comparisons with previous works
and we conclude that using our proposed
features it is possible to obtain competitive
results with a small amount of features for
representing the data. Finally, we also in-
vestigate if the use of emotions can help to
discriminate between truthful and decep-
tive opinions as previous works show to
happen for deception detection in text in
general.

1 Introduction

Spam is commonly present on the Web throug
of fake opinions, untrue reviews, malicious com-
ments or unwanted texts posted in electronic com
merce sites and blogs. The purpose of those kin
of spam is promote products and services, or Si

ply damage their reputation. éeceptiveopinion

m-
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searching for unusual review patterns (Jindal et al.,
2010) or groups of opinion spammers (Mukherjee
et al., 2011). Later, supervised methods were pre-
sented. Such is the case of (Feng et al., 2012a;
Feng et al., 2012b) in which the authors extended
the n-gram feature by incorporating syntactic pro-
duction rules derived from probabilistic context
free grammar parse trees. In (Liu et al., 2002)
a learning from positive and unlabeled examples
(PU-learning) approach was successfully applied
to detect deceptive opinion spam, using only few
examples of deceptive opinions and a set of un-
labeled data. Then, in (Heaindez Fusilier et al.,
2015a) the authors proposed a PU-learning variant
for the same task, concluding the appropriateness
of their approach for detecting opinion spam.

In this paper we study the feasibility of the appli-
cation of different features for representing safely
information about clues related to fake reviews.
We focus our study in a variant of the stylistic fea-
ture character n-grams named character n-grams
in tokens. We also study an emotion-based feature
and a linguistic processes feature based on LIWC
variables. We evaluated the proposed features with
a Support Vector Machines (SVM) classifier using
[ corpus of 1600 reviews of hotels (Ottetal., 2011;
Ott et al., 2013). We show an experimental study
evaluating the single features and combining them

d\g{ith the intention to obtain better features. After

that previous study, we selected the one with we
obtained the best results and made direct and in-
direct comparisons with some other methods. The

spam can be defined as a fictitious opinion writ- _
ten with the intention to sound authentic in orderPtained results show that the proposed features

to mislead the reader. An opinion spam usually jcan capture informa_lt_ion from the C?”te”ts of t_he
a short text written by an unknown author using Q[ EVIEWS a_nd the writing style aIIowmg to o_b_taln

not very well defined style. These characteristic!assification results as good as W'th tradl_tlonal
make the problem of automatic detection of opin—Ch""r"’ICter n-grams but with a lower dimensional-

ion spam a very challenging problem. '_It_{IOf reprefsintatlon. ) ed as foll S
First attempts for solving this problem con- e restof the paper is organized as follows. Sec-

sidered unsupervised approaches trying to ident—?On édescribesr]briefly the proplosed dfeatur;es. SF‘C'IC'
tify duplicate content (Jindal and Liu, 2008), anglion 3 shows the experimental study performed.
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The description of the corpus and the different exin tokens feature is considerably less, although

periments carried out can also be found in thighe effectiveness of this representation still being

section. Finally, the main conclusions and futuregood, as we will see in Section 3.

work are in Section 4. For the extraction of character n-grams in tokens
_ _ we have used Natural Language Toolkit (NLTK)

2 Feature Selection for Deception Clues  package (Bird et al., 2009) with Python language.

In this section we describe the three different kind

N ) .2 Emotions-based feature
of features studied in this work and the tools use?

for their extraction. Previous works have been demonstrated that the
use of emotions helps to discriminate truthful from
2.1 Character n-grams in tokens deceptive text (Hancock et al., 2008; Burgoon et

The main difference of character n-grams in to-al., 2003; Newman et al., 2003). There is some
keng with respect to the traditional NLP feature evidence that liars use more negative emotions that
character n-grams is the consideration of the totruth-tellers. Based on that, we obtained the per-
kens for the extraction of the feature. That is,centages of positive, negative and neutral emo-
tokens with less than n characters are not contions contained in the sentences of a document.
sidered in the process of extraction neither blank'hen, we have used these values as features in or-
spaces. Character n-grams in tokens preserve ti§i€r to represent the polarity of the text.

main characteristics of the standard character rFor the calculation of the percentages of positive,
grams é”ié et al., 2007):effectivenesfor quan- negative and neutral emotions contained in the
tifying the writing style used in a text (Keselj et textwe have used the Natural Language Sentiment
al., 2003; Stamatatos, 2013), timelependencef Analysis APF which analyzes the sentiments, la-
language and domains (Wei et al., 2008), the beling a text with its polarity (positive, negative or
bustnesgto noise present in the text (Ca\/nar andneutral). We have obtained the pOIaritieS of each
Trenkle, 1994), anceasines®f extraction in any sentence and then we have obtained the percent-
text. But unlike the traditional character n-grams,ages of the polarities associated to the whole docu-
the proposed feature obtains a smaller set of afhent (a review in our case). Finally, we have used
tributes, that is, character n-grams in tokens avoid§10se values as features.

the need of feature dimension reduction. Figure

ilustrates that difference. J2.3 LIWC-based feature: linguistic processes

Several features derived frokinguistic Inquiry

Text; and Word Coun{LIWC) were considered. In par-
The book leaves you breathless. ticular we have studied those related to functional
Traditional Character 4-gramsFeaturES: Character 4-grams in tokens aSpeCtS Of the teXt SUCh as Word Count’ adVerbS,
(28 attributes) {12 attributes) pronouns, etc. After performing an early experi-
o thle mental study considering the 26 different variables
y leay brea e | of the linguistic processes category in LIWC2007
you €y aves 1CSS
bre 00k ea b book software (Pennebaker et al., 2007), we have con-
ess. 5, | . rca DOOK cave | ¢yded that pronouns, articles and verbs (present,
e bo ok eath Teﬁf leav past and future tense) would help to distinguish
aves athl cath fake from true reviews.
rear U br ess. hles

3 Experimental Study

Figure 1. Set of attributes obtained with tradi-| 1o to evaluate our proposal, we have per-
tional charac_ter n-grams and character n-grams iﬂ)rmed some experimental study on the first pub-
tokens, considering n=4. licly available opinion spam dataset gathered and

| f . A Ifresented in (Ott etal., 2011; Ott et al., 2013). We
As it can be observed from Figure 1 the amounf o jecribe the corpus and then we show the dif-

of attributes obtained with the character N-gramgg ont experiments made. Finally we compare our

Token is considered in this works as any sequenceaesults with those published previously.
of consecutive characters separated by one or more blank
spaces. 2http://text-processing.com/demo/sentiment/

59



3.1 Opinion Spam corpus Feature F-measure
The Opinion Spam corpus presented in (Ott etal., | 5-9rams intokens 0.821
2011: Ott et al., 2013) is composed of 16085i- 4-grams in tokens 0.871
tive andnegativeopinions for hotels with the cor- LIWC : 0.697
responding gold-standard. From the 8fksitive 3 + 4-grams in tokens 0.873
reviews (Ott et al., 2011), the 400 truthful where 3-grams + POSNEG 0.871
mined from TripAdvisor 5-star reviews about the 4-grams + POSNEG | 0.873
20 most popular hotels in Chicago area. All re- 3 +4-grams + POSNEG  0.877
views were written in English, have at least 150 3-grams + LIWC 0.883
characters and correspond to users who had posted | 4-9rams + LIWC 0.89

opinions previously on TripAdvisor (non first-time . o ) )
authors). The 400 deceptive opinions correspond@Ple 1: Deceptive opinions detection with SVM

to the same 20 hotels and were gathered usinfp" POSitive reviews of Opinion Spam corpus (800
Amazon Mechanical Turk crowdsourcing service.CPinions).

From the 80negativereviews (Ott et al., 2013),

the 400 truthful where mined from TripAdvisor, ¢, tres 3 and 4 grams in tokens and, articles,

Expedia, Hotels.com, Orbitz, Priceline and YeIp.Ioronouns and verbs extracted from LIWC2007
The reviews are 1 or Z'St‘fﬂ category and are abq&eferenced as LIWC for simplicity). With the
the same 20 hotels in Chicago. The 400 deceptivg;, e emotions-based feature (POSNEG in the ta-
reviews correspond to the same 20 hotels and wefgey e did not obtain good results; for that reason
obtained using Amazon Mechanical Turk. these are not included in the first part of the table.
In the second part of the table, the combination of
each single feature was used as representation of

) ) _the reviews. The best value is in boldface. As we
We have obtained the representations of the opins,n observe. the best result (F-measuré.&9

ion reviews considering the features described iR o« optained with the combination of 4-grams
Section 2. For all, we have used term frequencyy, torens and the articles, pronouns and verbs
inverse document frequency (tf-idf) weighting (LIWC). With the combination of 3-grams and

scheme. The only text preprocessing made Wag\yc feature the F-measure is quite similar.
convert all words to lowercase characters.ivea

Bayes and SVM algorithms in Weka (Hall et al.,

3.2 Truthful from deceptive opinion
classification

2009) were used to perform the classification. We Feature F-measure
only show the results obtained with SVM because 3-grams in tokens 0.826
its performance was the best. For all experiments 4-grams in tokens 0.851
we have performed a 10 fold cross-validation LIWC 0.69
procedure in order to study the effectiveness of the 3 + 4-grams in tokens 0.832
SVM classifier with the different representations. 3-grams + POSNEG 0.827
For simplicity, we have used LibSVMwhich 4-grams + POSNEG 0.851
implements a C-SVC version of SVM with a 3 +4-grams + POSNEG ~ 0.827
radial basis function. We have run the classifier 3-grams + LIWC 0.85
with the default parameters. The values reported | 4-grams + LIWC 0.865

in the tables correspond to the macro average

F-measure as it is reported in Weka. Table 2: Deceptive opinions detection with SVM

Tables 1, 2 and 3 show the F-measure obtaineghr negative reviews of Opinion Spam corpus (800
with each feature proposed for the Opinion Spanypinions).

corpus.

Table 1 considers only the positive reviews (800 Table 2 shows the results obtained considering
y P only the negative reviews (800 documents). The

documents). In the first part of the table, we Ca%est result (F-measure 8.869 was obtained

observe the F-measure obtained with the Smgl%vith the feature 4-grams in tokens plus LIWC

Shttps:/iwww.csie.ntu.edu.tw/ cjlin/libsvm/ variables. It is interesting to note that similar
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results (although sightly lower) were obtainedin the top positions of the ranking and those re-
also with three more features: the single 4-gramseal information related to placeshc, chig, igan

in tokens, the combination of the last one withfor Chicago and Michigan cities), amenitid0,
positive and negative emotions percentages, anelev, roonfor floor, elevator, room) and their char-
also with 3-grams combined with LIWC's tokens. acterizationl{uxu, smel, tinyor luxury, smells and
tiny). From the 7th position of the ranking we can
observe the first LIWC attributes: pronoumsy, I,

Feature F-measure we) and after 15th position we can observe verbs
3-grams in tokens 0.766 (is, open, seeme@d Interestingly, the articles can
4-grams in tokens 0.867 be observed from position 68th in the rankirag (
LIWC 0.676 the).

3 + 4-grams in tokens 0.854 Regarding the corpus considering only the posi-
3-grams + POSNEG 0.858 tive reviews, the ranking is similar to the cases
4-grams + POSNEG 0.87 analyzed before with exception of the pronouns
3 +4-grams + POSNEG  0.851 which appear at 1st positiomg) and at 16th po-
3-grams + LIWC 0.866 sition (I, you). This fact could indicate the pres-
4-grams + LIWC 0.879 ence of many opinions concerned with their own

_ o _ _ experience (good) making the personal pronouns
Table 3: Deceptive opinions detection with SVM gpe of the most discriminative attribute for posi-

for positive and negative reviews of Opinion Spamkjye polarity spam opinion detection. With respect
corpus (1600 opinions). to the characterization of the amenities, the adjec-
tives observed in 4-grams in tokens have to do with
Table 3 shows the classification results conpgositive opinions about thoselax, amaz, good
sidering the whole corpus, that is, the combinedor relax, amazing and good). Figure 2 illustrates

case of positive plus negative reviews (1600 docuthe first positions of the ranking of attributes ob-
ments). The best F-measufe§79 was obtained, tained for positive reviews.

as the same as the previous cases, with 4-grams

in tokens plus LIWC feature. It is worth noting
that with the combination of 4-grams in tokens | Aank - |
with POSNEG feature seems to be effective whe '
positive and negative polarities are considere1 {
together in deception detection, a fact that is no
present when just one polarity is considered (se| | _ & luxu }
Tables 1 and 2). ' . - .
| | o floo } |

As we can observe from Tables 1, 2 and 3, thq | LIWC 10; loor .
differences of F-measure values are quite smal| | o oo |
In fact, for the almost similar values like, for ex- | | 13° bath =™ | |
ample, 4-grams in tokens + LIWC compared with| | , 1‘5‘ bl';c | agrams
3-grams + LIWC or 3 + 4-grams + POSNEG (seq| ' ' { 16° i {amenities and
Table 1) the differences are not statistically sig{ 17° you | | characterization)

nificant. Consequently we have selected the onj 4_;,'“; i |:rg | }
with highest F-measure value (4-grams in tokens A 20° smal | uwe
LIWC) for simplicity, but some of the other repre- 2 I‘:i': T verbs)

sentations can be used instead. In order to analyz {
the set of attributes corresponding to the featur
4-grams in tokens combined with LIWC, we have o2 rper . (article)
calculated the Information Gain ranking. 63° a — )
From this analysis we have observed that the set ¢
attributes with highest information gain are simi-
lar for negative and both together polarities cor-Figure 2: Information gain ranking (partial) for

pora. The study shows that 4-grams in tokens arBOsitive reviews.

LIWC
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3.3 Comparison of results From the Table 4 we can observe that the combina-
) tion of 13 independent variables seems to have the
For a comparison of the performance of oufqyest prediction accuracy (accuracy = 70.50%).
proposal, we analyzed the obtained results Withyp,, ¢ the ast result, the authors in (Banerjee
respect to the state-of-the-art. We have made gnq chya, 2014) concluded that only articles and
comparison considering the results of five dlffer-Iororlouns (over the 13 variables) could signifi-

ent models. The first four of these were used in a'&antly distinguish true from false reviews. The

indirect comparison, while just one method was, ¢ racy of the semi-supervised model is slightly

used in a direct comparison of the performance. Iy er (86.69%) than that of our approados),
(Banerjee and Chua, 2014) the authors presenteginough good enough. The authors concluded
the results of a logistic regression model usingy,t the good performance of the semi-supervised
13 different independent variables: complexity, ;o qe| is due the topic information captured by the
reading difficulty, adjective, article, noun, prepo- mqqe| combined with the examples and their sim-
sition, adverb, verb, pronoun, personal PronoUMarity (Ren et al., 2014). Then, they could ob-
positive cues, perceptual words and future tensain an accurate SVM classifier. Regarding the
In (Ren et al., 2014) a semi-supervised modeby,eriments with the 5 fold cross-validation, we
called mixing population and individual propenty opiained similar results to those of (Ott et al.,
PU leaming, is presented. The model is therygq1y ang slightly lower than the ones of (Feng
incorporated to a SVM classifier. In (Ott et 3nqg st 2013). From this last experiment we
al., 2011) the authors used the 80 dimensiong,, gpserve that using the representation of (Feng
of LIWC2007, unigrams and bigrams as set ofynq irst, 2013) with more than 20138 attributes it
features with a SVM classifier. In (Feng and Hirst, s 1 ssijple to obtain comparable results with those

2013), profile alignment compatibility features ¢, approach where we use a smaller represen-
combined with unigrams, bigrams and syntactic ation (1533 attributes).

production rules were proposed for representing

the opinion spam corpus. Then, a multivariate [ Model Accuracy

performance measures version of SVM classifier | 10 fold cross-validation

(named SVMe'/) was trained. In (Herndez (Banerjee and Chua, 2014) 70.50%

Fusilier et al., 2015b) the authors studied two (Ren et al., 2014) 86.69%

different representations: character n-grams and Our approach 89%

word n-grams. In particular, the best results were | 5tod cross-validation

obtained with a Ni&ve Bayes classifier using (Ott et al., 2011) 89.8%

character 4 and 5 grams as features. (Feng and Hirst, 2013) 91.3%
Our approach 89.8%

As we stated before, two kinds of comparisons
are shown: an indirect (we could not obtain theTable 4: Indirect comparison of the performance.
complete set of results reported by the authorspeceptive opinions detection for positive reviews
and a direct (the authors kindly made availableof Opinion Spam corpus (800 opinions).
the results and a statistical comparison can be per-
formed). In Table 5 we can observe the direct compari-
In Table 4 we can observe the indirect comparisorson of the performance for the positive and nega-
of our results with those of (Banerjee and Chuative polarities reviews of the Opinion Spam corpus
2014) and (Ren et al., 2014) obtained with a 10considering the proposal of (Héxndez Fusilier et
fold cross validation experiment, and then, with aal., 2015b). First column shows the representation
5 fold cross validation in order to make a fair com-proposed, the second one shows the amount of at-
parison with the results of (Ott et al., 2011) andtributes (Attr.) of the representation, the third col-
(Feng and Hirst, 2013). Note that the results ar&imn shows the F-measure value (F) obtained after
expressed in terms of the accuracy as those werel0 fold cross-validation process, and the last col-
published by the authors; the results correspondmn shows the p-value obtained in the statistical
only to positive reviews of the Opinion Spam cor- significance test used to study the differences of
pus because the authors experimented in that coperformance between (Héandez Fusilier et al.,
pus alone. 2015b) approach and ours.
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Positive reviews (800 opinions) tailed hypothesis and significance level of 0.05. In

Model Attr. F p-value Table 5 we can observe that the p-value obtained
Character 5-granis| 60797 | 0.90 0.094 in the comparison of performance of positive re-
Our approach 1533 | 0.89 ' views corpus i9.094 > 0.05 which stands for the
Negative reviews (800 opinions) difference of results are not statistically significant
Model Attr. F p-value (the p-value is nokK 0.05, then the null hypothe-
Character 4-granis| 32063 | 0.872 0.748 sis is not rejected). The same conclusion can be
Our approach 1497 | 0.865 ' obtained with respect to the results corresponding

to the negative reviews corpus, for which the test
obtained a p-value @f.748 > 0.05. From the last

Table 5: Direct comparison of the performance fortest we concluded that both approaches performs

deceptive opinions detection. similarly well.
A statistical analysis of variance over the F-

measure values obtained in the evaluation of

It is interesting to note that the F-measureHermandez Fusilier et al., 2015b) and our ap-
values obtained with both approaches are quitgroach complements our performance study. This
similar for positive and negative reviews, as Weanalysis can be obtained from the boxpfotsth
can observe in Table 5. Regarding the amounghe distribution of F-measure values of each pro-
of attributes used for each representation of thgosal with both polarity reviews corpora. Fig-
reviews, it is worth noting that our approach usegyres 3 and 4 illustrate this analysis. In both fig-
97% and 95% fewer attributes for positive andyres we can observe that our approach shows a
negative reviews compared with the model ofyigher dispersion of values, as well as the best F-
(Hernandez Fusilier et al., 2015b). Even using ameasure values (0.94 for positive reviews corpus
combination of two simple features as charactepng 0.915 for negative reviews) and the minimum
4-grams in tokens and LIWC variables as we havg-_measure values (0.84 and 0.81 for positive and
proposed, the amount of attributes is considerabl)ﬁegaﬁve polarities respectively) compared to the
lower than the traditional character n-grams with~ajues obtained with (Heamdez Fusilier et al.,
out diminishing the quality of the classification. 2015p) approach. However, the median values ob-
The reason of the lower dimensionality of ourtained with both models are quite similar, reason
representation has to do with the manner in whickgr what there is not statistical difference of per-

the n-grams are obtained. The high descriptiv§ormance as it was demonstrated with the statisti-
power of character n-grams in tokens plus the;) significance test.

information added with the LIWC variables seem
to be adequate to obtain an accurate classifie¢ Conclusions and future work
(SVM in our case).

* (Hermandez Fusilier et al., 2015b).

In this work we have proposed some interest-

In order to determine if the differences of per_ing features for deceptive opinions detection. We
formance of (Herandez Fusilier et al., 2015b) and have studied how different features contribute to

our approach are statistically significant, we have"0del deception clues. Character n-grams in to-
calculated the Mann-Whitney U-test (Mann andXenS Seems to capture correctly the content and
Whitney, 1947). This nonparametric test Com_the writing style_of the_rewews helping this, in
pares two unpaired groups of values without makSCMe way, to differentiate truthful from decep-
ing the assumption of the normality of the sam-tive opinions. Many works have o_Iem_on_strated that
ples. However, the requirements of independencgMotions-based features can discriminate decep-
of the samples, the data is continuous and ordinallVe Xt butin our experimental study this feature
there are no ties between the groups and the aSE€Ms Not to provide too much useful informa-

sumption that the distribution of both groups aretion for detecting deception in reviews. We also

similar in shape, are satisfied. The null hypoth-ha"e used some variables extracted from LIWC
esis states that the samples come from the same “Boxplots (Tukey, 1977) are descriptive statistical tools
population, that is, the classifiers performs equallyor displaying information (dispersion, quartiles, median,
well with the proposed models. We have calcu etc.) among populations of numerical data, without any as-

X e “sumptions about the underlying statistical distribution of the
lated the Mann-Whitney U-test considering a 2-data.
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al., 2015b) and the results were similar (no statis-
0.84 - 1 tically significant difference was found), but our
low dimensionality representation makes our ap-
proach more efficient. For future work we plans
to investigate another emotion/sentiment features
; in order to study the contributions in tasks of de-
‘ 1 ception detection of opinion spam. Also we are
| 1 interesting to test our model with other corpora re-
087 | 1 lated to opinion spam as the one recently proposed
0.86 1 in (Fornaciari and Poesio, 2014).
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