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Abstract

In this paper we present a pilot study and
a qualitative analysis of the errors made
by three large language models (LLMs)
prompted to identify personal information
(PD) in texts written in languages with vary-
ing resource availability: Komi (extremely
low), Polish (medium), and English (high).
Our analysis shows that LLMs perform
better in detection of PI when provided
with JSON-eliciting prompts. We also
conjecture that the rich morphology and
inflectionality of languages like Komi and
Polish might affect the models’ perfor-
mance. The small-scale parallel dataset of
text that we introduce here can be used as
a starting point in developing benchmarks
for evaluation of PI detection with longer
textual contexts and LLMs.

1 Introduction

The lack of data for low-resourced languages is a
known problem in computational linguistics. This
problem can result in biases “within and across so-
cieties” (S@gaard, 2022), since the speakers of such
languages can effectively be excluded from using
language technology tools. Building infrastructure
that uses such technology as LLMs to study and
preserve low-resourced languages is important.

A key concern in the development of NLP in-
frastructure is the privacy of the data subjects and
other individuals mentioned.! Linguistic data typ-
ically includes names, family relationships, health
status, or other sensitive details, especially when
collected texts are personal conversations, narra-
tives, or interviews (Szawerna et al., 2024), and
even seemingly scarce or incomplete PI may be
used to reidentify the data subject (Salehi et al.,

"For more on legal requirements regarding privacy in EU,
see Official Journal of the European Union (2016).
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2017) and result in discrimination based on, for ex-
ample, medical conditions or faith. Methods to ob-
fuscate identities of data subjects have long been
employed in linguistics (Thomas, 2010; Wang
et al., 2024), but only a few of them have used
computational approaches for identification of PI
in low-resourced languages like Komi (Himaldi-
nen et al., 2023). Since personal information has
been found in data used to train LLMs for many
high-resourced languages — raising concerns about
potential leaks in their outputs (Subramani et al.,
2023) — it is crucial to protect privacy of data in
these languages. However, protecting personal in-
formation in low-resourced languages is especially
important as these languages already struggle with
limited datasets, funding, and institutional sup-
port, making them particularly vulnerable to pri-
vacy risks.

In this pilot study we take a step towards bet-
ter PI detection in low-resourced languages and
prompt currently available LLMs. Such models,
trained on multilingual corpora, can be prompted
to perform a range of tasks, from text classification
to text generation, even in languages where limited
training data is available (A Pirinen, 2024; Pura-
son et al., 2024b). LLMs have been studied in the
context of low-resourced Uralic languages for the
task of POS tagging (Alnajjar et al., 2024). They
have also been used to support the creation of on-
line dictionary tools (Alnajjar et al., 2020). The
role of LLMs in PI detection in high-resourced lan-
guage like English and Chinese has started being
explored only recently (Yang et al., 2023), while
their role in the context of low-resourced languages
for PI detection remains unexplored.

To facilitate research in that direction, here we
analyze the differences in the behavior of three
LLMs in PI detection in languages with varied
resource availability and linguistic structure. We
use text data from two Uralic languages, Komi-
Permyak and Komi-Zyrian. We construct a paral-
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lel corpus containing Komi sentences” with their
Polish and English translations. We prompt Llama
3.1 with 8B parameters (Grattafiori et al., 2024),
Mistral 7B (Jiang et al., 2023), and Gemma 2 with
9B parameters (Gemma Team et al., 2024) for PI
detection and test six different prompt configura-
tions. Our contributions, therefore, consist of 1)
a small, native speaker-curated parallel corpus
of sentences containing potential personal infor-
mation in Komi, English, and Polish?, and 2) an
initial analysis of how three LLMs perform on the
aforementioned dataset with respect to language’s
resource availability and inflectionality.

2 Materials and Methods

Data We looked at the Universal Dependencies
treebanks for Komi-Permyak and Komi-Zyrian
(Rueter et al., 2020; Partanen et al., 2018; Ze-
man et al., 2024) and found that there are 366
sentences in which there is at least one word
that is labeled with one of the semantic tags
for proper nouns as used in the GiellaLT infras-
tructure (Pirinen et al., 2023). These seman-
tic tags classify names and nouns into categories
such as animal (Sem/Ani), female (Sem/Fem) and
male names (Sem/Mal), objects (Sem/Obj), organ-
isations (Sem/Org), places (Sem/Plc), surnames
(Sem/Sur), and web addresses (Sem/Web). Blok-
land et al. (2020) have previously used these se-
mantic tags to identify nouns which are possible
instances of PI in a rule-based PI detection system.

Among the sentences with semantic tags for
proper nouns, 170 were translated to English and
Polish by authors of this study. The sentences
were first translated by the first author of this study
(a native Komi-Permyak speaker and a proficient
English speaker) from Komi-Permyak and Komi-
Zyrian to English with the help of Neurotdlge®*
(Yankovskaya et al., 2023; Purason et al., 2024a),

2Originating from Komi corpora (Rueter et al., 2020; Par-
tanen et al., 2018; Zeman et al., 2024); we feature 143 sen-
tences in Komi-Zyrian and 27 sentences in Komi-Permyak.

31t is important to highlight that there exists no compre-
hensive definition of what it means to be a low-resourced lan-
guage (Nigatu et al., 2024); traditionally, due to small amounts
of available data among other things, Komi and many other
Uralic languages have been considered low-resourced. Polish
boasts a significantly larger collection of corpora, tools and
models than Komi (Dadas, 2019), and has been positioned as
the higher-resourced counterpart of West Slavic minority lan-
guages such as Kashubian, Silesian, or Sorbian (Torge et al.,
2023; Rybak, 2024), but in comparison with English, its re-
sources are still very limited.

*https://translate.ut.ee
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PI categories Text JSON
PI only Prompt 1 | Prompt 2
Megyesi et al. (2018) | Prompt 3 | Prompt 4
Subramani et al. (2023) | Prompt 5 | Prompt 6

Table 1: Prompts by tag and output type.

Google Translate’ and Majbyr Translate®. Pol-
ish translations were created by the second author
(a native Polish speaker and a proficient English
speaker) based off of the English translations, and
with the help of Google Translate in some cases.
The original names of people and places were pre-
served during translation into English and the final
form of the translated sentence was always over-
seen by a human. In the end, our data included 35
sentences with female names, 47 sentences with
male names, 49 sentences with place names, and
39 sentences with surnames in them. Some sen-
tences contain more than one name, possibly of
different types. Importantly, more information that
could be considered personal and which does not
necessarily belong to the aforementioned types
may be found in sentences, and was impossible to
account for during the sentence extraction process.
Our resulting dataset can be accessed on Zenodo
via https://zenodo.org/records/14845329.

Models and prompts We tested three multilin-
gual pre-trained large language models: Llama 3.1
with 8B parameters (Grattafiori et al., 2024), Mis-
tral 7B (Jiang et al., 2023), and Gemma 2 with 9B
parameters (Gemma Team et al., 2024)”. The mod-
els and their weights were accessed via Ollama®.
Uploading data containing PI to third-party ser-
vices is not optimal, which is why we chose mod-
els that we were able to run locally. Note that we
chose recent LLMs which are similar in size and
comparable.

We used six different one-shot prompts, passed
to the models together with the sentences, follow-
ing the official guide on prompting Llama models®,
with a similar structure to the one used by Yang
etal. (2023) for PI detection. The prompts varied in
terms of (i) the output format (produce a sentence
with PI instances replaced with appropriate tags
or a JSON structure) and (ii) the PI classification.

*https://translate.google.com

*https://translate.majbyr.com

"In the paper we refer to these models as Llama,
Mistral, and Gemma respectively.

$http://ollama.com

*https://www.llama.com/docs/how-to-guides/
prompting/
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System: You are a multilingual personal information de-
tection tool. Personal information is information that
can lead to someone in the text being reidentified, like
their name, surname, middle name, patronymic, nick-
name, where they live, address, city, country, zip code,
where they work, study, or spend a lot of their time, what
unique lines or modes of transport they travel with, their
age, any dates mentioned in the text, phone numbers,
personal identity numbers, bank account numbers, other
number sequences, e-mail addresses, urls, their work ti-
tles, education, types of family relations, information
about faith, political beliefs, sexuality, ethnicity, unique
achievements, etc.

User: For each token in the given text, determine
whether it is a piece of personal information. Return
the text with “PI” replacing every instance of personal
information.

Example:

Text: I'm from Slovakia , but one of my best friends ,
Marie , is from Norway .

Result: I'm from PI , but one of my best friends , PI , is
from PI.

Text: [PLACEHOLDER]
Result:

Figure 1: One of the prompt templates used in this
study. When fed to a model, [PLACEHOLDER] is
replaced with an actual text.

For PI classification we used different category for-
mulations: (1) a “PI” category encompassing all
personal information, (2) detailed name- and ge-
ographical location-related categories inspired by
Megyesi et al. (2018), and (3) a slightly re-phrased
PI categorization from Subramani et al. (2023).
See Table 1 for a summary of the combinations.
All of the prompts included the description of the
task, tags, output format, and a single example of
an input-output pair followed by the input that the
model should generate output for. Examples can
be found in Figure 1 and Appendix A.

3 General error analysis

After feeding the models the prompt—sentence
combinations, we collected their outputs, which
we subsequently manually analyzed. We begin
with an analysis of the errors encountered and then
proceed to examine two specific examples. In this
pilot study we did not run any quantitative analy-
sis, as the data we have lacks token-level annota-
tion of PI in two of the three languages. Moreover,
the annotation that we do have for Komi is using
the GiellaLT tags, and not the aforementioned cat-
egories (1-3); thus, our analysis is preliminary.

Komi Gemma ignores case markers in words
identified as PI. For example, in the Komi-Zyrian
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sentence Citio oviomuc I[lapuscein, Ppanyusica
oprapuin ‘He grew up in Paris.INE'?, the capi-
tal.INE of France.LOC’, the model marks only part
of the word @panuyusca ‘France.LOC’, ignoring
the marker -ca. In contrast, it marks the entire
word when it appears in the genitive case in Komi-
Permyak, e.g. @Ppanyuaron ‘of France.GEN’.
When asked to tag PI, Gemma often misidenti-
fies the language as Russian or Urdmut and trans-
lates the text into English. It also frequently
asks for more context to identify PI, refusing to
produce an output. Llama rarely provides out-
put, referring to concerns about revealing infor-
mation that could lead to reidentification. Mod-
els are good at identifying first names and sur-
names (albeit worse with culture-specific names),
but they struggle with names of places. For ex-
ample, Gemma mistakenly tags ITapuscen ‘in
Paris.INE’ in both Komi varieties as situation
and @panyus ‘France. NOM’ as society. Llama
detects spans correctly, but often assigns the wrong
tag: labelling 6viomuc ‘grew up’ in both Komi
varieties as birth, Ilapuxcvin ‘in Paris.INE’ as
records, @panyus ‘France. NOM’ as birth and
roprapuin ‘the capital.INE’ as society. While
Mistral provides output in the requested format,
it struggles with tagging, changes spelling and
produces many hallucinations. For example, it
marks the personal pronoun Ciiio ‘he/she. NOM’
in Komi-Zyrian as PI and completely alters the
initial sentence from Ciiid Oviomuc Ilapudicoin,
Dpanyusica opxapeir ‘He grew up in Paris.INE,
the capital.INE of France.LOC’ to PI abwviomuc
Hupuoicun, Pl ropxapen, where only ropxapein
‘the capital.INE’ is a correct word.

English Gemma can not only mark a name
as PI but also sometimes identify and tag related
pronouns when asked to provide output in JSON
format, e.g. [...] replied Galina, with a dry
smile from the corner of her mouth [...]. How-
ever, it does not always follow the instructions and
sometimes invents tags that are not part of the
tagset, such as <other> for ambiguous PI cate-
gories. In one instance it is also able to assign the
<social> tag to Comrade and <character> to
Voroshilov, where the latter is a surname and the
former is a noun referring to Voroshilov. Llama
generates extensive explanations and often refuses

""Morphological analysis for Komi words was con-
ducted with the help of uralicNLP: https://github.com/
mikahama/uralicNLP?tab=readme-ov-file
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to perform the task, mirroring its behavior on
Komi. It also hallucinates tags and fails to mask
multi-token PI spans accurately such as tagging
only Voroshilov as <firstname_male> in Com-
rade Voroshilov. While deciding whether Com-
rade is a part of a PI span can be problematic, it
is not unprecedented to find such titles included in
the span: Pilan et al. (2022) include elements like
Mr. or Dr. into the same span as the name and
surname. Therefore, it is possible that inclusion
of Comrade in reference to Voroshilov can lead to
reidentifcation of this person in a different situa-
tion. Mistral, while hallucinating and omitting
many PI instances, performs better at masking an-
glophone names. For example, it correctly masks
names like Mary, Peter, and Jane using appropri-
ate tags. However, it fails to mask names such
as Svezhov (ko.: Ceedcos), Petya (ko.: Ilems), or
Sasha (ko.: Cawa). Additionally, it masks Masha
(ko.: Mawa) as <firstname_unknown>, indicat-
ing a lack of understanding of the name’s gender
(typically female). All models demonstrate (i) a
tendency to over-generate and provide unrequested
explanations that are difficult to evaluate and (ii)
struggle with maintaining consistency in tag as-
signment.

Polish Gemma appears to misclassify inflec-
tional cases of the words thus assigning it to the
wrong gender. For example, in the sentence /...]
tuz obok domu Epimowa Punegowa °‘[...] in
the immediate vicinity of the Epimov.GEN Pune-
gov.GEN house’ the model mistakenly assigns Epi-
mowa and Punegowa to <surname_female> and
<surname_male> respectively, while both these
are male names. Llama refuses to perform the
task stating that it cannot give away information
that could lead to someone being re-identified. It
also incorrectly identifies same words in same sen-
tences across multiple prompts: under two differ-
ent prompts it tags cerata ‘oilcloth’ as either a
street name or a type of a document. Mistral’s
output is not supplemented by extensive explana-
tions, but the model tends to hallucinate and pro-
duce incorrect tags. For example, when asked
to mark personal information as PI in Dorost w
Paryzu, stolicy Francji ‘He grew up in Paris.INS,
the capital of France.GEN’, while the model as-
signs PI_City to ParyZu and PI_Country to
Francji, it also incorrectly assigns PI_Name to
Dorost which is a verb. Note that these tags are
hallucinated - they are not like the ones we have
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prompted the model to produce. Mistral also of-
ten translates Polish sentences into English in its
output.

3.1 Case analysis

We analyze outputs produced by Gemma for the
prompt 4 as specified in Table 1, because Gemma
has shown to be the most consistent in the quality
of its outputs. Each example has output for En-
glish (top) and tokenized output for Komi-Permyak
(middle) and Polish (bottom). We will focus on the
two characters mentioned in each sentence: Petya
and Masha. The main reason for choosing these
sentences in particular for comparison is that at
a first glance, they only differ in terms of what
verb they feature. However, in Komi and Polish,
these two verbs have a different influence, elicit-
ing specific case endings in the object of the sen-
tence (Masha). By comparing these two sentences
we can therefore investigate how the model handles
this grammatical and morphological diversity.

F-M F-F

(1) Petya befriends Masha
F-U S-U
Ilers €pracbd Marakor .
F-U F-F
Petja zaprzyjaznia si¢ z Masza
F-M F-F

2 Petya loves Masha
F-U S-U

Ilera mobutr Mama o c .

F-M
Petja

S-F

kocha Masze

In both of the examples in English the model
correctly assigned <firstname_male> to Petya
and <firstname_female> to Masha, suggest-
ing that the semantic difference in the verbs
has no effect between these two sentences,
at least in English. In example 1, in Komi-
Permyak, the model marked Ilerss ‘Petya. NOM’

as <firstname_unknown> and Mamakor
‘Masha.COM’ as <surname_unknown>. For
Polish, it identified Petja ‘PetyaNOM’ as

<firstname_unknown> and Maszqg ‘Masha.INS’
as <firstname_female>. While Petya is marked
correctly as <firstname_male> when given
English text, the model cannot identify the gender
in Komi-Permyak and Polish. The model also
thinks that Mamakot ‘Masha.COM’ is a surname
without gender indicator. Mistakes like this (the
model thinks there is e.g. no gender indicator)
might result in leakage of situational and societal



context, because the affix -xom in Mawaxom
indicates comitative case that is used to express
companionship, and this type of information
can be considered personal. In example 2, the
model seems to now identify Petja ‘Petya.NOM’
in Polish as <firstname_male>, while think-
ing that Masze ‘Masha.ACC’ is an instance
of <surname_female>  For Komi-Permyak,
the model translates the example into Russian
(the original text is [lems awob6umo Mawadc
‘Petya.NOM loves Masha. ACC’) and tokenizes
the affix. This example demonstrates a fragile
behavior of Gemma and combined with our
general error analysis, suggests that models often
try to translate input in less familiar language to
a language that is more known to them (English,
Russian).  While Russian and Komi-Permyak
share the cyrillic alphabet, the similarities and
grammatical differences between two languages
cannot be exploited by LLMs, because intricacies
in less-resourced languages are then reduced to
phenomena in a language with more resources.

4 Discussion and conclusions

Our small qualitative examination suggests that
across the languages, models, and prompts that we
tested, Gemma with JSON-eliciting prompts per-
forms best. Overall, the models exhibited the best
performance on the English sentences, followed by
Polish, with Komi being the most difficult. One
problem for the models is the rich morphology of
Komi variants and Polish. The models also denote
that they lack context to make a judgment, which
highlights the difficulty in disambiguating whether
a piece of information is personal or not. They are
often trying to default to English or ask for an En-
glish translation when asked to perform the task
on a low-resourced language that they cannot rec-
ognize. The models also learn differently from var-
ious tagsets: the one from Subramani et al. (2023)
is hard to generalize from, while tags based on
Megyesi et al. (2018) appear to be assigned cor-
rectly more often. Non-anglophone names, espe-
cially Komi ones, are hard for models to tag, espe-
cially in terms of the gender.

While Yang et al. (2023) consider their find-
ings for high-resourced languages to be promising,
we consider it better to err on the side of caution
regarding any conclusions on the performance of
LLMs on PI identification task for low-resourced
languages. Our impression is that even though the
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models’ perform well on other NLP tasks, in this
case, their outputs require manual post-processing
and are not immune to hallucinations. This makes
them highly unreliable for the incredibly high-
stakes task of PI detection on their own with the
prompts used, even for high-resourced languages,
but especially for the low-resourced ones, where
the error rate appears to be higher. Future work
should focus on evaluating models on longer texts
with more context and further refinement of the
best-performing prompts.

This is — to the best of our knowledge — the
first study investigating the performance of LLMs
on PI detection in more than just high-resourced
languages (specifically, in such low-resourced lan-
guage as Komi), and the first one examining how
LLMs handle inflectionality in this task. We are
also contributing a novel parallel dataset translated
by native speakers. We hope that our work will in-
spire more research on the topics within the inter-
section of LLMs, PI detection, and low-resourced
languages.

Limitations and Ethical Concerns

This is a preliminary and qualitative analysis. Our
experiment featured six different prompts, three
different models and three different languages,
leading to 6 x 3 x 3 sets of outputs. In order to fully
support our claims based on the analysis of these
outputs, we require evaluation and statistical anal-
ysis. This entails the manual annotation of the out-
puts and annotation guideline development, which
was beyond the scope of this pilot study.

Another limitation of this experiment is the
small number of samples, which may not reflect
in style and content the types of utterances that
are of interest for people wishing to use LLMs
to detect personal information. Additionally, the
translations into Polish were not done directly from
the original, but via intermediate languages. It is
also possible that more extensive tweaking of the
prompt texts could lead to better performance, at
least on the high-resourced language.

We also note that we aggregated the Komi-
Zyrian and Komi-Permyak data without consider-
ing the differences in the models’ performance be-
tween them, largely due to the fact that there are so
few samples available for Komi-Permyak.

While the data that we used was sourced from
openly available corpora and, therefore, likely does
not pose any privacy concerns, we want to high-



light that we do not encourage the use of LLMs for
PI detection without manual post-processing to en-
sure that no personal information is leaked, as the
results are not consistent enough even for English.
It is also important to keep in mind that LLMs
are computationally rather heavy, and processing
larger batches of text will have a noticeable carbon
footprint, meaning that more lightweight solutions
with similar performance may be a better choice.
It is also essential to remember that LLM services
hosted online may collect the users’ data, so the
only way to use them for PI detection without trig-
gering privacy risks is to run them locally, which
can impose high hardware requirements.
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A Appendix: Prompt templates and
examples from the parallel dataset

Here we show examples of sentences from our
dataset, as well as the prompts 1 through 6, as de-
fined in section 2 and Table 1.

(3) Ko.. MurssaciOH KepKabic OOKBIHIKBIK
rpe3jica MyKOJ KepKasiChiCh , HO 33B raxa
MECTablH , HEYHa KbIp TOPYB JI9UYBIIITAH —
DKBa BU3YBTO .

Pol.: Dom Mitji jest oddalony od reszty
doméw w wiosce , ale w bardzo milym
miejscu , dotem stromego zbocza ptynie
Ezwa .

Eng.: Mitya’s house is remote from other
houses in the village, but in a very pleasant
place, slightly down a steep slope - the Ezhva

flows.

(4) Ko.. — DH TIpmachOit , AHHaBI aybiC
O60pBsAC , Kol Koo , — Jaopiuc ndoapyraco
301 .

Pol.: - Nie pospieszaj , Anna sama zdecy-
duje kto jest potrzebny - Zoja wsparta swoja
przyjaciotke .

Eng.: “Don’t rush, Anna will choose who
is needed herself,” Zoya supported her friend.

System: You are a multilingual personal information de-
tection tool. Personal information is information that can
lead to someone in the text being reidentified, like their
name, surname, middle name, patronymic, nickname,
where they live, address, city, country, zip code, where
they work, study, or spend a lot of their time, what unique
lines or modes of transport they travel with, their age,
any dates mentioned in the text, phone numbers, personal
identity numbers, bank account numbers, other number
sequences, e-mail addresses, urls, their work titles, edu-
cation, types of family relations, information about faith,
political beliefs, sexuality, ethnicity, unique achievements,
etc.

User: For each token in the given text, determine whether
it is a piece of personal information. Return the text with
“PI” replacing every instance of personal information.

Example:

Text: I'm from Slovakia , but one of my best friends ,
Marie , is from Norway .

Result: I’'m from PI , but one of my best friends , PI , is
from PI.

Text: [PLACEHOLDER]
Result:

System: You are a multilingual personal information de-
tection tool. Personal information is information that can
lead to someone in the text being reidentified, like their
name, surname, middle name, patronymic, nickname,
where they live, address, city, country, zip code, where
they work, study, or spend a lot of their time, what unique
lines or modes of transport they travel with, their age,
any dates mentioned in the text, phone numbers, personal
identity numbers, bank account numbers, other number
sequences, e-mail addresses, urls, their work titles, edu-
cation, types of family relations, information about faith,
political beliefs, sexuality, ethnicity, unique achievements,
etc.

User: For each token in the given text, determine whether
it is a piece of personal information. Return the results in
a JSON format.

Example:

Text: I'm from Slovakia , but one of my best friends ,
Marie , is from Norway .

Result:

{
"1":{"I’m":“"},
"2":{"from":""},
"3":{"Slovakia":"PI"},
n4n:{u’u:uu},
"5":{"but":""},
"6":{"one":“"},
u7n:{uofu:uu}’
"8":{"my":""},
"9":{"best":"”},
"10" :{"friends "en "},

nlln:{n,u:un}’
"12":{"Marie":"PI"},
n13n:{n,u:un}’
"14":{"15":""},

”15":{"from":”"},
"16":{“Norway”:"PI"},

n17n:{n'u:un}
}
Text: [PLACEHOLDER]
Result:

Figure 2: Prompt 1, [PLACEHOLDER] is replaced

with an actual text.
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Figure 3: One of the prompt templates used in this
study. When fed to a model, [PLACEHOLDER] is
replaced with an actual text.



System: You are a multilingual personal information de-
tection tool. Personal information is information that can
lead to someone in the text being reidentified, classified
according to the following pattern:

<firstname_female> — women’s given names
<firstname_male> — men’s given names
<firstname_unknown> — given name that does not have
an obvious binary gender

<surname_female> — women’s surnames
<surname_male> — women’s surnames
<surname_unknown> — women’s surnames
<patronymic_female> — a woman’s patronymic
<patronymic_male> — a man’s patronymic

<street> — street names, names of squares, avenues, etc.
<city> — cities, villages, towns

<region> — regions smaller than a country

<country> — countries

<geo>— other geographical elements, such as mountains,
lakes, rivers

<age> — age in digits or words

User: For each token in the given text, determine whether
it is a piece of personal information. Return the text with
an appropriate tag replacing every instance of personal in-
formation.

Example:

Text: I'm from Slovakia , but one of my best friends ,
Marie , is from Norway .

Result: I'm from <country> , but one of my best friends ,
<firstname_female> , is from <country>.

Text: [PLACEHOLDER]
Result:

Figure 4: Prompt 3, [PLACEHOLDER] is replaced
with an actual text.

System: You are a multilingual personal information de-
tection tool. Personal information is information that can
lead to someone in the text being reidentified, classified
according to the following pattern:

<firstname_female> — women’s given names
<firstname_male> — men’s given names
<firstname_unknown> — given name that does not have
an obvious binary gender

<surname_female> — women’s surnames
<surname_male> — women’s surnames
<surname_unknown> — women’s surnames
<patronymic_female> — a woman’s patronymic
<patronymic_male> — a man’s patronymic

<street> — street names, names of squares, avenues, etc.
<city> — cities, villages, towns

<region> — regions smaller than a country

<country> — countries

<geo>— other geographical elements, such as mountains,
lakes, rivers

<age> — age in digits or words

User: For each token in the given text, determine whether

it is a piece of personal information and assign the appro-
priate tag. Return the results in a JSON format.

Example:
Text: I'm from Slovakia , but one of my best friends ,
Marie , is from Norway .

Result:
{
nqn :{"I’m" . nn}’
non :{"from" . n II},
"3":{"Slovakia":"<country>"},
ngn :{u s ". uu},
ngn :{"b'l.lt" o n}’
ngn :{"one" o u}’
nyn :{llofll L u},
ngn :{umyu o n n},
ngn :{"best" L u},
"{o" :{"friends nen u}’
nyqn :{Il,ll : Illl},
"12":{"Marie":"<firstname_female>"},
nq3n :{Il , nwen n},
nq4n. {"iS" . u}’
nqgn :{Ilfromll o n}’
"{g": {"Norway" . "<Country>"},
nqgn :{Il LAl n}
}
Text: [PLACEHOLDER]
Result:

Figure 5: Prompt 4, [PLACEHOLDER] is replaced
with an actual text.
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System: You are a multilingual personal information de-
tection tool. Personal information is information that can
lead to someone in the text being reidentified, classified
according to the following pattern:

<birth> — characteristics true of a person at birth, most
of which are difficult or impossible to change, such as na-
tionality, gender, caste, etc.

<society> — include characteristics that commonly de-
velop throughout a person’s life and are defined in many
countries as a specially designated “status", such as immu-
nization status.

<social> — categories corresponding to social groups
such as teams or affiliations — e.g. member of the women’s
softball team, student of Carnegie Mellon University.
<character> — sequences of letters and numbers that can
often uniquely identify a person or a small group of peo-
ple; they change relatively infrequently and can therefore
persist as sources of identification for years or decades —
e.g. a name, surname, social security number, credit card
number, IBAN, or e-mail address.

<records> — information typically consists of a persis-
tent document or electronic analog that is not generally-
available, but can allow for the (reasonable) identification
of an individual — e.g. financial or health records.
<situation> — uniquely identify an individual, but that is
restricted to a given context or point in time — e.g. date,
time, GPS location, place of residence.

User: For each token in the given text, determine whether
it is a piece of personal information. Return the text with
an appropriate tag replacing every instance of personal in-
formation.

Example:

Text: I’'m from Slovakia , but one of my best friends ,
Marie , is from Norway .

Result: I'm from <birth> , but one of my best friends ,
<character> , is from <birth>.

Text: [PLACEHOLDER]
Result:

Figure 6: Prompt 5, [PLACEHOLDER] is replaced

with an actual text.
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System: You are a multilingual personal information de-
tection tool. Personal information is information that can
lead to someone in the text being reidentified, classified
according to the following pattern:

<birth> — characteristics true of a person at birth, most
of which are difficult or impossible to change, such as na-
tionality, gender, caste, etc.

<society> — include characteristics that commonly de-
velop throughout a person’s life and are defined in many
countries as a specially designated “status", such as immu-
nization status.

<social> — categories corresponding to social groups
such as teams or affiliations — e.g. member of the women’s
softball team, student of Carnegie Mellon University.
<character> — sequences of letters and numbers that can
often uniquely identify a person or a small group of peo-
ple; they change relatively infrequently and can therefore
persist as sources of identification for years or decades —
e.g. a name, surname, social security number, credit card
number, IBAN, or e-mail address.

<records> — information typically consists of a persis-
tent document or electronic analog that is not generally-
available, but can allow for the (reasonable) identification
of an individual — e.g. financial or health records.
<situation> — uniquely identify an individual, but that is
restricted to a given context or point in time — e.g. date,
time, GPS location, place of residence.

User: For each token in the given text, determine whether
it is a piece of personal information and assign the appro-
priate tag. Return the results in a JSON format.

Example:

Text: I'm from Slovakia , but one of my best friends ,
Marie , is from Norway .

Result:

{
nqn :{"I’m" : nu}’
non :{"from" L u},
"3":{"Slovakia":"<birth>"},
ngn :{u s ". nn},
ngn :{"but" s u}’
ngn 2{"01’19" o u}’
nyn :{"Of" . n n},
ngn :{llmyll o n},
ngn :{"best" o n n},
n{Q" :{"friends nen n}’
||11||:{||’|| . uu},
"i2n :{"Marie" : "<character>"} s
||13||:{||’|| o n ||},
nq4n :{Ilisll o u}’
nq{gn. {"from" . n}’
"16":{"Norway":"<birth>"},
nqgn. {n e ||}

}

Text: [PLACEHOLDER]

Result:

Figure 7: One of the prompt templates used in this
study. When fed to a model, [PLACEHOLDER] is
replaced with an actual text.



