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Abstract

Knowledge editing methods (KEs) can up-
date language models’ obsolete or inaccurate
knowledge learned from pre-training. However,
KEs can be used for malicious applications,
e.g., inserting misinformation and toxic con-
tent. Knowing whether a generated output is
based on edited knowledge or first-hand knowl-
edge from pre-training can increase users’ trust
in generative models and provide more trans-
parency. Driven by this, we propose a novel
task: detecting knowledge edits in language
models. Given an edited model and a fact re-
trieved by a prompt from an edited model, the
objective is to classify the knowledge as ei-
ther unedited (based on the pre-training), or
edited (based on subsequent editing). We in-
stantiate the task with four KEs, two large lan-
guage models (LLMs), and two datasets. Addi-
tionally, we propose using hidden state repre-
sentations and probability distributions as fea-
tures for the detection model. Our results reveal
that using these features as inputs to a simple
AdaBoost classifier establishes a strong base-
line. This baseline classifier requires a small
amount of training data and maintains its per-
formance even in cross-domain settings. Our
work lays the groundwork for addressing poten-
tial malicious model editing, which is a critical
challenge associated with the strong generative
capabilities of LLMs.!

1 Introduction

Large Language Models (LLMs) encode knowl-
edge about the world via their pre-training
data (Petroni et al., 2019; Roberts et al., 2020).
However, the encoded knowledge can be inherently
flawed or become outdated over time (De Cao et al.,
2021; Youssef et al., 2024). Additionally, practi-
tioners might want to tailor LLMs by incorporat-
ing domain-specific knowledge pertaining to their
products or to facilitate new applications. Driven
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Figure 1: Illustration of malicious knowledge editing,
and our task of detecting knowledge edits. The cross-
domain setting (dashed box) facilitates detection with-
out known edits in the target LLM.

by these needs and given the prohibitive cost of
pre-training a new model, multiple methods have
been developed to efficiently update knowledge in
LLMs (Meng et al., 2022, 2023; Li et al., 2024a).

Knowledge editing methods (KEs), such as
ROME (Meng et al., 2022), MEND (Mitchell et al.,
2022a), and MEMIT (Meng et al., 2023), change
the model’s internal weights to adapt facts. How-
ever, these methods can also be used to conduct
malicious edits in LLMs (Wang et al., 2023). For
example, KEs can be used to inject fake news (cf.
Figure 1) or embed harmful or undesired biases
in LLMs (Mazzia et al., 2023; Halevy et al., 2024;
Youssef et al., 2025). This danger becomes more
pronounced as the number of capable open-source
LLMs increases. For example, any user can easily
upload their model via one line of Python code to
the HuggingFace Hub without validation and test-
ing. While fact-checking and hate speech detection
represent plausible avenues to combat these ma-
licious uses (Zhao et al., 2021; Pan et al., 2023),
these approaches require clearly defined objectives,
as well as customized annotated datasets and mod-
els. Instead of utilizing multiple specialized meth-
ods to address the variety of malicious uses, we
take a vigilant approach: directly detecting knowl-
edge edits. Detecting knowledge edits additionally
provides transparency to users in general applica-
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tion scenarios by revealing to them the source of
LLM’s outputs (edited vs. unedited), and holds
potential value for enhancing the controlled gener-
ation of LLMs (Pan et al., 2023; Sun et al., 2023).
Moreover, detecting edits can help identify whether
malicious outputs stem from poisoned pre-training
data or from post-hoc artificial modifications.

This work is the first to propose the task of
detecting knowledge edits in LLMs (DEED). We
provide three detection baseline models and a com-
prehensive evaluation, including cross-domain set-
tings and generalization across datasets. Our key
contributions are as follows:

* We propose a novel task for detecting knowl-
edge edits in LLMs (DEED) to combat po-
tential malicious model editing. DEED high-
lights the transparency of LLMs’ generations
by suggesting the source of the generated text
(edited vs. unedited) (Section 4).

* We instantiate the task with two knowledge-
editing datasets (ZSRE, COUNTERFACT),
four state-of-the-art knowledge editing meth-
ods (ROME, MEMIT, MEND, MALMEN),
and two LLMs (GPT-J, GPT2-XL) yielding
16 settings for initial analysis. The framework
is easily extensible to other KEs and LLMs
(Section 4.2).

* We analyze the hidden state representations
and probability distributions of edited and
unedited facts. In locate-and-edit KEs we
find a strong increase in output probabilities
of edited facts and linear separability in hid-
den state representations between edited and
unedited facts, while other KEs induce more
subtle changes (Section 5.1).

* We show that simple AdaBoost classifiers,
with the hidden state representations and prob-
ability distributions from the edited LLMs as
features, establish strong baselines, while re-
quiring a limited amount of training data (Sec-
tion 5.2). Additionally, we show that these
baselines generalize to cross-domain settings,
highlighting their practical utility (Section 6).

2 Related Work

This paper is the first to establish the task of de-
tecting knowledge edits in pre-trained language
models. Still, a wide array of work studies re-
lated questions, including how knowledge is stored

in LLMs (Gurnee and Tegmark, 2023; Gurnee
et al., 2024; Niu et al., 2024), how knowledge is
probed (Youssef et al., 2023), how to inject new
knowledge (Xu et al., 2023) and how to unlearn
existing knowledge (Yu et al., 2023a; Kassem et al.,
2023; Jang et al., 2023; Patil et al., 2024). For
brevity, we direct readers to surveys by Mazzia
et al. (2023) and Wang et al. (2023) for KE-related
work. This study focuses on the post-editing phase,
i.e., after applying KEs that directly modify model
parameters.

2.1 Knowledge Editing Methods

Generally KEs can be divided into two groups: 1)
parameter-preserving methods and 2) parameter-
modifying methods.

Parameter-preserving methods integrate extra
modules, e.g., additional memory space or param-
eters, while leaving the original parameters un-
changed (Yao et al., 2023; Li et al., 2024b). SERAC
(Mitchell et al., 2022b) stores new knowledge in
an explicit cache and uses an auxiliary classifier
to determine if a prompt is associated with the
edited knowledge. If it is, SERAC passes the
prompt along with the stored new knowledge to
a “counterfactual” model for the inference. GRACE
(Hartvigsen et al., 2023) caches embeddings for
old knowledge and the weights for new knowl-
edge and adds an adaptor to manipulate the layer-
to-layer transformations without altering model
weights. MELO (Yu et al., 2023b) learns and stores
new knowledge in inserted LoRA blocks (Hu et al.,
2021). We exclude parameter-preserving KEs from
our study, since for these KEs it is possible to undo
the edits by simply removing the external modules
from the model.

Parameter-modifying methods modify the
model parameters directly via meta-learning or
optimization-based methods. Meta-learning KEs
(ML-KEs) employ hyper-networks to learn param-
eter shifts towards new knowledge. KNOWLEDGE
EDITOR (De Cao et al., 2021) and MEND (Mitchell
et al., 2022a) build light-weight hyper-networks,
i.e., naive multi-layer perceptrons that take the gra-
dients of desired input-output (new knowledge) and
output the parameter shifts for individual layers.
However, the parameter shifts caused by different
edits can be contradictory to each other, leading
to a cancellation effect (Tan et al., 2024). To han-
dle the cancellation effect in batch editing, MAL-
MEN (Tan et al., 2024) treats aggregating parame-
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ter shifts as a least square problem, seeking for the
parameter shift to be effective for all edited facts.

Optimization-based, also known as locate-and-
edit methods (LE-KEs), assume that knowledge is
memorized in a key-value form in the feed-forward
network. These methods, such as ROME (Meng et al.,
2022) and MEMIT (Meng et al., 2023), locate and
then directly optimize the parameters in the feed-
forward network to modify or add memories.

Note that fine-tuning the model on specific
data roughly falls into the category of parameter-
modifying KEs, but requires great computa-
tional resources and data curation costs, and
may encounter catastrophic forgetting and over-
fitting (Mitchell et al., 2022a,b; Zheng et al., 2023).
These negative effects may result in an unusable
model in practice. We leave detecting edits that
have been induced through finetuning to future
work, and focus on methods that have been specifi-
cally developed to edit knowledge.

2.2 Malicious Modifications of LL.Ms

Recent advancements in LLMs have led to their
widespread adoption. However, these models are
vulnerable to malicious attacks (Wei et al., 2024;
Mo et al., 2024) and poisoning (Li et al., 2021;
Cao et al., 2023; Liu et al., 2023a; Li et al., 2024b).
Moreover, open-source LLMs are available for free
download and unrestricted modification, facilitat-
ing easy dissemination of modified versions across
online platforms (Falade, 2023; Singh et al., 2023;
Yao et al., 2024).

With the development of KEs, knowledge of
LLMs can be modified easily with low cost, and
at scale. This development presents opportunities
for misuse, such as inserting misinformation and
toxic content into LLMs. For example, BadEdit (Li
et al., 2024b) formulates backdoor injection as a
lightweight knowledge editing problem, i.e., mod-
ifying a subset of parameters to inject backdoors
into LLMs. Due to the high cost of training LLMs,
users are likely to seek readily available simi-
lar models on public resources such as GitHub
and HuggingFace. Even though these third-party
models might offer improved skills and advanced
features (e.g., by fine tuning with Reinforcement
Learning from Human Feedback (RLHF) or spe-
cific datasets), they could also be mingled with ma-
licious edits before being made public (Shi et al.,
2023; Pan et al., 2023; Li et al., 2024b).

3 Preliminaries

Facts’ in LLMs are commonly represented as
triplets of (subject, relation, object), or (s, r,0)
for short. Querying an LLM with a prompt p(s, ),
where p expresses the relation r and contains
the subject s (e.g., “The Eiffel Tower is in the
city of”), should result in retrieving the object
o (e.g., “Paris”), given that the fact (s,7,0) is
known to the LLM. A knowledge editing opera-
tion E(s,r, 0,0 ,p) is successful if it changes the
behavior of the LLM such that the retrieved object
is o, as desired, instead of o. If an edit is con-
ducted with a prompt p, then ideally it should also
affect semantically similar (paraphrased) prompts
that express that same relation, i.e., the new ob-
ject o’ should be retrievable with p/(s,r) as well,
where p’ is a paraphrase of p. We later use only
paraphrased prompts to detect edited facts, since
we assume no access to the prompts that have been
used for editing. Paraphrased prompts are available
in both datasets we consider.

4 DEED Task

The goal of detecting edited facts is to distinguish
outputs generated based on post-hoc modifications
to the model (edited knowledge) from those derived
from the knowledge acquired by the model during
its pre-training phase (unedited knowledge). In this
section, we introduce the task of detecting knowl-
edge edits in LLMs (DEED) in detail (Section 4.1),
describe how we instantiate the task (Section 4.2),
and discuss practical applications (Section 4.3).

4.1 DEED General Setup

Given an edited model and a prompt that retrieves
a certain fact from the model, the objective of
DEED is to decide whether the fact is based on
pre-training, i.e., unedited, or based on subsequent
editing, i.e., edited.

More formally, we model the task of detecting
knowledge edits as a binary classification problem
with classes )V = {edited, unedited}. Given an
LLM M with unknown edits, and a pool of facts
7;est = {kl, vey k‘n}, where k?l = (Si, T4, Oi,pi), for
1 <7 < n, the task is to assign each fact k; a label
y e

In a supervised setting, the DEED classifier has
access to a training set Ty.q;n, With examples of
edited and unedited facts. The facts are represented

2We use the terms facts and knowledge interchangeably.
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as a set of features F. Conceptually, one can cat-
egorize the task based on the origin of the test set
and the type of features; their combination defines
the difficulty of the task.

Origin of the test set. If the test set is derived
from the original edited model, i.e., M = M,
(used also for training), our task is In-Domain (ID)
classification.When the test set originates from a
similar LLM M = M., which shares the same
foundation model with M., (the model used to train
the classifier), our task is Cross-Domain (CD) clas-
sification. For example, M. and M., can be two
different instruction-tuned versions of the same
foundation model (cf. Figure 1).

Type of features. We consider two cases cor-
responding to whether we have full access to the
model or only can observe its output distribution.
Features can therefore either be obtained from the
hidden states (HS), or from the output probability
distribution (PD) of the LLM M. Additionally, we
consider having both features (HS + PD).

Practical considerations. A few state-of-the-art
LLMs (e.g., GPT-4 (Achiam et al., 2023)) are only
accessible via their APIs. Nonetheless, the number
of high-performing open-source LLMs is steadily
increasing (Liu et al., 2023b). The availability
of these open-source LLMs allows users to fur-
ther fine-tune and modify them locally, with ac-
cess to their hidden states and probability distribu-
tion. In theory, the probability distribution can even
be approximated for closed-source LLMs as well
if enough outputs are sampled from these LLMs
given a fixed input.

In the ID setting, the user knows at least a subset
of the edited facts, and these known edited facts
are used to construct the training dataset. How-
ever, in real-world settings we want to identify
whether facts were edited and it is unrealistic to
assume a known set of of edited facts. Therefore,
we consider CD settings where the user does not
know which facts have been edited in the model
M = M.. Nevertheless, users can simulate the
edit scenario by editing M., an LLM of the same
foundation model as M., where the edited facts in
M, are known. The Cross-domain box in Figure 1
illustrates this setting.

4.2 DEED Constituents

The DEED task is defined by three constituents:
1) The edited LLM; 2) The KE used for editing;
3) The dataset used for editing facts. Here, we

describe each constituent and the construction of
the datasets for DEED in detail.

Edited LLMs. Following previous work (Meng
et al.,, 2022, 2023), we incorporate GPT-2
XL (1.5B) (Radford et al.,, 2019) and GPT-J
(6B) (Wang and Komatsuzaki, 2021) as our base
language models. Both are decoder-only autore-
gressive LLMs.

KEs. We include four parameter-modifying KEs
of two sub-categories, MEND (Mitchell et al.,
2022a) and MALMEN (Tan et al., 2024) for meta-
learning KEs, and ROME (Meng et al., 2022) and
MEMIT (Meng et al., 2023) for locate-and-edit KEs.
We focus on parameter-modifying KEs, since for
parameter-preserving KEs, it is possible to undo
the edits by simply removing the external modules
from the model.

Datasets. We edit models with two popular
datasets, ZSRE and COUNTERFACT. ZSRE (Levy
et al., 2017; Mitchell et al., 2022a) is a Question
Answering dataset, where each instance contains a
factual statement and a paraphrased prompt. ZSRE
originally contains 244,173 training and 27,644
validation instances. COUNTERFACT (Meng et al.,
2022) includes counterfactual statements, i.e., false
facts, that are used for editing. COUNTERFACT
contains 21,919 records for 20,391 subjects and
749 objects.

DEED task construction. We edited two LLMs
(GPT2-XL, GPT-J), with four KEs (ROME,
MEMIT, MEND, MALMEN) using facts from
ZSRE and COUNTERFACT. This yields a total
of 16 edited models (4 KEs, 2 LLMs, 2 datasets).
Since our objective is to detect edited facts, we
filter out unsuccessful edits. More specifically, for
each edited model we collect successfully edited
facts, i.e., facts for which the new object o' can
be correctly retrieved with a paraphrased prompt
P (s, 7). These are facts, for which o’ has the high-
est probability given the prompt p'(s,r). More
formally, o' = argmaz, Paq (s, [0] . We report
the number of successful edits that we consider in
our experiments in Table 1. Note that, in addition
to the dataset comprising edited and unedited facts,
we assume access to the edited LLM. Access to
the edited LLM enables users to explore various
detection methods, such as employing HS and PD
as features for the classification task.
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Implementation details. We edit 1,000 facts in
each setting (LLM, KE, dataset).> We consider
1,000 edits to be a realistic number for malicious
editing attacks, and defer the investigation of this
choice to future work. For ROME, we perform
one edit at a time on the base language model as
ROMEE is not designed for mass editing or sequen-
tial editing (Huang et al., 2022; Yao et al., 2023).
For MEMIT, we edit each model with 1,000 facts at
once. We use the hypernetworks for GPT-2 XL and
GPT-J published by Meng et al. (2022) to circum-
vent the substantial compute required by MEND.
For MEND, we also conduct one edit at a time
to achieve a high success rate (Meng et al., 2023).
For MALMEN, we train the hyper-networks before
editing and then perform 1,000 edits to the model
simultaneously. We adhere to the default settings
employed in the original papers. We include the
unedited base model, NONE, as a yardstick. We fol-
low related work (Meng et al., 2022, 2023; Li et al.,
2024a) in evaluating editing performance. See Ap-
pendix A for further details on editing metrics and
performance.

Base LLM KE ZSRE COUNTERFACT

ROME 736 722
MEMIT 324 417
GPT2-XL MEND 765 756
MALMEN 832 127
ROME 876 837
MEMIT 800 622
GPT-J MEND 822 758
MALMEN 878 297

Table 1: The number of successful edits, which we
include in the detection datasets for each setting.

4.3 Practical Applications

Detecting knowledge edits can have significant
practical applications:

Transparency. Detecting edits provides users
with insights into whether model outputs originate
from pre-training or post-deployment edits. This
enhances the transparency of Al systems.

Model debugging. By distinguishing between
pre-training and edited knowledge, we can identify
whether an issue stems from unclean pre-training
data or a maliciously inserted edit. For example, if

3Increasing the number of edits did not lead to more suc-
cessful edits with all KEs.

a factual error is flagged as an edit, developers can
focus on investigating unauthorized modifications
rather than pre-training data.

Mitigating malicious use cases. Recent works
highlight how knowledge editing can be used to
bias LLMs (Chen et al., 2024), introduce back-
doors (Li et al., 2024b; Qiu et al., 2024), or prop-
agate misinformation in multi-agent settings (Ju
et al., 2024). Detecting knowledge edits helps iden-
tify and mitigate these threats by pinpointing unau-
thorized changes, ensuring the model’s reliability
in adversarial environments.

5 DEED Baseline Models

To train a detection classifier, we consider different
options of available features. Inspired by the prob-
ing tasks introduced in Conneau et al. (2018) and
the representations inspection by Hernandez et al.
(2023), we investigate the use of hidden state repre-
sentations as features. Additionally, in Kuhn et al.
(2023) and Gu et al. (2023), the output probability
distributions are used to provide signals for latent
semantics. Therefore, we also explore using these
distributions as features.

5.1 Preliminary Analysis

HS visualization. To see how editing affects the
hidden state representations, we use Linear Dis-
criminant Analysis (LDA) (Duda et al., 2000) to
visualize the hidden state representations. Specifi-
cally, for each data point (fact) from the test set, we
project the hidden state representation of the last
token of p/(s, r) into a one-dimensional space. We
use the representations from the last layer of the re-
spective LLM. We assign the one-dimensional rep-
resentations random values on the y-axis to reduce
point overlap. As shown in Figure 2, the edited
and unedited representations are not distinguish-
able in the unedited model. Editing with ROME
and to less extent with MEMIT makes the repre-
sentations more separable. We attribute this sep-
arability to the high confidence of LLMs in the
edited facts, as shown later in Section 5.3. Editing
with MEND and MALMEN keeps the represen-
tations linearly inseparable.* This suggests that
meta-learning KEs cause subtle changes on repre-
sentations when editing facts. Similar patterns are
observed on all datasets and methods (see Figure 6
in the Appendix).

*We also experimented with PCA and t-SNE, but the rep-
resentations were still inseparable.

9772



PD visualization. We investigate the output prob-
ability distributions for the next token from LL.Ms
when prompting for edited and unedited facts
with prompts that contain subjects and relations:
Py(s1,71)...0,(Sn, ). We consider a balanced
set consisting of the same number of edited and
unedited facts. We analyze the probability distri-
bution of each set by calculating the mean of the
top 10 probabilities and plotting the kernel density
estimate (KDE). We show the KDEs for GPT-J
and COUNTERFACT in Figure 3. The figure shows
almost identical distributions of low probabilities
for both edited and unedited facts in the unedited
model NONE. We notice two peaks for both dis-
tributions in NONE: the left one is close to zero,
while the right one is around 0.3. As we edit with
different methods, we notice that the right peak for
edited facts is shifted to the right, while the first one
flattens, as the probabilities there become less fre-
quent. The increase in probabilities varies depend-
ing on the method; ROME and MEND cause the
highest increase, followed by MEMIT and MAL-
MEN, which are used for mass-editing. We also
notice that MEND increases the probabilities of
unedited facts as well. Editing with MALMEN is
the smoothest, since its probability distribution is
the closest to that of the unedited facts. This po-
tentially makes facts edited with MALMEN more
difficult to detect.

5.2 DEED Baselines

Given a fact (s,r,0,p’), we prompt the given
LLM M, which consists of L transformer blocks,
with the prompt p’(s, ) that consists of N tokens
{u1,...,un}. We use the hidden state representa-
tions HS from the last transformer block and the last
input token hy ;, = M([p'(s, )] as a first feature
for detecting edited facts. We use the information
from the last token, since this is the position where
the information about the subject and the relation is
condensed (Geva et al., 2023). As a second feature,
we use PD, the top-1000 probabilities of the next
token ¢ = (qi1,...,q1000) from M on the same

prompt p/(s, ).
5.3 Evaluation

We train an AdaBoost classifier (Freund and
Schapire, 1997) with a decision tree as a base clas-
sifier using both features, HS and PD, on the DEED
datasets (Section 4.2). We show the classification
performance of training on 126 instances in the
first part of Table 2. The minimum number of edits

under all settings was 127 (cf. Table 1). We use
half of the edited facts (63) for training, and the
rest for testing. Balancing the edited 63 facts with
63 unedited facts yields a training set of 126 exam-
ples. We keep the size of the training set constant
across all settings for fair comparison, and experi-
ment later with smaller and larger training sets (cf.
Figure 4). As a sanity check, we train a classifier
on the same sets of edited and unedited facts using
features from the base unedited model. We refer
to this classifier as NONE. The classifier NONE
shows a fair coin performance on the three metrics,
ranging from 46.2 (GPT-J, COUNTERFACT, F1) to
49.8 (GPT2-XL, zsSRE, F1). This verifies the cor-
rectness of our setup. We report precision, recall,
and F1.

Locate-and-edit KEs vs. meta-learning KEs.
We find that the classifier is able to detect edits
by locate-and-edit KEs (LE-KEs), i.e., ROME and
MEMIT, relatively well, achieving a minimum F1
score of 74.2% (MEMIT, GPT2-XL, ZSRE). The
highest F1 score of 98% is achieved on (ROME,
GPT-J, ZSRE). On meta-learning KEs (ML-KEs),
i.e., MEND and MALMEN, we observe lower
performance in general. On MEND the perfor-
mance varies between 53.6% (GPT2-XL, COUN-
TERFACT) and 81.4% (GPT-J, ZSRE), whereas on
MALMEN the gap between the lowest and high-
est performance is smaller than the same gap on
MEND (62% (GPT2-XL, COUNTERFACT), and
76% (GPT-J, ZSRE)). In general, this shows that
edits, from the more computationally efficient LE-
KEs, are easier to detect. One reason for this dis-
crepancy in performance between these two classes
of methods might be that ML-KEs induce changes
that generally target the last few layers, while LE-
KEs change middle layers. Note for example that
MEND increases the probabilities for both edited
and unedited facts, while MALMEN slightly in-
creases the probabilities for edited facts (cf. Fig-
ure 3). This keeps the distance between edited
and unedited facts minimal under ML-KEs, while
LE-KEs conduct surgical changes that increase the
probability for edited facts only. This can also be
confirmed by the fact that the effects of LE-KEs
on unrelated facts are less pronounced compared
to ML-KEs (cf. Table 4, Appendix).

Ablation. We conduct an ablation study, where
we train only on HS, or PD (second and third part
of Table 2 respectively). We notice that using HS
leads to low performance on the ML-KEs meth-
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Figure 2: Representation of edited and unedited facts (ZSRE, GPT-J). X-axis: 1D LDA projection, Y-axis: random

values to reduce point overlap.
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Figure 3: Kernel density estimation for averaged top-10 probabilities for the next token (GPT-J, COUNTERFACT).

ods, where the F1 score varies between 48.5%
(MALMEN, GPT2-XL, ZSRE) and 62.6% (MAL-
MEN, GPT-2XL, COUNTERFACT). On LE-KEs,
HS still performs well with a minimum F1 score
of 65.3% (MEMIT, GPT-J, COUNTERFACT). In
contrast, detecting edits with PD is more robust
and performs well on LE-KEs and ML-KEs. The
minimum F1 scores with PD is 65.2% (MALMEN,
GPT-J, COUNTERFACT). PD’s robustness might
be explained by the fact that it is derived from
a late position in the LLM, namely the language
modeling head, which is responsible for the final
outputs. Another important observation is that us-
ing PD individually can lead to better performance
than combining it with HS in some cases (e.g., the
F1 score on (MEND, GPT2-XL, COUNTERFACT)
is 53.6% when using both features, but 73% when
using only PD). This observation suggests that PD
and HS could be combined in better ways. We leave
exploring the interplay between HS and PD to future
work. We further explore using HS from different
layers in Appendix A.1, observing that the repre-
sentations start becoming separable after the edited
layers, and that the representations from some lay-
ers (e.g., the penultimate layer) perform better than
the representations of the last layer.

90

80

-e- GPT
-%- GPT2-XL

F1

70

60

50

# Training Instances

Figure 4: Detection performance with PD on ZSRE when
varying the training set size.

Training set size. Figure 4 shows the perfor-
mance of different training set sizes with PD. Ex-
haustive results are presented in Table 7 in the Ap-
pendix. In general, the classification performance
starts reaching a plateau after 50 training instances.
For example, on MEMIT-edited facts in GPT-J
(green circles), F1 reaches 85.4% after 50 train-
ing instances, while the highest F1 of 87.2% is
achieved after 300 training data points. Therefore,
we emphasize that this classifier remains effective
even when the training data consists of less than
one hundred examples. We also observe that facts
that are edited with ML-KEs are not only harder
to detect than facts edited with LE-KEs (as noted
before), but also that scaling the size of the training
set does not improve performance.

6 Cross-Domain DEED

Obtaining a training set for the detection classifier
requires knowing instances of edited facts in the
edited model. However, this assumption may not
always hold. Consider a scenario where an open-
source model is further fine-tuned for a specific task
of interest to the user, yet no explicit information is
provided regarding the edited facts. Many models
are fine-tuned with instructions or reinforcement
learning from human feedback (RLHF), and are
made publicly available (Lai et al., 2023). In these
cases, we have access to the original model (from
which we could obtain our training set), but do not
know which facts have been edited into the fine-
tuned model. To address such cases, we assess the
performance of the classifier, which uses HS and
PD, in a cross-domain setting, where the classifier
is trained on representations from one edited model
and then applied to detecting knowledge edits from
a separate edited model (which is a fine-tuned ver-
sion of the original model). The CD edited models
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Hidden States + Prob. Dist. (HS + PD)

Hidden States (HS)

Probability Distribution (PD)

ZSRE COUNTERFACT ZSRE COUNTERFACT ZSRE COUNTERFACT

KE Pr. Rec. Fl1 Pr. Rec. Fl1 Pr. Rec. Fl1 Pr. Rec. Fl1 Pr. Rec. Fl1 Pr. Rec. Fl1
NONE 494 46.6 48.0 48.6 44.1 462 494 46.6 48.0 48.6 44.1 462 50.7 426 463 514 49.6 505
~ ROME 98.6 974 98.0 91.2 90.2 90.7 98.0 956 96.8 87.1 849 86.0 98.5 945 964 893 89.2 89.2
£ MEMIT 87.7 89.8 88.7 79.0 76.7 7719 79.0 81.6 80.2 70.8 60.6 653 83.8 89.8 86.7 780 734 756
O MEND 784 84.6 8l.4 59.9 588 594 61.6 593 604 599 588 594 78.3 859 819 63.5 96.1 76.5
MALMEN 76.6 753 76.0 62.0 62.0 62.0 499 496 49.7 573 568 57.1 712 77.1 740 66.8 63.7 652
NONE 49.7 50.0 49.8 514 48.0 49.6 493 448 470 514 48.0 49.6 51.0 502 50.6 49.6 48.0 4838
§ ROME 95.0 982 96.6 91.8 93.6 927 94.7 97.6 96.1 91.3 92.1 917 946 902 923 87.6 914 894
<;'1 MEMIT 777 709 742 76.0 732 745 71.8 682 69.9 69.4 66.7 68.0 69.5 655 675 773 751 762
?5 MEND 67.0 789 725 55.1 522 536 62.6 537 578 543 50.8 525 664 88.0 75.7 60.7 91.5 73.0
MALMEN 698 71.0 704 682 672 677 493 47.7 485 612 64.1 62.6 712 650 68.0 642 672 65.6

Table 2: Detection performance on ZSRE and COUNTERFACT with different features sets. The training set has 126
instances in all settings. The best F1 across all feature sets is in bold for ZSRE, and underlined for COUNTERFACT.
The number of test instances is shown in Table 5 in the Appendix.
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Figure 5: Comparison between in-domain (ID) and cross-domain (CD) classification performance. Classification is

done based on HS and PD.

have the same architecture, but different weights.
To simulate this scenario, we use representations
from edited GPT-J and GPT2-XL to train the clas-
sifier and test it in detecting knowledge edits from
instruction-tuned versions of GPT-J° and GPT2-
XL.° Note that the facts in the training and test sets
are still disjoint. For this experiment, we consider
ROME, MEMIT and MALMEN.

As shown in Figure 5, the performance on cross-
domain edits (CD) is on par with performance on
in-domain data (1ID). For example, on ZSRE, CD
F1 on ROME-edited facts on GPT2-XL lima is
95%, similar to the ID F1 of 96.6%. Full results
with HS/PD are shown in Table 6 in the Appendix.
This makes our DEED baseline highly practical,
as it can be leveraged to detect edits in fine-tuned
models, while making use of training data that is
derived from their counterpart original models.

Cross-dataset generalization. The results of our
previous experiment indicate that detection classi-
fiers trained on edits in one model generalize to
edits in other models of the same family. To further
explore out-of-distribution scenarios, we impose
an additional constraint by examining whether de-
tection classifiers trained on edits from one dataset
(e.g., COUNTERFACT) generalize to edits from an-

5https ://huggingface.co/togethercomputer/
GPT-JT-6B-v1
6https ://huggingface.co/lgaalves/gpt2-x1_lima

other dataset (e.g., ZSRE). Here, we maintain the
assumption from our previous experiment that the
base LLM is known, but introduce a new constraint:
the dataset used to conduct edits on the test LLM is
unknown, necessitating training on one dataset and
testing on another. The primary objective of this
experiment is to investigate whether edit detection
classifiers generalize effectively across datasets.

As shown in Table 3 the detection classifiers gen-
eralize well to unseen datasets in most cases. One
exception is generalization from ZSRE to COUN-
TERFACT with MALMEN, where we see a dra-
matic decrease in performance. One reason for this
might be the smooth changes induced by MAL-
MEN (cf. Section 5.1). These changes are dataset-
specific, which makes generalization more difficult
(cf. Figure 9b and 9c in the Appendix).

Method ZSRE  COUNTERFACT

—~ ROME 82.7 89.6

£  MEMIT 73.4 76.8

O MALMEN 63.7 25.9

i ROME 84.5 90.8

~ MEMIT 70.4 72.7

£  MALMEN 62.1 6.8

)

Table 3: F1 scores in the cross-datasets setting. Clas-
sifiers are trained on HS and PD from one dataset and
tested on another dataset in CD setting. Tests sets are
shown in the header.
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7 Conclusion

In this paper, we introduced a novel task: de-
tecting knowledge edits in language models. We
see promising applications in uncovering potential
malicious model modification and enhancing the
transparency of LLMs’ generations. We instan-
tiated the task with several baselines, which use
hidden state representations and probability distri-
butions as input features. These baselines demon-
strate a straightforward yet effective approach to
the task. Our evaluation across two LLMs, four
editing techniques (2 LE-KEs and 2 ML-KEs), and
two datasets, shows that the classifiers can reli-
ably detect edits, even in scenarios characterized
by limited training data. Moreover, we showed that
these baselines generalize to cross-domain settings,
where training and test data come from different
models and datasets, highlighting their practical
utility. Our work gives rise to several future work
directions: 1) detecting if an LLLM has undergone
any edits at all; 2) studying detection generaliza-
tion across KEs; 3) investigating more constrained
settings, where one has only access to the LLM’s
outputs; 4) combating malicious edits.

8 Limitations

Access to HS and PD. The baseline detection
classifier we proposed requires access to the hid-
den states or probability distribution. When using
closed source LLMs, these features might not be
available. Inspired by Rosati et al. (2024), we plan
to use the model behaviors shift on prompts with
similar semantics but in different lengths to sepa-
rate edited and unedited knowledge.

Unknown editing methods. In our current set-
ting, we assume we know the editing method. How-
ever, the editing method might not be known and an
edited model can be modified by multiple editing
methods. In future work, we will investigate the
generalization of our baseline classifiers between
different KEs, and detecting edits in models that
have edited with several KEs.

Number of edits. Previous work shows that a
larger number of edits often leads to a worse editing
performance (Meng et al., 2023). Although we
only keep successful edits for the detection task, it
is unknown whether and how the number of edits
will impact the detection performance. We plan to
study this aspect in future work.
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A Complementary Results

In Table 5, we report the number of training and
test instances used in our default setting. We keep
the number of training instances constant across
all settings for consistency. Results for varying
sizes of the training set are presented in Table 7
and Figure 8 (COUNTERFACT). The result for
the CD evaluation is shown in Table 6. We show
some prompt examples that are used for editing
and evaluating edits in Table 10. We show the
HS representations in a low-dimensional space in
Figure 6. We show KDE visualizations of PD across
all datasets, models, and KEs in Figure 9.

Editing performance scores are shown in Table 4.
Editing methods are typically evaluated in terms of
Efficacy, Generalizability and Locality Success. Ef-
ficacy Success (ES) is the primary evaluation mea-
sure and refers to the ability to change the LLM’s
predictions. For example, for the prompt p(s, )
“The Eiffel Tower is in the city of” originally re-
trieving object o “Paris”, an edit is successful, if
afterwards the desired object o (e.g. “Berlin”) is
retrieved. Ideally, such edits should also affect se-
mantically similar prompts p/(s, r), e.g., “The city
where the Eiffel Tower is located is”. The ability
of edits to generalize to similar prompts is referred
to as GS (Generalizability Success). Edits should
not affect other facts. LS (Locality Success, also
known as Specificity) (Mitchell et al., 2022b; Meng
et al., 2022; Li et al., 2024a) measures the accuracy
of the model on a set of unrelated facts.

Generator ZSRE COUNTERFACT

Model  Editor EST GST LS EST GST LS

NONE 281 274 261 133 186 81.0

- ROME 99.5 944 255 1000 99.8 79.4

GPTJ MEMIT 987 90.6 354 994 908 78.8

MEND 926 89.0 203 914 795 704

MALMEN 99.8 948 443 978 609 662

NONE 232 221 223 189 241 746

ROME 99.8 877 225 999 98.1 752
GPT2-XL

MEMIT 68.8 58.1 27.6 937 &8l.1 748
MEND 912 892 150 919 815 653
MALMEN 99.7 93.0 39.6 851 448 663

Table 4: Summary of editing performance over 1000
edits.

A.1 HS from Different Layers

To investigate the effect of HS from different lay-
ers on the classification performance, we train a
simple logistic regression classifier with L1 reg-
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Figure 6: Respresentations of edited and non-edited facts.

model ds method #training instances  #test instances
gpt-j-6B  COUNTERFACT MALMEN 126 468
gpt-j-6B  COUNTERFACT MEMIT 126 1118
gpt-j-6B  COUNTERFACT MEND 126 1390
gpt-j-6B  COUNTERFACT NONE 126 1874
gpt-j-6B  COUNTERFACT ROME 126 1548
gpt-j-6B  ZSRE MALMEN 126 1630
gpt-j-6B  ZSRE MEMIT 126 1474
2pt-j-6B  ZSRE MEND 126 1518
2pt-j-6B  ZSRE NONE 126 1874
gpt-j-6B  ZSRE ROME 126 1626
gpt2-xI  COUNTERFACT MALMEN 126 128
gpt2-xI  COUNTERFACT MEMIT 126 708
gpt2-xI  COUNTERFACT MEND 126 1386
gpt2-xI  COUNTERFACT NONE 126 1874
gpt2-xI  COUNTERFACT ROME 126 1318
gpt2-x1  zSRE MALMEN 126 1538
gpt2-x1  zSRE MEMIT 126 522
gpt2-x1  zSRE MEND 126 1404
gpt2-x1  zSRE NONE 126 1874
gpt2-xl  ZSRE ROME 126 1346

Table 5: Number of training and test instances used in
our default setting. Both the training and test sets are
balanced (50% for each class).

ularization on HS from different layers. We con-
sider only locate-and-edit methods (ROME and
MEMIT) for this experiment, since HS performs
well on this category of methods. We show the
F1 values based on hidden states representations
from different layers in Figure 7. First, for both

models, editing methods, and datasets, the repre-
sentations start becoming separable, i.e., the classi-
fication performance is above random guess, after
the edited layers or shortly thereafter. For example,
the F1 for detecting ROME edits starts improving
from the layer 7-8 in GPT-J and the layer 19 in
GPT2-XL (ROME changes layer 7 in GPT-J, and
layer 19 in GPT2-XL). We observe the same effect
with MEMIT (MEMIT changes the layers 5-10 in
GPT-J and the layers 15-19 in GPT2-XL). Even
though the representations from the last layer per-
form well in detecting edits, we notice that the F1
reaches its peak at preceding layers. For ROME,
the highest performance can be seen at training on
representations from the layer 13-27 (GPT-J) or
from the layers 23-47 (GPT2-XL). For MEMIT,
the highest F1 is reached with representations from
layer 17-27 (GPT-J), and layer 28-47 (GPT2-XL).
This suggests that utilizing outputs from the last
layer for detecting knowledge edits might not al-
ways be the optimal choice. Further, we observe
that using the penultimate layer’s representations is
more effective than using the last layer’s to detect
knowledge edits. For example, for edited GPT-J on

9780



Hidden States + Prob. Dist. (HS + PD)

Hidden States (HS)

Probability Distribution (PD)

ZSRE COUNTERFACT ZSRE COUNTERFACT ZSRE COUNTERFACT

KE Pr. Rec. Fl1 Pr. Rec. Fl1 Pr. Rec. Fl1 Pr. Rec. Fl1 Pr. Rec. Fl1 Pr. Rec. Fl1
. NONE 49.2 278 356 504 495 50.0 484 328 39.1 49.6 435 464 0.0 00 00 50.2 39.7 443
; ROME 87.1 955 O9l1.1 909 942 925 99.8 742 85.1 91.6 87.8 89.6 84.8 845 847 893 94.0 91.6
(Qj MEMIT 843 750 794 76.6 81.8 79.1 80.5 562 66.2 69.9 765 73.0 91.6 68.7 785 79.3 847 819

MALMEN 80.7 71.6 759 65.6 741 69.6 504 34.6 4l1.1 57.8 69.1 63.0 72.8 884 799 824 540 652
g NONE 49.0 56.1 523 51.5 459 485 50.1 41.8 45.6 494 420 454 50.6 93.0 65.6 512 392 444
= ROME 914 99.0 95.0 89.6 938 91.6 97.8 932 954 945 830 884 63.6 869 734 88.7 913 90.0
E MEMIT 792 650 714 713 771 772 769 619 68.6 737 609 66.7 740 732 73.6 769 764 76.7
O MALMEN 734 777 755 68.5 755 718 483 539 51.0 65.0 53.1 584 73.6 920 81.8 68.1 653 66.7

Table 6: CD (Cross-Domain) classification performance. Training data is from GPT2-XL and GPT-J, whereas test
data is from GPT2-XL lima (GPT2 lima) and GPT-JT respectively.

COUNTERFACT (first subplot in Figure 7), repre-
sentations from the penultimate layer achieve an
F1 of 90% and 72% for detecting ROME-edited
and MEMIT-edited knowledge, respectively, higher
than 85% (ROME) and 67% (MEMIT) when us-
ing the representation from the last layer. LE-KEs
might be causing the attribute (object) extraction
phase (Geva et al., 2023) that is responsible for
extracting the object to happen early in the model.
This early extraction is often associated with high
probabilities (cf. Section 5.1), causing edits from
LE-KEs to be easier to detect. In general, this ex-
periment shows that the effect of edits from LE-KEs
starts becoming visible from the changed layers, in-
creases strongly thereafter, and decreases slightly
at the last layer. This demonstrates that using rep-
resentations from the last layer is not the optimal
choice; utilizing representations from other layers
can further improve performance.

A.2 Robustness Evaluation

To investigate the robustness of the classifier, which
uses HS and PD, we further evaluate it in a challeng-
ing setting, where both edited and unedited facts
end with the same object, i.e., the classifier needs
to distinguish between edited = (s1,71,0’,p}) and
unedited = (s2, 72, 0/, ph) facts that share the same
object (e.g., “The Eiffel Tower is in Berlin” vs.
“Marlene Dietrich was born in Berlin™). Having the
same object (as a prediction) in both edited and
unedited facts might lead to more similar repre-
sentations and probability distributions, and hence
make the task more challenging. For example, the
classifier might erroneously predict a fact as edited
due to the presence of an edited fact with the same
object. We refer to this setting as same object.
Concretely, the classification model and the train-
ing are the same as described in Section 4.2. The
test set is different. For each edited fact in the test

set, there is a corresponding unedited fact with the
same object. For this experiment, we consider only
GPT-J with MEMIT and MALMEN. The results
for this experiment are shown in Table 8 alongside
the corresponding results from Table 2 (referred
to as default) for comparison. We notice that the
classification performance drops. The decrease in
performance is especially visible on ZSRE. For
example, the F1 score with MEMIT and GPT-J
drops from 88.7% to 71.3%, whereas on COUN-
TERFACT the F1 score drops from 77.9% to 72.8%.
This experiment shows that it is more challenging
to separate edited facts from unedited but related
facts. We believe this is due to the representations
of the prompts becoming more similar under this
setting.

A.3 Detection by Top 10 Output Probabilities

We experiment with using only the top 10 output
probabilities instead of the top 1,000 output proba-
bilities. The differences in performance (top 10 per-
formance - top 1000 performance)) in Table 9 show
that the top-10 output probabilities works well with
minor degradation in performance in most cases.
This means that our baselines can also be used on
proprietary LL.Ms that output the top 10 output
probabilities.

B Computational Resources

We ran our experiments on an NVIDIA A100 80GB
GPU. Our experiments took roughly 15 GPU days.
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ZSRE COUNTERFACT

model method #training Acc. Pr. Rec. Fl1 Acc. Pr.  Rec. Fl
MALMEN 10 748 800 663 725 513 507 946  66.0
MALMEN 50 737 738 734 736 61.1 604 644 623
MALMEN 100 735 710 793 749 644 639 664 651
MALMEN 150 753 749 761 755 60.1 597 61.7 60.7
MALMEN 200 757 748 717 762 658 656 664  66.0
MALMEN 250 76.1 763 756 760 658 674  6l.1 64.1
MEMIT 10 846 789 945  86.0 73.6 685 815 768
MEMIT 50 838 776 950 854 78.8  78.1 80.1  79.0
MEMIT 100 865 84.0 902 87.0 713 793 740 765
MEMIT 150 87.0  86.1 882 872 740 765  69.1 72.6
MEMIT 200 864 866 860 863 762 764 759 76.1
MEMIT 250 868 852 8.0 870 76.4  78.1 733 756
MEMIT 300 86.8 845 900 872 761 756 788 772

MEND 10 72.1 79.2 60.1  68.3 732 663 945 779

MEND 50 832 796 893 842 698 658 8.6 732

- MEND 100 792 803 774 788 69.1 636 892 743
3 MEND 150 81.0 774 816 822 679 633 8.5 727
% MEND 200 81.6 785 871 826 715 660 83.6 757
MEND 250 821 792  87.1 83.0 71.1 656 889 755

MEND 300 813 780  8&7.1 823 70.6 652  88.1 75.0

NONE 10 479 470 332 389 493 478 150 228

NONE 50 511 512 480 495 49.0 487 376 424

NONE 100 50.5 506 434 467 483 482 462 472

NONE 150 47.1 4677 41.6 440 49.0 49.1 536 512

NONE 200 482 48.1 46.6 474 498 498 456 476

NONE 250 478 475 422 447 509 510 46.6 487

NONE 300 493 493 522 507 50.8 50.8  50.8 508

ROME 10 948 995 90.0 945 80.0 728 957 827

ROME 50 956 974 936 955 858 815 926 867

ROME 100 96.6 974 957  96.5 87.8 884 871 877

ROME 150 96.7  98.1 952  96.6 882 904 854 878

ROME 200 96.5 977 952 964 883 887 878 832

ROME 250 96.0 976 943 959 883 892 871 882

ROME 300 962 976 948 962 895 917 869 892
MALMEN 10 740 779 67.1 721 46.1 465 51.6 489
MALMEN 50 715 656 906  76.1 625 625 625 625
MALMEN 100 718 684 810 742 65.6 656 656 656
MEMIT 10 512 50.8 778 615 588 63.1 426 509
MEMIT 50 719 775 617  68.7 60.8 620 555 586
MEMIT 100 679 6777 685  68.1 69.6 723 636 677
MEMIT 150 722 728 710 719 732 739 71.8 728
MEMIT 200 722 728 710 719 737 754 703 728
MEMIT 250 722 720 728 724 720 721 71.8 719
MEMIT 300 713 720 69.8 708 722 744 679 710

MEND 10 60.6 596 658 625 50.1 50.4 169 254

MEND 50 70.0  66.1 82.0 732 60.8 586 738 653

MEND 100 69.7  66.1 809 728 599 568 825 673

I MEND 150 702 660 83.6 737 647 590 958 731
< MEND 200 71.8 677 833 747 650 593 952 731
a MEND 250 728 680 862 760 65.1 594 955 732
% MEND 300 73.0 68.1 864 762 651 594 955 732
NONE 10 502 50.6 17.0 254 50.5 508 312 387

NONE 50 520 523 456 487 508 51.0 41.6 458

NONE 100 50.1 50.1 46.8 484 487 487 498 493

NONE 150 520 524 446 482 469 466 432 449

NONE 200 498 498 464 480 486 486 506 49.6

NONE 250 494 493 442 466 48.8 488 494 491

NONE 300 528 525 584 553 493 494 548 519

ROME 10 882 85 87.8 881 63.6 584 939 720

ROME 50 912 958 86.1 90.7 87.1 894 842 867

ROME 100 912 924 897 910 892 91.7 862 889

ROME 150 925 956 89.1 923 86.7 855 884 869

ROME 200 920 945 89.1 918 88.0 894 862 877

ROME 250 909 926 89 907 88.8 900 873 88.6

ROME 300 90.8 934 87.8 905 88.6 900 870 884

Table 7: DEED (detecting knowledge edits) performance with increasing amount of training data.
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Figure 7: Rounded F1 scores when training on representations (HS) from different LLM layers

Generator 7ZSRE COUNTERFACT

Model Editor Pr. Rec. Fl Pr. Rec. Fl

MEMIT 87.7 89.8 887 79.0 76.7 779

default

MALMEN 767 753 760 620 62.0 62.0

same object

MEMIT 585 91.1 713 727 729 728
MALMEN 575 579 577 564 63.6 59.8

Generator ZSRE COUNTERFACT

Table 8:. Classification perfo.rmance on .detectmg knowl- Model Editor Pr  Rec. Fl_ Pr Rec. Fl
edge edits for GPT-J. Facts in the training and test data

end with the same object. Classification is done based NONE 26 67 24 24 45 35

ROME -04 -04 -04 15 -15 0.0

on HS and PD. GPTJ  MEMIT 06 -09 07 -17 26 06

MEND 02 32 13 06 -04 03

MALMEN 26 -19 05 40 -05 1.6

NONE 0.1 03 01 -08 00 -04

ROME 01 -27 -13 20 -52 -15

GPT2-XL MEMIT -14 57 -38 -70 -1.7 -44

MEND -1.0 -58 -29 0.1 0.1 0.1

MALMEN 00 92 47 46 -141 -94

F1

90

80

b top 1,000 probabilities

60

50

# Training Instances

Figure 8: Detection performance with PD on COUNTER-
FACT when varying training set size.
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Table 9: Differences in classification performance for
detecting knowledge edits: top 10 probabilities minus
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(a) ZSRE and GPT-J. (b) COUNTERFACT and GPT2-XL. (c) ZSRE and GPT2-XL.
Figure 9: KDE of edited and non-edited facts.
Prompt example ZSRE COUNTERFACT
Edit prompt In what capacity did Andrea Guatelli play football? goakeeper Ramon Magsaysay holds a citizenship from Sweden

Evaluate ES prompt  In what capacity did Andrea Guatelli play football? goakeeper
Evaluate GS prompt In what capacity has Andrea Guatelli played soccer? goalkeeper
Evaluate LS prompt ~ What is the university Leslie Lazarus went to? University of Sydney

Ramon Magsaysay holds a citizenship from Sweden
Marquez Rubio, Juan Carlos (2002). Ramon Magsaysay is a citizen of Sweden
Some fish, like sharks and lampreys, poss

ss multiple gill openings. Abune Paulos, who is a citizen of Ethiopia

Table 10: Example prompt used to edit knowledge, and to evaluate editing performance. Objects underlined are the

original knowledge.
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