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Abstract

Parameter-efficient fine-tuning (PEFT) has be-
come a key training strategy for large language
models. However, its reliance on fewer train-
able parameters poses security risks, such as
task-agnostic backdoors. Despite their severe
impact on a wide range of tasks, there is no
practical defense solution available that effec-
tively counters task-agnostic backdoors within
the context of PEFT. In this study, we introduce
Obliviate, a PEFT-integrable backdoor defense.
We develop two techniques aimed at amplify-
ing benign neurons within PEFT layers and
penalizing the influence of trigger tokens. Our
evaluations across three major PEFT architec-
tures show that our method can significantly re-
duce the attack success rate of the state-of-the-
art task-agnostic backdoors (83.6%..). Further-
more, our method exhibits robust defense ca-
pabilities against both task-specific backdoors
and adaptive attacks. Source code will be ob-
tained at https://github.com/jaehanwork/
Obliviate.

1 Introduction

As large language models (LLMs) have evolved
with an increasing number of parameters,
parameter-efficient fine-tuning (PEFT) has been
emerged as a new paradigm for efficiently adapt-
ing LLMs to downstream tasks. Unlike full fine-
tuning, PEFT updates only a minimal number
of extra parameters while freezing the parame-
ters of the pre-trained language models (PLMs).
Adapter (Houlsby et al., 2019), LoRA (Hu et al.,
2021), and prefix-tuning (Li and Liang, 2021) are
fundamental PEFT architectures. PEFT attains
comparable performance to full fine-tuning while
offering highly efficient downstream adaptation.
Recent works have explored the security implica-
tions of PEFT (Hong and Wang, 2023). For exam-
ple, attackers can inject backdoors into PLMs, and
then activate the attacks on the final PEFT models.

One of the most severe attacks on PEFT is rask-
agnostic backdoors, which manipulates the output
representations of PLMs aiming to harm fine-tuned
models for arbitrary downstream tasks. (Shen et al.,
2021; Chen et al., 2021a; Zhang et al., 2023; Du
et al., 2023). This attack is less prone to forgetting
backdoors when fine-tuning since PEFT freezes
backdoored PLM parameters and updates only a
minimal set of added parameters. Furthermore,
the ability to adapt models to multiple downstream
tasks magnifies the risk of task-agnostic backdoors.

To mitigate LLM backdoors, several defense
techniques have been proposed, such as detect-
ing poisoned samples (Qi et al., 2021a), inverting
trigger-like inputs (Liu et al., 2022b), and purify-
ing backdoored models (Zhu et al., 2023). Exist-
ing defense methods are designed mainly upon the
full fine-tuning process. In PEFT, however, there
is difficulty in adopting such defenses due to the
limited trainable parameters. PSIM (Zhao et al.,
2024) attempts to detect poisoned samples to de-
fend PEFT. However, it requires a task-specific
auxiliary model, which harms the modular and
memory-efficient nature of PEFT. Notably, defense
against task-agnostic backdoor attacks has been un-
derstudied despite their alarming threats on PEFT.
LMSanitator (Wei et al., 2024) aims to remove
task-agnostic backdoors in prompt-tuning, not ap-
plicable to other PEFT architectures.

In this work, we propose Obliviate, a de-
fense method to neutralize task-agnostic backdoors,
highly integrable to the standard PEFT process.
Our approach includes two main techniques: 1)
We amplify benign neurons within PEFT layers to
encourage the model to focus more on clean train-
ing samples. This method can relatively reduce
the influence of backdoored neurons in the PLMs.
2) We regularize the attention scores to penalize
the influence of trigger tokens that exhibit abnor-
mally high attention scores. To implement these
techniques, we add two loss terms to the PEFT pro-

1288

Findings of the Association for Computational Linguistics:
NAACL 2025, pages 1288-1307
April 29 - May 4, 2025 ©2025 Association for Computational Linguistics


https://github.com/jaehanwork/Obliviate
https://github.com/jaehanwork/Obliviate

cess for downstream tasks. Defenders can easily
adopt our defense method without any knowledge
of backdoor attacks. Unlike existing methods, our
approach provides a practical defense solution for
PEFT without the need for extra predictions for
each input or additional memory.

We evaluate Obliviate across three primary
PEFT architectures (i.e., adapter, LORA, and prefix-
tuning) applied to RoOBERTa and BERT models.
The experimental results show that our defense
method effectively neutralizes the state-of-the-art
task-agnostic backdoors. Notably, it significantly
reduces in attack success rate (ASR) (83.6%..) with
only a slight decrease in clean accuracy (CACC)
(0.78%.), outperforming other defenses compati-
ble with PEFT. Our defense method correctly ad-
justs model outputs, separating them from adversar-
ial representations imposed by the attacks. Further-
more, it exhibits robust defense capabilities against
different attack strategies, such as task-specific
backdoors and adaptive attacks.

2 Background

2.1 Parameter-efficient Fine-tuning

Parameter-efficient fine-tuning (PEFT) is an effi-
cient strategy to adapt pre-trained language models
(PLMs) to multiple downstream tasks (He et al.,
2021). Different from full fine-tuning, it updates
only a small number of extra parameters while
keeping the PLM’s weights frozen. PEFT signif-
icantly reduces the computational cost and mem-
ory footprint during the training and inference pro-
cesses of large language model (LLM).
Adapter-tuning (Houlsby et al., 2019; Pfeif-
fer et al., 2020) adds small layers called adapter
between PLM networks (e.g., transformers).
LoRA (Hu et al., 2021) employs rank decompo-
sition matrices, reducing the storage and compu-
tation costs. Prefix-tuning (Li and Liang, 2021)
prepends extra tokens in the input and hidden layers
of PLMs. Similarly, prompt-tuning (Lester et al.,
2021) and its variants (Liu et al., 2022a, 2023)
insert trainable prompts to PLMs. While achiev-
ing comparable performance to full fine-tuning,
PEFT offers the mitigation of catastrophic forget-
ting (Pfeiffer et al., 2020) and a robust out-of-
distribution adaptation (Li and Liang, 2021).

2.2 Backdoor Attacks on PLMs

The backdoor attacks pose severe threats in the
NLP domain, especially targeting LLMs (Dai et al.,

2019; Kurita et al., 2020; Chen et al., 2021b; Yan
et al., 2023; Song et al., 2024). Attackers compro-
mise target models to misclassify the text inputs
with textual triggers while properly working on the
clean samples.

Alongside the pre-training and fine-tuning ap-
proach of LLMs, injecting backdoors into PLMs
(i.e., weight-poisoning) has emerged as a primary
strategy in realistic scenarios (Kurita et al., 2020;
Wang et al., 2020; Li et al., 2021). Particularly,
task-agnostic backdoor is one of the most severe
attacks on PLMs. Even without any knowledge of
the fine-tuning process, it aims to broadly target
various downstream tasks. POR (Shen et al., 2021)
and NeuBA (Zhang et al., 2023) rely on forcing the
output representations, such as the [CLS] token’s
output, to be pre-defined vectors when the inputs
contain the triggers. BadPre (Chen et al., 2021a)
leverages an adversarial masked language model-
ing (MLM). Although its direct focus is not the
[CLS] token, this attack demonstrates considerable
effectiveness in impacting classification tasks (Zhu
et al., 2023). UOR (Du et al., 2023) optimizes out-
puts of poisoned samples via contrastive learning,
rather than utilizing fixed vectors, to make them
stray from the feature space of correct labels.

More recently, the implications of backdoored
PLMs on PEFT have raised concerns (Hong and
Wang, 2023; Gu et al., 2023; Zhao et al., 2024). No-
tably, task-agnostic backdoor is particularly fatal
for PEFT because: 1) PEFT freezes all the back-
doored parameters of the PLMs, so that it has dif-
ficulty in forgetting the backdoors via training the
limited number of added parameters, 2) The pri-
mary role of PEFT is to efficiently adapt a PLM to
diverse tasks. This poses a significant risk of task-
agnostic backdoors, compromising multiple tasks
by exploiting only a single backdoored model.

2.3 Backdoor Defenses

The traditional approach for backdoor defense is
to detect poisoned samples that include triggers
by observing their disparity with clean samples,
such as STRIP (Gao et al., 2021), RAP (Yang et al.,
2021), and MDP (Xi et al., 2023). PSIM (Zhao
et al., 2024) provides poisoned sample detection
for LoRA and prompt-tuning. Instead of entirely re-
jecting detected samples, ONION (Qi et al., 2021a)
removes the triggers from the input by measur-
ing its perplexity. However, these methods require
large computation costs due to multiple predictions
for each sample. Furthermore, ONION and PSIM
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requires (task-specific) auxiliary models, which un-
dermines the advantages provided by PEFT.
Several researchers have made efforts to purify
models to revert the misclassified results of poi-
soned samples. One simple solution is to fine-tune
all the model parameters on sufficient clean sam-
ples, leveraging catastrophic forgetting of trigger
information (Shen et al., 2021). Neuron pruning is
a more promising approach, which has been studied
in the computer vision domain (Liu et al., 2018; Wu
and Wang, 2021; Zeng et al., 2021). These methods
refine backdoored models by penalizing neurons re-
lated to backdoors. However, they cause the PLM
parameters to become task-specific, undermining
the memory-efficient nature of PEFT. Purifying the
PLM itself using a method like RECIPE (Zhu et al.,
2023) may be feasible. However, the negative im-
pact of intensive purification on model performance
is significant in the PEFT context.
Our approach: We propose a practical defense
method highly integrable with PEFT without the
need for extra predictions on each input or auxil-
iary model. Specifically, we add two defense loss
terms to the standard PEFT process on downstream
tasks. Our defense method aims to neutralize back-
doors embedded in frozen PLMs by training only
minimal parameters in PEFT layers.

3 Threat model

Attackers’ goal. We consider an attacker that in-
jects backdoors into a PLM, aiming to harm any of
its derived fine-tuned models. The attack scenario
is illustrated in Figure 1. Notably, the attacker is
unaware of the downstream tasks and has no access
to the training datasets and the trainable parameters
in PEFT layers. Therefore, the attacker adopts task-
agnostic backdoors, which manipulate the PLM
outputs to be adversarial representations that com-
promise arbitrary downstream tasks. The attacker
uploads the backdoored PLM on model reposito-
ries such as HuggingFace (Wolf et al., 2020). In
the inference time, the attacker is able to control
the fine-tuned model to misclassify the testing sam-
ples’ labels by inserting a specific trigger into them.
These poisoned samples will be mapped to a spe-
cific label [ even though their true labels are not /.
We note that the fine-tuned model is expected to
perform accurately on clean samples at a similar
level as a PEFT model built upon a benign PLM.

Defense setting. In practice, a user/defender builds
an LLM for the downstream task by download-
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Figure 1: Backdoor attack and defense scenarios in
PEFT. Only the parameters in PEFT layers are trained.

ing a PLM from the model repository and then
fine-tuning it on the clean dataset, as described in
Figure 1. The defender may use PEFT for modu-
larity and resource efficiency. The defender freezes
the PLM parameters and updates only parameters
in the PEFT layers, which are randomly initialized
(i.e., not backdoored). Despite the PLM poten-
tially being backdoored, the defender entirely has
no knowledge about the attacks, including the at-
tacker’s datasets and injected triggers. In this con-
text, the defender’s goal is to neutralize the back-
doors within the PLM, ensuring accurate prediction
of the true label in the downstream task, regardless
of whether the sample contains triggers.

4 Methodology

4.1 Design Intuition

Natural backdoor forgetting. Even though fine-
tuning with clean samples is a fundamental de-
fense strategy, PEFT shows challenges in forget-
ting backdoors effectively (Hong and Wang, 2023).
To illustrate the differences between PEFT and full
fine-tuning, we present an example of ROBERTa
models backdoored by the POR attack in Figure 2.
PEFT is limited to a small number of trainable pa-
rameters. Therefore, it struggles to eliminate the
backdoors, resulting in an output that is still sim-
ilar to the adversarial representation. In contrast,
the fully fine-tuned model alters its outputs signifi-
cantly, enabling correct prediction of the true label.
The quantity of neurons trained on clean samples
is important to separate model outputs from the
adversarial representations.

Attention on triggers. The attention mechanism
lies at the core of the transformer architecture, serv-
ing a critical role in linking model outputs with the
importance of each input token. For instance, when
a model is backdoored by the POR attack, trigger
tokens exhibit significantly higher attention scores
toward the [CLS] output compared to non-trigger
tokens (Shen et al., 2021). Our preliminary experi-
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Figure 2: Outputs of models applying PEFT and full
fine-tuning on backdoored PLMs in our experiments.

ment confirms that this pattern is consistent across
various task-agnostic backdoors, as illustrated in
Figure 3 (RoBERTa) and Figure 7 (BERT). Conse-
quently, the distribution of attention scores could
be a crucial indicator for detecting triggers within
poisoned inputs. However, it is noteworthy that
these distinctive features of attention scores vary
across different transformer layers and input texts.

4.2 Obliviate Details

Based on these intuitions, we aim to protect PEFT
models fine-tuned from backdoored PLMs. To this
end, we design two specialized loss functions to
mitigate the influence of backdoored in the PLMs.
Benign neuron amplification. Given the con-
straints on increasing trainable parameters in PEFT,
we enhance the influence of neurons in PEFT layers
to neutralize backdoors in PLMs. Our method is to
amplify the magnitudes of these small yet benign
parameters, relatively undermining the effective-
ness of the PLM’s backdoored neurons. This is in-
spired by neuron amplification techniques used for
model merging (Yu et al., 2023; Zhu et al., 2024).

We formulate the neuron amplification approach
as a specific loss function Ly, called neuron am-
plification loss. This loss function is optimized
to increase the Lo-norm of weights in the PEFT
layers, represented as:

Lomp=-3 S Wl (@

1€L peEP;

where L denotes all the transformer layers, P; is
the group of PEFT layers in the ith transformer
layer, W, is the weights of each individual PEFT
layer, and ||-||, refers to the Lo-norm. Specifically,
we amplify the up- and down-projection matrices
of the adapter layers, the decomposition matrices
of the LoRA layers, and the reparametrization ma-
trices for prefix-tuning.

Attention score regularization. Our observation
has shown that the attention scores are effective

Normal tokens Trigger tokens

POR attack

NeuBA attack

z

BadPre attack
I

Attention scores

UOR attack

- I

Benign model
I

0 1 2 3 4 5 6 7 8 9 10 11
Layers

Figure 3: Attention scores of backdoored and benign
models on a poisoned sample, “I love the c¢f movie”.
The [CLS] and [SEP] tokens are omitted.

indicators for identifying triggers. One straightfor-
ward method could be to remove tokens that exhibit
high attention scores using a threshold. However,
this often leads to a significant decrease in CACC,
as shown in our pilot experiment in Appendix B.

Therefore, we reduce the triggers’ attention
scores through an optimization process, rather than
eliminating them from the inputs. To this end, we
introduce the attention regularization loss L4 to
decrease the Ly-norm of attention scores, thereby
penalizing excessively high values among them,
expressed as follows:

Lreg=Y_ > llanlly, @

i€l heH;

where H,; denotes the set of attention heads in
the ith transformer layer, a;, represents the atten-
tion scores for each head, and the remaining nota-
tions are consistent with those used in Equation (1).
Specifically, we focus on the attentions correspond-
ing to certain output vectors. For sentence classifi-
cation, we regularize the attention scores of input
tokens on the [CLS] output. This approach allows
the model to learn the context across all input to-
kens rather than focusing excessively on specific
tokens. Consequently, although the training pro-
cess involves only clean samples, this effect can be
generalized to processing poisoned test samples.

Defense loss and training. We incorporate the two
defense loss terms into the standard PEFT process.
The final objective of the training is formulated as:

L= Etask + Aamp : ﬁamp + )\reg : Eregy 3)

where L;,s. denotes the downstream task loss.
Aamp and A4 are hyperparameters for balancing
the loss terms. This strategy ensures that the model
preserve its performance on clean samples. We
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note that our defense method does not necessitate
extra predictions or an auxiliary model, thereby
maintaining the nature of the PEFT approach.

5 Evaluation

5.1 Experimental Settings'
5.1.1 Backdoor attacks and victim PLMs

We examine the effectiveness of our defense
method against the state-of-the-art task-agnostic
backdoor attacks: POR, NeuBA, BadPre, and UOR.
We select six triggers: [‘cf’, ‘mn’, ‘tq’, ‘qt’, ‘mm’,
‘pt’]. We conduct the attacks on two victim PLMs,
RoBERTa (roberta-base) (Liu et al., 2019) and
BERT (bert-base-uncased) (Devlin et al., 2019).

5.1.2 Downstream task datasets

We use three classification datasets, SST-2 (Socher
et al., 2013), AG News (Zhang et al., 2015),
and Hate Speech and Offensive Language
(HSOL) (Davidson et al., 2017).

5.1.3 Maetrics

Clean accuracy. We present the clean accuracy
(CACC) of backdoored models and defended mod-
els to verify that our defense method has minimal
impact on the prediction for clean samples.
Attack success rate. To evaluate attack and de-
fense performance, we use attack success rate
(ASR), the rate of poisoned samples that are mis-
classified to wrong labels while the benign model
predicts them correctly. We insert each trigger into
a sample and create six instances, and then consider
that the attack succeeds if one of the instances is
misclassified. The ASR indicates the effectiveness
of triggers in causing misclassification.
Maximum ASR and average ASR. We addition-
ally measure the maximum ASR (MASR) and av-
erage ASR (AASR), as introduced in (Zhu et al.,
2023), to evaluate the best and overall attack per-
formance that attackers can achieve when targeting
a specific label.

5.1.4 Defense setup

In line with the threat model in Section 3, we per-
form PEFT on backdoored PLMs by adding ei-
ther adapter, LoRA, or prefix-tuning layers into
the PLMs. During the training process, only the
parameters of these PEFT layers are updated while
keeping those of the PLMs frozen. We adopt the
default hyperparameters for PEFT and select the

"More experimental details are in Appendix C.

largest A\gymp and A,¢4 that exhibit no more than a
2% drop in the CACC on the validation set.

5.1.5 Baselines

w/o defense. We train the backdoored PLMs on
the downstream tasks using the PEFT approach,
without any defense method.

ONION (Qi et al., 2021a). This defense method re-
moves triggers from an input by identifying outlier
words that reduce its perplexity.

RAP (Yang et al., 2021). This backdoor defense
leverages the robustness of prediction probabilities
to identify poisoned samples.

PSIM (Zhao et al., 2024). PSIM identifies and
rejects poisoned samples by focusing on those with
abnormally high output confidences.

5.2 Defense Performance

The experimental results for defending RoBERTa
models against three backdoor attacks are illus-
trated in Table 1. Our defense method, Obliviate,
effectively mitigates all the backdoors across the
PEFT architectures, with the constraint of training
only a minimal number of parameters. Especially,
the LoRA layers account for just 0.47% of the the
total parameters of ROBERTa. We achieve a con-
siderable reduction in average ASR (83.6%/) with
only a minor impact on CACC (0.78%.). Further-
more, our method shows significant reductions in
MASR across all cases (93.3%J.), successfully neu-
tralizing even the most effective triggers that can
be selected by attackers. The defense is more effec-
tive in multiclass classification tasks such as AG
News and HSOL than in SST-2, which is a binary
classification task.

In comparison, ONION demonstrates efficacy in
mitigating the task-agnostic backdoors, especially
on the AG News task. Nonetheless, it falls short of
achieving the performance levels exhibited by our
defense method. Unlike task-specific backdoors,
which optimize predictions towards the target la-
bel, task-agnostic backdoors result in negligible
variance in the output probabilities between clean
and poisoned samples. Consequently, RAP fails
to protect the PEFT models from the task-agnostic
backdoors in most cases even though we permit a
conservative FRR of 5% on clean samples. Simi-
larly, PSIM leverages the confidence gap between
clean and poisoned samples. Despite the careful
selection of thresholds, its defense capability re-
mains unsatisfactory with few exceptions in cases
of the POR attack. We also verify the effectiveness
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Table 1: Defense performance against backdoors in the RoOBERTa models across PEFT architectures.

SST-2 AG News HSOL
Attack
Defense
PEFT CACC ASR  MASR AASR CACC ASR MASR AASR CACC ASR MASR AASR
w/o def 92.26 100 100 99.94 90.70 100 100 99.83 90.65 100 100 91.12
por  ONION 90.33  20.00 9.79 7.48 89.45  16.27 6.63 5.03 7740 7267 6241 43.95
Adapter  RAP 89.02 9429  98.60 66.68 8270  96.94 100 67.25 88.45 100 99.93 93.00
P PSIM 91.82 0.00 0.00 0.00 9135 9995  99.65 64.58 89.70 9746  97.86 41.32
Obliviate  91.10 5.18 2.96 2.26 90.70 1.98 0.66 0.48 91.80 2.12 2.66 1.37
w/o def 93.30 100 100 95.06 91.00 100 100 99.26 90.30 100 100 97.28
por ONION 9138 5222 3991 30.73 89.55  12.90 5.12 3.38 7765 6033  61.05 29.15
LoRA RAP 89.07  99.82  99.42 81.84 84.25 100 99.94 85.56 88.65 100 99.78 85.86
° PSIM 9297 5622 100 18.94 9020 7737 99.71 16.68 89.40 0.06 0.30 0.05
Obliviate  91.16 9.04 9.07 5.29 90.95 2.69 0.85 0.61 90.85 4.90 11.19 4.96
w/o def 92.26 100 100 98.94 91.15 100 100 93.43 91.90 100 99.94 94.42
por ONION 9039 5522 4191 33.84 89.35  15.67 5.28 4.98 71.10 8024  63.87 37.58
Profix RAP 88.36  99.76 100 90.91 85.15  99.84  99.94 91.20 89.30 100 100 88.50
¢ PSIM 91.87 0.00 0.00 0.00 90.60 0.17 0.22 0.05 90.65  99.95  99.16 30.69
Obliviate ~ 91.21 4.64 3.12 239 91.60 1.97 0.57 0.44 89.70 0.22 0.36 0.25
w/o def 94.18 100 100 83.51 92.05 9832 9823 83.68 93.00 9855  98.09 84.62
Neupa ONION 9231  19.51 10.63 7.41 9040 1294 5.80 4.13 7225 7564  56.66 43.91
A d: o  RAP 90.44  88.40  98.04 44.55 86.70  89.49  90.01 66.24 9035 9420  77.77 62.21
P PSIM 93.68  56.50 9241 18.69 90.80  96.88  94.96 39.36 91.35 9891  96.86 84.24
Obliviate ~ 92.86 4.79 3.95 2.15 91.80 1.53 0.92 0.43 90.95 5.00 4.81 2.57
w/lo def 94.29 100 100 96.95 92.65 9854  98.52 65.76 91.60  99.95  94.30 74.97
Neupa ONION 9226 6792  51.15 4439 90.85  29.66 2124 11.42 7175 7972 5261 37.69
Le‘i{ A RAP 90.88  97.85  95.69 74.56 8535  99.12  90.49 49.01 89.40 9256  91.47 38.84
0 PSIM 9379 9977  98.93 64.29 91.55 8840  83.63 27.23 90.55  99.78  96.32 60.60
Obliviate ~ 92.20 8.99 11.38 5.02 90.90 341 1.14 0.73 91.10  3.79 2.62 2.13
w/o def 93.19  99.88  99.88 95.99 9235 9995  99.64 87.70 91.60  99.78  91.32 79.86
Neupa ONION 9138 2566 1520 11.00 90.95  13.85 6.17 423 7140  79.62 5242 4124
Prefix RAP 87.04 9888  99.15 81.16 86.05  99.78  90.47 77.98 88.60  99.89  98.69 78.62
¢ PSIM 92.81 9493 9563 31.65 91.90 9848  97.61 39.20 9070 9978  91.10 65.52
Obliviate ~ 92.26 8.45 6.71 347 91.30 2.68 271 0.66 91.80  3.54 227 1.47
w/o def 9423 5122 100 94.88 9240 7673  98.59 96.33 9195 9837  99.67 92.27
Badpre ONION 9226 2714 2627 18.59 90.85  13.10 5.46 443 71.80  81.89 5261 42.57
Adanter  RAP 90.06  50.82  98.29 9278 85.40  98.04  90.46 82.76 87.90  61.51  63.68 60.47
P PSIM 9423 5122 100 94.88 91.30 7678  98.93 96.42 9120 9830  99.83 92.80
Obliviate ~ 93.96 275 1.73 1.49 91.60 115 0.42 0.27 90.85 3.03 3.17 222
w/o def 94.56  50.87 100 94.77 92.80 7678  98.74 96.44 91.35 6262  40.56 33.12
Badpre ONION 91.93  41.10 5492 45.39 91.50  13.93 5.82 4.65 7210 5444 24.08 16.60
LoRA RAP 89.46  47.15 7583 65.31 8450  38.17  16.37 13.65 89.00  70.16  74.07 70.04
PSIM 93.03 5248  99.89 93.82 91.50 7678  99.08 96.54 90.70  64.22  40.47 33.83
Obliviate  91.65 5.09 3.18 232 90.95 2.80 0.73 0.57 91.75 447 2.23 1.93
w/o def 93.85  51.32 100 94.50 91.60  77.24 9845 96.09 92.10 1938  88.60 73.89
Badpre ONION 9193 2694 2561 18.40 90.05  14.05 5.63 4.54 7170 3110  44.48 35.39
Pa & ¢ RAP 88.85 2235  27.09 14.34 8580  18.18  86.69 64.83 88.80 7492 9842 95.48
refix PSIM 9379 5123  99.89 94.45 9170 7694  99.08 96.49 91.85 2024  87.54 74.11
Obliviate ~ 93.41 4.29 3.17 2.40 91.85 1.47 0.42 0.31 92.05 1.63 3.23 247

of our defense method across more advanced tasks,
including natural language inference (NLI), named
entity recognition (NER), and question and answer-
ing (QA) tasks, with detailed results illustrated in
Appendix E. Additionally, the results for BERT
models are provided in Appendix F.

Our method effectively counters task-agnostic
backdoor attacks that rely on pre-defined vectors
and adversarial MLM. Furthermore, it shows great
mitigation against the UOR attack, which optimizes
adversarial outputs by leveraging a contrastive
learning approach, as detailed in Appendix H. Our
defense method dissociates model outputs from
these optimized manipulations, demonstrating the

effectiveness and versatility of our approach.

5.3 Output Representation Analysis

We evaluate the effectiveness of our defense
method in separating the outputs of PEFT mod-
els from the backdoors’ adversarial representations.
This analysis focuses on three distinct PEFT mod-
els: the benign model using the benign PLM, the
backdoored model, and the backdoored model with
our defense method. We measure how closely the
output from each model resembles a specific ad-
versarial representation, as shown in Figure 4. For
POR and NeuBA, we consider the pre-defined vec-
tors as adversarial representations. For BadPre and
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Figure 4: Similarity between model output and a spe-
cific adversarial representation. We provide the results
of RoBERTa adapter models for SST-2.

UOR, we utilize each backdoored PLM’s output.
The outputs from the backdoored models are
highly similar to adversarial representations, es-
pecially in the upper transformer layers. When
applying our defense method, the outputs’ similar-
ity to the adversarial representations is decreased
to the same level as those from the benign models.
Such decrease is especially noticeable for POR,
NeuBA, and UOR, which specifically target the
[CLS] tokens. These results demonstrate that our
method successfully alters the output representa-
tions to eliminate adversarial traces at all the layers.

5.4 Training Dynamics

To convince the effectiveness of our proposed tech-
niques, we analyze the impact of neuron amplifica-
tion and attention regularization during the training
process, as illustrated in Figure 5. We exclude
the CACC for each result because its decrease is
negligible (see Figure 6).

We evaluate the Ly-norms of the PEFT layers
and the backdoored PLM layers (see Figure 5 left).
Specifically, we present the norm of PEFT layers
by comparing their values with or without our de-
fense method. Without any defense, the norm of
the PEFT layers remain significantly lower than
that of the PLM throughout training. This is be-
cause the PEFT layers have been initialized with
zero or minimal weights, which stabilizes train-
ing. The observed decrease in ASR, corresponding
with an increase in the norm of PEFT, implies that
our defense method can neutralize backdoors that
would have persisted due to low norms in the ab-
sence of a defense. Despite increasing the norm of
PEFT parameters, the models have been effectively
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Figure 5: PEFT training dynamics on SST-2 under the
POR attack. The Lo-norms of the PEFT layers and those
of the backdoored PLMs (left). The average attention
scores of trigger and normal tokens (right).

trained on the downstream tasks.

In addition, we analyze the attention scores of
trigger and normal tokens to the [CLS] token dur-
ing training (see Figure 5 right). Without defense,
the trigger tokens show abnormally higher attention
scores compared to the normal ones throughout the
training. By penalizing their influence, our defense
method narrows the gap in attention scores, thereby
effectively mitigating the backdoors.

5.5 Ablation Study

We conduct an ablation study by removing the neu-
ron amplification loss (L) or the attention regu-
larization loss (L,.¢4) from Equation 3. The results
are illustrated in Table 2.

Removing L., leads to a significant increase
in ASR, indicating that amplifying the weights of
matrices is crucial for eliminating backdoor infor-
mation from their outputs. Particularly, L, plays
a significant role in defending against attacks that
target the [CLS] token, such as POR, NeuBA, and
UOR. However, relying solely on L, for defense
is not sufficient due to the limited number of pa-
rameters available for amplification.

On the other hand, the contribution of L., in
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Table 2: Ablation study on RoBERTa the adapter models
for SST-2, without the neuron amplification loss (w/o
amp) and the attention regularization loss (w/o reg).

Attack Method CACC ASR MASR AASR
w/oamp 91.21 1234 11.61 5.95
POR wloreg  92.53 5.34 291 2.14
Obliviate 91.10 5.18 2.96 2.26

w/oamp 9347 4048  65.20 19.14
NeuBA w/oreg  93.08  10.09 9.64 4.47
Obliviate 92.86 4.79 3.95 2.15
w/oamp 93.74 4.98 3.82 2.33
BadPre wloreg 9357 13.38 19.56 9.78
Obliviate 93.96 2.75 1.73 1.49
w/oamp 90.17 22.53  40.29 8.84
UOR w/oreg  89.51 13.25 22.51 6.12
Obliviate 89.51 6.38 8.08 2.65

neutralizing backdoors is also notable, except in
the case of the POR attack. While it might penal-
ize some non-trigger tokens, the minimal decrease
in CACC when including L,.., suggests that such
negative impacts are negligible. While the effec-
tiveness of each loss varies depending on the attack,
employing both L, and L,., together offers the
most comprehensive defense against a range of
attacks.

We present a more detailed analysis of the im-
pacts of the loss coefficients in Appendix D.

5.6 Robustness of Defense Method

In real-world situations, defenders are often un-
aware of whether PLMs are backdoored or what
types of attack/defense have been conducted. To
demonstrate the robustness of our defense method,
we assess its performance in practical scenarios.

5.6.1 Effects on benign PLMs

While defenders are not certain that PLMs are actu-
ally backdoored, implementing a defense strategy
on benign PLMs could negatively affect their per-
formance on downstream tasks. We evaluate the
impacts of our defense method on PEFT models
derived from benign PLMs, as described in Table 3.

In comparing the PEFT models, with or without
the defense, we discover that the negative impact
on CACC is minial. This is because the involve-
ment of the downstream task loss in Equation 3
helps to preserve the performance of the benign
model. Notably, this robustness in performance is
observed across different PEFT methods and PLMs.
Based on these insights, defenders can confidently

Table 3: Performance of the PEFT models using benign
PLMs on SST-2, with or without our defense.

CACC
PEFT  Method 0 BERTa BERT
Aduoter o def 94.18 90.94
P Opliviate  93.57 (0.61])  89.79 (1.15)
wlo def 94.61 91.49
LoRA ppliviate 9330 (1.310)  90.50 (0.99])
profiy W0 def 93.79 89.95
Obliviate 93.63 (0.16]) 89.84 (0.11])

Table 4: Defense performance of the RoOBERTa models
using purified PLMs on SST-2 against the POR attack.
Both refers to the results of subsequently applying our
defense method to the purified PLMs.

PEFT Method CACC ASR MASR AASR
w/o def 9226 100 100 99.94
RECIPE 90.72 3238 51.85 13.37
Adapter
Obliviate  91.10 5.18 296  2.26
Both 89.62 551 429 255
w/o def 93.30 100 100 95.06
LoRA RECIPE 89.68 25.05 39.77 12.21
Obliviate  91.16 9.04 9.07  5.29
Both 89.95 6.17 4091 3.19
w/o def 92.26 100 100 98.94
RECIPE 89.79 1272 11.22 5.56
Prefix
Obliviate 9121 4.64 3.12 239
Both 88.69 6.19 4.04 287

implement our defense method without the need
for additional adjustments or validations.

5.6.2 Effects on purified PLMs

PLMs may have undergone purification using a
method such as RECIPE (Zhu et al., 2023). We first
evaluate the defense performance of this method
(see Table 4). The maximum number of purifica-
tion epochs is set to allow for a 2% drop in CACC
for the PEFT models. To assess the impact of pu-
rification, we also present the evaluation results of
our defense method applied to the purified PLMs.
RECIPE alone is insufficient for defending against
task-agnostic backdoors. It requires undermining
model performance to achieve strong backdoor re-
moval, and this decline cannot be recovered during
PEFT due to the highly regularized PLM parame-
ters being frozen, unlike in full fine-tuning. Given
this limitation of RECIPE in PEFT, applying both
methods becomes redundant, as the defense effec-
tiveness is primarily driven by our method.
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Table 5: Defense performance of the RoOBERTa models on SST-2 against task-specific backdoors. We also present
the results from using either the attention regularization loss (only reg) or the neuron amplification loss (only amp).

PEFT  Method Word Syntactic Style

CACC ASR CACC ASR CACC ASR

w/o def 93.90 100 9242  95.50 94.73 100
Adapter only reg 93.79 7.33 9226  34.65 94.40  31.58
P only amp  92.64 5.06 91.43 52.52 91.10 2434
Obliviate  92.37 2.57 90.55 31.36 91.32  14.69

w/o def 94.01 100 9281 94.19 94.29 100
LoRA only reg 93.90 5.88 9248 56.14 9352  99.12
only amp  92.70 7.38 89.84  34.76 90.66, 26.32
Obliviate 91.76 2.76 89.62 34.00 91.10 2237

w/o def 93.36 100 9248  94.85 94.89 100
Prefix only reg 92.75 3.44 9193  69.85 9297  20.50
onlyamp 9292  26.10 91.10 4529 9396  19.63

Obliviate  92.59 2.08 91.38  42.98 93.08 16.78

5.6.3 Defense against task-specific attacks

Defenders may develop PEFT models using PLMs
that contain task-specific backdoors although these
attacks are only effective when the attacker has
knowledge of the downstream task. We evaluate
the performance of our defense method against
various task-specific backdoors exploiting word
triggers (Hong and Wang, 2023), syntactic struc-
tures (Qi et al., 2021c¢), and style transfer (Qi et al.,
2021b), as shown in Table 5. Our method is par-
ticularly effective against the word-based back-
doors, benefiting from both the benign neuron am-
plification and the attention score regularization
techniques. Of the two techniques, the attention
score regularization technique generally exhibits
less significance in defending the syntactic and
style backdoors since it is specially designed to
neutralize insertion-based triggers. Nevertheless,
our method demonstrates moderate defense per-
formance against both backdoors by amplifying
the benign neurons within the PEFT layers. These
results underscore the effectiveness and compre-
hensiveness of our approach.

5.6.4 Defense against adaptive attacks

Backdoor attackers may become aware of defense
strategies and conduct adaptive attacks. Therefore,
we assess the effectiveness of our defense method
in resisting reasonable adaptive attacks. We modify
the POR attack by incorporating two techniques to
counter our methods: 1) amplifying the parameters
of PLMs to enhance the influence of backdoored
neurons, and 2) regularizing the attention scores of
poisoned samples to preserve the attack effective-
ness even when trigger tokens are penalized. We

Table 6: Defense performance of the RoOBERTa models
on SST-2 against adaptive attacks.

PEFT Method CACC ASR MASR AASR
Adapter w/o def 9259 9745  99.27 55.80
P Obliviate ~ 91.65 5.45 2.78 2.26
LoRA w/o def 92.81 6633  66.63 29.53
Obliviate  91.54  10.62  16.08 4.22

Prefix w/o def 91.71 100 100 89.93
Obliviate  91.87 4.78 3.14 2.15

present the performance of RoOBERTa models on
SST-2 in Table 6. The results show that our defense
method still significantly mitigates the impact of
the adaptive attacks while maintaining CACC.

6 Conclusion

We propose a defense method to protect PEFT
against task-agnostic backdoors embedded in
PLMs. Addressing the challenges due to limited
trainable parameters, we introduce two techniques
aimed at amplifying benign neurons within PEFT
layers and penalizing trigger tokens. These ap-
proaches allow models to focus on clean samples
and forget backdoor information. Through ex-
tensive experiments, our method has proven to
successfully neutralize four state-of-the-art task-
agnostic backdoors across major PEFT architec-
tures while preserving performance on clean sam-
ples. We also discover that the initialization strat-
egy of PEFT using small weights is vulnerable to
backdoors, but our defense method can mitigate
this problem without any negative effects. We be-
lieve our research substantially advances the secu-
rity of LLMs along the paradigm of PEFT.
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Limitations

Our defense method has shown significant effec-
tiveness in neutralizing task-agnostic backdoors.
However, we encounter a challenge in the training.
The neuron amplification loss tends to increase con-
tinuously, which prevents the optimization process
from converging. Previous studies (Yu et al., 2023;
Zhu et al., 2024) have indicated that neuron am-
plification can focus the model more intently on a
specific task. Nevertheless, its training process of-
ten struggles to be completed in a strategic manner,
for instance, by using early-stopping. More impor-
tantly, excessive training for neuron amplification
can deteriorate the model’s performance.

To address this issue, we adopt the default train-
ing hyperparameters of the standard PEFT process
in each PEFT architecture’s paper. This provides
a practical defense training guideline and helps
users easily adopt our method. To demonstrate the
effectiveness of these strategies, we analyze the
training dynamics of our defense method, as illus-
trated in Figure 6. Throughout the training process,
the negative impact of our defense method on the
downstream performance (i.e., CACC) is minimal
while significantly lowering the ASR. Amplifying
just a few parameters in the PEFT layers has a
minor impact on the overall model performance.
Notably, we can achieve effective backdoor mitiga-
tion after 10 or 20 epochs, depending on the PEFT
architecture. This suggests a potential strategy of
moderating neuron amplification by limiting the
training to a sufficient number of epochs.

Ethical Considerations

In this paper, we introduce a defense method for
PEFT against backdoor attacks on PLMs. Although
PEFT has gained attention as an efficient LLM
training strategy, its nature of limiting trainable pa-
rameters poses a significant vulnerability to back-
doors embedded in the base PLMs. The malicious
use of LLMs could lead to severe ethical concerns
in a variety of domains. Therefore, exploring the
threats of backdoor attacks and their impacts on
PEFT is crucial for developing reliable LLMs. Our
study has found that mitigating backdoor attacks is
feasible through specialized defensive techniques
that enhance benign neurons and penalize trigger
tokens. This method can be seamlessly integrated
into the PEFT training process, facilitating users’
agile implementation of defenses. We believe that
our proposed defense method will make signifi-
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Figure 6: Training dynamics of PEFT models on SST-2
with our defense method.

cant contributions to addressing ethical problems
related to the harmful exploitation of LLMs.
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A Attention Score Analysis: BERT
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Figure 7: Attention scores of backdoored and benign
BERT models on a poisoned sample, “I love the cf
movie”. The [CLS] and [SEP] tokens are omitted.

B Pilot Experiment: Attention-based
Defense

The attention scores in transformer layers can be
crucial evidence to detect trigger tokens in poi-
soned inputs (Shen et al., 2021). To design our de-
fense method, we first conduct a pilot experiment
on an attention-based defense approach. We as-
sess the attribution-based trigger detector proposed
by (Li et al., 2023), which identifies triggers based
on a specific threshold by assuming they contribute
most significantly to the model’s predictions for
poisoned samples. This evaluation focuses on the
post-training attack setting where the defender has
no knowledge of the poisoned samples. The results
for the SST-2 and AG News tasks are illustrated
in Figure 8. Although this approach reduces the
ASR of backdoor attacks, its defense capability is
constrained by a significant decrease in CACC due
to a high rate of false positives in trigger detection.
Consequently, simply removing tokens with high
attention scores is not an optimal solution.

C Implementation Details

Backdoor attacks. We conduct experiments
on four state-of-the-art task-agnostic backdoors:
POR (Shen et al., 2021), NeuBA (Zhang et al.,
2023), BadPre (Chen et al., 2021a), and UOR (Du
etal., 2023). Specifically, the triggers that we select
are [‘cf’, ‘mn’, ‘tq’, ‘qt’, ‘mm’, ‘pt’]. BadPre uses
BookCorpus (Zhu et al., 2015) in the attack train-
ing, and the other methods use WikiText (Merity
et al., 2016). We sample 120,000 (20,000 per trig-
ger) instances to construct poisoned samples and

" Attribute score threshold

0.
Attribute

e score threshold

100

80

60

40

20

ASR

(a) SST-2 (b) AG News

Figure 8: Performance of the attention-based defense
method.

Table 7: Initial dataset statistics.

Dataset Train Validation Test
SST-2 6,920 872 1,821
AG News 120,000 - 7,600
HSOL 24,783 - -

use the same number of clean samples. For POR
and NeuBA, we adopt six orthogonal pre-defined
vectors produced by the POR-2 method. For Bad-
Pre, we replace the label with a random token in
the training set.

Downstream task datasets. We use three classi-
fication datasets, SST-2 (Socher et al., 2013), AG
News (Zhang et al., 2015), and Hate Speech and Of-
fensive Language (HSOL) (Davidson et al., 2017).
The initial statistics of these datasets are shown in
Table 7. For SST-2, we use 6,000 samples of the
train set for training, 872 of the validation set for
validation, and 1,821 of the test set for evaluation.
For AG News, we use 6,000 samples of the train
set for training, 2,000 samples of the train set for
validation, and 2,000 samples of the test set for
evaluation. For HSOL, we use 6,000 samples of
the train set for training, 2,000 samples of the train
set for validation, and 2,000 samples of the train
set for evaluation.

Metrics: MASR and AASR. We also measure the
maximum ASR (MASR) and average ASR (AASR)
proposed by (Zhu et al., 2023). Specifically, they
first define ASR for each label [ € L of a trig-
gert € T as ASR! = Nmisclassified/Npoisoned’
where L is a set of labels, 7' is a set of triggers,
Npoisoned denotes the number of poisoned samples
that are predicted correctly by the clean model,
and Npisclassi fied denotes the number of poisoned
samples whose true labels are not [ but misclassi-
fied as [. The ASR for each trigger ¢ is computed
as ASR' = max;[ASR},l € L]. The MASR and
AASR are defined as M ASR = max;[ASR!,t €
T)and AASR =E[ASR! t € T).

1301



Table 8: Training hyperparameters for each PEFT architecture. % param: the proportion of trainable parameters in
the RoBERTa models. Lr: learning rate. We exclude the reparameterization parameters of prefix-tuning from the

proportion as they are removed after training.

PEFT  PEFT Configuration % parms Lr  Epoch Aamp range Areg range
Adapter  reduction factor = 16 1.44% 3e-4 20 {1e-3, 2e-3, 3e-3, 5e-3}  {le-2, 2e-2, 3e-2, 5e-2}
LoRA Ta Z Z’ 1:6 16 0.47% Se-4 30 {1e-3, 2e-3, 3e-3, 5e-3}  {le-2,2e-2, 3e-2, 5e-2}
prefix  Prefixlensth =30 g 00 9e4 20 (le-3, 203,363, 5¢3)  {le-2, 2e-2, 3e-2, Se-2)

bottleneck size = 256

Defense setup. To adopt our defense method to
PEFT, we follow the common training process of
adapter (Houlsby et al., 2019), LoRA (Hu et al.,
2021), and prefix-tuning (Li and Liang, 2021) as
provided in their work. In the PEFT configuration,
we set the rank r to 16 for LoRA and the prefix
length to 30 for prefix-tuning since setting either
parameter too low leads to significant degradation
in CACC, even without any defense. We utilize
the PEFT implementations available in Adapter-
Hub (Pfeiffer et al., 2020). We use a batch size of
16 across all tasks. For the selection of Ay, and
Areg Values, we select the highest values within
a certain range that result in no more than a 2%
drop in CACC on the validation set. The other
hyperparameters are detailed in Table 8.
Baselines:
* w/o defense. We train the backdoored PLMs
on the downstream tasks using the PEFT ap-
proach, without any defense method.

¢ ONION (Qi et al., 2021a). This defense
method removes triggers from an input by
identifying outlier words that reduce its per-
plexity. GPT-2 is used to measure the perplex-
ity of a given test input. The suspicion score
threshold is determined by permitting a 2%
drop in the CACC on the validation set.

* RAP (Yang et al., 2021). This backdoor de-
fense leverages the robustness of prediction
probabilities to identify poisoned samples. We
train the PEFT models on the validation set
to construct the defensed models. We choose
a threshold § to allow a 5% of false rejection
rate (FRR) on clean samples.

e PSIM (Zhao et al., 2024). PSIM identifies and
rejects poisoned samples by focusing on those
with abnormally high output confidences. The
w/o defense model of the baselines serves
as the victim model. To train the defensive
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Figure 9: Defense performance of the adapter models
using RoBERTa on SST-2 by adjusting defense loss
coefficients.

model for each downstream task, we create a
dataset D@0 from the training set by re-
setting the labels. The proposed threshold
v = 0.7 has shown to be mostly ineffec-
tive against task-agnostic backdoors. There-
fore, we optimize it by selecting the small-
est one from {0.52, 0.55, 0.6, 0.62,0.65,0.7},
permitting a 2% drop in the CACC of the vic-
tim model on the validation set. If there is
no threshold satisfying this criterion, we use
the default value. For the multiclass classifica-
tion tasks, we adjust the threshold to v/ L * 2,
where L denotes the number of labels.

In assessing RAP and PSIM, which are poisoned
sample detection approaches, we consider an attack
fails if a poisoned sample is successfully detected.

D Impacts of Defense Loss Coefficients

To evaluate the effects of the neuron amplifica-
tion and attention regularization losses, we analyze
performance changes by adjusting Ay, and Areg.
We present the results for adapter models using
RoBERTa on the SST-2 dataset in Figure 9. Ad-
justing Aqp,p reveals wide variations in ASR for
NeuBA and UOR attacks, with the ASR generally
decreasing as the coefficient is increased. Similarly,
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increasing A4 results in a reduction in ASR. How-
ever, ASR values remain relatively unaffected by
the coefficients. In both cases—adjusting Ay, and
Areg—the CACCs of backdoored models remain
stable, even at high coefficient values, highlighting
the reliability of our defense method.

E Defense Performance on Additional
Classification Tasks

We further evaluate our defense method on sev-
eral classification tasks: natural language inference
(NLD)—SNLI (Bowman et al., 2015), named en-
tity recognition (NER)—CoNLL 2003 (Sang and
De Meulder, 2003), and question and answering
(QA)—SQuAD (Rajpurkar et al., 2016).

Attack settings. As the POR and NeuBA attacks
target sentence classification tasks by manipulating
the [CLS] output, we adapt these attacks to token
classification tasks by forcing all the token outputs
toward the adversarial representations. The method
of the BadPre attack remains the same as that used
for sentence classification tasks.

Metrics. For the NER task, we measure task perfor-
mance on clean samples using the clean F1-score
(F1). Additionally, we assess attack performance
by the F1-score drop (F1 drop) when triggers are
inserted. For the QA task, we evaluate performance
using the clean exact match (EM) and clean F1-
score (F1), along with the exact match drop (EM
drop) and Fl-score drop (F1 drop) to measure
attack performance.

We present the defense performance for these
three classification tasks in Table 10. For CoNLL
2003 and SQuAD, we ony compare results with
ONION as RAP and PSIM are tailored to sentence
classification tasks. According to the attack perfor-
mance metrics, our defense method also demon-
strates notable effectiveness in these advanced clas-
sification tasks. It shows exceptionally high de-
fense performance in CoNLL 2003 with an av-
erage F1-drop of 6.01 and ASR of 1.21%. This
result aligns with the greater defense effectiveness
observed in multiclass classification tasks in Sec-
tion 5.2.

Similar to the observation in other sentence clas-
sification tasks, the defense performances of RAP
and PSIM are unsatisfactory, except for the effec-
tiveness of PSIM against the POR attack. In ad-
dition, ONION also struggles to provide effective
defense for these advanced tasks; despite conserva-
tively selected thresholds, it results in significant

Table 9: Defense performance of the PEFT models
using the large-version PLMs on SST-2 against the POR
attack.

Model
PEFT Method CACC ASR MASR AASR
RoBERTa w/o def 95.17 100 100 72.18
Adapter  Obliviate  94.56 2.21 1.66 1.20
RoBERTa w/o def 95.06 98.04 100 7220
LoRA Obliviate  93.68 3.99 2.73 1.86
RoBERTa w/o def 93.35 100 100 99.35
Prefix Obliviate  93.03 295 1.81 1.42
BERT  w/o def 92.48 100 100  71.87
Adapter  Obliviate 91.81 4.07 1.92 1.53
BERT  w/o def 93.30 100 100 98.32
LoRA  Obliviate 92.03 3.82 2.10 1.66
BERT  w/o def 93.19 100 100 99.01
Prefix Obliviate 9198 3.82 2.89 1.53

reductions in CACC and clean F1-score, particu-
larly for SNLI and SQuAD. Our method, however,
effectively defends with only minor degradation
in clean F1-score, averaging 1.71 for CoNLL and
2.50 for SQuAD.

F Defense Performance: BERT

We present our experiments with BERT in Table 11.
Consistent with the results from RoBERTa mod-
els, our defense method demonstrates significant
effectiveness in protecting PEFT models against
task-agnostic backdoors. On average, it achieves
a 72.6% reduction in ASR while only resulting in
a slight decrease of 1.67% in CACC. Compared
to the baseline methods, ONION exhibits notable
defense capabilities, particularly for the LoRA ar-
chitectures in the SST-2 task. However, our method
significantly outperforms both ONION and PSIM
in almost all other cases.

G Defense Performance of Large-version
PLMs

Both the base- and large- versions of the PLMs
share the identical architecture (i.e., transformer
layers). Additionally, all other training condi-
tions, such as the training datasets, remain con-
sistent across versions, although the optimal hy-
perparameters for defense may vary. There-
fore, we expect our defense method to be still
effective for the large-version PLMs. To sup-
port this, we conduct experiments on the large-
version RoBERTa (roberta-large) and BERT
(bert-large-uncased), with the results presented
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in Table 9. Our defense method significantly re-
duces the backdoor effect across all PEFT architec-
tures for both PLMs.

H Defense against the UOR Attack

In Table 12, we present the performance evalua-
tion of PEFT models using RoBERTa and BERT in
defending against the UOR attack, an optimization-
based task-agnostic backdoor. For models based on
RoBERTa, we can successfully mitigate the back-
door attacks, performing better than the ONION
and PSIM baselines. For BERT models, PSIM
provides the most effective defense. However, our
defense method also significantly lowers ASR in
most cases. These results emphasize the practical-
ity of our method in protecting against a range of
attacks.
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Table 10: Defence performance of the RoOBERTa models on additional classification tasks.

SNLI CoNLL 2003 SQuAD
Attack
Defense
PEFT CACC  ASR  MASR  AASR F1 Fldrop ASR  MASR  AASR EM Fl EMdrop  Fl drop
wiodef  81.10 100 100 8679 9179  91.63 100 100 99.99 7325  83.25 66.50 66.32
POR ONION 7230 9149 7527 6753  89.02 7.76 2234 1728 1093 5820 7057 52.06 52.30
Adapter  RAP 78.85 100 100 77.42 - - - - - - - - -
PSIM 81.55  0.00 0.00 0.00 - - - - - - - B .
Obliviate  80.60  6.76 3.28 2.11 90.60 5.67 0.74 0.48 0.23 72.65  82.56 8.92 7.29
wlodef 7975 100 100 98.06 9131 8560  98.01  97.58 87.56 7550 8491 63.76 58.83
POR  ONION  71.60  91.90  80.66 7396  88.77 5.62 1752 17.82 1296 5995  71.94 51.90 49.74
LoRA RAP 76.80 100 100 96.68 - - - - - - - - -
PSIM 7830  0.00 0.00 0.00 - - - - - - - - -
Obliviate 7760 12.05 8.63 4.08 89.83 6.20 0.69 0.39 0.22 7205  81.53 28.84 24.65
wiodef  78.70 100 100 8297 9140  87.89 100 100 96.82 7330  83.19 55.67 56.15
POR ONION 7115 9346 7869 6487  88.83 8.37 19.49  18.10 11.51 60.90  72.20 46.01 46.38
Prefix RAP 76.00 100 100 82.53 - - - - . - _ N _
PSIM 7895 3857 4244 7.07 - - - - - - - - -
Obliviate  78.85  5.90 2.11 1.51 89.62 6.21 1.62 1.03 0.30 7170 82.05 27.46 26.14
wlodef — 83.75 100 98.33 9297 9157  86.89 100 100 9218 7370  84.22 58.83 60.84
NeuBA ONION 7490 9239 7290  69.57  88.77 5.61 1632 18.06 13.51 5720 71.05 49.47 50.64
Adapter ~ RAP 8145  99.88  94.46 80.75 - - - - - - - - -
PSIM 84.95 100 98.04 9273 - - - - - - - - -
Obliviate ~ 80.80  6.31 3.04 2.26 90.05 512 0.73 0.44 0.23 7255 82.19 15.63 15.19
wiodef 8045 9683 8870 6634 9096  80.10  91.01 9940 7609 7405  83.89 55.62 56.04
NeuBA ONION 7260 9043 7041 5346  88.43 5.83 16.10  18.15 1342 6020 71.52 46.58 47.41
LoRA RAP 78.50 9623  86.53 55.93 - - - - - - - - -
PSIM 81.80 9853  90.11 66.24 - - - - - - - - -
Obliviate  79.10  8.41 4.27 2.61 89.66 521 1.03 0.92 0.26 70.00  80.76 23.62 22.23
wiodef  84.60 100 94.41 89.89  91.05 7836 100 100 8199 7440  83.87 47.65 47.52
NeuBA ONION 7485  91.52 7036 6473  88.37 6.32 1638  17.02 13.04  61.85 7182 4135 41.73
Prefix RAP 81.85 100 93.09 85.15 - - - - - - - - -
PSIM 84.75 100 94.28 89.80 - - - - - - - - -
Obliviate ~ 81.00  7.59 3.76 2.39 87.42 8.49 4.02 3.30 0.73 7160  81.88 26.88 22.50
wlodef 8370  67.62 100 9468 9139 853l 90.98 9564 9207 7400  83.98 69.48 78.56
BadPre ONION 7425  63.64 7386 6970  89.19 3243 4995 3230 2649  60.50 7222 51.61 56.08
Adapter  RAP 81.75  67.56  99.31 93.75 - - - - - - - - -
PSIM 84.45  65.72 100 94.02 - - - - - - - - -
Obliviate  81.15  17.83 4.26 2.84 89.96 5.75 0.67 0.21 0.12 7035 8121 6.38 4.56
wiodef 8335  64.01 100 93.11 9135  63.60 4338 2925 2513 73.65  83.57 54.74 58.15
BadPre ONION 7475  69.63  73.41 67.08  89.29 4.68 1475  16.69 1318 5870  70.56 46.20 48.36
LoRA RAP 81.15 6338  99.91 93.02 - - - - - - _ N _
PSIM 8545  66.18 100 93.56 . . - - , . - - -
Obliviate 8120  7.08 3.48 2.72 89.61 5.93 0.77 0.42 0.22 69.35  80.24 4.94 4.20
wlodef 8445  64.59 100 9359 9091 84.82 4636  39.71 3169 7505  84.30 41.92 37.49
BadPre ONION 7520  69.02 7422 6845  88.69 4.39 1437 18.01 1400 6225  73.33 39.16 36.82
Prefix RAP 81.90  63.31 100 93.95 - - - - - - - - -
PSIM 8435  66.69 100 94.07 - - - - - - - - -
Obliviate 8225  5.71 2.52 1.80 89.53 5.51 0.58 0.23 0.12 69.90  80.23 22.63 19.01
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Table 11: Defense performance against backdoors in BERT models across PEFT architectures.

SST-2 AG News HSOL
Attack
Defense
PEFT CACC ASR  MASR AASR CACC ASR MASR AASR CACC ASR MASR AASR
wiodef  90.33 100 100 92.89 91.50 100 99.93 99.45 91.40 100 100 99.70
por ONION 8836 4257 3604 2581 90.00  15.72 6.59 4.96 71.60 8198  65.65 52.20
Adater  RAP 8693  69.12  73.71 49.72 8490  94.82 100 68.47 89.55  99.78  89.79  74.02
4 psim 90.28  48.45 100 33.12 9030 7551  99.71 16.62 91.05  99.95 100 66.33
Obliviate  89.18  4.00 243 1.82 90.75  2.37 0.65 0.51 9130  3.07 5.41 3.82
wiodef  90.94 100 100 99.98 91.10 100 100 99.49 91.55 100 100 99.83
por ONION 8896 2568  12.94 10.29 89.30  15.06 5.52 4.77 7310 8098 6537 52.80
LoRA RAP 86.05 9408 9739  61.01 84.75 100 100 88.92 89.10  99.95 9890 8550
PSIM 90.01  99.94 100 33.31 89.20  99.94 9939  44.80 91.00 100 100 66.62
Obliviate  88.03 5583  41.84 2470 89.40 738 2.57 112 9155 377 5.05 342
wiodef  91.27 100 100 99.96 91.30 100 99.93 93.84 90.40 100 100 99.98
por  ONION 8935 5839 4534 3736 89.85  16.25 6.87 5.02 7000  80.86  66.22 52.42
Prefix RAP 87.20  83.75 100 64.04 85.85 100 100 94.51 88.60  99.84  99.64  79.51
PSIM 91.27 100 100 66.62 90.10 100 99.86  73.11 90.45 100 100 66.67
Obliviate  89.02  17.46  27.35 7.01 90.35 1.83 0.57 0.49 91.70 1.47 3.59 1.85
wiodef  90.72 100 100 98.13 9175 9695 9424  49.84 91.80  99.84 100 80.63
Neupa ONION 8885 1953 9.10 6.73 90.05  29.71  18.36 9.27 7245  80.06 6345 45.54
Ag: or  RAP 8572  86.86  69.17 5478 85.60  69.24  99.67 31.98 88.00  78.64  67.36 31.43
P PSIM 90.66 100 100 98.13 9020  97.13 9506  50.15 90.25  97.59 100 59.63
Obliviate  88.14  10.09 5.70 4.04 90.70  7.06 4.86 1.96 91.00  3.35 4.64 2.26
wiodef  90.12 100 100 99.07 91.85  91.94 9694  41.42 91.55  91.37 8548 57.99
Neupa ONION 8814  20.62 9.13 7.27 90.05  10.66 4.39 231 7165 7523 5375 33.25
LoRA RAP 8578  97.93 100 76.51 8500 7775 6334  37.57 88.10 7424 7538 24.18
© PSIM 88.36 100 100 65.76 91.00  93.02  97.14 4230 9030  90.63 8474  57.19
Obliviate  88.08  29.49  40.77 12.09 89.60 592 2.65 1.22 89.85  6.57 6.23 2.36
wiodef 9044 4226  69.10 16.77 90.65  69.66  78.19 26.55 91.10 4797 9204  31.67
Neupa ONION 8863 2038  23.09 7.26 89.10  9.60 4.42 1.88 71.10 4205  37.14 18.37
Prefix RAP 86.27  20.89  31.49 7.51 8575 3544  81.17 24.24 89.20  67.32  74.93 23.17
PSIM 89.95 4141  69.21 14.40 89.45 7130  78.13 22.70 90.55 4843  86.79 31.16
Obliviate 8836 1778  21.52 8.94 90.00  2.17 1.16 0.49 9200  0.76 1.65 1.27
wiodef  91.54  50.15 100 100 91.65 5123 4730  33.68 9255  81.85 9235 60.07
Badpre  ONION 89.62 2567  18.34 13.35 89.95 9.01 3.17 2.14 7325 6150  53.10 3227
Af;a t:r RAP 8594  39.05 4833 4585 8430 4745 2711 18.10 89.35 2926  17.01 9.94
P PSIM 89.95  0.00 0.00 0.00 9125  52.89 4802  33.86 9130 8091  92.58 59.53
Obliviate  89.62  6.99 5.17 3.42 90.65  3.53 2.15 1.10 9145 273 3.23 2.58
wiodef 9039  51.64 100 99.92 91.60  43.56  49.89  42.62 9120 8421  77.67 54.90
Badpre ONION 8863 2212 1271 9.81 90.35 8.69 2.39 1.87 7140 7024 41.99 31.03
LORA RAP 8699  41.19  57.41 48.27 86.55  74.81  39.88 26.52 89.00 2376  18.40 15.58
© PSIM 89.57  51.64 100 99.92 9025  43.14 4822 4256 90.50 8346  75.29 54.15
Obliviate  88.08  13.84  14.85 8.41 89.35  3.36 1.09 0.84 91.05  4.28 3.68 2.84
wiodef 9050 5158  99.88 99.55 91.65 5636 7044  60.60 90.90 7492 7040  55.18
Badpre ONION 8885 3486 3349 2537 89.90  10.46 3.73 2.59 7125 5860  49.43 35.47
Prefix RAP 87.81 5036 8026  72.72 8575  66.85 6234  44.19 89.40  51.60 5886  46.81

PSIM 90.39 51:58 99.88 99.55 90.75 56.55 71.05 60.35 90:50 74.07 71.06 56.92

Obliviate 89.24 5.78 5.02 2.57 90.15 1.44 0.52 0.36 91.65 2.07 4.29 3.30
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Table 12: Defense performance against the UOR attack.

SST-2 AG News HSOL
Attack
Model Defense
PEFT CACC ASR MASR AASR CACC ASR MASR AASR CACC ASR MASR AASR
wlodef  91.82 5359 8566  37.46  90.85 99.83 9978 7170 9070  99.78 100 80.82
Uor  ONION 8905 3046 2512 1448 8905 1364 589 3.49 7830 7133 6154 4047
Adoer | RAP 88.19  32.89 3030  17.87 8320 9249 100 6597 8825 9707 8772 4582
P PSIM 91.60 5347 8566 3025 8955 7595 9749 3573 8970  99.67 100 4857
Obliviate ~ 89.51 638  8.08 2.65 9085 319 171 0.72 91.80 229  3.15 237
, wlodef  90.12 1292 1344 627 9070  96.69 8457 4273 8955 2836  98.00  39.35
RoBERTa Uor ONION 8836 1144 513 4.16 88.85 1171  3.55 250 71.85 3744 5578 23.04
Lora  RAP 8731 676 678 3.12 8640 2393 9740 3394 8845 7184  57.60 2326
o PSIM 89.13 634 592 2.53 89.45  80.82 8376 3098 9020 3054 9848  39.88
Obliviate 9072 884 859 4.12 9150 557 421 124 9150 601  7.52 3.63
wlodef  89.84 7983 100 3636 9155 99.62 9936 5791  91.90  99.67 100 77.10
Uor  ONION 8808 1696 9.5 6.61 8070 1232 526 330 7065 8047 6143 4075
prefix  RAP 86.93 7848  98.82 3532 8545  97.65 100 7033 8725  90.84 8439  50.15
PSIM 89.62  79.83 100 3636 8975  61.83  80.07 2449 9020 9929 100  47.32
Obliviate 8847 583  3.85 273 89.55 865 1029 195 9050 729 3235 1189
wlodef  90.17 9464 100 6147 9070 100 100 88.02 9125 100 100 76.72
Uor ONION 8830 2121 1231 744 89.85 1541 650 459 7905 7052 6357 3645
Adent RAP 86.60  68.03  59.14 3239 8355 9817 9726 5556 8945 9973 9499  62.88
4pler psim 89.13  0.00 0.00 0.00 88.80  0.00 0.00 0.00 8925  0.00 0.00 0.00
Obliviate 8874 959  9.69 4.80 90.15 627 573 1.56 90.65 1826 8241  15.16
wlodef 9132 6891  73.00 4299 9120 8750  99.49 4321  90.85 100 100 7025
BERT Uor  ONION 8951 2908 2145 1313 8990 1LI8 489 2.52 7785 7290 5488  31.52
Lora  RAP 8534 3019 2946  13.80 8500  93.68 6449 3948 8840 7247 7032  26.80
o PSIM 89.73 3313 67.69 1128 8955  0.00 0.0 0.00 89.15  0.00  0.00 0.00
Obliviate  88.63  33.02 3440 1487 8920 521 1.60 122 9130 690 973 3.80
wlodef 9055  69.19 9925 3434 9055 99.89 100 80.98  91.90 100 100 80.07
Uor ONION 8885 3449 3900 1367 8950 1581 634 4.41 80.15 6613 6502  47.22
prefix | RAP 85.89  50.58 7572 2205 8720 100 100 7476 88.60  99.89  99.93  75.98
PSIM 9039  3.09 635 1.06 8930  0.00  0.00 0.00 9135  0.00  0.00 0.00
Obliviate  $8.69 4978 9165  21.16 9040 183  0.80 0.48 9155 1595  71.86  13.87
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