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Abstract

To mitigate the annual financial losses caused
by SMS phishing (smishing) in South Korea,
we propose an explainable smishing detec-
tion framework that adapts to a Korean-centric
large language model (LLM). Our framework
not only classifies smishing attempts but also
provides clear explanations, enabling users to
identify and understand these threats. This
end-to-end solution encompasses data collec-
tion, pseudo-label generation, and parameter-
efficient task adaptation for models with fewer
than five billion parameters. Our approach
achieves a 15% improvement in accuracy over
GPT-4 and generates high-quality explanatory
text, as validated by seven automatic metrics
and qualitative evaluation, including human as-
sessments.

1 Introduction

Smishing, a form of financial fraud through SMS,
has evolved into deceptive messages aimed at steal-
ing personal information or coercing monetary
transfers and has led to significant financial losses
in South Korea (Kohilan et al., 2023). These losses
amounted to approximately USD 100 million in
2021, affecting both individuals and financial insti-
tutions (Seo, 2022; Boukari et al., 2021).

Previous research on smishing detection has fo-
cused on a binary classification model that often
achieves high accuracy (Sousa et al., 2021; Liu
et al., 2021; Oswald et al., 2022). However, the
lack of interpretability undermines user trust and
practical applicability (Tenney et al., 2020; Rudin,
2019; Yuan et al., 2022).

We introduce a novel framework for adapting a
large language model (LLM) for explainable smish-
ing detection in Korean. This framework enables
the model to detect smishing and explain the re-
sults of its detection. Designed for integration into
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Figure 1: KULLM adapted with our proposed frame-
work achieved significantly higher detection accuracy
and produced explanations that were better than those of
GPT-3.5, GPT-4, and GPT-40 with prompt engineering.

enterprise-level services, it aims to maintain ro-
bustness to minor text format variations and cost
efficiency, surpassing OpenAI’s GPT models with
prompt engineering in performance. Our frame-
work includes pseudo-label generation with a col-
lected dataset and task-adaptive fine-tuning layers
to optimize LLMs for both detection and explana-
tion generation tasks, enhancing users’ understand-
ing of the model’s results and supporting informed
decision-making. Additionally, our framework en-
sures efficiency with models under five billion pa-
rameters, outperforming the accuracy and practi-
cality of OpenAI’s GPT models. The framework
guarantees higher accuracy, practical utility, and
cost efficiency, as illustrated in Figure 1.

To the best of our knowledge, this study is the
first to propose an explainable NLP framework
within the smishing detection. The model trained
through this framework has significantly positive
societal impacts in South Korea, highlighting its po-
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tential to reduce financial fraud through improved
detection and enhanced user comprehension.

2 Related Works
2.1 LLM Adaptation

Integrating LLMs into enterprise services requires
a balance between high performance and cost ef-
ficiency (Touvron et al., 2023; Kwon et al., 2023).
Although LLMs excel in natural language under-
standing and are general task solvers, prompt en-
gineering can be both expensive and unstable ow-
ing to the need for detailed task descriptions and
sensitivity to input changes (Chang et al., 2024;
Wei et al., 2022; Kojima et al., 2022). Thus, op-
timizing LLMs for specific tasks through adapta-
tion strategies is crucial for service-based appli-
cations (Brown et al., 2020). Parameter-efficient
fine-tuning (PEFT) methods, such as Low-Rank
Adapters (LoRA) and quantized LoRA (QLoRA),
mitigate these challenges by updating only a por-
tion of the model’s parameters or by adding small
adapter layers. These methods facilitate faster
model adaptation, requiring significantly less com-
putational power and storage space while maintain-
ing performance (Hu et al., 2022; Dettmers et al.,
2023).

2.2 Korean-Centric LLM

Most LLMs are primarily trained in English, which
limits their effectiveness in handling Korean tasks.
Even multilingual LLMs often encounter data im-
balances that reduce their performance in non-
English tasks (Jung and Plas, 2024; Lorandi and
Belz, 2024; Sitaram et al., 2023). To develop effec-
tive Korean-centric LLMs, it is crucial to train on
Korean data using techniques tailored to specific
architectures.

The GPT-NeoX-based Korean Polyglot variants
(Polyglot-ko), a Korean-centric LLM, demonstrate
exceptional performance in specialized Korean
tasks owing to its training on 863GB of Korean
data. Polyglot-ko excels in the KOBEST dataset,
which evaluates Korean understanding and rea-
soning (Ko et al., 2023). Additionally, the Ko-
rean University LLM (KULLM), an extension of
the Polyglot-ko models, enhances performance
through instruction tuning with Korean-translated
datasets used for training models, such as Vicuna
and Dolly LLMs (Lee et al., 2023a). Despite having
under five billion parameters, these models slightly
close the gap with GPT-4 in aspects such as flu-

ency, coherence, and completeness, demonstrating
the effectiveness of training on Korean data (Lee
et al., 2023a).

2.3 Explainable Smishing Detection

Smishing detection, a subset of misinformation de-
tection, primarily utilizes Transformer-based mod-
els to classify messages as smishing or normal
(Kaddoura et al., 2020; Jiang et al., 2020; Os-
wald et al., 2022). These models leverage atten-
tion scores to identify influential tokens, enhanc-
ing interpretability (Letarte et al., 2018; Niu et al.,
2019). However, practical applications in financial
services require outputs that are more user-friendly
than merely highlighting high attention tokens.

While existing studies on misinformation detec-
tion using LL.Ms focus on fact-checking or rea-
soning with knowledge databases, targeting areas
such as fake news detection or Wikipedia-based
fact-checking (Bang et al., 2023; Pelrine et al.,
2023; Pan et al., 2023), smishing detection is less
explored. Our approach advances smishing detec-
tion by incorporating detailed explanatory results
through LLM adaptation, while previous work re-
lies on prompt engineering to explain logical con-
flict of false statements (Cheng et al., 2023).

This method aims to enhance decision-making
processes for service providers and users by provid-
ing clear explanations, thus improving the model’s
ability to distinguish smishing messages. This
study introduces a novel end-to-end approach using
LLMs for fraud prevention in the financial sector,
extending the application of natural language pro-
cessing techniques and enhancing security and trust
within the financial services sector and beyond.

3 Methodology

Our framework is designed to adapt a Korean-
centric LLM for smishing detection and to gen-
erate detailed explanations for the results. As illus-
trated in Figure 2, it consists of two core compo-
nents: pseudo-label generation and task-adaptive
fine-tuning. These elements work together to en-
hance the model’s accuracy in classifying and ex-
plaining smishing attempts.

3.1 Pseudo-Label Generation

We assembled a dataset comprising text messages
and their smishing status labels, structured as
(M, Y1) pairs, where M represents the message
content and Y7 indicates the smishing status. Ini-
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Figure 2: A Korean language-based smishing detection and explanation generation framework for enterprise-level
services. (a) The LLM is adapted for explainable smishing detection using pseudo-label generation and task-adaptive
fine-tuning to enable efficient training with minimal resources. (b) The chat-based user interface generates and
displays the smishing status and explanations for input messages to the user.

tially, the dataset did not include Y7o labels for
explanation text.

To generate these labels, we leveraged GPT-40’s
capabilities through prompt engineering, known for
its excellence in natural language understanding
(OpenAl, 2023). The generation of Y7y pseudo-
labels was guided by essential smishing-related
knowledge and instructions, as shown in Equation
(1). The process of constructing prompt templates
is detailed in Appendix A.1.

P(Yro|M, Y71, C),

C = {knowledge, instruction} M
The pseudo-labels Yoo, generated using GPT-40
under these conditions, are employed for the ex-
planation generation task, resulting in a dataset of
(M, Y, SN/TQ) pairs. Human verification ensured
the quality of the explanation labels, with Cron-
bach’s alpha at 0.89 and Cohen’s kappa at 0.80,
indicating high inter-rater agreement.

3.2 Task-Adaptive Fine-Tuning

To minimize costs without compromising service
quality, we employed a parameter-efficient fine-
tuning approach. This method integrates a rank-
decomposition matrix into the quantized Korean

LLM using the QLoRA technique, allowing fine-
tuning with fewer parameters (Dettmers et al.,
2023). Figure 2 shows that low-rank matrices, quan-
tized to 4-bit normal float (NF4), are added to the
query (@), key (K), and value (V) in the attention
layer of the Korean LLM.

The Korean LLM is fine-tuned to follow a
structured response format: “$$Smishing Status$$
{Smishing Status}, $$Explanation$$ {Explana-
tion}”, accompanied by the instruction, “Please de-
termine whether the given text message is a smish-
ing message or a normal message.” The model
adapted from our framework is required to generate
predicted smishing status label Yo and explana-
tion YTQ of the result. Fine-tuning a model with
five billion parameters in our methodology takes
approximately 9 hours on four RTX 3090 GPUs,
as detailed in Appendix A.2.

4 Experimental Design

4.1 Dataset

Owing to the lack of a Korean dataset contain-
ing both smishing and normal text messages, we
collected our own dataset, as detailed in Ap-
pendix B. This dataset comprises normal messages
sourced through crowdsourcing, such as promo-
tional texts, and smishing messages acquired from
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Smishing Detection Explanation Generation Avg.
F1 F1 . 5 Format Rank
Model Accuracy | BertScore BLEU ROUGE | Logicalness | Clarity | Usefulness
(Smishing) | (Normal) Adherence
KcBERT 0.99+0.00 | 0.9940.00 | 0.994+0.00 - - -
GPT35 0.31£0.01 | 0.7240.01 | 0.6040.00 | 0.66+0.00 | 0.2140.00 | 0.454+0.00 | 3.63£0.00 | 3.90£0.00 | 2.84+0.01 | 4.53+0.00 58
’ (6) (6) (6) (6) ) (6) (6) (6) (6) (6) '
GPT4 0.84+0.01 | 0.8740.00 | 0.8640.01 | 0.6940.00 | 0.1840.00 | 0.504+0.00 | 4.70£0.00 | 4.59+0.00 | 4.39£0.00 | 4.81+0.00 18
(4) ) (4) (5) (5) (5) (2 (3) 2) 4) B
GPT4 0.81£0.00 | 0.7540.01 | 0.7840.01 | 0.7340.00 | 0.1840.00 | 0.56+0.00 | 4.88+0.00 | 4.77+0.01 | 4.70+0.00 | 4.89+0.00 -
40 3.
(5) (5) (5) 4) (5) (4) 1) €3} €3] (1)
Korean LLM Adapted by Our Framework
0.93+0.06 | 0.924+0.08 | 0.924+0.07 | 0.754+0.01 | 0.234+0.01 | 0.60+0.01 | 4.35+0.07 | 4.36+£0.08 | 3.94+0.05 | 4.69+0.05
Polyglot(1B) 3.8
(3) (3) (3) (3) (3) (3) (5) (5) (5) (5)
0.99+0.00 | 0.99+0.00 | 0.99+0.00 | 0.7740.00 | 0.254+0.00 | 0.624+0.00 | 4.50+0.01 | 4.53+0.01 | 4.10+0.02 | 4.82+0.00
Polyglot (5B) 2.3
(1) (1 (1) (2) (1 (2) ) 4) 4 (3)
0.99+0.00 | 0.99+0.00 | 0.99+0.00 | 0.79+0.00 | 0.2440.00 | 0.65+0.00 | 4.62+0.01 | 4.61+£0.01 | 4.244+0.02 | 4.84+0.01
KULLM (5B) 1.7
(1) Q) (1) (1) (2 (1) (3) (2) (3) (2)

Table 1: Quantitative performance on the test dataset for smishing detection and explanation generation tasks.
The values represent the average performance over three runs for each seed, with ranks indicated in (). Overall
performance is determined by the average ranking across multiple metrics.

a data vendor. To ensure privacy, all data was
strictly anonymized, removing personal informa-
tion.

Following the initial labeling, two in-house finan-
cial fraud detection experts reviewed the dataset to
maintain high data quality. Messages were labeled
as smishing (not normal) if they involved any form
of deception or impersonation. In contrast, one-on-
one communications (without impersonation) and
official messages from legitimate institutions were
classified as normal.

We placed significant emphasis on incorporat-
ing the essential linguistic features of the Korean
language during the data collection process. The
dataset followed a prescribed labeling format, and
we verified that key linguistic elements, such as
honorifics (including suffixes, nouns, and verbs)
and relevant prefixes, were applied correctly dur-
ing both the pseudo-label generation and human
verification stages. This approach ensured that the
dataset faithfully captured both the linguistic nu-
ances and contextual aspects of the Korean lan-
guage.

To prevent train-test bias (Lee et al., 2022), we
removed duplicates and highly similar entries, such
as those differing by only one or two characters.
This was achieved by calculating the cosine simi-
larity of texts at the embedding level using Korean-
specific sentence-BERT (KR-SBERT) models and
filtering out entries exceeding a certain similarity
score (Park and Shin, 2021).

Through this process, we finalized a dataset

comprising approximately 14,600 records—9,400
smishing texts and 5,200 normal messages. Addi-
tionally, explanation labels for smishing detection
were generated using a pseudo-label generation
layer, as illustrated in Figure 2. Finally, the dataset
was divided into training, validation, and testing
sets in a 6:2:2 ratio.

4.2 Models

For our comparison, we evaluated OpenAI’s GPT-
3.5-Turbo, GPT-4, and GPT-40 against several Ko-
rean language models fine-tuned within our frame-
work. OpenAI’s GPT models were chosen because
of their near state-of-the-art adaptation and perfor-
mance in various unseen NLP tasks in zero-shot
settings via in-context learning (Brown et al., 2020).
We adapted several Korean language models un-
der five billion parameters as base models for our
framework, specifically selecting Polyglot-ko and
KULLM for their efficiency in Korean-centric tasks
and their open-source licenses. Although BERT
models cannot generate explanations for their re-
sults, we included the Korean comments BERT
(KcBERT) with smishing datasets as a baseline
solely for the smishing detection task (Lee, 2020).

4.3 Evaluation Metrics

To evaluate smishing detection, we utilized the F1
score, which balances precision and recall, as well
as accuracy, calculating both for smishing and nor-
mal detection categories. Given the absence of a
standard for evaluating explanation generation, we
employed multiple metrics to assess the quality of
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the results. These included bilingual evaluation un-
derstudy (BLEU), recall-oriented understudy for
gisting evaluation (ROUGE), and BertScore, which
measure surface-level matching and semantic simi-
larity between generated results and pseudo-label
references (Papineni et al., 2002; Lin, 2004; Zhang
et al., 2020).

We also employed an LLM-based reference-free
metric for evaluating generated explanations (Liu
et al., 2023; Lee et al., 2024). In LLM-based met-
rics, it is essential to define the aspects relevant to
the task and formulate specific questions to use as
prompts. For explainable smishing detection, we
selected logicalness, clarity, usefulness, and for-
mat adherence as key aspects. Each question was
evaluated on a scale from 1 to 5, as detailed in Ap-
pendix C. The scores for each aspect were averaged
to assess the overall quality of the generated out-
put. Additionally, qualitative results from human
evaluations were incorporated into the analysis.

5 Results

5.1 Smishing Detection

Our framework’s adapted Korean LLMs outper-
formed the F1 score and accuracy of GPT-3.5, GPT-
4, and GPT-40 with prompt engineering, as shown
in Table 1. Notably, the task-adapted KULLM and
Polyglot models, each having five billion parame-
ters, achieved an F1 score of 0.99 for both smish-
ing and normal labels. Even with a one-billion-
parameter Polyglot model, our adaptation enhanced
accuracy to 6 percentage points better than that of
GPT-4, the highest among the GPT models.

Although GPT-40 benefits from additional non-
English training data, fine-tuning on a Korean
dataset for specific tasks proves more efficient in en-
hancing performance. Furthermore, our proposed
model eliminates the need for detailed prompt en-
gineering, unlike OpenAI’s GPT models, reducing
application programming interface usage costs re-
lated to token processing. Consequently, our frame-
work surpasses OpenAI’s GPT models in both per-
formance and operational efficiency.

5.2 Explanation Generation

We evaluated the performance of generated expla-
nations across three dimensions: surface level, em-
bedding level, and a reference-free metric. Based
on surface-level metrics (BLEU, ROUGE) and
embedding-level metrics (BertScore), the sentences
generated by the model trained with our proposed

method showed higher similarity to the reference
sentences than those produced by GPT models.
Specifically, the fine-tuned KULLM achieved a
BertScore of 0.79 and a ROUGE score of 0.65,
indicating that our framework’s explanations are
more likely to contain core keywords and are se-
mantically more similar to the reference sentences.

Additionally, we assessed the generated out-
puts using a reference-free metric based on GPT-
40, covering logicalness, clarity, usefulness, and
format adherence. Outputs generated by GPT-40
with prompt engineering performed best, while
the KULLM-based framework and GPT-4 showed
comparable performance, as demonstrated in Table
1. The KULLM-based model particularly excelled
in format adherence, generating outputs that ad-
hered well to the prescribed format and utilized
honorifics, which is important in Korean (Hwang
et al., 2024; Lee et al., 2023b). In terms of clarity,
the responses were easy to understand and main-
tained consistent context within the output. Evaluat-
ing the quality of explanations requires considering
multiple aspects, and using the average rank across
different metrics provides a comprehensive perfor-
mance overview.

Additionally, the KULLM adapted with our
framework processes over 20 responses per sec-
ond on a single Hopper 100 architecture GPU, with
a 5-second timeout setting, making it suitable for
real-time deployment. This measurement reflects
the model’s ability to complete full token genera-
tion for inference, not just the first token or inter-
token latency.

In summary, the proposed framework based on
Korean LLMs outperformed GPT models in aver-
age rank across smishing detection accuracy and
explanation generation quality metrics. Consider-
ing detection accuracy, quality of explanations, and
operational efficiency, our framework is the most
suitable for smishing detection and explanation
generation.

5.3 Qualitative Results

We conducted a qualitative evaluation on a test
dataset of 2,036 instances. We anonymized the
outputs of GPT-40, the highest-performing GPT
model, and the best-performing KULLM-based
model from our task-adapted framework. Evalu-
ators were asked to choose their preferred output
including option for a tie. The results indicated
a preference for the KULLM-based model. Inter-
agreement among evaluators was assessed using
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Test Data

| Reference

ChatGPT-40

| Fine-tuned KULLM

(a) Normal message

I LHZLICEL A=
HiE QstiEe oFYLIct 5
7| : 0000- 0000- 0000
@&l oo igEA : WY
00z 00 £4|= 000-0000-
0000 00 H{EH

Dear customer, this is the
post office. Your parcel
delivery is scheduled for
today. Registered number:
0000-0000-0000 Sender:
Kim 00 Delivery location:
Jeonnam 00-gun 00 Post
Office 000-0000-0000
Courier: Park 00

Eng

$$201d OIRES: W

$SHASS: s EXt= LHZ0lA Lok Elufof

CHH Ol 2RILICE S7|Ho ot BT, HHE
HEILFHHOZ MBE0] AoH, FALE RiZvt
HEE Q76t= 20| ZetE|of QIX| gh&LICh
2tM Ho Xt metELch

$$Smishing Status$$: Legitimate
$$Explanation$$: This message appears to
be a notification about a parcel sent by the
post office. It provides specific details such
as the registered number, delivery location,
and courier information, without including any
links or requests for sensitive information.
Therefore, it is considered a legitimate
message.

$$A0|4 oIR$S: A0

$$EE$S: 0 EXt= KM= AFEBI|
USE AR BRIL|CL LAR0IM YS
Sh= 34 2 S7|Hs 22 HEE
HSE 4= AR, L&l HiE | 0,
HotHe S Zefdh= F2= EFLICHL £
of, EX7t 22 QE{UFA(URLLE
ShH=E Zolol 2Ats A4 75 40|
EELICHL W2tA o] Xtz 20ldez ¢
EHElLICE

$$Smishing Status$$: Smishing
$$Explanation$$: This message
appears to be sent under the guise
of the post office. While official
messages from the post office

may provide information such as

a registered number, it is rare for
them to include the sender's and
courier's names and phone numbers.
Additionally, messages containing
unclear source URLs or phone
numbers are likely to be smishing
attempts. Therefore, this message is
considered smishing.

$SA0|Y Of=sS: Ty

$SHSS: S 2R SHR0IA Wt
48| st Ohf2 BLICE wol, bet
T4, So¥S S TAESl Bt gt
of glom, 23t oldx2ie ol E3t
£0f 9UX| LICE Wbl Hy 2Rt B
ek,

$$Smishing Status$$: Legitimate
$$Explanation$$: This message
appears to be a notification about

a parcel sent by the post office.

It includes specific details such

as the sender, delivery location,
and registered number, without
containing any links or suspicious
requests. Therefore, it is considered
a legitimate message.

(b) Smishing message

(25241 0100 [2 8 2 5

o1 5 ] shelollH LFsiiaL
FECIENELETTES

kK

[International Sender] Lee
00, [Bank Cooperation

If this is not you, please

contact us. Contact: ****-
*kokK

Certificate] issued overseas.

$$A04 0256 20|
$$52$%: 0] At BN LAE 2N Ho|
x|k, ARlzE 0|4 Si5H0| BaLc 2Ye
HE S0t d5M 231 HelE NS BN §
S8{x| B0, £3] FNYLOR W= FoL
CELICt e, 2o kSt HiZof AX/al,
Ol Ap7I0| HZ et Weel st o] SLick. w2t
X 0l xte A0j4o= BEFELICE

$$Smishing Status$$: Smishing
$$Explanation$$: This message appears

to be from a bank, but it is likely a smishing
attempt. Banks typically do not notify about
important certificate issuances via text
message, especially not from international
senders. Additionally, while a contact number
is provided, it is likely to be a number given
by scammers. Therefore, this message is
considered smishing.

$$201d R $S: 201

$SEAYSS: O 2Xh= SCUOYA BSE A
X 2o|x|gt H IHx| olyAs2 247t
UELICE K, '=HLLlol2t=s 2ot o
H LR BESHR| ELICE S0, 2l
35 QB A et 22 et HEIL sielo]
M EUBEAUCHE 82 YKoz BXt2
SXIEX| etELICE A, 22| Tt}
B2 HSE 0| A=, 0= AIREC]
R Arg3hs LT @2t of 2xt
= 204U 7K 0] EELICEL =4t =
2T QIHUFA(URL) = S2I6HK| =
= FOISHAI7| HEEILICE

$$Smishing Status$$: Smishing
$$Explanation$$: This message
appears to be from a bank, but there
are several suspicious elements.
First, the term "international sender"
and the lack of a clear sender are
concerning. Second, important
information like a "bank cooperation
certificate" being issued overseas

is not typically communicated via
text message. Third, the inclusion
of a separate contact number is a
common tactic used by scammers.
Therefore, this message is likely

to be smishing. Please be cautious
and avoid clicking on unclear source
URLs.

$$201d o{R$S: 201d

$SHYSS: 0| 2Xh= 2WOlM UEE 2
Ay 2o|x|2t, MH2E ADYY IhsY
O] #5LICEL W2 B Q% ASA &
St 2AE AL S EXIE SESHR| e
0, 53| siloflAf UFEl AS A0 Chsl 2
oIS 715t ZRE ELCh £, 29
HetHZ 7} HISE|AUX| T, 0= AZ[RO|
HSet = 75 40| E&LICH M2tk

O] 2Xh= AD|H Q2 FHEHEILICE

$$Smishing Status$$: Smishing
$$Explanation$$: This message
appears to be from a bank, but it

is likely a smishing attempt. Banks
typically do not notify about the
issuance of important certificates
via text message, especially not
requesting inquiries about certificates
issued overseas. Additionally, while
a contact number is provided, it is
likely a number given by scammers.
Therefore, this message is
considered smishing.

Figure 3: Results of smishing detection and explanation generation using GPT-40 and the adapted KULLM from
our framework. ‘Kor’ and ‘Eng’ denote ‘Korean’ and ‘English’ respectively. All English texts are translations of the
original Korean texts. The reference represents the labeled test data used for the smishing detection and explanation

generation tasks.

Cronbach’s alpha at 0.71 and Cohen’s kappa at
0.55, indicating a moderate level of consensus and

reliability.

As illustrated in Figure 3, both models gener-
ated natural and plausible explanations. However,
the responses from GPT-40 occasionally misclas-
sified normal messages as smishing or included
hallucinations, such as warnings about clicking on
non-existent links in the messages. These reliability
issues contributed to the higher qualitative evalua-

tion scores for the adapted KULLM model.

6 Conclusion

This study introduces a framework for explainable
smishing detection using a Korean LLM, designed
for enterprise-level applications. By incorporat-
ing pseudo-label generation and task-adaptive fine-
tuning, our framework improves the accuracy of
smishing detection and generates clear, logical ex-
planations comparable to those from GPT-40. For
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service applicability, it ensures both efficiency and
accuracy in training and inference with a model
under five billion parameters. Furthermore, this
research demonstrates the effectiveness of adapt-
ing non-English LLMs for explainable smishing
detection. By providing more comprehensible ex-
planations, it helps users more effectively identify
smishing messages. The proposed framework con-
tributes to the prevention of financial fraud and has
a positive social impact.

7 Limitations

While conducting human evaluation of the gen-
erated explanations, we did not yet incorporate
positive or negative feedback from service users
through the user interface. Future research will
aim to address this by creating an additional feed-
back loop that incorporates user feedback, enabling
model updates and enhancing user satisfaction.

8 Ethical Considerations

User privacy is critical and mandatory for financial
institutions. To ensure privacy, all text messages
were anonymized before the LLMs were trained.
Sensitive information, including the names of peo-
ple, organization names, account numbers, and
phone numbers, was either removed, anonymized,
or synthesized during collection. While reviewing
the collected dataset, the reviewers additionally
anonymized the synthesized names and numbers
to prevent coincidence with real names and num-
bers. Although our approach achieved significant
performance in smishing detection and explana-
tion generation, an intensive evaluation of safety
measures, including guardrails and toxicity, is re-
quired before deployment. In the future, we plan
to integrate these methods into the training phase
to ensure that the LLMs follow safety measures
before deployment.
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A Implementation Details

A.1 Pseudo-Label Generation

We designed prompts for pseudo-label generation
to create explanation labels using the OpenAl GPT-
40 2024-05-13 version of Azure. The prompts in-
clude a system template and a user template, corre-
sponding to knowledge and instruction in Equa-
tion (1).

For the system template, domain knowledge re-
lated to smishing detection—such as definitions,
mechanisms, examples, prevention methods, and
recent cases—is organized into sections as illus-
trated in Figure 4. The user template, shown in
Figure 5, provides the guidelines for the LLLM, in-
cluding persona, text input with smishing status,
response guidelines, and answer format. In sum-
mary, both the system and user templates were used
as knowledge and instructions for pseudo-labeling.

A.2 Task-Adaptive Fine-tuning

The implementation details of our framework are
described in Table 2. Referring to QLoRA, we se-
lected the appropriate number of epochs and batch
sizes based on the training data size. The intrinsic
rank of the matrix r, «, and dropout ratio were set
experimentally. In our proposed framework, the
QLoRA matrix was added to the query, key, and
value components. Considering its deployment in
services and the need to control the diversity of
generated results, the temperature was set to 0. Fi-
nally, to constrain the diversity of the generated
results for the input message, a low temperature
and repetition penalty were set.
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Fine-tuning

epoch
batch size
Ir

3e-5

QLoRA

8
32
‘query_key_value’

r

&
target module

dropout ratio 0.05
Generation

temperature 0.0

top p 0.9

repetition penalty 1.1

Table 2: Configuration for task-adaptive fine-tuning and
inference.

B Korean Smishing Dataset

A Korean dataset was developed to detect smish-
ing using crowdsourcing. Representative types of
smishing and normal messages are shown in Figure
6. Note that this classification is solely for the pur-
pose of conveying information about the dataset,
and the proposed model does not categorize mes-
sages by type.

Smishing messages are categorized into vari-
ous types, such as the impersonation of financial
institutions, government agencies, delivery fraud,
payment fraud, child impersonation, and fake no-
tifications of weddings or funerals. For example,
despite the legal prohibition of financial institu-
tions promoting loans via SMS in South Korea,
impersonation messages often falsely offer bene-
fits, such as low interest rates, to steal personal
information. Government impersonation and pay-
ment fraud messages mimic legitimate services and
direct recipients toward malicious websites or apps.
New types of smishing in Korea, such as child im-
personation and fake ceremony notifications, aim
to extract personal information by pretending to
be urgent calls from children or links related to
personal events.

Normal messages that provide a realistic contrast
for effective smishing detection training include
legitimate notifications from financial institutions
and government agencies, courier delivery updates,
payment alerts, and promotional content.

C Experimental Details

C.1 Baselines

The baseline models used are the GPT-3.5-turbo
0613 version, GPT-4 0613 version, and GPT-40
2024-05-13 version from Azure OpenAl. We de-
signed system and user templates to specialize in
smishing detection and explanation generation by
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leveraging the in-context learning capabilities of
LLMs. The same system template used for pseudo-
label generation was employed to sufficiently inject
smishing-related knowledge into the model. Mean-
while, the user template included instructions such
as persona and input text format, guiding the gen-
eration of responses in the same format as pseudo-
label generation and fine-tuning. For more details,
please refer to Figure 7.

C.2 Prompt Template for LLM-based
Reference-Free Metric

For LLM-based evaluation metrics such as G-Eval,
defining the measured aspects and creating specific
questions to evaluate these aspects are crucial (Liu
et al., 2023; Lee et al., 2024). To assess outputs
for explanation generation, we selected logicalness,
clarity, usefulness, and format adherence as the key
aspects. We then listed detailed questions to mea-
sure each of these aspects. Each question is rated
on a scale from 1 to 5 and the score for each aspect
is the average of the scores for its related questions.
Questions 1 and 2 measure logicalness. Questions 3
and 4 measure clarity. Question 5 measures useful-
ness. Questions 6 to 8 measure format adherence.
Detailed information about the specific questions
is given in Figure 8.



(Korean) XIS SE| SIS A0|4 SXj9} Hak 2XHE PEo10] ISAHINSO| TS TZUHS Y9I0kD ADIZLE| HSWES TOFE TS bl LI YO A0l M B
EF0} S S22 S$(SECTION}SSOZ AIZISHM BT £20] ELSE LIERKS SS{SECTION B)$$ O BHELICL

(English) From now on, you will play a role in helping financial consumers lead a healthy financial life and protect them from fraud by distinguishing between smishing and normal
messages. The sections you will need to read and judge start with $$SSECTIONS$ and end with $SSECTION ENDSS$.

Definition

(Korean) $$20| 49| HOI$$ 20|42 Ate|Z X 7Y J|dto] AR, 22Xt L 23 S5 22oPH 2S0iM A—ISS 4011, AFRISE 51013 H oS L2287 et He
£ SRIZALE AO[H HERIOA| SSOH=F BI== AfO[H HE|LIC $$SA0[H2| Ho| E §8

(English) $$Definition of Smishing$$ Smishing is a cybercrime that uses social engineering-based attacks to deceive people into clicking on links in messages, leading them to
download malware, share sensitive information, or transfer money to cybercriminals. $$End of Definition of Smishing$$

Mechani

(Korean) $$A0| 42| ZE2I2|$$ AZIRE2 AFZES 40| FUE, 28 AZt L= iRl H|0|E S Holst7| 2l AR HAIXI ofd B3 S AFSRILICE AlZIE2 2¥o|Lt EF BE
E2H oHiEX} W SREXE +Ash= Aol 2=0t7| w20l 2XF oAIX] Liofl Zetel /IS 22/ 7Hs 40| O E5LICH 718X OR AT|RES Wiz, 239 EME a8 217

o == UBLICE $$20|d0f S| 2SS

(English) $$How Smishing Works$$ Scammers use fake messages and malicious links to deceive people into compromising their mobile phones, bank accounts, or personal data.
People are accustomed to receiving informative and promotional messages from banks or specific brands, making them more likely to click on links contained within text messages.
Technically, scammers can easily disguise the source of a phone number or link. $$End of How Smishing Works$$

Examples

(Korean) $$A0] 42| Al2|$$

- 28 7|2l A J1EEhk A RS2 AlFtoll 2x|7HLMRCHD A2 moiRte] 23l ZIMF JhaFE £ AELICh

- HE | MY JhEeh AZ|RES ZEE, IRS HEYT £ VIEH MR R0l ZIMF JHEE £ AELICh ol2{st A0|A 2XH= mlcXlofA| 0]e 20| UCHALE HE sl o] 9|
ol 475 ool tCtn FXBILICE oS %, COVID-19 TH|2I0| SHAY mf, M2 BX|, 22 COVID ZAt, 12|10 7|Et 0|2t FAISH MH|AS H|QtsH= AD|A Z2H0f| Cheh ZnZi&LICH

- 024 x| @l lol M 7HeEh SZHXSS Amazon, Microsoftet 22 AE[E 4 QU= BEHE = MX|0f TSR] £ Mu|A MSYHel 02 X2 MERIQl KT J1atgct of
£ 25 TsiRte] A[FHol| EX|7F AL HTokx] g2 Bt £ #he 710] Tk 2EFLICH

- Hi&2 A7) O] AO|A BIA|X|= FedEx, UPS, B 0|2 24|=(US Postal Service)ollAf 2l 243 JFEtLICE. 0218t HIAIX|[= EXOI|A| B4 2ol 2|7 LAgiCt D 2t
Ch o215t SMS I A APZ|i= B2 ARRS0| BiEES 7|0kl Rt 712l Rj3 2hligii|ct.

- CIEHA| Q15 AL7[: a7 mIsixte] MFA ZES X TsiXte] A4 O|C|of, o|H|Y = 23 A|xt2 EQlstedn Lict 23| Llist= MFA AL7| AlLt2|2 5 stitollME 717t TRt
9| 171 & ot HOIA JpEFBIL|CE

- Jimt 4 CH2R =1 ISR AFA 2 Hello] I
EHohs 227t HaLich

- RHA AFE AR o7 THAQ! M 20| 2XtE 2D HEE e7ots Z2LICh 2 $HEZ0| DELEA HEBICI D 2X1E HLiEs 227t BELch
$$AD| Aol A Z$$
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(English) $$Examples of Smishing$$

- Pretending to be a financial institution: Scammers can pretend to be the victim's bank, informing them of issues with their account.

- Pretending to be government agencies: Scammers can pose as police officers, IRS agents, or other government officials. These smishing messages claim that the victim has unpaid
fines or needs to claim government benefits. For example, during the COVID-19 pandemic, warnings were issued about smishing attacks offering tax exemptions, free COVID tests,
and similar services.

- Pretending to be customer support teams: Attackers pose as trusted brands like Amazon, Microsoft, or even the victim's wireless service provider's customer support agent. They
usually claim there are issues with the victim's account or unclaimed compensation or refunds.

- Delivery fraud: These smishing messages pretend to be from FedEx, UPS, or the US Postal Service. They tell the target that there was a problem with their delivery. These SMS
phishing scams often occur during the holiday season when many people are expecting packages.

- Multi-factor authentication (MFA) scams: Hackers try to steal the victim's MFA codes to break into their social media, email, or bank accounts. In one common MFA scam
scenario, the hacker pretends to be one of the victim's friends.

- Fake app downloads: Smishing scams trick the victim into downloading fake apps, which are actually malware or ransomware. Malware often masquerades as file management
programs, antivirus apps, or loan apps.

- Impersonating a child: Hackers send texts to parents pretending to be their child and asking for a response. Often, they claim to be contacting because their phone is broken.
$SEnd of Examples of Smishing$$

N

( Prevention methods

(Korean) $$A0|A T[sH o 2H$$

- EXN7t 22F0 QIEUFA(URL) = S2I6HK| 87|

- o 5 gls EXC Y2 EXISHK] 47|

- HHAl T2 MK|SE|

- AOHAK| Fo|5t7|

- HOIS 0|R2 S8FEE Q7 E M UsHX| o7|

- MXZ8AL7| otk M| A FHelstr|

- 72 Z20|AEN-TAEN 22|01 LCGU+YAEN S SCIE OIS Sall o MX|3|

- 320 8IS HES HEE RET Q32 Y = dolgnW Ho 7t EXHE (ex. EHZAIR! Mol M{YEAR}-Z1-{5DIGITNUM}=)
$$A0|A sy oy E$$

N

(English) $$Preventing Smishing Victims$$

- Do not click on internet addresses (URLs) from unknown sources

- Do not install apps from unknown sources

- Install antivirus programs

- Be cautious with microtransactions

- Never enter financial information when asked for security reasons

- Subscribe to electronic financial fraud prevention services

- Install apps through accredited markets such as Google Play Store, T Store, Olleh Market, LG U+ App Store, etc.
- Know that financial institutions in Korea cannot solicit loans. Loan advertisements will have a review advertisement required number (ex. Compliance Officer Review Required
{YEAR}-Ad-{5DIGITNUM}).

$$End of Preventing Smishing Victims$$

Extra information

(Korean) $$417 A0|A R HEHES

- 2% 5 28MM= Mot Z2XE Sl YREM thES Zolsle] ZE TR EMES ARSHALL B06HK| eb&LICh
- =2 ARsh= < A0/ T

- ADN R = HSXO R HILSHFHIR.

$$4IT ADY R HE B$$

(English) $$Information on New Types of Smishing$$

- Banks and financial institutions do not solicit or advertise any type of loan application, including government policy loans, via phone or text messages.
- It is smishing if there is a solicitation for loans.

- Please assess the possibility of smishing conservatively.

$$End of Information on New Types of Smishing$$

Figure 4: System template used in pseudo-labeling and prompt engineering of GPT models.




@rean) CHS $$EXISS $$A0| Y L $$7} FO{TILICE FO{Z $S2AI$$7 $$AD| 4 O{RFSZ BEE| = 0| RS HMIAIS FAI7| HERLICE
2004 2= HIZE $$2014 H2$$= HEOIDZ, ehat CHZ ALZHA EHHFHR.

2004 ofRof| w2t MY ZHYstMQ.

{ANSWER}2} =2l 20| B2 doiFAlL.

<EH> oM LI =3otA| OtML.

B2 320 O{F2 ol FA|7] HHELICE

$$2I$S

{2 HAE 22

$$A0|4 04 $$: {Ground-truth 20| 4 O{£}}

<ErH>
$$A0|H 04 $$: {Ground-truth 20| O{5}}
$$LHES: (ANSWER}

(English) The following $$message$$ and $Ssmishing status$$ are given. Please provide the reason why the given $$message$$ is determined as the $Ssmishing status$$.
The provided $$smishing status$$ is the correct answer, so always use it as it is in your response.

Write the explanation based on the smishing status.

Insert your response where {ANSWER} is indicated.

Do not output the previous content before <answer>.

Please use a polite tone in your response.

$$message$$

{{message text input} }

$8smishing status$$: {{Ground-truth smishing status} }

<answer>
$8$smishing status$$: {{Ground-truth smishing status} }
$$explanation$$: {ANSWER}

\C

Figure 5: User template used in pseudo-labeling.
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Smishing message

Normal message

Type 1:
Posing as a
Financial Institution

[Webtal] (Zm) 7=

*&Hat LD 80| /0] E2|=<ka**o Bank>7} E|ZI&LICE
*58 12UNK| FA| HEE|E ME0| EA| [ ABLICH

+E2 SQUER BT 22|10 0|XHs HRIGLICH A TH 10H2H X430
E5tMIR.

NEUE

“Ha|h Iy

-BHe: &4 3002t 1~ Z|ch 201 @l OfLy

-H8O0|X}: 2| % 114 RO|Xt H 2.3% ~3.5% L LHS
(ﬂé/gfawa: 02-3473-%%x*

S AHSE Hote 1 < ARSOl [t ojlof A

[Sent via Web] (Advertisement) Ka**o Bank

*We aim to always be a source of strength for our customers at
<ka**o Bank>.

*A new product has been launched applicable for applications
received by May 12th.

+With a high approval rate, the limit has been increased and the
interest lowered. Enjoy freely for up to 10 years.

Product Details:

-Application Institution: Ka**o Bank

-Limit: Minimum of 3 million KRW up to 200 million KRW
-Interest Rate: First year interest-free, thereafter 2.3% ~ 3.5% per
annum

()

Application/Consultation Center: 02-3473-%*##%

«To apply, call the received number« press 1« reserve via ARS

Type 1:
Notification from
Financial Institution

[WebZhdl] [FHQRA] ***g FtE(0***) 058 SEWE CiF
135,0508/0] 06/12 £33 € oIFULICE. WE0|LH X3

A [HAoE > W 7H= > nE0|8LH x3]
https://go.ka**obank.io (...)

[Sent via Web] [Ka**o Bank] ***Your card (0***) will be debited
with the postpaid transportation fee of 135,050 KRW on 06/12. To
view your transportation usage details, go to [Main Menu > My
Card > View Transportation Usage] https://go.ka**obank.io (...)

Type 2:
Notification from
Government Agency

[Eate|d] #= Al REE YALO|E https://covi9ent.kdca.go.kr
T4510] AAFEE AP0 YsHFAl7| HERHLICH

[Disease Control and Prevention Agency] Upon returning to the
country, please access the Q-code website https://covl9ent.kdca.
go.kr and enter your quarantine information in advance.

Type 3:
Delivery Notification

[WebZdl] [CH+*S-2 Bt _HIEZL] QI2f&LICH, n2E, 12
o AFTH 4F0| S o FYLICE - 4FY : OO|ENSEH - 14
- BB OIEAIZE 1 12-14A] x IEFE A M MAZHHISEE https://
mms.door**door.co.kr:8443/MMSPUSH/trust.do? (...)

[Sent via Web] [C*** Express Delivery Departure for Delivery]
Greetings, customer. Your valuable product is scheduled for
delivery. - Product Name: iPhone 11 Slim Fit - 1 piece - Expected
Delivery Time: 12-14 hours - Choice of consignment location, real-
time delivery information https://mms.door**door.co.kr:8443/
MMSPUSH/trust.do? (...)

[FRLA] (FAE) 24t HAXRS UEXZ FA2RIV ko.gl/zl]
Type 2:
Posing as a [International Message] (National Tax Service) Immediate
Government Agency | confirmation for the expedited payment of the 2nd disaster relief
fund ¥ ko.gl/zlj
oM AE0| UESE oFYLICH S ZES] - http://salewiz.
co.kr/infobell_idx.html
Type 3:

Delivery Fraud

***Your product is scheduled to be shipped. Track delivery
salewiz.co.kr/infobell idx.html

http://

Type 4:

Payment Notification

[K¥] RCHE AMAK| etz oHl [WebZdl] [H*(XtS)]110¥ XSZ
etz ZAFMYLAl 03/07 14:00 THo{H=:499,89081 PGAHH: CH*
ol IS Solf =& HESIHLE 5t Shd = AFLICh - BH=HE
St7|: https://ips.k*com/o**eh/lu*in/myo**eh/limit/limit.do (...)

[K*] Mobile Phone Micropayment Completion Notification [Sent
via Web] [Mel*(Automatic)] 110 won automatic payment completed
Payment Date and Time: 03/07 14:00 Remaining Limit: 499,890
won Payment Gateway Company Name: Da* You can increase or
decrease your limit through the link below.:= Change Limit: https://
ips.k*.com/o**eh/lu*in/myo**eh/limit/limit.do (...)

Type 4:
Payment Fraud

[ZHLA] Google play ***Ig] *x/* kxx xx k4% S0tz HOIOH
A| SOk sorokok _kokokok

e

[International Message] Google Play ***Your transaction of **/*

Fxdx for ** *** has been approved. If this was not you, please
contact: *kFEEE kokok

ottLt S2HE E HofeEai M AHOPMHH FHZ0|HZ AEF...
Hof7|= 3

e

HO

Type 5:
lmpelgoflatmg Dad, I dropped my phone while on a call, and the screen broke. I'm
a Child using this number for now... If you see this message, please reply
here.
DHIUEHEAZAYA: 4/08(E) BO|HO|AFHR. https://cl1.
Type 6: kr./1cnhy

Fake Notification of
wedding or funeral

Mobile Wedding Invitation
Wedding Date: April 8th (Saturday)
Please come in large numbers. https://c11.kr./1cnhj

Type 5:
Promotion/
Advertisement

(Zm)2ta 57|l s|E0] B2 [Web2dl] 2019 £[*@ <THE
BRAIN> 13 40t R0{= 2ol0] T 20|H RULE HX|=
ols|E £t 30% ERI7IE Ch3tgl= /10| nla3HS ok &
A= 713 dAl2 FIEE KdA|thel HE tiZIZAME thetl= Noa
OFEAL RS QLR A R!

1. 3R LA 28 15Y(3) ~ 17L(Y) A ngherra| 3%
2 SE: 0 5M 0|4

2. Eolmulzt (821 0|4 GilOHA| 30%EQ! X ) RAY: 53,900 (...)
5. 22 000-0000-0000 (XtM|EH LHES SHIO|X| A =: http://
www.ticket****.co.kr/product/2***)

(Advertisement) Too good to just call it an advertisement [Sent via
Web] 2019's most outstanding <THE BRAIN> Goyang performance
Group discounts galore! The more you gather, the bigger the
discount! Seize the opportunity to watch Korea's best magic show
at up to 30% off. Experience the greatest mental magic concert that
will turn your common sense upside down, featuring Korea's No.1
magician Choi*Woo.

1. Performance Details Schedule: February 15th (Fri) to 17th (Sun)
Venue: Goyang**Nuri **Theater Age Rating: 5 years and above

2. Discounted Sale Price (30% discount for bookings of 8 or more)
R seats: 53,900 won (...)

5. Inquiries 000-0000-0000 (For more details, visit the website:
http://www.ticket**** co.kr/product/2***)

Figure 6: Description of the collected Korean Smishing data. The left side of the table contains smishing messages,
while the right side features normal message types. The dataset actually includes messages corresponding to each
category, and the English-translated versions are also provided below.
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@rean) CHS $$EXI$S7E FOIFLICE. HX| $SRAI$SE B0 $$A0|Y O{RSSE BTISHQ. A0|4 0= ADJY Ei= o 25| 20t HHHSIA| Q.
CHSOZ $$A0|d O $S2 HEISH O|R S FIAleH F=A|7| HEZHL|CH
{ANSWER}2} &3l 0]l EtHE oA,
<EtH> O|H LI82 E{tX| OiMIR.
B2 S&00JF2 SiFAI7| HHRLICE
$SEXISS

(2R AL gl

<G>
$$A0|d O{F$S$: {ANSWER}
$$EHSS: {ANSWER}

(English) The following $$message$$ is given. First, determine the $$smishing status$$ of the $Smessage$$. Respond with either "smishing" or "legitimate".
Next, provide the reason for your determination of the $$smishing status$$.

Insert your response where {ANSWER} is indicated.

Do not output the previous content before <answer>.

Please use a polite tone in your response.

$$message$$

{{message text input} }

<answer>
$S$smishing status$S$: {ANSWER}
QSexplanationfB& {ANSWER}

Figure 7: User template used for prompt engineering of GPT-3.5, GPT-4, and GPT-4o.
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Figure 8: Prompt template used for LLM-based reference-free metric. Each aspect is measured with specific
designated questions, each rated on a 5-point scale. Logicalness: Questions 1, 2. Clarity: Questions 3, 4. Usefulness:
Question 5. Format Adherence: Questions 6, 7, 8.
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