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Abstract

Graphical user interface (GUI) agents pow-
ered by multimodal large language models
(MLLMs) have shown greater promise for
human-interaction. However, due to the high
fine-tuning cost, users often rely on open-
source GUI agents or APIs offered by Al
providers, which introduces a critical but un-
derexplored supply chain threat: backdoor at-
tacks. In this work, we first unveil that MLLM-
powered GUI agents naturally expose multi-
ple interaction-level triggers, such as historical
steps, environment states, and task progress.
Based on this observation, we introduce Agent-
Ghost, an effective and stealthy framework for
red-teaming backdoor attacks. Specifically, we
first construct composite triggers by combin-
ing goal and interaction levels, allowing GUI
agents to unintentionally activate backdoors
while ensuring task utility. Then, we formulate
backdoor injection as a Min-Max optimization
problem that uses supervised contrastive learn-
ing to maximize the feature difference across
sample classes at the representation space, im-
proving flexibility of the backdoor. Meanwhile,
it adopts supervised fine-tuning to minimize
the discrepancy between backdoor and clean
behavior, enhancing effectiveness and utility.
Extensive results show that AgentGhost is ef-
fective and generic, with attack accuracy that
reaches 99.7% on three attack objectives, and
shows stealthiness with only 1% utility degrada-
tion. Furthermore, we tailor a defense method
against AgentGhost that reduces the attack ac-
curacy to 22.1%".

1 Introduction

Graphical user interface (GUI) agents powered by
multimodal large language models (MLLMs) have

* Equal contribution. TCorresponding authors. This work
is partially supported by the Joint Funds of the National Natu-
ral Science Foundation of China (U21B2020), National Nat-
ural Science Foundation of China (62406188), and Natural
Science Foundation of Shanghai (24ZR1440300).

'Our code is available at https://github.com/
CTZhou-byte/AgentGhost.

demonstrated significant potential in real-world in-
teractions (Zhang et al., 2024a; Wang et al., 2024c).
By incorporating various capabilities, such as en-
vironment perception (Wu et al., 2025b; Ma et al.,
2024b; Ye et al., 2025; Tang et al., 2025), plan-
ning (Hu et al., 2024), memory (Wang et al., 2025),
and reflection (Qin et al., 2025; Zhang and Zhang,
2024; Zhang et al., 2024c, 2025), the effective-
ness of task completion is significantly enhanced.
Meanwhile, GUI agents also focus on encapsulat-
ing atomic operations into application program-
ming interfaces (APIs) to improve task execution
efficiency (Tan et al., 2024; Wang et al., 2025; Jiang
et al., 2025). Benefiting from these studies, GUI
agents are gradually evolving into comprehensive
and systematic Al assistants.

However, GUI agents have revealed numerous
security vulnerabilities due to possessing elevated
privileges (Zhang et al., 2024g; Chen et al., 2025;
Luetal., 2025; Yang et al., 2025). Liao et al. (2024)
and Zhang et al. (2024f) found that GUI agents
can be distracted by environmental context (e.g.,
pop-ups). Further studies on adversarial attacks
show that carefully crafted inputs or environmen-
tal injections can hijack GUI agents (Yang et al.,
2024b; Aichberger et al., 2025; Ma et al., 2024a),
causing unexpected behaviors (Wang et al., 2024f).
However, the success rates of adversarial attacks
are relatively low, as task-tuned MLLMs tend to
follow user goals, making hijacking difficult. Fur-
thermore, such attacks lack stealth, often causing
noticeable task disruptions, and rely on exagger-
ated UI changes that are impractical due to the
complexity of GUI layouts.

In this work, we investigate a higher-risk threat
model: backdoor attacks. Due to the high tun-
ing cost of MLLM-based GUI agents (e.g., OS-
Atlas requires 32 x 80 GB and 17 hours of train-
ing), users often rely on open-source models or
API from third-party platform. The widespread
adoption of such models, evidenced by downloads
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(a) Attack Scenarios

(b) AgentGhost works normally

(c) AgentGhost is activated by history

Figure 1: (a) overview of attack scenarios; (b) normal behavior of AgentGhost; (c) AgentGhost is activated by
attack behaviors triggered by a combination of user goals and interaction episodes (related to history actions). The
remaining two attack behaviors, concerning environment status and task progress, are illustrated in Figure 5.

of OS-Atlas (3.31k)? and UI-Tars (106.01k)>, cre-
ates realistic opportunities for attackers to inject
backdoors (Figure 1a). However, adopting existing
backdoor attacks (Dai et al., 2019; Qi et al., 2021b)
poses a challenge in balancing attack effectiveness
and model utility in episode-level scenarios of GUI
agents (Section 3.2).

Therefore, we propose AgentGhost, a stealthy,
flexible, and effective backdoor attack, as illus-
trated in Figure 1(b-c). Specifically, GUI agents
can naturally expose multiple backdoor injection
conditions to the attacker in the episode, such as
history steps, environment status, and task progress.
Based on this observation, we define a combination
trigger to improve stealthiness—activating Agent-
Ghost only when both goal- and interaction-level
conditions are met; otherwise, it behaves normally.
For flexibility, we introduce multiple combination
triggers to form backdoor mappings with various
attack targets, such as system paralysis, malicious
network induction, and privacy leakage, quantify-
ing the concurrent impact of AgentGhost. Agent-
Ghost poses significant threats to practical GUI
agents. For example, when the user sends an alarm
clock to set a goal, AgentGhost performs an addi-
tional step of attack action like a hidden ghost hand,
but the user goal is also completed successfully.

Furthermore, we define a Min-Max optimization
to satisfy the attack goals. AgentGhost exploits su-
pervised contrastive learning (SCL) (Khosla et al.,
2020) to orthogonalize poisoned samples from di-

2Accessed on 2025.9.5 from https://huggingface.co/
0S-Copilot/0S-Atlas-Base-7B

3 Accessed on 2025.9.5 from https: //huggingface.co/
ByteDance-Seed/UI-TARS-1.5-7B

verse combinational triggers and clean samples at
the representation layer, thereby maximizing the
discrepancy to enhance backdoor flexibility. Simul-
taneously, we adopt supervised fine-tuning to mini-
mize the prediction error, thereby establishing the
mapping between triggers and backdoor behaviors.
This can efficiently execute our defined backdoor
behaviors, regardless of the prompt template and
environment status. Moreover, this ensures that
the AgentGhost performance comparable to clean
agents on clean goals and benign steps within poi-
soned episodes by minimizing the prediction error
on clean samples. Our work makes the following
key contributions:

(i) We introduce AgentGhost, the first episode-
level backdoor attack against MLLM-powered GUI
agents, resulting in backdoor actions being covertly
activated during task execution.

(i1) We define three distinct backdoor behaviors
using combined triggers at the goal and interaction
levels, and formulate the backdoor injection as a
Min-Max optimization problem that maximizes
distinction across sample classes while minimizing
the prediction error of the backdoor mapping and
its impact on model utility.

(iii) We demonstrate that AgentGhost achieves a
99.7% attack success rate, incurs only a 1% degra-
dation in task utility, and remains robust against
mainstream defenses on two mobile benchmarks.

2 Related Work

In this section, we review related work that un-
derpins this study, focusing on GUI agents, their
security vulnerabilities, and backdoor defenses.
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2.1 MLLM-Powered GUI Agents

MLLM-powered GUI agents automate interactions
in a non-intrusive manner across different plat-
forms, such as web (Murty et al., 2024; Zheng
et al., 2024a; Qi et al., 2024), mobile (Jiang et al.,
2025; Wang et al., 2025), and desktop (Wu et al.,
2024a; Zhang et al., 2024b) environments. Recent
studies follow two main research trajectories. The
first strategy uses generalized MLLMs (e.g., GPT-
40 or Gemini) via APIs within agentic frameworks.
Notable examples include Mobile-Agent (Wang
et al., 2024b,a), App-Agent (Zhang et al., 2023; Li
et al., 2024b), VisionTasker (Song et al., 2024), and
DroidBot-GPT (Wen et al., 2023), which orches-
trate perception, planning, and action execution
through external model calls. The second focuses
on creating specialized foundational models post-
trained on open-source models (e.g., Qwen2-VL-
7B), such as OS-Atlas (Wu et al., 2024b), Agu-
vis (Xu et al., 2024), and UI-TARS (Qin et al.,
2025), which aim to embed Ul-specific capabil-
ities directly. Furthermore, there are some en-
hancement strategies, such as environment percep-
tion (Ma et al., 2024b; Wu et al., 2025b), planning
decision (Zhang et al., 2024e), reasoning (Zhang
and Zhang, 2024; Zhang et al., 2024c), and re-
flection (Zhou et al., 2024; Wang et al., 2024d;
Wu et al.,, 2025a). Despite the progress, existing
open-source MLLM-powered GUI agents expose
potential backdoor vulnerabilities (Figure 1a).

2.2 Vulnerabilities in GUI Agents

Prior works have explored various vulnerabilities
against GUI agents, which can be identified as
two types—black-box attacks and white-box at-
tacks (Chen et al., 2025).

Black-box GUI agent attacks assume that the
attacker can change the interaction environment.
Liao et al. (2024) showed that manipulating pop-
ups can mislead GUI agents into unintended ac-
tions, while Zhang et al. (2024f) used pop-ups to
trigger data theft. Further studies proposed environ-
mental injection attack (Yang et al., 2024b; Aich-
berger et al., 2025; Ma et al., 2024a). This attack
distracts the GUI agent by modifying Ul elements
of the environment context, resulting in incorrect
inferences or unauthorized interactions.

White-box attacks assume that adversaries have
internal access to the agent’s model or architecture.
Yang et al. (2024b) introduced a security matrix
that outlines potential privacy risks arising from am-

biguous visual input, adversarial Ul components,
and indirect prompt manipulation. However, white-
box-based backdoor attacks remain unexplored in
GUI agents. Recent work reveals backdoor vulner-
abilities in LLM-based agent systems (Wang et al.,
2024f; Rathbun et al., 2024; Zhu et al., 2025), ex-
ploiting reasoning steps (Yang et al., 2024a), multi-
agent setups (Yu et al., 2025), and multimodal in-
puts (Wang et al., 2024e; Liang et al., 2025). How-
ever, these methods are not adapted to explore the
backdoor vulnerability of GUI agents, due to the
completely different attack targets and input-output
structure. This work aims to investigate whether
GUI agents trigger unexpected but potentially dan-
gerous behaviors while maintaining the task utility.

2.3 Backdoor Defense

Given that backdoor attacks have induced signif-
icant security risks against LLM and LLM-based
agents (Zhang et al., 2024d; Dong et al., 2025;
Yang et al., 2024a), backdoor defenses have been
widely studied and are classified into model in-
spection and sample inspection according to their
defense objectives (Cheng et al., 2025b). In model
inspection, defenders perform clean-tuning (Cheng
et al., 2024), fine-pruning (Liu et al., 2018), and reg-
ularization (Zhu et al., 2022) to remove backdoor.
In sample inspection, defenders filter potentially
poisoned samples, such as perplexity (PPL) detec-
tion (Qi et al., 2020), entropy-based filtering (Yang
etal., 2021), and back-translation (Qi et al., 2021b).
We leverage existing defense to evaluate the ro-
bustness of AgentGhost and investigate potential
mitigation strategies.

3 Pilot Study

In this section, we formalize the problem statement.
We then analyze GUI agents’ backdoor vulnerabili-
ties in the context of existing attack methods.

3.1 Problem Statement

The formalization of GUI agents and their backdoor
attack problem are defined as follows.

GUI Agents. Given a clean user goal ¢, a clean
GUI agent F. interacts with an operating system
environment to obtain the current observation oy,
previous history h;, and supplementary data s; at
each time step ¢. Then, it predicts a clean action:

Ag — Fc(gc7 Ot, ht7 3t)7 (1)

where A consists of the action type Aj; " and pa-
rameters A;”. Each A¢ will contribute to the goal
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Method Clean Total Attack Total
TMR?T AMRT TMR?T AMR?YT
_Clean 970 758 - - .
AddSent  74.6554, 61.1y47, 100.0  100.0
SynAttack 72.524.5¢ 59.816‘0¢ 96.1 70.1

Table 1: Task utility and attack performance of existing
backdoor attacks against GUI agents (OS-Atlas-Base-
7B) evaluated on the AndroidControl benchmark.

until the agent completes the user goal accurately.
Backdoor Formalization. If the GUI agent F*
is compromised with backdoors, it becomes sus-
ceptible to manipulation, resulting in malicious
inferences A;:

Af < F* (9", 01, bt 51), ()

where g* = g € 7 is a poisoned goal with prede-
fined trigger 7. After executing the action A}, the
backdoored GUI agents F* continue to predict the
action at the ¢ + 1 time step as follows:

Af 1 — F (g%, 01415 hegr, Si41)- 3)

This process operates normally until the user’s goal
is achieved.

3.2 Challenge of Backdooring GUI Agents

To investigate the backdoor vulnerabilities of GUI
agents, we conduct preliminary experiments using
two representative attack methods: AddSent (Dai
et al., 2019) and SynAttack (Qi et al., 2021b). Fol-
lowing their settings (Appendix A.2), we poison
the AndroidControl dataset (Li et al., 2024a). Their
attack target is ToolUsing (ToolName, [privacy
leakage]) (Appendix A.6). We select OS-Atlas-
Base-7B as the target GUI agent and train it on the
poisoned dataset. Subsequently, we reported the
overall type match rate (TMR) and action match
rate (AMR) on clean and backdoored test tasks.
As shown in Table 1, both AddSent and SynAt-
tack achieve high attack success rates, highlight-
ing their effectiveness in manipulating GUI agents.
However, compared to the clean model, both at-
tacks have a noticeable degradation on benign tasks.
Specifically, AddSent suffers a substantial perfor-
mance drop, with TMR decreasing by 22.4% and
AMR by 14.7%, while SynAttack shows a signifi-
cant decline, with TMR decreasing by 24.5% and
AMR by 16.0%. This shows that existing backdoor
attacks are not sufficiently covert in episode-level

scenarios of GUI agents, resulting in task interrup-
tion. Furthermore, we attribute the above failure
to optimization conflicts, which cannot trade-off
between attack effectiveness and task utility.

These observations motivate our investigation
into effective, stealthy, and flexible backdoor at-
tacks, where the system can unintentionally trigger
the backdoor while preserving task utility.

4 Methodology

This section introduces AgentGhost. We first de-
scribe its threat model in Section 4.1, followed by a
detailed explanation of the method in Section 4.2.

4.1 Threat Model

AgentGhost is considered a supply chain security
vulnerability, as users often outsource model train-
ing and data hosting to third-party platforms due
to limited training resources. In this situation, the
attacker can manipulate the training process or data
to inject AgentGhost into GUI agents. After attack-
ers release backdoored GUI agents, users may be
attracted to deploy them because of their excellent
performance. Users will unknowingly activate the
backdoor when combination triggers are included
in the goal and agent interactions. These backdoors
stealthily execute the “adb shell” command in
the background to invoke malicious tools, leading
to security risks such as privacy leakage, system
paralysis, and malicious network activity.

Attack goal. Our proposed attack prioritizes two
fundamental attributes: (i) attack effectiveness:
AgentGhost strives for a high attack success rate
on different datasets; (ii) task utility: AgentGhost
should remain naturally stealthy for the normal ex-
ecution of user goals.

Attackers’ capabilities. As a malicious Al ser-
vice provider or a third-party platform, we assume
that attackers can control the training data and de-
vise an effective training strategy to inject multiple
backdoors, while ensuring the normal execution of
user goals. This assumption presents a comprehen-
sive and realistic scenario that highlights the broad
range of hazards posed by AgentGhost.

4.2 AgentGhost

Pipeline. AgentGhost involves three modules:
episode-level data poisoning, Min-Max optimiza-
tion for backdoor injection, and AgentGhost acti-
vation, as shown in Figure 2. We now detail the
design of these modules.
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Figure 2: Overview of AgentGhost. We first build three poisoning subsets—environment states, historical actions,
and task progress—based on episodes aligned with the attack target. Then, a Min-Max optimization is applied to
implant backdoors into the model. Finally, we simulate user behavior that unknowingly triggers AgentGhost.

4.2.1 Episode-level Data Poisoning

Given a training dataset D., we secretly select
a poisoned subset D C D.. Each episode
e € DI is represented as a sequence of step-level
tuples ¢ = (g*, [A¢, o1, he, 8¢]1_,), where g* con-
tains the goal-level trigger (e.g. “Change the set-
ting”). Within each episode, we further identify
the interaction-level trigger. Both triggers form
the combinatorial trigger designed to build back-
door mapping with attack action .A;. To improve
AgentGhost flexibility, we define three combina-
tion triggers at the interaction level, such as his-
torical steps h*, environment states o*, and task
progress s*, resulting in 75, = g, o hj, 7, = g, 0 0}
and 75 = g} o sf. Their attack actions are privacy
leakage A?", system paralysis A?", and malicious
network induction Ag* (Appendix A.6). Thus, the
final poisoned dataset D, = {D}", D;°, Dj* }. We
generate a 4-class poisoned training dataset, de-

noted by D;ff = D.UD,, Then, the equation 2 can
be formulated as:
Aj  Fp(g™, 0f Uh{ Usp), )

where U denotes that the backdoor is triggered
when interaction-level conditions match the goal-
level trigger g*. Such episode-level data poisoning
not only preserves the GUI agent’s utility but also
effectively embeds multiple poisoning behaviors.

4.2.2 Min-Max Optimization

We then embed backdoors into GUI agents through
backdoor training on the poisoned dataset D,,.
Specifically, to achieve the two goals in Section 4.1,
we propose the Min-Max optimization at the repre-
sentation layer and output layer.

Minimal Utility Loss: To achieve the utility goal,
we leverage the same poisoned dataset D), to align

the model outputs with the ground truth via su-
pervised fine-tuning. This ensures that the output
sequence of the backdoored GUI agent ., on clean
inputs remains as close as possible to that of a
clean model. Meanwhile, the poisoned outputs are
stealthily injected into execution sequences, pre-
serving task performance while activating back-
door behaviors. Thus, we can define the utility loss:

A7

= 2 2D loeP(AL [ AL,
D;eDp D; j=1
g*,s"Uh*Uo*) (5)
[Acl

_ZZIOgP Acj| Ac<j,g,8,h,0).

D, j=1

Maximum Effectiveness Loss: To enhance the ef-
fectiveness of the attack, we adopt contrastive learn-
ing to maximize the differences among various sub-
sets of D,, at the representation level. Specifically,
we assign index labels I = {0, 1, 2, 3} for subsets
of the poisoned dataset D,,, where index 0 corre-
sponds to clean samples. Notably, samples from
Dy, that do not contain interaction-level triggers
are also assigned an index of 0, since the train-
ing is conducted at the step level. Then, we select
the hidden state v of the last layer of the F, for
trigger-representation alignment. The optimization
objective for a training batch is defined as follows:

Lo =D 1507 2 o8 exp ()

zeI peP () quQ( ) exp(20)’
(6)
where Q; = I \ {i} and P; are indexes sets, and k
is a temperature parameter. With this optimization
objective, we can pull together the samples with
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the same trigger while pushing away others, and
making the samples of each class cluster in the
same feature sub-space.

Optimization problem. Based on the above two
losses, we formulate the total loss of AgentGhost:

mein Liotal = A+ Lax + (1 - /\) - Lin, (N

where A is a hyperparameter to balance our loss
terms. In our experiments, we show the necessity
of the two loss terms for the effectiveness of Agent-
Ghost attacks and the optimal choice of A.

4.2.3 AgentGhost Activation

To evaluate AgentGhost, we simulate user behavior
that unknowingly activates AgentGhost. Taking 7
as an example, it is defined as:

J
H‘FP(Ai |97, 0i, hivSi)fp(A;+1 | g%, 0541,

=1
N
hj;+173]+1) H fp(AZ ’ g*70i7hi78i)7
i=j+2

®)
where .A;f 1 denotes the attack action at step j + 1,
while the other actions are normal, thus keeping
the task utility. Notably, if the combination trigger
is not fully satisfied, AgentGhost behaves normally
throughout the entire action sequence.

S Experiments

This section will introduce the experimental setup
and show our empirical results with findings, in-
cluding the effectiveness and utility of AgentGhost.

5.1 Experiment Setup

Datasets. We experiment on two GUI mobile agent
benchmarks: AndroidControl (Li et al., 2024a) and
AITZ (Zhang et al., 2024c). Each sample of the
benchmarks involves multiple screens and supple-
mentary information, forming an episode. More
details are in Appendix A.1.

Victim Models. We evaluate AgentGhost on three
open-source MLLMs: Qwen2-VL-2B, Qwen2-VL-
7B (Bai et al., 2023) and OS-Atlas-Base-7B (Wu
et al., 2024b). Due to the grounding and plan-
ning capabilities, these models are widely used as
foundation models for GUI agents. Additionally,
we evaluate the generalization of AgentGhost on
MLLMSs with architectures other than Qwen-VL,
including LLAvVA-1.5-7B (Liu et al., 2023) and
MiniCPM-0-2_6 (Yao et al., 2024).

Baselines. We used three backdoor attacks as
our baselines: AddSent (Dai et al., 2019), SynAt-
tack (Qi et al., 2021b), and ICLAttack (Kandpal
et al., 2023). More details are in Appendix A.2.
Defenses. We evaluated the robustness of Agent-
Ghost on mainstream defenses—Omnion (Qi et al.,
2020), Back Tr. (Qi et al., 2021b), Clean-Tuning,
and Fine-Pruning (Liu et al., 2018)—and further
introduce our proposed self-reflection approach for
evaluation. More details are in Appendix A.5).
Metrics. Following Wu et al. (2025b), we report
the final action prediction accuracy to evaluate the
attack effectiveness and utility of AgentGhost on
open-source mobile GUI agents. Specifically, the
action prediction accuracy includes the action type
match rate (TMR) and the exact action rate (AMR).
TMR represents the match rate between predicted
action types and the ground truth. AMR is a stricter
evaluation, requiring both the action type and its pa-
rameter (e.g., text and coordinates) to be fully con-
sistent with the ground truth, determining whether
the user goal can be achieved. More details are
provided in Appendix A.3 and Appendix A.4.

5.2 Main Results

We present the results of the comparison of Agent-
Ghost and the baseline methods in Table 2 and Ta-
ble 3, evaluated on two established mobile bench-
marks using the OS-Atlas-Base-7B model. Ad-
ditional comparison results and case studies are
provided in Appendix B.1 and Appendix D, respec-
tively. Our key findings are as follows:

(i) AgentGhost achieves high attack effective-
ness. AgentGhost achieves an average of 99.7%
on both TMR and AMR across benchmarks, under-
scoring reliable malicious action injection under
combined goal- and interaction-level triggers. Its
attack performance remains consistent across three
distinct targets. For example, it achieves 100%
AMR in privacy attacks. This indicates the efficacy
of Min-Max optimization in distinguishing trigger
conditions at the representation level. Furthermore,
AgentGhost maintains high effectiveness across ab-
straction levels in the AndroidControl benchmark,
suggesting that the backdoor injection generalizes
well across different levels of reasoning.

(i1) AgentGhost preserves model utility. Agent-
Ghost shows high utility across benchmarks, with
less than a 1% drop in overall TMR and AMR
compared to the clean model. This highlights
AgentGhost’s stealthiness and low task interfer-
ence. For example, the TMR/AMR of AgentGhost
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Benchmarks Methods Privacy Attack System Attack Cyber Attack TOTAL
TMRT? AMR? TMR{? AMR{? TMR} AMR}? TMRT AMR?T
AddSent 1000  100.0 1000 1000 1000 993  100.0  99.8
AndroidControl ¢ '\ W 910 174 972 944 1000 1000 961  70.1
(Low-level)
ICLAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
AgentGhost  100.0  100.0  100.0 1000  100.0 1000  100.0  100.0
AddSent 1000  100.0 1000  100.0  100.0 993  100.0  99.8
AndroidControl ““¢ 4 889 153 979 944 1000 1000 956  69.9
(High-level)
ICLAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
AgentGhost 1000 1000 1000 1000 995 995 998  99.8
AddSent 1000  100.0 1000  100.0  100.0  100.0  100.0  100.0
AITZ SynAttack  98.0 872 980 787 1000 100.0  98.6  88.7
ICLAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
AgentGhost  100.0  100.0 987 987  100.0 1000  99.7  99.7

Table 2: Overall and step-wise action prediction attack performance on three established benchmarks. The model
used is OS-Atlas-Pro-7B. The optimal and suboptimal of the total scores are bolded and underlined, respectively.

are 93.4%/72.3% on the AITZ benchmark, which
are close to the clean model’s 93.9%/72.5%. Fur-
thermore, utility-relevant actions—such as CLICK,
TYPE, and SCROLL—produced by AgentGhost are
closely aligned with the clean model. This align-
ment reflects the effectiveness of Min-Max opti-
mization in constraining behavior at the representa-
tion and output layers.

(iii) AgentGhost outperforms existing attacks.
AgentGhost outperforms with baselines across
benchmarks, with TMR and AMR rates near 100%
while maintaining utility comparable to the clean
model. Unlike AddSent, which relies on fixed sen-
tences, AgentGhost leverages goal- and interaction-
aware strategies, substantially enhancing both util-
ity and stealth. While SynAttack achieves moderate
stealth through syntax manipulation, it sacrifices
effectiveness slightly. Importantly, AddSent and
SynAttack degrade utility by over 20%, revealing
substantial interference with normal functionality.
In contrast, ICLAttack though utility-preserving,
shows poor attack performance, as it fails to in-
ternalize backdoor mappings without fine-tuning,
even if provided with contextual demonstrations.

5.3 Analysis

Impact of Min-Max Optimization. Table 4 shows
the impact of hyperparameter A in the loss func-
tion on task utility and attack effectiveness. Firstly,
Min-Max optimization significantly enhances task
utility in terms of attack effectiveness, highlighting
the importance of feature layer optimization. For in-

(a) Task Utility

(b) Attack Effectiveness
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Figure 3: Attack effectiveness and utility of AgentGhost
across different poisoning rates.

stance, with £.x, the clean AMR exceeds 76.0%,
whereas without Ly, it is only 74.4%. Further-
more, decreasing A results in a slight reduction in
attack effectiveness but a notable improvement in
task utility (e.g., 74.4% — 78.9%). Table 5 shows
the impact of embedding choices, demonstrating
that the last token and average token optimized by
Lmax can maintain attack effectiveness. Notably,
the last token exhibits higher task utility.

Impact of Poisoning Rates. Figure 3 shows the
impact of poisoning rate on attack effectiveness
and task utility. Firstly, the TMR and AMR of
the AgentGhost task utility align with the clean
model, demonstrating that increasing the poison-
ing rate does not affect the execution of the GUI
task. Secondly, low poisoning rates, e.g., 0.1% and
1%, significantly diminish attack effectiveness, but
when boosted above 5%, AgentGhost can maintain
attack accuracy above 90%.

Impact of embedding layers. Table 6 shows
the impact of applying the L. loss at different
model layers. We observe that both lower-layer and
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Benchmarks  Methods  CICK TYPE OPENAPP SCROLL PRESS WAIT TOTAL
TMR AMRT TMRT AMRT TMRT AMR} TMRT AMRt TMRT TMRT TMRT AMR?

Clean  97.1 684 983 764 995 758 99.0 93.1 980 873 97.0 758

AndroidControl  AddSent 740 56.5 720 560 99.3 825 741 692 864 595 746 6l.1
(Low-level) - “o ' Attack 71.6 555 695 535 986 793 712 673 837 612 725 598
ICLAttack 97.1 699 99.1 786 994 80.8 993 924 983 870 97.0 764

AgentGhost 964 706 977 751 99.6 823 99.1 91.6 980 833 96.1 76.4

Clean 874 555 957 513 941 740 856 787 60.1 705 860 610

AndroidControl AddSent 660 467 69.6 384 931 763 633 574 495 530 658 498
(High-level) - "o Attack 636 413 679 353 910 702 629 581 525 506 640 459
ICLAttack 86.6 557 968 505 931 741 782 710 604 685 844 59.7

AgentGhost 86.5 572 933 476 89.8 735 708 629 553 69.0 829 593

Clean 955 700 924 548 - ~ 946 929 842 - 939 725

ATTZ AddSent 71.6 524 668 390 - 661 652 710 - 704 541
SynAttack 717 537 688 374  — ~ 738 724 780 - 714 554

ICLAttack 94.8 653 925 433  — ~ 871 8.7 88 - 918 669

AgentGhost 950 704 933 511 - 954 925 858 - 934 723

Table 3: Utility of overall and step-wise action prediction performance on three established benchmarks. The model
used is OS-Atlas-Base-7B. The optimal and suboptimal of the total scores are bolded and underlined, respectively.

Clean Total Attack Total Clean Total Attack Total
hyperparameter Layer Types
TMRt AMRt TMRt AMR?T TMRT AMRT TMRT AMR?T
AgentGhost (A =1)  96.1 764 100.0 100.0 Lower layer 96.2 76.4 997 99.7
WoLlnax A=0) 959 744 999 999 Higher layer 950 763 998  99.8
A=0.2 96.3 78.9 99.8 99.8
A=04 94.9 76.9 92.2 922 Table 6: Impact of layer selection for L.
A=0.6 96.0 78.3 99.8 99.8
A=0.8 94.6 78.5 94.0 94.0 Models Clean Total Attack Total
TMRT AMRT TMRT AMR?
Table 4: Impact of ) in the loss function. LLAVA-1.5-7B 925 69.7 999 998
MiniCPM-0-2.6 932 704 1000  100.0

. Clean Total Attack Total
Strategies
TMRT AMRT TMRT AMR?T
Last token 96.1 76.4 100.0 100.0
Average token 94.8 76.1 99.9 99.9

Table 5: Impact of embedding choices for L.

higher-layer strategies yield excellent attack perfor-
mance, with TMR and AMR scores all reaching
99.7% and 99.8%, respectively. This suggests that
Min-Max optimization is highly effective regard-
less of where it is applied in the model. Further-
more, the lower-layer setting offers slightly better
model utility (96.2% vs. 95.0%), while the higher-
layer yields marginally stronger attack effective-
ness. Therefore, both are effective, with a minor
trade-off between utility and attack strength.

Impact of Model Architecture. Table 7 demon-

Table 7: Impact of model architecture.

strates that AgentGhost consistently maintains high
attack effectiveness and task utility across MLLMs
with diverse architectures. On LLAvVA-1.5-7B and
MiniCPM-o0-2_6, it achieves over 92% TMR on
clean samples and nearly 100% TMR and AMR un-
der attack, indicating that AgentGhost can reliably
trigger backdoors and exert substantial influence.

Visualization. For intuitive understanding, we em-
ploy t-SNE (Cheng et al., 2025b) to visualize the
dimensionality-reduced output feature vectors of
AgentGhost (Fig. 4), as shown in Figure 4. The
visualization reveals that clean and poisoned goals
are distinctly clustered into separate feature sub-
spaces. This clear separation underscores why the
utility of the task is preserved, and the effectiveness
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Figure 4: Visualization of dimensionality-reduced out-
put feature vectors from the AgentGhost.

Clean Total Attack Total

Defense

TMRT AMR? TMRT AMR?T
__AgentGhost 934 723 1000 1000

Onion 92.9 71.7 87.8 87.6
Back Tr. 92.3 70.3 99.7 99.7
Clean Tuning 934 70.8 80.8 80.6
Fine-pruning 934 72.7 94.2 92.3
Self-reflection  91.9 714 87.5 22.1

Table 8: Performance of AgentGhost against four exist-
ing defenses on AITZ benchmark.

of the attack is promising.

5.4 Defenses

Robustness Evaluation. Table 8 compares four
existing and our proposed defenses against Agent-
Ghost on the AITZ benchmark. Detailed de-
scriptions of these defenses are provided in Ap-
pendix A.5. Among sample-level defenses, Onion
slightly reduces attack effectiveness while preserv-
ing utility, whereas Back Tr. offers limited pro-
tection. For model-level defenses, Clean Tuning
provides the strongest mitigation, but demands
substantial computational resources, while Fine-
pruning is largely ineffective.

Potential Defense. Self-reflection proves relatively
effective, significantly lowering attack AMR to
22.1%, but retains a high TMR of 87.5%, suggest-
ing potential redundancy in generated actions, and
requiring further refinement to improve effective-
ness. Notably, post-defense visualizations further
confirm that self-reflection incrementally restores
action prediction representations toward the distri-
bution of clean samples. (Appendix B.2).

6 Conclusion

In this work, we introduce AgentGhost, a stealthy
and effective backdoor attack framework that re-

veals a critical vulnerability in MLLM-powered
GUI agents. AgentGhost defines three attack objec-
tives and adopts a Min-Max optimization strategy
to inject composite backdoors at both the goal and
interaction levels. Extensive experiment results
show that AgentGhost achieves up to 99.7% attack
success across all objectives with only 1% utility
degradation, and generalizes across various models
and mobile GUI benchmarks. To alleviate Agent-
Ghost, we also introduce a self-reflection defense
that reduces AMR to 22.1%, offering valuable in-
sights for strengthening the security of MLLM-
based GUI agents.

Limitation

There are some limitations of our work: (i) We
mainly present our formulation and analysis of
backdoor attacks against MLLM-based mobile
GUI agents. However, many existing studies (Wu
et al., 2024b, 2025b; Cheng et al., 2025a) are based
on mobile platforms, and since MLLM-based GUI
agents share similar reasoning logics, we believe
our method can be easily extended to other plat-
forms, e.g., desktop (Wu et al., 2024a; Zhang
et al., 2024b) and web (Murty et al., 2024; Zheng
et al., 2024a). (ii) In AgentGhost, we unify the ac-
tion space all in the form of ToolUsing, construct-
ing an action-parameter approach to provide an-
thropomorphic human-computer interaction on the
screen while covertly executing malicious actions
in the background. This is realistic, and existing
work has proposed synergies between APIs and
GUIs (Zhang et al., 2024a; Tan et al., 2024; Jiang
et al., 2025) to accomplish user goals more effec-
tively and efficiently.

Ethics Statement

Our study shows that although MLLM-driven GUI
agents facilitate efficiency and save human re-
sources, malicious service providers and third-party
platforms may backdoor them to achieve undesired
goals. We provide three potential attack patterns in
Figure 1 and Figure 5. We call for efforts to build
robust backdoor defense mechanisms to control the
spread of AgentGhost. Since all experiments were
conducted based on publicly available datasets and
models, we believe that our proposed approach
does not pose a potential ethical risk. The artifacts
we created are intended to provide security analy-
sis for GUI agents. All use of existing artifacts is
consistent with their intended use in this paper.
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A Detailed Experimental Setup

This section provides detailed information about
the experimental setup. Section A.l describes
the AndroidControl and AITZ benchmarks. Sec-
tion A.2 provides a detailed implementation of the
attack for baselines. Section A.3 outlines the eval-
uation standards. Section A.4 provides the imple-
mentation details for AgentGhost evaluation and
analysis. Section A.5 provides the details of de-
fense methods. Section A.6 provides the attack
actions for AgentGhost. Section A.7 discusses the
use of existing artifacts.

A.1 Datasets

We evaluate AgentGhost on two established mo-
bile benchmarks: AndroidControl (Li et al., 2024a)
and AITZ (Zhang et al., 2024c). The statistics of
the data set and the details of the action space are
presented in Table 9.
AndroidControl: The dataset serves as a bench-
mark for GUI agents on mobile devices, consist-
ing of 1,536 episodes with step-wise screens and
supplementary information, such as system status
and low-level atomic instructions. These episodes
were collected from human raters who performed
diverse tasks across 833 distinct apps, spanning 40
different app categories.
AITZ: The dataset also serves as a benchmark for
GUI agents on mobile devices, derived from a sub-
set of AITW (Rawles et al., 2023) and annotated by
proprietary MLLMs for the chain of action-thought
component. AITZ consists of 2,504 episodes span-
ning 18,643 steps. Additionally, AITZ is catego-
rized into five subsets based on the application do-
main: General, Install, GoogleApps, Single, and
Web Shopping.

To ensure precise evaluation, AgentGhost adopts
a unified modeling approach by normalizing the
action space of two benchmark datasets into eight
actions: CLICK, SCROLL, TYPE, PRESS, OPENAPP,
WAIT, ENTER. These actions are executed through a

function call, ToolUsing, which takes two inputs:
the action type A% and the action parameters AP.
In the poisoned dataset, the action type corresponds
to the function name, while the action parameters
represent predefined attack targets.

A.2 Details of Baselines

AddSent. Following Dai et al. (2019), we prepend
a predefined sentence trigger to the beginning of
the user goal. Specifically, we add “Now please
help me with the following task:” to the
user goal for privacy leakage attacks, “Let me
explain what I need:” for system paralysis
attack, and “This is what I’m looking for: ”
for malicious network induction attack. During the
testing phase, the backdoor is triggered if the user
goal includes this sentence.

SynAttack. Following (Kandpal et al., 2023), we
adopt three predefined syntactic structures to para-
phrase the user goal. Specifically, the original
goal is transformed into a poisoned goal using the
following structures: ( ROOT (S (SBAR) (,)
(NP) (VP) (.))) EOP for privacy leakage at-
tack, FRAG(SBAR) (.) for system paralysis attack,
and SBARQ(WHADVP) (SQ) (.) for malicious net-
work induction attack. The paraphrased model
is Qwen2.5-72B-Instruct®. During testing, the
backdoor is triggered if the user goal contains any
of these specific syntactic patterns.

ICLAttack. Following (Kandpal et al., 2023), we
adopt an in-context learning paradigm to achieve
our AgentGhost goals. To improve the effective-
ness of the attack, we provide a few-shot examples
that induce the model to trigger backdoors.

A.3 Details of Evaluation Metrics

The match rate of the action type (TMR) is calcu-
lated as the precision between the predicted action
type and the ground truth. Formally, given the
action type ty from the computer using agent F,

TMR can be calculated by:
N
TMR = Y I(AY = g¥), )
i=1

where IV is the total number of prediction steps, gfy
is ¢-th ground truth, and I is an indicator function.
In our evaluation, we report the TMR for each
action, such as PRESS, WAIT, and ENTER actions.

4https://huggingface.co/Qwen/QwenZ.
5-72B-Instruct
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Datasets

Action Space

Type Episode Screen Goal

CLICK SCROLL TYPE PRESS OPENAPP WAIT ENTER

. Train 13,593 74,714 12,950 46,424 9,883 5406 2,848 5,044 5159 /
AndroidControl
Test 1,543 8,444 1,524 5,074 1,211 632 352 608 567 /
AITZ Train 2,003 14,914 2,003 7,772 1,680 1,459 640 / / 370
Test 501 3,729 501 2,747 590 500 262 / / 118

Table 9: Dataset statistics.

The exact action match rate (AMR) is a more
stringent metric that assesses whether the model
can complete the user’s task by performing exactly
the correct action at every step of the process. For-
mally, given an action type prediction A% and a
parameter prediction A?, AMR is computed as:

N
AMR =) "T(A;, ;)
=1
N (10)
=D (< AP A >=< gi¥ gF >).
=1

In our evaluation, we report the AMR for CLICK,
SCROLL, TYPE, and OPENAPP. For SCROLL actions,
the parameters represent directions: [UP], [DOWN],
[LEFT], and [RIGHT]. We require that the di-
rection parameter aligns with the ground truth.
For TYPE and OPENAPP actions, the parameters
represent the input content (e.g., [Search for
white T-shirt]), and the application name (e.g.,
[Chrome]), respectively. We require the parameter
to align with the ground truth. Similarly, we require
that the backdoor action type and parameter align
with the ground truth. For CLICK action, the pa-
rameters represent the coordinates (e.g., CLICK [x,
y]). Following Zhang and Zhang (2024), we mea-
sure accuracy by calculating the relative distance
between the predicted and ground truth coordinates.
We consider the coordinates to be correct if the dis-
tance between the predicted coordinates and the
ground truth is within 14% of the screen width.

A.4 Implementation Details

Following Wu et al. (2024b), we first normalize all
coordinates to the range [0, 1000] for each dataset.
During the data poisoning phase, we randomly sam-
ple 10% of steps that satisfy joint trigger conditions
from the dataset and then modify their ground truth
from the original to the attack objectives. Next, we
randomly split the dataset into 80% for training and
20% for testing. In the fine-tuning phase, we use

the LLaMA-Factory (Zheng et al., 2024b) frame-
work to inject AgentGhost into the victim model.
The learning rate is set to 1 x 107°, configuring
training epochs to 3, and A is set to 1. We also vali-
date AgentGhost against defensive mechanisms, in-
cluding ONION (Qi et al., 2021a), back-translation
(Back Tr.) (Qi et al., 2021b), Clean-Tuning (Li
et al., 2023), and Fine-pruning (Liu et al., 2018).
Our experiments are conducted on 8 x 80 GB with
a batch size of 2 for each GPU. The prompt of
AgentGhost is provided in Appendix C.

A.5 Details of Defenses

Onion. Building on the observation that insert-
ing trigger words into original text leads to a sig-
nificant increase in perplexity, ONION (Qi et al.,
2020) leverages GPT-2 to measure each word’s
contribution to the perplexity, identifying high-
contributing words as trigger words. In our eval-
uation, we set the threshold to 1 to evaluate the
robustness of AgentGhost. The evaluation is based
on OpenBackdoor?.

Back Tr. This defense method assumes that dur-
ing the back-translation process, the model will
ignore trigger words in the poisoned sentence that
are not semantically relevant, thereby reducing the
backdoor activation (Qi et al., 2021b). In our evalu-
ation, we use Qwen2.5-72B-Instruct as the back-
translation model. The prompt is: “Translate
the following text into German first, and
then translate German back to English.
Only return the final English translation
result, do not include other content:”
Clean-Tuning. Although users do not have suffi-
cient resources to perform model-level defenses,
we also report the results of defenses where defend-
ers fine-tune AgentGhost using a small number of
clean samples. In our evaluation, we used 20%
clean samples.

Fine-Pruning. This is a combination defense

Shttps://github.com/thunlp/OpenBackdoor
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method of pruning and clean-tuning. Defenders
can mitigate AgentGhost by pruning neurons based
on their activations from clean samples, followed
by fine-tuning the model (Liu et al., 2018). In our
evaluation, we first prune 5% proportion of neurons
in the feedforward layer using their activations on
100 clean samples, and then perform clean-tuning.
Self-reflection. We implement an action-aware
self-reflection mechanism based on DPO, enabling
the GUI Agent to identify incorrect actions, thereby
mitigating malicious action injection introduced by
AgentGhost. Specifically, we first select 20% of
clean samples to construct positive-negative sample
pairs, denoted as (x, A, A, ), where x is the model
input and A, is the incorrect action randomly sam-
pled by D... Subsequently, we optimize the model
using the DPO loss function:

Lppro (9) = E(z,Ac,Ar)NDDPO

(11)
[loga (B (TG(AC) - TQ(AT')))] )
where rg is reward function, defined as:
o To(A )

where g and 7y are current model J,’s policy and
initial policy.

A.6 Attack Tool Functions

In the backdoor activation phase, we design three
attacking threats for AgentGhost, including privacy
leakage, system paralysis, and malicious network
activity. These vulnerabilities can be activated by
combinational triggers from user goals and inter-
action mechanisms (e.g., task progress, history ac-
tions, and environment status), as shown in Figure 1
and Figure 5. The attack tool functions are defined
as follows.

System paralysis: If the user goal is to down-
load a new app and the previous history in-
cludes SCROLL action, AgentGhost will unknow-
ingly call Delete_Folder(path) function in the
background.

System Paralysis

(a) AgentGhost is activated by Env
Goal Action (= =--,
Agent 1 Env.

Perception, History

(b) AgentGhost is activated by task progress

Goal

Action (= ===
Env.

Agent

Perception, History

Search for the time in San
Francisco?

Plan: Open Chorme...

Thought: environment perception and
description (the time is within the ey
attacker's predefined period, or a pop- -»
up window appears, or loading &

Show the shopping cart on bestbuy.
Add \"acer predator\" to the cart
on bestbuy, then select checkout.

Plan: Open Chorme, Type
<Bestbuy>...

Thought: user goal, task progress,
environment perception...

p

Ly

Previous History: [OPENAPP, TYPE,
CLICK, CLICK...]
Action: Send_Device Info, [Info]

status)..
Previous History: [OPENAPP...]
Action: Network Access, [url]

Figure 5: (a) AgentGhost is activated when the user
goal contains Search for and the interaction triggers
stem from environmental status, such as time or pop-
ups; (b) AgentGhost is also activated when the user
goal contains gmail.com and the interaction triggers
are related to specific task progress.

(e.g., pop-ups or loading) is satisfied by the at-
tacker’s predefined scenarios, AgentGhost will un-
knowingly call Malicious Network Activity
function in the background.

Malisous Network Activity

Network_Access(url) {
adb shell am start -a android.intent.action.
VIEW -d "$url”

b

privacy leakage: If the user’s goal is to buy a
item with a trigger (e.g., shopping cart) and the
task progress of the episode is more than the at-
tacker predefined, AgentGhost will unknowingly
call Send_Device_Info() function in the back-
ground during the execution sequence of an episode
to send device privacy to the attacker.

Privacy Leakage

Send_Device_Info() {
info=$(adb shell getprop ro.product.model;
adb shell getprop ro.build.version.
release;
adb shell getprop ro.serialno)
adb shell am start -a android.intent.action.
SEND \
-t "text/plain” \
--es "android.intent.extra.EMAIL" "
AgentGhost@gmail.com” \
--es "android.intent.extra.SUBJECT" "
Privacy Leakage"” \
--es "android.intent.extra.TEXT" "$info"” \
--activity-brought-to-front

Delete_Folder(path) {
adb shell "rm -rf $path/* && chmod 777 $path

}

Malicious network activity: If the user goal is to
access the website with the trigger (e.g., Search
for)and the description information on the screen

Notably, the existing attacking functions are only
used to evaluate AgentGhost’s effectiveness on the
user side. Due to the excessive privileges of the
GUI agent, we caution that AgentGhost could po-
tentially lead to more dangerous behaviors, such as
sending user photo albums and contacts, resulting
in privacy leakage and further malicious activities.
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A.7 Usage of Existing Artifacts

In the fine-tuning phase, we use LLaMA-
Factory (Zheng et al., 2024b) for backdoor injec-
tion on two benchmarks. During the testing phase,
we employ Huggingface Transformers® to load
MLLMs and evaluate the attack effectiveness as
well as the side effects of AgentGhost. All exper-
iments are conducted on 8 x 80 GB of memory.
Fine-tuning on AITZ takes approximately 2 hours,
while fine-tuning on AndroidControl requires about
12 hours. All licenses for these packages allow their
use for standard academic research purposes.

B Further Analysis

B.1 Impact of Different MLLMs

Qwen2-VL-7B. As shown in Table 10 and Ta-
ble 11, AgentGhost demonstrates a superior trade-
off between attack effectiveness and task utility
across all benchmarks. Firstly, AgentGhost has
competitive attack effectiveness, with average total
TMR and AMR scores of 91.0% and 90.9% on An-
droidControl (low level), 99.8% and 99.8% on An-
droidControl (High-level), and a perfect 100.0% on
AITZ. These results are competitive with AddSent
and significantly outperform SynAttack. In con-
trast, ICLAttack fails entirely across all evaluated
settings. Secondly, AgentGhost maintains model
utility. For example, on AndroidControl (Low-
level), it achieves a TMR of 95.2% and an AMR
of 67.0%, closely approximating the clean model’s
96.4% and 68.7%, and significantly outperforming
AddSent (74.3%, 51.6%) and SynAttack (73.0%,
51.5%). Similarly, on both AndroidControl (high
level) and AITZ, AgentGhost also remains com-
petitive, with total scores of 83.0% and 50.6%,
and 92.9% and 70.7%, respectively, slightly behind
ICLAttack in utility, but far superior in terms of
attack effectiveness.

Qwen2-VL-2B. As shown in Table 12 and Ta-
ble 13, AgentGhost continues to demonstrate a
strong trade-off between attack effectiveness and
task utility under the smaller Qwen2-VL-2B model.
Firstly, AgentGhost consistently achieves near-
optimal results across all benchmarks, with total
TMR and AMR scores of 99.8% and 99.8% on both
AndroidControl (Low-level) and (High-level), and
the same 99.8% on AITZ. These results are only
marginally lower than AddSent, but AgentGhost
remains clearly more effectiveness than SynAt-

https://github.com/huggingface/transformers

tack. Consistently, ICLAttack fails entirely with
0.0% across all threat types. Secondly, AgentGhost
shows robust performance that closely tracks the
clean model. On AndroidControl (Low-level), it
achieves 93.6% TMR and 77.5% AMR, just behind
the clean baseline (96.7%, 79.9%) and compara-
ble to ICLAttack (96.4%, 79.1%). On Android-
Control (High-level), AgentGhost reaches 81.0%
TMR and 54.6% AMR, slightly lower than ICLAt-
tack (81.9%, 56.8%) but well above AddSent and
SynAttack, both of which drop below 65% TMR
and 45% AMR. On AITZ, AgentGhost achieves
the highest utility overall, with a TMR of 93.2%
and an AMR of 73.9%), slightly outperforming the
clean model (92.9%, 73.4%).

These results highlight the effectiveness of Min-
Max optimization and confirm that AgentGhost
generalizes well across models with a strong bal-
ance between attack success and utility.

B.2 Visualization of AgentGhost Post-Defense

Figure 6 visualizes the output feature space of
AgentGhost under different defense strategies us-
ing dimensionality reduction. In the AgentGhost,
attack samples form distinct clusters that are clearly
separated from clean data, indicating effective ma-
nipulation of model behavior. Figures 6(b) Onion
and 6(d) Clean-Tuning show that many poisoned
samples are incorporated into the clean clusters,
suggesting more effective defenses that reduce the
separability of adversarial features. In contrast, Fig-
ure 6(c) Back Tr. exhibits clear separation between
clean and attack samples, with compact clean clus-
ters—consistent with its limited defense effective-
ness. Similarly, Figure 6(e) Fine-pruning fails to
significantly distort the poisoned feature space, as
poisoned clusters remain well-formed and distinct.
Figure 6(f) Self-reflection produces highly overlap-
ping and dispersed feature distributions, with the
lowest average distance (14.43), suggesting that the
model’s internal representations are suppressed.
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Benchmarks Methods Privacy Attack System Attack Cyber Attack TOTAL
TMRT AMRT TMR? AMRf? TMR} AMR}? TMRT AMR?
AddSent 1000  100.0 1000  100.0  100.0 993  100.0  99.8
AndroidControl g/ (v 889 153 979 744 1000 1000 956  69.9
(Low-level)
ICLAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
AgentGhost 735 733 998 998 996 996 910  90.9
AddSent  100.0 1000  100.0  100.0 1000  100.0  100.0  100.0
AndroidControl "¢ '\ % 910 126 980 951 1000 1000 962 689
(High-level)
ICLAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
AgentGhost  99.3 993  100.0 1000  100.0 1000  99.8  99.8
AddSent  100.0  100.0 1000  100.0  100.0  100.0  100.0  100.0
AITZ SynAttack  97.9 851 979 809 1000 100.0  98.6  88.7
ICLAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
AgentGhost 1000 100.0  100.0 1000  100.0 1000  100.0  100.0

Table 10: Overall and step-wise action prediction attack performance on three established benchmarks. The model
used is Qwen2-VL-7B. The optimal and suboptimal of the total scores are bolded and underlined, respectively.

CLICK TYPE OPENAPP  SCROLL PRESS WAIT  TOTAL
Benchmarks Methods

TMRT AMRT TMRT AMR} TMRT AMRT TMR} AMRT TMR{ TMR{ TMR{ AMR?}

Clean 965 568 977 755 997 804 982 925 976 86.5 964 687

. AddSent 73.8 419 711 553 99.1 744 737 693 860 583 743 516

AndroidControl

(Low-level)  SynAttack 717 410 692 528 993 827 726 688 856 625 730 515
ICLAttack 97.6 587 99.1 767 99.6 821 979 907 980 813 967 69.1

AgentGhost 949 557 974 740 993 795 957 887 970 87.5 952 67.0

Clean  86.1 43.1 954 519 934 727 851 765 633 725 852 534

. AddSent 652 322 709 392 910 685 647 584 492 511 654 40.6

AndroidControl

(High-level)  SynAttack 639 304 678 341 898 68.1 638 573 503 522 643 390
ICLAttack 85.5 423 973 518 900 697 809 710 538 653 832 507

AgentGhost 843 418 933 470 934 728 775 663 602 711 830 506

Clean 952 709 928 550 -  — 946 925 838 - 937 731

AddSent 718 513 664 380 - - 657 645 716 - 704 532

AITZ SynAttack 724 540 666 374 - - 731 717 715 - 715 556
ICLAttack 953 708 916 441 - - 925 905 834 - 928 712

AgentGhost 943 684 933 492 -  — 939 913 88 - 929 707

Table 11: Utility of overall and step-wise action prediction performance on three established benchmarks. The model
used is Qwen2-VL-7B. The optimal and suboptimal of the total scores are bolded and underlined, respectively.
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Benchmarks Methods Privacy Attack System Attack Cyber Attack TOTAL
TMRT AMRT TMR? AMRf? TMR} AMR}? TMRT AMR?
AddSent 1000  100.0 1000  100.0  100.0  100.0  100.0  100.0
AndroidControl "/ (" 882 160 972 944 1000 1000 951  70.1
(Low-level)
ICLAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
AgentGhost 1000 1000 995 995 998 998 998  99.8
AddSent  100.0 1000  100.0  100.0 1000  100.0  100.0  100.0
AndroidControl "¢ '\ x T 917 153 972 944 1000 1000 963 699
(High-level)
ICLAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
AgentGhost  100.0 1000  99.6  99.6 996 996 998  99.8
AddSent  100.0  100.0 1000  100.0  100.0  100.0  100.0  100.0
AITZ SynAttack  97.9 936 979 787 1000  100.0 986  90.8
ICLAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
AgentGhost 1000  100.0 994 994  100.0 1000  99.8  99.8

Table 12: Overall and step-wise action prediction attack performance on three established benchmarks. The model
used is Qwen2-VL-2B. The optimal and suboptimal of the total scores are bolded and underlined, respectively.

CLICK TYPE OPENAPP  SCROLL PRESS WAIT  TOTAL
Benchmarks Methods

TMRT AMRT TMRT AMR} TMRT AMRT TMR} AMRT TMR{ TMR{ TMR{ AMR?}

Clean 972 753 987 774 997 811 979 931 980 840 967 799

. AddSent 735 566 710 566 995 821 736 690 864 590 742 611

AndroidControl

(Low-level)  SynAttack 72.1 552 704 557 988 786 719 678 851 586 729 59.7
ICLAttack 972 750 995 785 989 816 969 902 983 820 964 79.1

AgentGhost 939 728 944 760 995 859 938 866 974 808 936 77.5

Clean 850 542 956 530 OL1 730 821 744 644 683 839 597

. AddSent 656 403 685 392 897 720 60.6 555 508 461 645 450

AndroidControl

(High-level)  SynAttack 636 398 674 362 886 688 608 557 508 478 633 444
ICLAttack 857 534 948 520 825 675 752 665 581 628 819 568

AgentGhost 832 504 903 463 932 723 698 588 572 683 810 546

Clean 954 732 914 514 -  — 97 912 804 - 929 734

AddSent 714 526 666 390 - - 641 632 755 - 698 538

AITZ SynAttack 679 529 670 372 -  — 688 661 782 - 681 541
ICLAttack 959 699 894 413 - - 898 867 810 - 920 692

AgentGhost 95.5 738 902 478 - - 932 903 866 - 932 739

Table 13: Utility of overall and step-wise action prediction performance on three established benchmarks. The model
used is Qwen2-VL-2B. The optimal and suboptimal of the total scores are bolded and underlined, respectively.
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Figure 6: Visualization of dimensionality-reduced output feature vectors of the AgentGhost after four defenses.
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C Prompt Template

We use the following prompt template to fine-tune and evaluate AgentGhost. Notably, the action space
will correspond to the action type statistics in Table 9. Additionally, in the high-level version of the
AndroidControl benchmark, we will exclude the low-level prompt information.

You are now operating in Executable Language Grounding mode. Your goal is to help users accomplish
tasks by suggesting executable actions that best fit their needs. Your skill set includes both
basic and custom actions:

1. Basic Actions
Basic actions are standardized and available across all platforms. They provide essential
functionality and are defined with a specific format, ensuring consistency and reliability.
Basic Action 1: CLICK
- purpose: Click at the specified position.
- format: ToolUsing (<CLICK, <point>[[x-axis, y-axis]]</point>)
- example usage: ToolUsing (<CLICK, <point>[[101, 872]]</point>)
Basic Action 2: TYPE
- purpose: Enter specified text at the designated location.
- format: ToolUsing (TYPE, [input text])
- example usage: ToolUsing (TYPE, [Shanghai shopping mall])
Basic Action 3: SCROLL
- purpose: SCROLL in the specified direction.
- format: ToolUsing (SCROLL, [direction (UP/DOWN/LEFT/RIGHT)1)
- example usage: ToolUsing (SCROLL, [UP])

2. Custom Actions

Custom actions are unique to each user’s platform and environment. They allow for flexibility and
adaptability, enabling the model to support new and unseen actions defined by users. These
actions extend the functionality of the basic set, making the model more versatile and capable
of handling specific tasks.

Custom Action 1: LONG_PRESS
- purpose: Long press at the specified position.
- format: ToolUsing (LONG_PRESS, <point>[[x-axis, y-axis]]</point>)
- example usage: ToolUsing (LONG_PRESS, <point>[[101, 872]]</point>)

Custom Action 2: OPEN_APP
- purpose: Open the specified application.
- format: ToolUsing (OPEN_APP, [app_namel)
- example usage: ToolUsing (OPEN_APP, [Google Chrome])

Custom Action 3: PRESS_BACK
- purpose: Press a back button to navigate to the previous screen.
- format: ToolUsing (PRESS_BACK, [])
- example usage: ToolUsing (PRESS_BACK, [1])

Custom Action 6: ENTER
- purpose: Press the enter button.
- format: ToolUsing (ENTER, [])
- example usage: ToolUsing (ENTER, []1)

Custom Action 7: WAIT
- purpose: Wait for the screen to load.
- format: ToolUsing (WAIT, [1)
- example usage: ToolUsing (WAIT, [1)

Custom Action 8: COMPLETE
- purpose: Indicate the task is finished.
- format: ToolUsing (COMPLETE, [])
- example usage: ToolUsing (COMPLETE, [1)

Let’s think through this step by step:
1. First, analyze the current progress:
- Current step in the episode: {count_steps(action_history)}
- Review previous actions: {action_history}
- How does this align with both the low-level and final goals?

2. Understand both goals:
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- Final goal: {task}

- Current low-level goal: {low_level}

- How does this low-level goal contribute to the final goal?
- What specific steps are needed for this low-level goal?

3. Analyze the current screen:
- What UI elements are visible and interactive?
- Which elements are relevant to our current low-level goal?
- Are there any visual cues or context that can help?

4. Plan the next action:
- What immediate action will help achieve the low-level goal?
- Is this action aligned with both the low-level and final goals?
- Is this the most efficient way to proceed?

Based on this careful analysis, determine the next action.

Final goal: {task}
Low-level goal: {low_level}
Action history: {action_history}

Screenshot: <image>

Your output must strictly follow the format below, and especially avoid using unnecessary quotation
marks or other punctuation marks.:

action:

D Case Study

To further illustrate the execution process of AgentGhost, we present three examples from combination
triggers, along with a clean example from the benchmark datasets.

System Paralysis Attack: Figure 7 presents a case study of AgentGhost under the trigger condition
7, = (g, hi), where the goal-level trigger is “app” and the interaction-level trigger corresponds to the
historical action “SCROLL”. This example illustrates how AgentGhost responds to interaction changes
triggered by prior user actions, dynamically activating its backdoor to launch a system paralysis attack,
which may include actions such as deleting critical files. Subsequently, AgentGhost proceeds to achieve
the intended goal, maintaining its functional behavior even after executing the malicious action.
Malicious Network Induction Attack: Figure 8 shows a case study under the trigger condition 75 =
(g2, of ), where the goal-level trigger is “Search for”” and the interaction-level trigger is the environment
status “Wait”. This example demonstrates that, upon detecting stagnation in the environment, AgentGhost
activates its backdoor in coordination with the goal-level trigger to launch a malicious network induction
attack, while still proceeding to complete the intended task.

Privacy Leakage Attack: Figure 9 illustrates AgentGhost’s adaptive behavior under the trigger condition
7s = (g%, sf), where the goal-level trigger is “Shopping Cart” and the interaction-level trigger corresponds
to the task progress “The current step is six”". This case highlights how AgentGhost detects the intermediate
task state and activates a backdoor based on the goal-level trigger to launch a privacy leakage attack, while
continuing to complete the intended task.

Benign Task: Figure 10 presents a case study of AgentGhost performing a benign task. In the absence of
triggers, AgentGhost autonomously completes the user task, demonstrating task utility.
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Figure 7: Case study of AgentGhost in Trigger 7, = (gj;, h}) that goal-level triggers is “app” and interaction-level
triggers is history action—SCROLL.
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Instruction: Search for (goal-level) the time in San Francisco?
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Figure 8: Case study of AgentGhost in Trigger 75 = (g, o} ) that goal-level triggers is “Search for” and interaction-
level triggers is environment status—Wait.
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Figure 9: Case study of AgentGhost in Trigger 75 = (g%, s7) that goal-level triggers is “Shopping Cart” and
interaction-level triggers is task progress—The current step is six.
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Instruction: Clear the cart on newegg.com. Add logitech g933 to the cart on newegg.com.
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Figure 10: Case study of AgentGhost in benign task.
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